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Digital electronic devices are often used to implement data security systems-on-chip (SoC) like smart 

cards. Random bit stream generators constitute one of main building blocks of such systems. They 

use some uncontrollable physical analog phenomenon as a source of randomness. The random 

variations in this analog process must be converted to a digital bit stream using some intrinsic analog 

to digital conversion or some extrinsic digitization technique. This conversion should be feasible using 

purely digital technology, because the use of some analog electronic blocks inside the device would 

increase the total cost of the system. 

In this talk, we will shortly discuss physical analog phenomena that can be used as sources of 

randomness in digital devices and analog to digital conversion techniques that can be exploited in 

this kind of devices to generate the raw random binary signal. 

We will present the random physical processes existing in digital devices from the point of view of 

their possible quantification inside the device using embedded signal measurement techniques. The 

measurement process can serve as a basis for a fast and efficient dedicated statistical test, which can 

be embedded inside the same device. This test could complete or even replace continuous health 

tests required by the current version of the standard. However, instead of using the raw binary signal 

as required in the standard for the general purpose continuous tests, the dedicated tests would use 

signals, which are closer to the physical source of randomness (they can test/measure directly the 

analog signals). Although the advantage of the physical quantification of the source of randomness in 

dedicated tests is undeniable, it can be difficult or even impossible to prove mathematically that the 

given tests are at least as efficient as existing general purpose continuous tests (as required by the 

standard). 




