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M nder | o Instead, entropy is a property of random variables.
Informations- ) X
t?cBhSr;i)k o In the following we interpret random numbers as
realizations of (i.e. as values taken on by) random
Motivation variables.
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Werner In particular,
Schindl L e .
Bundesamt o digitized data = data after the digitization of the analog
fiir Sicherhei H
Hr Dcherhett signals
Informations- o raw data = data after (non-cryptographic) postprocessing
echni
(BS)) o NOTE: In the literature also other definitions are
Votivation widespread. In particular,
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We interpret the observed outcome xq,...,xy (= digitized
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o The random variables Xi, ..., Xy are assumed to be iid
Motivation (independent and identically distributed).
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Qo Xl, e ,XN are iid = H(Xl, - ,XN)/N = H(Xl)
(= (average) entropy per coin toss) where

H(X1) = —(plogy(p)+(1—p) logo(1—p)) (Shannon entropy)

o Equivalently, Hmin(X17 . 7)(/\/)/N = Hmin(Xl) with

Hmin(X1) = min{—logz(p), — log,(1 — p)} (min entropy)

~ X1+t Xy
P=""N
o Substituting p into the above formulae provides estimators
for the Shannon entropy and for the min entropy per coin
toss.

(estimator for p)
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g omndler a physical model would consider the impact of the start
flir Sicherheit conditions and the mass distribution within the coin etc.
Informations- on the trajectory.
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o It is much easier to develop and to verify a stochastic
Vetvation model than a physical model.
an
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Model

Experiences
with the AIS
31

Conclusion



Q Bundesamt
fiir Sicherheit in der
Informationstechnik

Entropy
Estimation on
the Basis
of a
Stochastic
Model

Werner
Schindler
Bundesamt
fiir Sicherheit
in der
Informations-
technik
(BSI)

Motivation
and
Background

The
Stochastic
Model

Experiences
with the AIS
31

Conclusion

Real world RNGs

For real world physical RNGs the derivation of the
stochastic model is more complicated. The stochastic
model should be confirmed by engineering arguments and
experiments.

Typically, a stochastic model specifies a 1-, 2- or a
3-parameter family of distributions.

If the digitized data are not iid the increase of entropy per
random bit has to be considered.

During the life cycle of the RNG the true distribution shall
remain in the specified family of probability distributions,
also if the quality of the random numbers goes down

(— health tests).



#|EEes Example 2: Killmann, Schindler (CHES 2008)[6]

Entropy
Estimation on
the Basis
of a
Stochastic
Model

latches with each
Werner ZLup-crossing

Schindler latches at time 0,5,2s
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fiir Sicherheit
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ST Abbildung: RNG with two noisy diodes, c.f. Fig. 1 in [6]
techni
(BSI)

el Stochastic model (for y1,y»,...)

Background tn: time between the (n — 1)*" and the n*" upcrossing

o astic T1, T, ... is stationary (mild assumption) ~ ... ...~

Model Y1, Ya, ... is stationary

e el 2-parameter family of distributions (depends on the
expectation and the generalized variance of Ti)
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details: see [6]
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Miscellaneous

The AIS 20 and the AIS 31 are technically neutral.

For physical RNGs (PTG.2, PTG.3) a stochastic model is
mandatory. The digitized data shall be stationary
distributed.

The applicant for a certificate and the security lab have to
give evidence that the RNG meets the class-specific
requirements.

Further documents support the tasks of the developer and
the evaluator.

For sensitive applications the BSI prefers RNGs, which
belong to the functionality classes PTG.3, DRG.4 or
DRG.3.
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The functionality classes PTG.3, DRG.4, DRG.3

o PTG.3 (highest class):

o strong physical RNG (possibly with mathematical
postprocessing), effective online test and total failure test

o DRG.3-conformant postprocessing algorithm with memory;
output rate(postprocessing) < input rate(postprocessing)

information theoretical security + computational security

o DRG.4:

o DRG.3-conformant deterministic RNG
o the internal state can be updated / reseeded
(time-dependent, event-driven or on demand)

substantially only computational security.

o DRG.3: deterministic RNG (backward secrecy, forward
secrecy, enhanced backward secrecy)
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Werner derive a reliable lower bound for the entropy per raw data
Schindler .

Bundesamt blt

fiir Sicherheit

in der o We explained the concept of a stochastic model by an

Informations-

technic elementary example.

o Elaborated stochastic models of real world RNGs can be
Motivation . .
. found in the literature.

Background
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