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January 14, 2012 

Dear NIST, 

I have sent a security evaluation report on EAXprime (or EAX’), a blockcipher 
mode specified in the ANSI C12.22 as the standard security function for the 
Smart Grid, to IACR ePrint. The report is now available at http://eprint. 
iacr.org/2012/018. 

Our report shows a serious security flaw of EAXprime when inputs are quite 
short. 

We have not checked if our attacks are applicable to the messaging protocols 
defined by ANSI C12.22. However, they clearly demonstrate the insecurity of 
EAXprime as a general-purpose authenticated encryption (AE). Hence I con
sider it is not adequate to include EAXprime in an NIST SP document, at 
least to define a general-purpose AE mode. I also recommend to clarify the 
practicability of our attacks against the ANSI C12.22 protocols. 

Sincerely yours, 

MINEMATSU Kazuhiko 
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