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A re
ent trend in message authenti
ation is the use of a randomizing parameter, su
h th a t 

the authenti
ation tag is based not only on the message and the key, but a publi
 non
e whi
h 

is 
hanged for every authenti
ated message. This generally afords a b  e  tte  r  se
urity proof. 

However, several new 
lasses of atta
ks are made available by these te
hniques. We examine 

these atta
ks, and apply some of them to RMAC, a re
ently published MAC m e 
 hanism. 

1 Introdu
tion 

Traditional te
hniques of 
onfdentiality (su
h a s a b l o 
 k 
ipher in CBC mode) do not provide au-
thenti
ation. While more re
ent methods (su
h a s [ ]) do provide both 
onfdentiality and en
ryption 

in a single primitive, most 
onfdentiality te
hniques require the use of an additional authenti
ation 

me
hanism. In addition, there is a wide variety of appli
ations that have no need for 
onfdentiality, 

but need authenti
ation of messages. 

Most 
ommon message authenti
ation 
odes (MACs) are deterministi
; they produ
e an authen-
ti
ation tag whi
h is based only on the message and the se
ret key (for example [7]). A re
ent trend 

in MAC design is the use of a randomizing parameter or non
e, so that the tag is determined by the 

non
e as well as the key and message. These non
es often allow better se
urity proofs as 
ompared 

to standard MAC algorithms. However, it seems that very little thought has been given to the full 

ramif
ations of non-deterministi
 MAC fun
tions. 

2 General Atta
ks 

There are some general 
lasses of atta
ks appli
able to randomized MACs pre
isely due to their 

non-deterministi
 nature. These are not general atta
ks in the sense that they ne
essarily apply to 

all non-deterministi
 MACs; whether they apply or not depends on the individual algorithms. 

2.1 Repeated Messages 

In the 
ase of a deterministi
 MAC fun
tion (with a fxed key), a parti
ular message will only have a 

single authenti
ation tag. However, with a non-deterministi
 MAC, an atta
ker 
an 
olle
t a series 

of non
e/tag pairs (denoted by (RT TT) : O : i : n) for a single message M . The most 
ommon 

atta
ks that 
ome from this seem to be faster methods of exhaustive k ey sear
h, and 
reating a new 

tag T with a new non
e R    ni RT 

: vi E O . This se
ond atta
k, at frst glan
e, seems pointless, in 

that it is simply a replay  a  tta  
  k. However, an appli
ation designer way w ell assume (parti
ularly in 

the absen
e of statements to the 
ontrary) that ensuring that non
es are never repeated is enough 

to prevent a replay atta
k when using a non-deterministi
 MAC. 
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2.2 Repeated Non
e 

Most, if not all, of the spe
if
ations for non-deterministi
 MACs require that a sender never au-
thenti
ate two messages with a single non
e, and that re
eivers verify that non
es are non-repeating. 

However, as has been dis
ussed elsewhere [5], appli
ation designers often misuse the 
ryptographi
 

primitives they have available, sometimes to an astounding degree. The probability that at least 

some of them will be 
areless in ensuring that non
es are non-repeating is unity. So, while it un-
reasonable to expe
t that the MAC will retain it's full se
urity when misused in su
h a w ay, they 

should be designed su
h that 
atastrophi
 failure is not the result of repeating non
es. 

2.3 Other Possible Atta
ks 

Other possible atta
ks, spe
if
 to non-deterministi
 MAC fun
tions, in
lude related non
e and 


hosen non
e atta
ks. Neither of these atta
ks are examined in detail in this paper. 

3 RMAC 

RMAC [ 6 ] is a re
ently published randomized MAC fun
tion, based on an underlying blo
k 
ipher. 

It is essentially a simple CBC-MAC [2], with an extra operation at the end to randomize the 

authenti
ation tag. For simpli
ity of dis
ussion, we reuse the notations of [4], in
luding that the 

blo
k size of the underlying 
ipher is b bits. 

To produ
e a MAC, RMAC uses two keys, K1 

and K2, and a randomizing parameter, R. The 

length of R (denoted as r) 
an range from O to b bits. For simpli
ity, we will assume that IK1I i 

IK2I i k. RMAC is defned as: 

RMAC(K1,K2,R,M) : 

1. Divide M into b bit blo
ks M1 

M n 

(padding as needed) 

2. O1 

i EKI 

(M1) 

3. OT 

i EKI 

(MT 

EOT-1) 2 : i : n 

4. K3 

i K2 

E (RIIOk-r) 

5. T i EK3 

(On) 

6. Output (R T ) as an authenti
ator for M 

In later dis
ussion we will often refer to On 

as Z. 

3.1 A key re
overy atta
k on RMAC 

If K1 

and K2 

are spe
ifed independently (as allowed by [ 4 ]), then RMAC i s k eyed with a total of 

2k bits of key. From this, one might naively expe
t that it would take a n a verage of 22k-1 MAC 

operations in order to re
over the se
ret keys (via key sear
h). We will now s h o w that this is not the 


ase, and that, even if K1 

and K2 

are independent, the 
omplete RMAC k ey 
an be re
overed with 

an estimated 2k+1 work, and very little memory. In addition, no intera
tion with any legitimate 

user of the keys is ne
essary, b e y ond 
olle
tion of a small number of message/non
e/tag triplets. 

This atta
k only works in 
ertain situations. In parti
ular, we require that the 
omplete tag, 

not a trun
ated version, be available to the atta
ker, and that r  O. This requirement 
an be met 

within the limits set out in [4], and in fa
t is re
ommended for general use by that do
ument. 

Consider a single message, M , authenti
ated using several non
e/tag pairs, (RT  T T) O : i : n. 

We n o w des
ribe how an atta
ker 
an re
over the 
omplete RMAC k eys K1 

and K2 

using a simple 

divide and 
onquer atta
k. 

For ea
h k ey K in the spa
e of K2, 
ompute ZT 

i DK8R� 

(TT) for O : i : n. If ZT 

i Zj 

vi j, 

then K is a probable K2. For ea
h k ey we h a ve to 
ompute at least 2 de
ryptions (in order to have 

some basis for 
omparison). There is no need to 
ompute more values of ZT 

unless the frst two 
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mat
h, and with very high probability this will not happen unless the K in question a
tually is K2. 

kThus it should take about 2 . 2k-1 i 2 de
ryptions to fnd K2. On
e K2 

is determined, we a l s o 

know Z i Z1 

i i Zn, w h i
h is simply the CBC-MAC o f M using K1. This key 
an be re
overed 

using the obvious key sear
h atta
k now that w e know Z, w h i
h w e 
an use to verify a guess. 

3.1.1 Work Estimates 

For a message 
onsisting of n blo
ks, the numb e r o f b l o 
 k 
ipher exe
utions is n + 1 for 
omputing 

RMAC, and 2, 4, or 6 more for deriving K1 

and K2 

from the master key. Assuming (optimisti
ally) 

that only 2 blo
k 
ipher exe
utions are required for deriving the keys, the average 
ost of a brute 

kfor
e sear
h w ill b e 2 . 2k-1 . (n + 1) i n . 2k + 2 . Note this is the "easiest" 
ase for a brute for
e 

atta
k: if K1 

and K2 

are independent, or if 4 or 6 appli
ations of the blo
k 
ipher are required to 

derive K1 

and K2 

from the master key, the 
osts will be even higher. 

With our atta
k, the 
ost of sear
hing for K2 

is about 2k, and the 
ost of 
omputing the CBC-
MAC (sear
hing for K1) is n blo
k 
ipher en
ryptions. This leads to a work estimate for our atta
k o f 

n . 2k-1 +2 

k appli
ations of the blo
k 
ipher, whi
h is signif
antly less than even the most optimisti
 

estimate for brute for
e atta
ks on RMAC. 

Finally, we note that these atta
ks are not at all in
onsistent with the bounds of the se
urity 

proof given by the designers of RMAC i n [ 6 ] . In fa
t, further analysis may reveal them to be quite 


omplimentary to the se
urity p r o o f s b y p r o viding a strong upper bound to RMAC's strength. 

3.2 A forgery atta
k 

We 
an use a variation on the previous atta
k to 
reate arbitrary non
e/tag pairs for a single message 

with very little efort, given an upfront 
omputation. Starting with a situation similar to the previous 

atta
k, we r e 
 o ver K2 

and Z with an estimated 2k work. Knowing these two v alues, we 
an generate 

a tag for M using any R of our 
hoi
e with very little efort by 
omputing T i EK2 

8R(Z). 

It might seem obvious that K2 


an be re
overed with 2k-1 efort, but a brute for
e atta
k o n K2 

is a
tually harder than it seems, be
ause at no point d o w e h a ve a plaintext/
iphertext pair to base 

su
h an atta
k o n . 

3.3 Intera
tions b e t ween RMAC and DES 

NIST's RMAC draft spe
if
ation re
ommends RMAC b e used with either AES [3] or DES [1] in 

EDE mode with 2 or 3 keys. Re
all that some of the bits of a DES key do not have a n y efe
t on the 


ryptographi
 operation of the 
ipher, so when using RMAC with DES, 8 bits of R have absolutely 

no efe
t on the output. Thus, even if the users of RMAC are 
ons
ientious about ensure that R is 

unique, it's easy to generate a large series of "distin
t" non
es that produ
e the same authenti
ation 

tag for a given message. 

The nature of DES-EDE's key s
hedule also 
auses some 
on
erns. In parti
ular, for a 64-bit 

blo
k 
ipher, su
h as DES-EDE, r is limited to 64, but k 
an be mu
h larger (1 2 bits in the 
ase of 

3 k ey DES-EDE). Thus, mu
h of the latter portion of K3 

(in parti
ular, the last 128 bits) are not 

afe
ted by R at all. This means that only one of the three internal DES operations is dependent 

upon the value of R. The author knows of no atta
k w h i 
 h 
an make use of this property, but it is 

somewhat worrisome. 

3.. Workarounds for RMAC 

While the atta
ks shown do not present serious 
on
erns to the se
urity of RMAC, 
onsidering 

the key lengths 
ommonly supported by modern blo
k 
iphers, they do show t h a t RMAC 
an b e 

atta
ked faster than a brute for
e atta
k on the key. In addition, we have shown that, at least 

in some situations, little or no se
urity beneft is gained from using two independent keys versus 
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deriving the two k eys from a single se
ret key. However, relatively simple 
ountermeasures enable 

RMAC to be used safely, su
h always trun
ating the output of the MAC. This makes it mu
h harder 

to take a d v antage of the fa
t that E is an invertible permutation (whi
h our atta
ks rely on). The 


autious may w i s h t o a void triple DES and use another 
ipher (su
h as AES). 

If preventing replay atta
ks is a 
on
ern, relying solely on the RMAC non
e 
an be insuÆ
ient: 

in
lude a serial number within the message body itself. 

4 Con
lusions 

We frst des
ribe some general 
lasses of atta
ks that 
an be applied to message authenti
ation 
odes 

whi
h m a k e use of a non
e or randomization parameter in the generation of the authenti
ation tag. 

We then applied some of these atta
ks to RMAC, showing several ways in whi
h a simple divide and 


onquer atta
k 
an be used to break RMAC faster than brute for
e. 

The properties of randomized MACs has, up to know, re
eived very little attention, and it is 

hoped that this paper will spark further resear
h in the area. 
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