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The Galois/Counter Mode of Operation (GCM) was developed by the submitters in order to pro-
vide a provably secure and efficient high-speed authenticated encryption method that is free of
intellectual property restrictions. This cover sheet outlines the submission of that mode for con-
sideration in the National Institute of Standards and Technology’s Modes of Operation process.

The main document contains the mode’s specification, a summary of its properties, test vectors
for the Advanced Encryption Standard, and performance estimates for both hardware and soft-
ware. It also outlines efficient designs, illustrates the use of the mode for network encryption, and
provides a rationale. Test vectors are also provided in separate files, which are contained in the
compressed tar file gcm-test-vectors.tar.gz. The intellectual property statements is made in a
separate document.


http:gcm-test-vectors.tar.gz

