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Announci ng Pl ans to Devel op a Federal |nformation Processing
Standard for Public-Key Based Cryptographic Key Agreenment and Exchange

AGENCY: National Institute of Standards and Technol ogy (N ST),
Conmmrer ce.

ACTI ON: Notice; request for comments.

SUMMARY: NI ST is planning to devel op a Federal Information Processing
Standard for Public-Key Based Cryptographi c Key Agreenent and Exchange.
This notice solicits comments regardi ng techni ques for consideration
specifically including RSA, Diffie-Hellman, and Elliptic Curve

techni ques. This standard will be for use in designing and inplenmenting
publ i c-key based key agreenent and exchange systens whi ch Federa
departnents and agenci es operate or which are operated for them under
contract. Mre than one algorithmmay be specified, consistent with
sound security practices, to enabl e Federal departnents and agencies
enhanced flexibility in the design, inplenentation, and use of

crypt ographi c systens.

DATES: Comments shoul d be received on or before August 11, 1997.

ADDRESSES: Witten coments should be sent to: Director, Information
Technol ogy Laboratory, ATTN:. Key Agreenent/Exchange FIPS, Technol ogy
Bui | di ng, Room A231, National Institute of Standards and Technol ogy,
Gai t hersburg, MD 20899.

El ectroni c coments shoul d be sent to: KEYEX@\ ST. GOV

Coments received in response to this notice will be nade part of
the public record and will be nade avail able for inspection and copying
in the Central Reference and Records |nspection Facility, Room 6020,
Herbert C. Hoover Building, 14th Street between Pennsyl vani a and
Constitution Avenues, NW Washi ngton, DC 20230.

FOR FURTHER | NFORMATI ON CONTACT: M1l es Smid, Manager, Security
Technol ogy Group, Conputer Security Division, National Institute of

St andards and Technol ogy, Gaithersburg, MD 20899, tel ephone (301) 975-
2938.


mailto:KEYEX@NIST.GOV
http:wais.access.gpo.gov

SUPPLEMENTARY | NFORVATION: NI ST is planning to devel op a Federa

I nformati on Processing Standard for Public-Key Based Cryptographic Key
Agreenent and Exchange. This standard will be for use in designing and

i npl enenting public-key based key agreenent and exchange systens which
Federal departnents and agencies operate or which are operated for them
under contract. More than one algorithmmay be specified in the
standard, consistent with sound security practices, to enabl e Federa
departnments and agenci es enhanced flexibility in the design

i npl enent ati on, and use of cryptographic systens.

Al gorithns approved for inclusion shall be either: (1) Freely
avai l abl e or (2) available under ternms consistent with the American
Nati onal Standards Institute (ANSI) patent policy.

The Adnministration policy is that cryptographic keys used by
Federal agencies for encryption (i.e., to protect the confidentiality
of information) shall be recoverable through an agency or third-party
process and that keys used for digital signature (i.e., for integrity
and aut hentication of information) shall not be recoverable. Agencies
nust be able to ensure that signature keys cannot be used for
encryption. Any algorithns proposed for digital signature nust be able
to be inplenented such that they do not support encryption unless keys
used for encryption are distinct fromthose used for signature and are
recover abl e.

The distinction between signature and encryption keys will be
facilitated in the public key infrastructure by using X 509v3 public
key certificates.

This standard woul d specify the mathematical al gorithn{(s) approved
for use by Federal agencies for using public key cryptographic key
exchange/ agreenent (e.g., to exchange the encryption key[s] used by two
parties for data encryption). This standard will be conplenented by the
activities of the " Technical Advisory Committee to Devel op a Federa
I nformation Processing Standard for Federal Key Managenent
Infrastructure,'' which is working on recommendations for a federa
standard on encryption key recovery (independent of the underlying
mat hemati cal al gorithnis] used to exchange the encryption key[s]).

NI ST solicits comments frominterested parties, including industry,
vol untary standards organi zations, the public, and State and | oca
governnents concerni ng devel opi ng such a standard, and concerning the
availability, security, and adequacy of existing standards for public
key- based key agreenent and exchange.

Coments are particularly sought with respect to the RSA, Diffie-
Hel | man, and elliptic curve techniques. In addition, parties believing
their patents or other intellectual property pertain to any of these
three techni ques are asked to comment and provide specifics of the
nature of their clains.

This work is pursuant to NIST's responsibilities under the Conputer
Security Act of 1987, the Information Technol ogy Managenent Reform Act
of 1996, OVB Circul ar A-130, and Executive O der 13011

Dated: May 6, 1997.



El ai ne Bunt en- M nes,

Director, Program Ofi ce.
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