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Conments on the proposed FIPS for Key Exchange and Agreenent:
(Al of the following were received by e-mail. Comrents received in
hardcopy format are not included here.)

Dat e: Wed, 28 May 97 18:11:39 EDT

From "Douglas A. Gwn (IST)" <gwn@\RL. M L>

To: keyex@i st. gov

Subject: Re: N ST to Consider Revised Digital Signature Standard for Fede

Any systemincorporating "key recovery" facilities is insufficiently
secure. The idea that somehow governnent has a "right" to nonitor
ot her people's conversations is the antithesis of the principles on
which this nation was founded, and supporters of mandatory key
recovery should be ashamed of thensel ves.

From Burt Kaliski <burt @RSA. COW

To: "'keyex@ist.gov'" <keyex@i st.gov>

Subj ect: Comments on key exchange/ agreenent FIPS
Date: Mon, 16 Jun 1997 07:18:46 -0700

June 16, 1997

Director, Information Technol ogy Laboratory
Key Agreenent/Exchange FIPS

A231 Technol ogy Bui |l di ng

NI ST

Gai t hersburg, M. 20899-0001
<keyex@i st . gov>

Dear Director

Respondi ng to the recent announcenent by NI ST of its intention to
devel op a FIPS for key exchange/ agreenent, the | EEE P1363 worki ng group
"Standard for Public-Key Cryptography,” would like to convey its support
of this effort and offer its assistance.

The | EEE P1363 project, nowin its fourth year, is developing a
conprehensi ve standard for public-key cryptography, including techniques
fromthe three major famlies -- discrete logarithns (of which the
existing Digital Signature Standard is an exanple), elliptic curves, and
i nteger factorization (including RSA). The standard al so covers the
three maj or categories of public-key techniques: key agreenent, digita
si gnatures, and public-key encryption. Substantial consensus anong

i ndustry participants in the U S. and abroad has already been achieved

t hrough the devel oprment process, naking the | EEE P1363 working drafts a
hel pful reference for the devel opnment of the FIPS.

The | EEE P1363 effort is closely coordinated with the ANSI X9F1
standards, which are al so hel pful references.

Bal |l oti ng of the | EEE P1363 standard is currently planned for early
1998. Further information is available on the | EEE P1363 Wb page,
http://stdsbbs.ieee. org/ groups/ 1363.

| EEE P1363 applauds NIST's efforts to develop a FIPS for key

exchange/ agreenent, and will be happy to assist in this effort, by
contributing the | EEE P1363 working drafts as input to the devel opnent
process, by reviewing the FIPS, or by other neans. Please let nme know if
you have any questi ons.
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Si ncerely,

Burt Kal i ski
Chair, | EEE P1363

Return-recei pt-to: bl ake. greenl ee@ nternetnci.com

Date: Fri, 01 Aug 1997 08:18:16 -0400

From "M Bl ake Greenlee" <bl ake. greenl ee@ nt er net nti.con

Subj ect: Comments on proposed changes to FIPS 186

To: "' KEYEX@NI ST. GOV' " <KEYEX@i st . gov>

X-M ME- Aut oconverted: from quoted-printable to 8bit by email.nist.gov id
| AAO5069

Dear Sirs:

| believe that FIPS 186 should be revised to include ANSI standard key
agreenent and key transport standards by reference.

| amparticularly concerned that elliptic curve cryptographic techni ques
be included. This can easily be done be all ow ng adoption by reference to
ANS| X9.63. Where NI ST nmay desire to particularize what it wi shes to have
the Federal Governnent use, that may be done easily by reference to the
appropriate sections in the Standard.

As a note, the X9 program of work on public key infrastructure standards
in X9F1 i s/has developed a fanm |y of standards. Four of these wll
directly address key managenent:

1. X9.42, Managenent of Symmretric Algorithm Keys Using Diffie-Hell mn
(in ballot).

2. X9.44, Managenent of Synmetric Al gorithm Keys Using Reversible Public
Key Cryptography (in preparation; includes RSA)

3. X9.63, Key Agreenent and Key Managenment Using Elliptic Curve-based
cryptography (in preparation)

4. X9.43, Key Archiving and Retrieval (not applicable to FIPS 186)

The changes to FIPS 186 should allow a variety of conpetitive techniques
either in the public domain (like Diffie Hellnman) or for a nom na
license fee. No technol ogy should be included where |icenses are not
avail abl e on a non-discrimnatory basis to i nplenment the technol ogy in
enbodi ments of the |licensee's own choosing.

I note that a major factor in the costs of using cryptography is the
"overhead." Quoting fromthe Foreword to ANSI X9.62,

"The primary advantage of elliptic curve systens is their apparent high
cryptographic strength relative to key size. The attractiveness of
elliptic curve cryptosystens may increase relative to other public-key
cryptosystens as conmputing power inprovenments warrant a general increase
in key size. The shorter key sizes may result in significantly shorter
certificates and system paraneters. These potential advantages manifest

t hensel ves in many ways, including storage efficiencies, bandw dth savi ngs
and comnput ational efficiencies. The computational efficiencies may lead in
turn to higher speeds, power efficiency, code size reductions or a

conbi nati on thereof.

These potential efficiencies are particularly beneficial in applications
such as:

? hi gh vol une transacti on systens,
? Wi rel ess conmuni cati ons,
? hand- hel d computing (e.g., personal digital assistants),
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? br oadcast comuni cati ons

? smart cards

wher e bandwi dth, processing capacity, power availability or storage are
constrained. "

Because of costs, efficiencies and security, | believe that it is in the
best interests of the US Government and the citizens that it serves to
include elliptic curve key agreement and key managenent techniques in

FI PS 186.

M Bl ake G eenl ee
M Bl ake Greenl ee Associ at es

Date: Fri, 01 Aug 1997 08:51:00 -0400

From Paul Raines <Paul . Rai nes@y.frb. org>

Subj ect: Comments on FIPS Federal Register Announcenents
To: fipsl86@i st.gov, keyex@i st.gov

| amwiting in response to your Federal Register announcenent dtd
5/ 13/ 97 which requests comments on N ST's proposed upgrades to the
FI PS 186 standard and devel opi ng a new FIPS standard for public key
based cryptographic key agreenment and exchange.

| believe it is critical that NIST include in its standards support for both
RSA and Elliptic Curve Cryptography. The former cryptographic

al gorithm has gai ned wi despread i ndustry acceptance and is close to

beconming a de facto standard. The latter algorithm has very obvious
techni cal advantages. Nanely, the encryption processes are done much

faster and the snaller key size is ideal for linmted bandw dth applications

(e.g. smart cards). It is currently being considered as a standard by

| EEE. For these reasons, | believe NI ST should include these algorithns
in any future standards and do so in a way that would be royalty-free to
the public.

For key exchange nechani sns, | believe N ST shoul d exam ne both the

RSA and Diffie-Hell man net hods of exchanging the session encryption

key. For the actual session key algorithm | feel N ST should give strong

consideration to triple DES as a foll owon to single DES.

I f you have any questions about anything |I have written or need to
contact me, my phone nunber is 212-720-7657.

Si ncerely,

Paul Rai nes

Vi ce President

El ectronic Security

Federal Reserve Bank of New York

X- Sender: sergi o@xchsvrl.entegrity.com
Date: Thu, 07 Aug 1997 17:48:48 +0200

To: KEYEX@i st . gov

From Sergi o Faissol <sergio@ntegrity.conmp
Subj ect: RFC for Key Agreenent and Exchange
Cc: john@ntegrity.com dave@ntegrity.com

To: Director, Information Technol ogy Laboratory, N ST
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Entegrity Sol utions Corporation is a software conpany providing a

conpr ehensi ve franmework of products and services utilizing strong public
key encryption and digital certificate technology to integrate security
into the global enterprise.

We believe that the new FIPS for Key Agreenent and Exchange shoul d incl ude
standards for the use of all major techniques nentioned in your RFC
especially the new Elliptic Curve Cryptosystens. |n our view, this
technol ogy has the hi ghest strength-per-bit of any public-key cryptographic
techni que avail able today. W are planning to use this technology in
products targeting several environnents, including smart cards,

aut hentication products, and electronic commerce rel ated applications.

Open conpetition of several strong cryptographic algorithns is critical to
perpetuating a conpetitive market in these technol ogies. ECC appears to be
anong the nost conpetitive of these technol ogi es and shoul d be incl uded.

We further advocate that any truly secure data systemw || require the use
of hardware based cryptography. |In order to neet this requirenent in a
cost-effective way we need to be able to provide hardware sol utions that
are fast, small and i nexpensive. It has been denobnstrated in prototype
environnents that ECC can provide significant advantages in this area.

Regar ds,

Sergi o Fai ssol Voi ce: +1 (408) 487-8600 x112
V. P. Worl dw de Product Devel opnent FAX: +1 (408) 487-8610
Entegrity Sol utions Corp. E-mail: sergio@ntegrity.com
2077 Gateway PlI, Suite 200 http://ww. entegrity.com

San Jose, CA 95110 USA

From john. purcell @sa. gov

Date: 11 Aug 97 12:36:00 (-0400)

Subj ect: Conmments on FR Vol. 62, No. 92 (Digital Signature Standard)
To: fipsl86@i st.gov, judith.spencer @sa. gov, stanley.choffrey@sa. gov

Attached herewith are the comments of the Center for Governmentw de
Security on the Federal Register notice (Vol. 62, No. 92), regarding
the Digital Signature Standard. The format is Mcrosoft Wrd.

-- John Purcel
for Judith A Spencer
Director, Center for Governnentw de Security

COMMENTS | N RESPONSE TO NOTI CES | N FEDERAL REGQ STER VOL. 62, NO. 92,
ANNOUNCI NG PLANS TO DEVELOP A FEDERAL | NFORMATI ON PROCESSI NG STANDARD
FOR PUBLI C- KEY BASED CRYPTOGRAPHI C KEY AGREEMENT AND EXCHANGE
-- RIN 0693-ZA10

AND

ANNOUNCI NG PLANS TO REVI SE FEDERAL | NFORMATI ON PROCESSI NG STANDARD 186,
DI G TAL SI GNATURE STANDARD -- RIN 0693-2A11

The two notices are so closely related in the devel opnment of the Federa
Security Infrastructure by this office, that we are conbi ni ng our conments
on the two notices.

In our devel opnment effort, we are using vendor products which conply
with Federal Information Processing Standard 186, (and other FIPS)
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with regard to the Digital Signature Standard, the Digital Signature

Al gorithm the Secure Hash Algorithm and the Data Encryption Standard.
In doing so, we are relying on the m ninum standards for security as
published by the National Institute of Standards and Technol ogy,

Depart ment of Commerce, pursuant to the Conputer Security Act of 1987.

At this time, we see no reason to change our approach, even if the
FIPS 186 is nmodifired to incorporate other algorithms.

We do wish to conment on the special needs for security in systens
which are intended to transfer funds. W point out that these systens
may require security algorithns stronger than those systens which only
convey normal nessage traffic. O course, information that is
particularly sensitive may require the same security level as is needed
by systens that convey funds.

W are aware that the custoner community is already using algorithns
ot her than those specified in the FIPS. Since interoperability of
the algorithns is essential for the usability of the cryptographic
products, we are especially concerned that an i medi ate, high-1Ieve
effort be mounted to ensure this interoperability.

Thank you for the opportunity to coment.

To: Keyex@i st. gov
Date: Mon, 11 Aug 1997 12:47:25 -0400
Subj ect: Key Agreenent/Exchange FIPS

>From Dr. Scott Vanstone
(See attached file: KeyAgreenent. doc)
August 11, 1997

Director, Information Technol ogy Laboratory
Attn: Key Agreenent/Exchange FIPS

Certicomsupports NIST"s initiative to develop a FIPS which addresses

the key agreenent and key exchange issue. Currently the | EEE P1363 and

ANS| X9. 63 draft standards have incorporated key exchange techniques (in
fact, X9.63 addresses only this issue). As is well known, key agreenent
and key exchange are crucial conmponents in any secure data exchange.
Efficient techniques to performthis task are needed and they nust perform
wel | even on the nost constrained platforns. In order to neet the demands
of the wireless, smart card and various other environments Certicom
encourages NI ST to adopt elliptic curve technol ogy as the underlying

al gebraic structure for the protocols. Furthernore, Certicom encourages

NI ST to adopt similar protocols for key agreement as currently being
drafted for ANSI X9.63. In particular, the one and two pass versions of
the MQV provides a fully authenticated Diffie-Hell mn key agreement with

a mni mum of bandw dth overhead. This protocol when performed in the
elliptic curve setting is ideally suited to many constrai ned environnents
whi ch woul d have a difficult tinme supporting any other key agreement protocol

Certicomhas filed for patent protection on the MQV protocol. Certicoms
licensing policy is public know edge and MQV has been nade available to
ANS| X9.63 on a royalty free basis provided it is used for financial

applications. As for the unified nmodel for Diffie-Hellman, this protoco
was proposed and is being supported by IBM Certicom has no know edge of
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the patent status of this protocol with respect to |IBM or any ot her
or gani zati on.

Dr. Scott Vanstone
Certi com Corp.
Chi ef Cryptographer

Date: Mon, 11 Aug 1997 14:46:12 -0400

From Thierry Mreau <"Thierry Mreau" @awksbill. nist.gov>

Repl y-To: Thi erry. Moreau@onnot ech. com

Organi zati on: CONNOTECH Experts-conseils Inc./Mntreal/Qebec/ Canada
To: KEYEX@ni st . gov

Subj ect: Comment on key exchange

ATTN: Director, Information Technol ogy Laboratory,
Subj ect: Key Agreenent/Exchange FIPS

Dear Sirs,

pl ease find enclosed a cormment on "Federal |Information Processing
Standard for Public-Key Based Cryptographi c Key Agreenent and Exchange"

The attachenent is formatted using the HTML format. If this formt
creates difficulties with processing of the cormment, please indicate
your choice for alternate format, anong 1) WordPerfect 6.x, 2) Wrd for
W ndows, 3) plain ASCII, and | will be glad to re-submt the attachnent
accordingly.

[ASCI | included for this file - NI ST]
Yours Truly,

Thierry Mreau
Probabi l i stic Encryption Key Exchange

(Comrent on Plans to Develop a FIP Standard for Public-Key Based
Crypt ographi ¢ Key Agreenment and Exchange)

August 11th, 1997

by Thierry Mreau,
CONNOTECH Experts-conseils Inc.

Probabi li stic Encryption Key Exchange (PEKE) [1] was invented as a secret
key establishnent method to be plug-in conpatible, protocol-wi se, with

the Diffie-Hell man key exchange [2]. In fact, PEKE happens to be applicable
in other circunstances as well.

In this docunent, we first present a taxonomy of secret key exchange
mechani sns, in order to position PEKE in relation with other schenes. Then
we present the security foundation of PEKE, which is shared with Annex A
of 1SO/IEC 9796 when the public exponent is 2 [3] [4].
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Last, we nmention the patent pending rights that CONNOTECH Experts-conseils
has over the PEKE cryptosystemin Canada.

A taxonony of secret key establishnent protocols

Secret key establishnent protocols may be classified according to a nunber
of criteria, derived fromapplication requirements or inplenentation
issues. In all cases, a fresh secret key is established from pre-existing
condi tions.

The secret key established may be used as a short term session key
between two entities directly linked in a protocol exchange, or as
a longer termkey used e.g. in a store and forward system

Oiginally, PEKE was di sclosed for session key establishment with
direct protocol involvenment of both entities. But closer examnination
of the PEKE two-nmessage protocol reveals that the first nessage nay
be generated and/or sent on behalf of the "initiating entity" instead
of by the initiating entity, with only a slight decrease in security
(specifically, the essential protection agai nst chosen ciphertext
attack remains when PEKE is used in a store-and-forward schene). So,
PEKE can be used in store-and-forward applications.

In discrete |ogarithmsystens, the nunber-theoretic public paraneters

are generally common to a group of entities and subject to conplete

public scrutiny. In this case, the private conmponent of a private/public
key pair is just a secret random nunmber (as in the Lein Harn's

aut hentication inprovenent of the Diffie-Hellman scheme, see [5]). In

the case of one-way trapdoor cryptosystens, the number-theoretic public
paraneter is specific to one entity. The issues of trust in the

i mpl enentation of the nunber-theoretic paranmeter selection vary accordingly.

PEKE falls in the latter category, where a number-theoretic private/public
key pair is associated with one of the two entities participating in the
secret key exchange.

In a secret key exchange protocol, one party nay or may not get
cryptographi c assurance that the renmote party is one which knows the
private counterpart of a public key used in the conmputations. This

aut hentication capability is independent in each direction of the secret
key establishnment protocol. The "certification" of the public key is

an inmportant related issue.

PEKE offers a one-way authentication capability.

Local secure conputing facilities
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We can distinguish the followi ng computing facilities as being critica
for sone secret key establishment schemes, but not always trivially procured:
* a secure nenory for storing a |ong-term secret,

* atruly random source for locally generating random secret val ues,

* sufficient processing power for 1) a small number of multiply-reduce
cycles, 2) a full nodul ar exponentiation (that is a much |arger nunber
of multiply-reduce cycles), 3) the conputation of the nodul ar inverse,
and 4) the capability to pre-conpute a nunber of internediate results
i n advance of subsequent instances of the secret key exchange protocol

For instance, the Diffie-Hellman cryptosystemrequires a truly random
source and sufficient processing power for a full nodul ar exponentiation
and may benefit fromthe capability to pre-conpute intermediate results.
Any entity which is authenticated in a key exchange protocol requires a
secure nmenory for storing a long termsecret. \Whenever a secure nenory
is available, a truly random source nay be provided by a

cryptographi c-strength pseudo-random nunber generator of which the
internal state is kept in the secure nenory.

The PEKE cryptosystem has un-bal anced requirenents. The | ow processing
end of the transaction requires a truly random source and sufficient
processi ng power for a small nunber of multiply-reduce cycles. The higher
processi ng end of the transaction requires a secure nenory, and sufficient
processi ng power for a full nodul ar exponentiati on. The random source
used by the higher processing end need not be of cryptographic strength.

Resi stance to failure of random source

There are various attack scenarios that can exploit weaknesses in a
random source used in secret key establishnent protocol. For instance,

a vulnerability to replay attacks may occur if an adversary is able to
force a constant output froma random source. Another worri some weakness
is atoo small set of possible outcones of the random source process.
Any secret key establishment protocol that is to ensure uni queness of
the generated secret key requires at |east two nessages.

An instance of the PEKE secret key establishnent protocol may enconpass
one or two nessage transmi ssions. When two nessage transm ssions are used,
uni queness of the generated secret key is ensured. In addition, a failure
of one party's random source is not noticeable by a third party who
oversees the protocol exchange. This |ast property occurs in a single
direction, that is when the random source failure occurs in the

| ow- processing end of the transaction (recall that PEKE has unbal anced
processi ng requirements).

Ideally, the "granularity" of key escrow nmechani sms associated with a
secret key exchange scheme should reflect the bal ance of conflicting
interests of the parties involved. Actually, the forenpst secret key
exchange schenes are at the two opposite ends of the granularity scale
(unl ess nodified for key escrow purposes): the Diffie-Hell man scheme has
the small est granularity (each generated secret key nust be individually
escrowed), and the one-way trapdoor cryptosystens has the coarsest
granularity (the entity's private key being escrowed, all secret-keys
generated with the correspondi ng public key can be recovered at once).

PEKE is |ike one-way trapdoor cryptosystems with respect of acconpdation
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of key escrow schenes.

The PEKE security foundation is the "x*2 nod N' one-way trapdoor function
where N is the product of two prime nunbers "congruent to 3 nodulo 4".
The first author to suggest the use of this particular fornulation is
Hugh C. Wllianms [6]. But this is now usually referred to as the Rabin
public key cryptosystem (used for both encryption and digital signatures)
[7]. Blum Bl um and Shub i ndependently published a pioneer article on the
mat hemati cal properties of this "x&up2; mod N' prinmitive [8], and Bl um
and CGol dwasser documented an efficient probabilistic encryption schene
fromthis work [9].

The security foundation of the "x*2 nod N' one-way trapdoor function
is used by an international standard on digital signatures, [3] [4].

There are two difficulties with the application of the "x*2 nmod N'
primtive to practical cryptographic schenes. One is the threat of
chosen ci phertext attack, where the possessor of the private key is
repeatedly probed with ciphertext to decrypt and returns (part of) the
corresponding cleartext. Wiile the RSA prinmitive so far has resisted
public cryptanal ysis attenpts with respect to the chosen ci phertext
attack, the "x*2 nod N' primtive is known to be vulnerable to it. The
other difficulty is the fact that the "x”2 nod N' function is a 4:1
mappi ng that creates ambiguity.

In practical proposals, the chosen ciphertext attack is prevented by
i ntroduci ng redundancy in the input (cleartext) to the "x*2 nmod N
function, and nmandating the possessor of the private key to hide any
cl eartext devoid of the redundancy (e.g. [10], page 9, lines 16-28).
PEKE wor ks according to this principle.

Resolving the 4:1 anbiguity in the "x*2 nod N' function is nore an
operational concern than a security issue, and diverse solutions has
been proposed (e.g. [11], [12], [13]).

Pat ent | ssues

A patent application has been filed in Canada for PEKE [14]. This patent
application has been laid open to the public on Septenber 23, 1995. No
pat ent application had been filed outside of Canada for PEKE by or on
behal f of the inventor or assignee in the Canadi an patent application

On-line Internet docunentation http://ww.connotech. com pekemap. ht m
El ectronic mail: info@onnotech.com

CONNOTECH Experts-conseils Inc.

9130 Pl ace de Montgol fier

Montreal, Quebec, Canada, H2M 2A1

Tel .: +1-514-385-5691 Fax: +1-514-385-5900
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CONNOTECH Experts-conseils Inc.

9130 Pl ace de Montgol fier

Montreal , Quebec, Canada, H2M 2A1

Tel .: +1-514-385-5691 Fax: +1-514-385-5900

Date: Mon, 11 Aug 1997 15:35:44 -0400

From M ke <John.M chael . W I I i ans@Conput er. or g>
X-Mailer: Mzilla 2.01KIT (Wnl6; U

M ME-Version: 1.0

To: keyex@i st . gov

CC. John. M chael . Wi ans@onputer.org

Subject: Include Elliptic Curve Cryptography
Cont ent - Transf er - Encodi ng: 7bi t

Cont ent - Type: text/plain; charset=us-asci

X-U DL: ab373e36914f 373dd8adad5268bbbf 3a

As a consultant in information security, | strongly reconmrend the NI ST be
inclusive in its consideration of Key Agreement/Exchange standards, and
in particular, the ANSI X9 ECC standards.

John M chael WIIians
6210 Leeke Forest Court
Bet hesda NMD 20817

X-Sender: | ee. k. stanton@ostoffice.worldnet. att. net

Date: Mon, 11 Aug 1997 15:45:05 -0400

To: KEYEX@i st . gov

From Lee Stanton <l ee. k.stanton@wr!| dnet. att. net>

Subj ect: Key Agreenent/Exchange FIPS

Cc: cgriffis@-one.com chrook@-one.com KNewconmer @-one.com

Director, Information Technol ogy Laboratory
National Institute of Standards, & Technol ogy
Gai t hersburg, MD 20899

V- ONE Corporation, a vendor of data security products that provide security
solutions to both private industry and governnment users, both in the US and
abroad, respectfully offers these comments on the proposed Key

Agr eerment / Exchange St andard.

V-ONE' s products primarily support communi cations security, particularly
Internet/Intranet TCP/IP protocols. As markets devel op for additiona
product areas, we expect to offer solutions in the areas of Electronic
Commer ce docunment and nessagi ng security as well. V-ONE is a nenber of the
Nat i onal Conputer Security Association Cryptographic Products Consortium
with particular interest in the Virtual Private Networks area

Key Agreenent is an area that may not be ready for standardi zation. Many
techni ques for key exchange are still being tested and eval uated. New
nmet hods are being invented and ol d ways have becone suspect.

Di ffie-Hell man, for exanple, has been subject to "man in the niddle"
attacks that may or may not jeopardize the reliability of the algorithm
Since patent protection for the algorithmis just running out, it becones
freely available, and thus very attractive for inplenentation.

V-ONE uses a proprietary approach that provides equally reliable results at
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very | ow overhead while simultaneously offering strong user authentication
Thus, the key agreenent technology is only part of the protocol of
establishing a connection. V-ONE would like the option of enploying the
best possible solution for the application at hand. Elliptic Curve and RSA
techniques are clearly desirable alternatives, but a standard may not be

hel pful in selecting the best solution for a particular application. |If a
standard is necessary for PK based key agreenment, it should certainly all ow
the three alternative systens, but hopefully would also allow alternative
mechani sns as they becone avail able and qualified.

Si nce key agreenent is between two parties on a dynami c basis and does not
need to necessarily be conpatible between nultiple other parties, it seems
that the need for a standard in this area i s unnecessary.

A nunber of other areas in the security technology area may be nore needful
of standards, such as the quality or entropy in random nunber generation or
the quality of random nunbers and prines. Measures of quality are
conpletely |l acking. Perhaps efforts could be redirected into this badly
needed tecnol ogy.

Lee K. Stanton, Consultant

V- ONE Cor porati on

20250 Century Boul evard, Suite 300
Cer mant own, MD 20874

(301) 515-5200

(301) 515-5280 (FAX)

From Burt Kaliski <burt @RSA. COW

To: "'keyex@ist.gov'" <keyex@i st.gov>

Subj ect: Comments on key exchange/ agreenent FIPS
Date: Mon, 11 Aug 1997 13:19:45 -0700

August 11, 1997

Director, Information Technol ogy Laboratory
Key Agreenent/Exchange FIPS

A231 Technol ogy Bui |l di ng

NI ST

Gai t hersburg, M. 20899-0001
<keyex@i st . gov>

Dear Director

RSA Laboratories is pleased to note NI ST's announcenent that it is

pl anning to devel op a Federal Information Processing Standard for
Publ i c- Key Based Cryptographi c Key Agreenent and Exchange. This
announcenent is very tinely, and we would like to offer some comments in
support of the effort.

(These coments reflect the position of RSA Laboratories and RSA Dat a
Security, of which RSA Laboratories is a division; they are independent
of those the author subnmitted earlier this sumer as chair of |EEE
P1363.)

NI ST's plan to develop a FIPS for key agreement and exchange is an

i mportant step in pronoting information security in industry and
government alike. The intention expressed in the announcenent to offer
government users a choice between techni ques such as RSA
Diffie-Hell man, and elliptic-curve algorithms provides a degree of
flexibility that will encourage further inplenentation of security
techni ques, naking security the central issue, not just the choice of
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al gorithm

There are a great number of choices to be made in the process, however
especially as there nmany different key agreement and exchange

al gorithms, and presumably the FIPS cannot specify every one of them
Mor eover, each key agreement and exchange al gorithm has many

i mpl enentati on options. The challenge to NIST, then, is to determne
whi ch choi ces to support.

A nunber of choices remnin to be nmde:

* Whi ch key agreenent/exchange primtives (i.e., which underlying
mat hemati cal operations)? There are the RSA prinitive, the
Diffie-Hellman primtive, and the elliptic curve anal og of
Diffie-Hell man, as well as the new MQV prinitives, anong others.

* Which choices of arithnmetic? RSA and Diffie-Hell man are both based on
nodul ar arithnetic. Elliptic-curve key agreenent al gorithns can be based
either on nodul ar arithmetic alone, or a conbinati on of nodul ar
arithnmetic and arithnetic over a characteristic-2 finite field. Wthin
the choice of characteristic-2 arithnmetic, there is a further issue of
finite field representation (polynonm al vs. normal basis).

* \Which key sizes? For many reasons a range of key sizes is useful to
have in a standard. Related to this, the size of the subgroup in which
operations are perfornmed (akin to the size of the prine q in DSA) nay
need to be defined for the Diffie-Hellman and elliptic curve algorithns.

The question of elliptic-curve key sizes is a particularly interesting
one, given their prom se of shorter key sizes and what sonme consider to
be a relatively small |evel of experience in the open research community
with elliptic curve cryptanalysis. W would be interested on NIST's
process of devel oping confidence here, as with the other algorithns.

* Which auxiliary functions? Key agreenent algorithnms often involve an
additional step of processing an agreed-upon secret numeric value to
derive a key, and |ikew se key transport al gorithns based on public-key
encryption may involve some "encodi ng" of the key into a nuneric val ue
prior to encryption. Key derivation functions and encodi ng techni ques
are thus also choices that need to be nade.

The fact that there are many choices to be nmade should not be viewed as
an obstacle to standardi zation, but rather as an opportunity for an
optimal outconme. NI ST need not be linmted to a few candi date al gorithns,
but rather has great flexibility. Each choice has its own benefits, and
NI ST can nmeke choices that best reflect the needs of both conmerce and
gover nment .

NI ST's choices are inportant, as they | end an endorsenent to technol ogy
on a global scale, not just for the U S. governnent. W encourage N ST
to consider the options broadly and conservatively.

Sonme ot her comments:

1. Regarding the issue of encryption capability mentioned in the request
for comrents:

Any al gorithms proposed for digital signature nust be able

to be inplemented such that they do not support encryption unless keys
used for encryption are distinct fromthose used for signature and are
recover abl e.

V V VYV

Typi cal approaches for digital signatures have this property when the
digital signature algorithmis inplenented with a required hash-function
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step. Wiile it is true that sone digital signature primtives al one may
provi de encryption capability (including DSA variants and their elliptic
curve anal ogues as well as RSA), any such prinmitive can be conmbined with
a hash function to elimnate unintended use as an encryption function.

2. Regarding patents:

> Conments are particularly sought with respect to the RSA, Diffie-
>Hel | man, and elliptic curve techniques. In addition, parties believing
>their patents or other intellectual property pertain to any of these
>t hree techni ques are asked to conment and provide specifics of the
>nature of their clainms.

RSA Data Security is exclusive licensee of U S. Patent No. 4,405, 829,
whi ch covers digital signatures based on the RSA algorithm A sanple
open patent license is available from RSA Data Security. RSA Data
Security supports the ANSI patent |icense policy.

RSA Laboratories | ooks forward to further participation in the
devel opnent and revi ew of the proposed FIPS. Thank you for this
opportunity to conment.

Si ncerely,

Burton S. Kaliski Jr., Ph.D.
Chi ef Sci enti st
RSA Laboratori es

20 Crosby Drive
Bedford, MA 01730
(617) 687-7057

(617) 687-7019 (fax)
burt @sa. com

From WII|iamBinzel @uastercard. com

X- Aut henti cati on-Warning: purl: Host ntnpur4l. mastercard.com cl ai med
to be mastercard. com

X- Lot us- FronDomai n: MASTERCARD

To: keyex@i st. gov

Date: Mon, 11 Aug 1997 18:53:41 -0400

Subj ect: FIPS - Public Key Agreenent and Exchange -- Conments

Subj ect: Announcing Plans to Develop a Federal Information Processing
Standard for Public-Key Based Cryptographi c Key Agreenent and Exchange

Solicited Coments:

MasterCard I nternational supports the devel opment of a Federal Information
Processi ng Standard for public-key key agreenent and exchange. A FIPS in
this discipline nay assist in the adoption of public-key based systens in a
wi der range of existing and new applications and may result in sone federal
agencies migrating to advanced public-key based systens.

Mast er Card supports the inclusion in the FIPS of protocols that are covered
in the drafts of X9.63 and X9.44 devel oped within the ANSI ASC X9F1 wor ki ng

group.

Mast er Card appreciates the opportunity to conment on this announcenment. |If
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you have any questions about these conments or MasterCard International's
support of this effort, please feel free to contact nme.

Si ncerely,

WIlliam P. Binze

Vi ce President

Gover nment Rel ations
MasterCard | nternati ona

X- Sender: dpj @wrl d.std. com

Date: Mon, 11 Aug 1997 22:56:18 -0400

To: KEYEX@i st . gov

From David Jabl on <dpj @wrl d.std.conr

Subj ect: Conments on RFC. Key Agreenent/Exchange FIPS

Cc: David Jabl on <dpj @wrld.std.com>, Mles Snid <sm d@t 1. ncsl.nist.gov>

Director, Information Technol ogy Laboratory
ATTN: Key Agreenent/Exchange FIPS

Technol ogy Bui | di ng, Room A231

National Institute of Standards and Technol ogy
Gai t hersburg, MD 20899

Comments on RFC. Key Agreenent/Exchange FIPS

Prepared by:

David P. Jabl on <dpj @wrl d. std. con>
Integrity Sciences, Inc. <http://world.std.com ~dpj/>
August 11, 1997

I ntroducti on

For the past 20 years, nmany public-key techni ques have been
devel oped to provide a diverse set of benefits for secure
conmputing systens. As N ST devel ops a FIPS for Public-Key
Based Cryptographic Key Agreenment and Exchange, we urge you
to consider the wi dest range of techniques that |everage
public-key functions for secure key agreement. The many
aspects of human/conputer interaction demand a variety of
approaches, and public-key techniques are crucial for solving
many of these problenms. This nenp focuses on a specific class
of these public key agreenment techni ques that use standard
public key agreenment functions to protect | ow entropy shared
secrets in the process of authentication.

Thi s response has been created by Integrity Sciences, a
consulting firmand devel oper of computer security technol ogy.
Sonme specific nmethods in the class of methods described

in this meno have been devel oped by our conpany, and we are
wor ki ng to encourage the wi despread application of this entire
class of inmportant techniques within the industry.

The probl em

Several long-standing difficult problens in conmputer security
are related to addressing linmtations of human behavi or, and
in particular, the problemof howto safely and reliably
identify and authenticate a |live human presence with an
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el ectroni c mechanism One inportant element in authentication
is "something you know', which is typically represented by a
PI' N, password, or passphrase. For sinmplicity, we refer to this
el ement as a "password". The password el ement has a chronic
problem It is often difficult to guarantee that the chosen
word, phrase, or nunber has sufficient entropy to resist brute-
force attack, especially when the password is used as a

crypt ographi c key.

Publ i c- key based sol utions

A class of public-key exchange techni ques has been devel oped
over the past seven years to directly address this limtation
of menorized passwords. These methods use public key techniques
to remptely prove know edge of a potentially small secret
password, w thout revealing that secret to any party. A
crucial difference between these techni ques and cl assica
techni ques for password verification is that with these new
techni ques, even snall elenents are not exposed to brute-force
attacks on the network nessages. These nethods are preferable
to earlier alternatives since they do not use the password as
an encryption key, at |east not where there is any verifiable
pl ai ntext which could pernmt a dictionary attack. Another
distinction is that these nethods do not even require a

depl oyed public-key infrastructure or certificate hierarchy.

There are at |least two basic fornms of these password-

aut henti cated public-key exchange nethods. |In a basic form

a common shared secret is used on both sides of the connection
In an extended form one party holds a verifier for the secret,
which is constructed as a one-way function of the secret. In
ext ended nethods, this verifier is exactly anal ogous to a
public-key, with one inportant exception: Distribution of
this verifier should be restricted to limt the exposure of
the verifier to brute-force attack. This is required if one
wants to fully protect a password of | ow or uncertain entropy.
Despite this linmtation, many of the remaining benefits of the
publi c-key exchange process remain intact.

Typi cal net hods

Several methods in this general class have been devel oped.

The first nethods devel oped included the EKE protocols [BM2],
and the "secret public key" protocols [ Gong93, Gong95].

More recent work has anal yzed and refined these nethods

[ STW5, Pat97], and created several alternative nethods

i ncl udi ng SPEKE [Jab96] and OKE [ Luc97]. The class of

ext ended net hods includes at |east A-EKE [ BMR4], B- SPEKE
[Jab97], and SRP-2 [Wi97].

The P1363 effort

At | east one of these methods has been subnitted to the | EEE
P1363 conmittee and is under review for inclusion in this
standard [P1363] for public-key nmethods. Integrity Sciences has
participated in the P1363 effort to insure that these methods
and the closely related Diffie-Hell man key agreenment nethods
are standardi zed in an appropriate manner, and are safe agai nst
a variety of cryptanalytic attacks. |In particular, the
subgroup confinenent problemof Diffie-Hellman is relevant to
sonme of these nethods, and the safeguards in P1363 are
specifically designed to prevent this problem

Convergence with cl assical public-key exchange
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Wth a suitably |arge and random password, certain extended
passwor d- aut henti cat ed key exchange protocols provide the exact
same benefits as a dual Diffie-Hell man key agreenent, with sone
extra added protection. In the primary D-H exchange, the
password serves as a long-termprivate key for authentication
the verifier serves as the corresponding | ong-term public key,
and the secondary D-H exchange uses epheneral keys to guarantee
perfect forward secrecy. Special nodifications are incorporated
to give additional protection to the long-termprivate key,

just in case the entropy of this key is smaller than expected.
This optinization makes the method superior in all cases to an
ordi nary dual D-H exchange. |n particular the B-SPEKE nethod
is a formof dual Diffie-Hellman exchange, and is one that is
specifically designed to permt elliptic curve inplenentations.

Pat ent s

As a class, many (but not all) of these nethods appear covered
by patents for the DH EKE and A-EKE nethods. It is possible
that other still-pending patents will eventually cover sone

of the other alternatives. |In any case, there appears to be
no single patent holder with a nonopoly position in these

nmet hods, so there is assurance that the conpetitive situation
wi |l be considerably nore open than past experience with the
original public-key patents nmight |ead us to believe.

I encourage NI ST to consider the use of patented techniques,
with a reasonable |license policy, to be acceptable,
especially in the situations where two unrel ated pat ent
licensors can provide functionally equival ent nethods.

Concl usi on

These nethods are very inportant since nany of the classical
approaches to password authentication have failed to address
the probl ens of passwords with insufficient or indeterm nate
randomess. This particularly human problem remins, despite
many years of attenpting to educate and therefore inprove
human behavior. It is well-accepted that nulti-factor
authentication is inmportant for strong security, and that
these factors should remain as i ndependent as possible for
maxi mum security. Password-based key agreement nethods are

i mportant for providing an i ndependent factor in multi-factor
systens. As passwords remain one of the essential ingredients
in personal authentication, we believe it is essential to

i nclude the inportant class of password-based public-key
agreenent techniques within the FIPS on Public Key Agreenent
and Exchange.
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From Scott Schnell <schnell @RSA. COW>

To: "'keyex@ist.gov'" <keyex@i st.gov>

Subj ect: Additional RSA conments on Key Agreenent / Exchange FIPS
Date: Mon, 11 Aug 1997 20:27:20 -0700

August 11, 1997

Director, Information Technol ogy Laboratory
Key Agreenent/Exchange FIPS

A231 Technol ogy Bui |l di ng

NI ST

Gai t hersburg, M. 20899-0001
<keyex@i st . gov>

Dear Director

W at RSA Data Security, a nmjor supplier of cryptographic security
products and toolkits, are pleased by the announcenment that N ST is

pl anning to devel op a Federal Information Processing Standard for
Publ i c- Key Based Cryptographi c Key Agreenent and Exchange. RSA
encourages this effort and believes that the governnent and comrerci al
use of cryptography will be enhanced by this initiative.

By authoring a FIPS that includes industry standards such as RSA and
Diffie-Hell man, NI ST will both provide flexibility in algorithm choice
and accelerate the use of conmercially successful products enpl oyi ng
public key techniques in both the conmercial and governnent sectors.
However, the inclusion of several different key agreenent and exchange
schenmes will require specific inplenentation options and al gorithm
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choices that NIST will need to deternmine and define. As the industry
| eader in cryptographic security technol ogy and software toolkits, we
urge you to factor in the following itens in your decision-nmaking
process.

Firstly, we are encouraged that the RSA algorithmis being considered
for inclusion in this new FIPS. Its status as the de facto algorithm
of choice in practically every security standard for commercial use of
crypt ography today has given us and others a substantial history and
confidence in RSA and comercially applied key |lengths as a basis for
sound policy.

Secondly, the recomendation of RSAis that the current limted
expertise and understanding of elliptic curve cryptosystens (ECC)
represents a significant risk for today's data security applications.

In protecting valuable data with cryptography, we are relying on the
proven strength of a mathematical technique. In industry and
cryptographic academia, the trust in this strength is typically earned
over years of intensive study. Surprises can never wholly be ruled
out, and only by studying a problemclosely frommany different
perspectives can we hope that unforeseen advances are |less |ikely.

Qur input to the FIPS process is that this imuaturity in the state of
ECC science warrants substantial caution in including this technol ogy
ina FIPS, as it will likely pronpt short term depl oynent. |If
i ncluded, it should be on an exploratory basis. Mny of the world's
top cryptographers and cryptanal ysts share this view, and we present
excerpts of their coments below for your review

Lastly, considerable work remains to fully understand the appropriate
choices to be made between the variants of ECC technology. W have
observed that the success or failure of a variety of standards over
the years has often revol ved around both selecting theoretically and
enpirically proven technol ogies, and also in inplenmenting these in an
"industry standard" way such that each inplenmentation is conpliant
with others. It is RSA's viewthat elliptic curve cryptosystem
variants are not well or broadly understood, that several of these

i ncorporate vastly different options and i nplenentati on choices, and
that inconpatibility risks warrant further study prior to choices
bei ng made on a national or worl dw de scal e.

Si ncerely,

Scott T. Schnel
Vi ce President of Marketing
RSA Data Security Inc.

Comments from noted cryptographers and cryptanal ysts:

"It is true that 160-bit elliptic curve cryptosystens may offer sone
advant ages conpared to 1024-bit RSA: smaller keys, |ess comrunication
storage, and faster conputation. But if | would have to nake a choice
t oday between the two, purely based on perceived security, | would opt
for 1024-bit RSA. The elliptic curve discrete |ogarithm problem has
been around for a relatively short anount of time. In my opinion only
relatively few people have | ooked at it. Therefore, we cannot yet fee
sufficiently confident, where it should be noted that even margi na
progress could have very damagi ng consequences for the security of
160-bit elliptic curve cryptosystens. Thus, right now!| think it would
not be prudent to switch from 1024-bit RSA to 160-bit elliptic curve
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cryptosystens. "

Dr. Arjen K Lenstra
VP, Energi ng Technol ogi es, Corporate Technol ogy Ofice
Citibank, N A

“Maj or systens nust be based on security technol ogy that neets
performance and functionality needs, while leaving little to chance in
how wel | the technol ogy is understood and trusted. The RSA public key
cryptosystem neets these needs el egantly, providing superior
performance in the nost often used scenarios |ike signature
verification, and by being supported by a robust body of research and
cryptanalytic results. Elliptic curve technology is interesting,
perhaps a little newer than factoring or discrete |ogs, but needs nore
study and anal ysis before it is mature."

Dr. Taher El Ganel
Chi ef Scienti st
Net scape Contuni cati ons Corp

"The discrete logarithm problemfor elliptic curves is sonething that
is fairly new Very little research has been done on this problem
There is one specific result by Menezes and Vanstone, STOC 91. It
gi ves a subexponential algorithmfor discrete logarithms in
supersingular elliptic curves. This suggests that the general problem
is of a simlar nature as the discrete log modulo prines p (i.e. in
the multiplicative group nod p) and the problem of factoring integers.
However we do not know subexponential algorithnms for all elliptic
curves. In the cases we know subexponential algorithms, they are
somewhat | ess efficient than those for factoring integers.

"From what we know now, it looks as if the discrete logarithm problem
for elliptic curves is sonewhat harder than the discrete |logarithm
nodul o prinmes p which itself | ooks a bit harder than factoring
integers. But it is unreasonable to assune that it has straight
exponential conplexity.

"A very particular case are elliptic curves in fields of powers of 2.
They have been proposed since there the arithnmetic is quite efficient.
This particular choice seens to be risky. There are only a few fields
that can be used. If the discrete |ogarithm problemcollapses for
these particular fields it nearly collapses for all elliptic curves of
this type."

Dr. Claus P. Schnorr
Prof essor of Mathematics and Conputer Science
University of Frankfurt a. M

"Elliptic curves show prom se as an alternative basis on which to

i mpl enent public-key cryptography. They are a plausible "back-up" to
RSA in case shoul d soneone di scover a fast integer factorization
algorithm And in sonme applications their apparent ability to utilize
smal | er public keys nmight be of interest.

"But the security of cryptosystens based on elliptic curves is not
wel | understood, due in large part to the abstruse nature of elliptic
curves. Few cryptographers understand elliptic curves, so there is
not the same w despread understandi ng and consensus concerning the
security of elliptic curves that RSA enjoys. Over tinme, this nmay
change, but for now trying to get an evaluation of the security of an
elliptic-curve cryptosystemis a bit like trying to get an eval uation
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of some recently discovered Chal dean poetry. Until elliptic curves
have been further studied and eval uated, | woul d advi se agai nst
fielding any | arge-scal e applications based on them

“In the end, tinme will tell how well they stand up to attack."

Dr. Ronald L. Rivest
Founder
RSA Data Security

“I't is correct that | am suspicious of elliptic curve cryptosystens.
| have never heard an argunent which persuaded ne that there were
reasons in principle for believing that the discrete |ogarithm problem
on elliptic curves is strictly exponential. | suspect that the |ack of
a sub-exponential algorithmis merely a matter of neglect and that
i ntense scrutiny - which a commercial inplenmentation of an elliptic
curve cryptosystem m ght engender - could readily change the
situation. | amfortified in this opinion by the fact that the
Jacobi ans of hyperelliptic curves (elliptic curves are a special case
of hyperelliptic curves) were al so suggested for cryptography and
their presuned conplexity was based on the sane argunents used for
elliptic curves. Nonethel ess M ng-Deh Huang, Jonathan DeMarrai s and
[1] were able to show that for "“high genus' hyperelliptic curves a
subexponential algorithm does exist. | believe that it would be
i mprudent to base the security of a cryptosystemon the assunption
that an exponential tine algorithmis required for the elliptic curve
probl em "

[1] Leonard M Adl enman, Jonathan DeMarrais and M ng-Deh Huang ~ A
subexponential algorithmfor discrete logarithns in the rationa
subgroup of the Jacobian of a hyperelliptic curve over a finite
field '. Proceedings of the 1994 Al gorithm c Nunber Theory Synposium
Eds. L.M Adleman and MD. Huang. Springer-Verlag Lecture Notes In
Conmput er Sci ence, 877: 28-40. 1994.

Dr. Leonard M Adl eman
Henry Sal vatori Professor of Conmputer Science
Uni versity of Southern California

"The public-key cryptosystem of choice for a Public-Key Infrastructure
(PKI) is RSA because of its very fast digital signature verification
and public-key encryption operations. The conpetitors to RSA are
systens based on the discrete |ogarithm problem such as DSA,
Diffie-Hell man, and the elliptic curve variants of DSA and
Diffie-Hell man. These schenmes are conpetitive with RSA on speed of
digital signature generation and private-key decryption, but are up to
two orders of nmagnitude slower at digital signature verification and
publ i c-key encryption.

"The inmportance of the speed of signature verification and public-key
encryption can be seen fromthe way that cryptography is used in a
PKI. Consider the exanple of secure email. An email is signed just
once, but that signature nmust be verified by each recipient.
Certificates and revocation lists are signed once by a Certification
Aut hority (CA), but are typically verified many thousands of tines. A

full-scale PKI will have multiple cross-certified CAs requiring end
user software to verify multiple certificates and revocation lists to
conplete a single transaction. Wen encrypting email, the synmetric

key used to encrypt the email contents nust be individually encrypted
for each recipient so that many public-key encryptions nust be
performed to send a single email. These operations are quite fast
when using RSA, but are much sl ower when using DSA, Diffie-Hellmn, or
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their elliptic curve variants.

“The main advantage that elliptic curve cryptography has over other
public-key algorithms is that its digital signatures and encrypted
symretric keys are shorter. This is not inmportant for nost
applications on PCs, but there are other applications where this can
be important. Elliptic curve operations can also be inplenented fairly
conpactly in customsilicon.

“"Public-Key Infrastructures should be flexible enough to handle the
full range of popular public-key algorithms available. Currently, RSA
is the nost widely used, and this is likely to continue to be the case
due to its advantages of fast digital signature verification and fast
public-key encryption.”

Dr. Mchael J. W ener
Seni or Cryptol ogi st
Entrust Technol ogi es

"Recent work carried out at Royal Holloway, University of London
indicates that with current technol ogy, and antici pated technol ogy
advances, RSA at 706 bits nay be required by 2006 to resist attack

"Whil e one can never rule out the possibility of a nathemati cal

br eakt hrough, and hence shoul d support the concept of 'algorithm
agility', the analysis referenced above suggests, and | believe, that
1024 bit RSA will continue to be considered secure for many years to
cone. "

Dr. Henry Beker
Chai rman and Chi ef Executive
Zergo, plc

X-Sender: jim brandt @ostoffice.worldnet.att. net

Date: Tue, 12 Aug 1997 15:58:08 -0400

To: FIPS186@i st.gov, KEYEX@i st. gov

From James Brandt <jim brandt @ostoffice.worldnet.att. net>
Subj ect: NI ST Response

Cc: npiazzol a@erisiggn.com jbrandt@erisign.com

Director, Information Technol ogy Laboratory
ATTN: Pl anned Revision to FIPS 186

Technol ogy Bui |l di ng, Room A231

National Institute of Standards and Technol ogy
Gai t hersburg, MD 20899

Veri Si gn supports the Governnent's initiatives to revise the Federa
I nformati on Processing Standard (FIPS) 186 Digital Signature Standard, and
to devel op a new FIPS for Public-Key Based Cryptographi c Key Agreenent and
Exchange. In particular, we support the recomrendati on to incorporate the
RSA algorithmwithin the revised/new FIPS in order to faciltate a nore
rapi d expansi on and use of avail able secure el ectronic conmerce and
comuni cations technol ogy by Federal departnents and agencies.

As you are already aware, the RSA technol ogy has been adopted as
the de facto industry standard with over 80 mllion products shipped
wor | dwi de. These products provide industry, government, and private
citizens the ability to securely and reliably conduct business, governnent,
and personal transactions on the Internet easily, efficiently, and at
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| ow cost. Although there are many useful applications that have already

been pi oneered using the RSA security technol ogy, secure web browsing

(SSL 2/3) and secure mail (S/M ME) are probably the two nmost inportant

that coul d have significant near-term benefit, particularly within government.

Veri Si gn has worked extensively with Netscape, Mcrosoft and
ot her | eading electronic comerce vendors to seam essly integrate their
secure browser and mail applications with VeriSign's public key
infrastructure (PKI) for ubiquitous certificate managenent and directory
services. These comrercial security applications, in conjunction with
Veri Sign's PKI, use the RSA digital signature and key exchange al gorithns
to provide the security services of authentication, data integrity,
non-repudi ati on, and privacy. The current FIPS 186 conpliant DSS
al gorithm has not been adopted on nearly as wide a scale as has the RSA
technol ogy. Failure of w de spread DSS support within commercial security
applications has also inhibited the support of DSS by comrercial PKl
service providers. As a result, npbst government agencies are left with
the unpl easant alternatives to either develop their own custom application
and PKI support infrastructure, skirt the FIPS by declaring their project
as "pilot" or file a fornmal waiver in order to take advantage of RSA based
comercial security products and PKI services, or del ay/ postpone
i mpl enentation. All of these alternatives result in unnecessary cost,
i nefficiencies, and schedule delay to inmportant re-engineering initiatives
that could substantially reduce the cost and inprove productivity in the
way governnent agencies operate internally, interact together and with
their industry partners, and provide service to the public.

Veri Sign agrees with the governnent that the privacy of a User's
signature key should al ways be nmai ntai ned and not be divulged to a third
party. W further agree there are legitimte business and public safety
concerns that justify the use of techniques to support the recovery of
encrypted data when access to the User's private encryption key is neither
possi bl e or practical. However, these two requirenments do not necessarily
result in the need to mandate two distinct public/private key pairs (and
digital certificates), one for signature and the other for key exchange.

A single public/private key pair (and digital certificate) should be
permtted at all tines, even when "key recovery" is a requirenent, since

nost techni ques provide for recovery of the session key w thout requiring
access to the private key used for both signature and key exchange functions.

We appreciate the opportunity to conment on the governnent's proposed
strategy to expand the existing FIPS. W fully concur that the RSA
al gorithm should be included in a revised FIPS 186 and al so be included in
a new FIPS for key agreenent and exchange, and believe it should be quickly
adopted. In so doing, we believe many Federal agencies and departnents
will be enabled to nove forward to inplenent inportant re-engineering
initiatives that have the potential to significantly reduce the cost of
government operations while at the sane tinme inprove the efficiency and
robust ness of its services.

/sl
Ni chol as Pi azzol a

V. P. Federal Markets
Veri Sign, Inc
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