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cryptomodule
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tropy input source may be outside
cryptomodule boundary

m Manual and electronic entry

m Different requirements for different FIPS
140-2 levels
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m Seed size: Depends on the DRBG and
the security level

3 max (128, security_level)
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= Combine new and old entropy to generate new seeds
m Alternatively, reinstantiate
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DREG Purpose and States

One m erw} state per instantiation
DRBGS har dle multiple states

= Alloy ficient space for multiple states
= Allow a stat! for health testing
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« Tepobtain assurance t at the
mplementati Jff!p Inq-es to operate
conectly (health testing)

1 Used during validation

= Test the DRBG processes within the
DRBG boundary

m Strawman testing process provided
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sfDesigns have Been: e Iuated

¥ Documentation shall be available

= Impleémentations may be validated
] perational (health) tests shall be
- performed »
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