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What E2E-Verifiability is not … 

New 
E2E-Verifiability dates back more than 
30 years. 



What E2E-Verifiability is not … 

So-called “Voter-Verifiability” 



What it’s not 

End-to-End Verifiability is not … 
A kind of Internet voting system 

A kind of remote voting system 

A kind of electronic voting system 

A kind of voting system 



E2E is a property 

End-to-end verifiability is a 
property of an election. 
Voters can check that their selections 

have been accurately recorded. 

Anyone can check that all recorded 
votes have been accurately counted. 



An E2E-Verifiable Election 
Voter Name Vote 

Alice Smith Jefferson 

Bob Williams Adams 

Carol James Adams 

David Fuentes Jefferson 

Ellen Chu Jefferson 

Totals 

Jefferson 3 

Adams 2 
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Mathematical 
Proof 



The Voter’s Perspective 
 

Systems that produce verifiable elections 
can be built to look exactly like current 
systems … 

paper-based 

fully-electronic 

in-person 

remote 
 

… with one addition … 



A Verifiable Receipt 



The Voter’s Perspective 
Voters can … 

 Use receipts to check their results are properly recorded 
on a public web site. 

 Throw their receipts in the trash. 
 

 Write and use their own election verifiers 

 Download applications from sources of their choice to 
verify the mathematical proof of the tally. 

 Believe verifications done by their political parties, LWV, 
ACLU, etc. 

 Accept the results without question. 



Some systems producing 
verifiable elections … 



Prêt à Voter Ballot 
Bob 

Eve 

Carol 

Alice 

David 

17320508 
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Bob 

Eve 

Carol 

Alice X 

David 

17320508 



Prêt à Voter Ballot 

X 

17320508 



Scantegrity 

http://upload.wikimedia.org/wikipedia/commons/9/9b/Scantegrity_II_Ballot.jpg


VeriScan 



Helios 



Helios 



STAR-Vote 
 Voters use electronic ballot marking devices to indicate 

their preferences. 

 When a voter’s selections are completed, the device 
provides the voter with a paper ballot summary and an 
encrypted receipt.  It also records the encrypted ballot. 

 The voter can review the paper ballot summary, and 
optionally deposit it in a ballot box. 

 All encrypted ballots are posted, but the only votes 
counted are those for which a corresponding paper ballot 
has been deposited.  The remaining ballots are decrypted. 



Benefits of E2E-Verifiability 

Strong public assurance of 
election integrity 

Elimination of trust 
requirements 

Certification relief 



What’s Next? 
 

Research on new designs 

Usability/effectiveness testing 

Regulatory/cultural changes 

Deployment 


