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1. Introduction

This document specifies the non-proprietary Secitlycy for the Attachmate Crypto Module
cryptographic module version 2.0.40; hereafter knawithe cryptographic module or simply the module.
This document describes how the cryptographic nedaimplies with FIPS 140-2 Level 1 requirements
and how to run this module in FIPS 140-2 mode.s Beicurity policy has been created in accordance with
the Federal Information Processing Standard (FIB8)2LLevel 1.
http://csrc.nist.gov/publications/fips/fips140-p&iL402.pdf

11 Documents

The Security Policy document is one of several docusndat comprise the complete FIPS 140-2
submission package.

e Security Policy (this document)
» Other supporting documentation as referenced withindocument

2. Cryptographic Module Specification

Module Overview

The physical configuration of the module as defimeBIPS PUB 140-2 is Multi-Chip Standalone. The
primary purpose for this software module is to jdevsecure communication over TCP/IP networks
between a host computer and a personal computer (P82 cryptographic module is a software module
that runs on multiple platforms. The module iaiable as a dynamic link library, RSSCCM.DLL for
Microsoft Windows and a shared library, libssccma@oHP-UX, Linux, and Solaris operating systems
running in single user mode.

Attachmate products utilize this module throughititerfaces specified in the Functional Specification
Document. The FIPS 140-2 Level 1 validated platf®are listed in Section 2.5. The module is writte
C and assembler code.

For Microsoft Operating Systems the module runs as a dynamically linked library (LL

For Unix Operating Systems the module runs as a shared library for HP-UXukirand Solaris.

See section 2.5 for a complete list of validated ptats and platforms tested for binary compatibility.
This security policy and the FIPS 140-2 validatmplies to all Attachmate products that use thisiver

of the cryptographic module. No components efdtyptographic module were excluded from the
validation process.



2.2  Module Security Level Specification

The module is validated to the following FIPS 14@2els:

Section Level
Overall requirements 1
Cryptographic Module Specification 1
Module Ports and Interfaces 1
Roles and Services 1
Finite State Model 1
Physical Security N/A
Operational Environment

Cryptographic Key Management 1
EMI/EMC 3
Self-Tests 1
Design Assurance 1
Mitigation of Other Attacks 1

2.3 Boundary

The physical boundary for the module is defined by the hardware enclsurich completely surrounds
the entire cryptographic module, hardware and dijpgraystem. Théogical boundary contains the
software module that comprises the cryptographidute

2.4  Modes of operation

The module supports both an Approved and a Non-é\mat mode of operation. The module can be set to
run in Approved mode on power-up. The Approvedde of operation is implicitly assumed based on
the functions being executed. If the user execatdsn-Approved function, such as a MD2 hashing
function, the module will not execute said functior-IPS mode.

2.5 Validated platforms

The module was tested and FIPS 140-2 validatetefotlowing platforms:

Intel Pentium 4 (x86)
Windows 2003 Server SP2, Sun Solaris 10, Red Hearfmse Linux 4 (Linux 2.6)

Intel Pentium D (x64)
Windows 2003 Server SP2

AMD Opteron (x64)
SUuSE Linux Enterprise Server 9.0 (Linux 2.6), Sataris 10

Intel Itanium2 (1A64)
Windows 2003 Server SP2, Red Hat Enterprise LinOx{linux 2.6),
HP-UX 11iv3

Sun UltraSPARC



Solaris 8

PA-RISC
HP-UX 11iv1

POWERS
AIX 5.2

S390
SUSE Linux Enterprise Server 9.0 (Linux 2.6)

Hercules 3.05 on Red Hat Enterprise Linux 5 64-bit (S390 emulator)
Red Hat Enterprise Linux 4.0 (Linux 2.6)

In addition, the module was tested by Attachmattherfollowing platforms:

e Windows XP (x86)

e Windows 2000 Server (x86)

» Windows 2008 Server (x86, x64)

e SUuSE Linux Enterprise 9 (x86, x64, ia64, s/390)
*  SUuSE Linux Enterprise 10 (x86, x64)

* Red Hat Enterprise Linux 4 (x86, x64, ia64, s/390)
* Red Hat Enterprise Linux 5 (x86, x64)

* Sun Solaris 9 (SPARC)

e Sun Solaris 10 (SPARC)

* IBM AIX 5.3 (POWERS5)

* HP-UX11liv2 (PA-RISC)



3. Cryptographic Module Ports and Interfaces

The cryptographic module is a software moduleua$ she interfaces that it provides are define@¢ims

of the API. Data Input Interface is defined as those API calls that accept as thgimaents data to be used
or processed by the module. TData Output Interface is comprised of those API calls that return by
means of a return value, or arguments of the appateptypes, data generated or otherwise processed by
the module. Th€ontrol Input Interface is comprised of the call used to initiate the medand the API
calls used to control the operation of the mod@@tus Output Interface defines the API calls that provide
information about the status of the module throtighuse of return variables.

The operating system and application layer softwzap these ports to the logical interfaces described i
the Functional Specification and APl documents.

4. Roles and Services

Roles

This module supportgdser andCrypto Officer roles as defined in the FIPS 140-2 standardaintenance
role is not implemented. Since the module is védidat Level 1 it does not provide authentication f
any role.

Roles are defined as follows:

A User is any entity that can access services providedédynitdule.

A Crypto Officer is any entity that can install the module ontodbhmputer system, configure the device
to ensure correct operation of the module, or acesge provided by the module. The Crypto Officer
may access all services the same as a User.



Approved Services
In Approved mode, the module supports the follonsegvices:

Service Algorithm Standard Mode

Symmetric AES (128, 192, 256 bit key) FIPS 197 ECB,
Encryption/Decryption CBC,CFB,OFB,CTR
Symmetric Triple DES (168 bit, 3 key) FIPS 46-3 CBC,CFB, OFB
Encryption/Decryption

Message Digest SHA-1 FIPS 180-2

Message Digest HMAC-SHA-1 FIPS 198

Message Digest SHA-256 FIPS 180-2

Message Digest HMAC-SHA-256 FIPS 198

Message Digest SHA-512 FIPS 180-2

Message Digest HMAC-SHA-512 FIPS 198

Message Digest CBC-MAC / Triple DES FIPS 180-2

Digital Signing/Verification| RSA Digital Signatui@ninimum 1024 bits) PKCS #1 (RSA)

Digital Signing/Verification| DSA Digital Signatur@ninimum 1024 bits) FIPS 186-2
(DSA)

Random Number Generatgr  ANSI X9.31 with 2-key &ipES

Self Test

Show Status

Zeroize

File Deletion




Non-Approved services
In non-FIPS mode, the module supports the follovéeryices:

Service Algorithm
Encryption Blowfish
Encryption CAST
Encryption DES (56-bit key)
Encryption Arcfour
Message Digest Ripemd160
Message Digest MD5
Message Digest MD4
Message Digest MD2
Message Digest RC5
Message Digest RC2
Message Digest HMAC-MD5
Message Digest HMAC-MD4
Message Digest HMAC-MD2

Message Digest

HMAC-RIPEMD-160

Message Digest

CBC-MAC / DES

Message Digest

SHA-224

Message Digest

SHA-384

Message Digest

HMAC-SHA-224

Message Digest

HMAC-SHA-384

Asymmetric
Encryption/Decryption

RSA Encryption/Decryption

Digital Signature generation
and verification

RSA (minimum 512 bits)

Key Establishment (allowed
in FIPS mode)

- Diffie-Hellman - The key establishment

methodology provides between 80 and 150

of encryption strength; non-compliant less th
80-bits of encryption strength.

- RSA Key wrapping (minimum 1024 bits) -
key establishment methodology provides
between 80and 150 bits of encryption streng

Dits
an

th.

Passphrase based key
derivation




Algorithm and Certificate Numbers

Algorithm Certificate Number
Triple-DES 689
AES 808
SHA 805
DSA 299
RSA 389
RNG 465
HMAC 447
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Critical Security Parameters (CSPs)

The following are CSPs contained in the module:
* Secret Key
» Private Key
* Public Key

The following table identifies CSP’s and the avaléaaccess for the supported services.

Service CSsP Access
Encryption/Decryption Secret key RW
(AES 128, 192, 256, Triple DES)

Message Digest (HMAC) Secret key and checksum RW
Key Establishment (Diffie-Hellman) (512, | Public and Private key RW
1024, 2048, and 4096 bits)

DSA Signing (1024 bit modulus size) DSA Private key RW
RSA Signing (1024, 1536, 2048, 3072, and | RSA Private key RW
4096 bits modulus sizes)

DSA Verification (1024 bit modulus size) DSA Pubkiey RW
RSA Verification (1024, 1536, 2048, 3072, | RSA Public key RW
and 4096 bits modulus sizes)

ANSI X9.31 Random Number Generator (2| RNG Seed key (2 key Tripler RW
key Triple-DES) DES)

ANSI X9.31 Random Number Generator RNG Seed wW

The module does not store keys in any persisterage media; all keys are stored in RAM, except the
HMAC-SHA-1 key which is used for the data integtitst.

5. Finite State Model
The Finite State Model is located in the Finite &tdbdel document.

6. Physical Security

The cryptographic module is a software module te&ieuse on standard hardware running Windows,
Solaris, HP-UX, and Linux operating systems runnimgingle user mode. See Section 2.5 for more
detailed platform information. Each platform pra$ production grade hardware and enclosure.

For each validated platform the hardware meets thkcaple Federal Communication Commission (FCC)
Electromagnetic Interference (EMI) and Electromagn@timpatibility (EMC) requirements for Class B
home or business use as defined in Subpart B of F&CL15.
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7. Key Management

The module implements a number of functions thatedther used internally or exposed in the AP| &etn
the FIPS 140-2 level 1 requirements for key managem@ll keys generated by the module are generated
using the approved RNG.

7.1 Key Generation

Symmetric keys for encryption/decryption and HMAGaaithms can be generated calling the Random
Number Generator Service to produce a desired nuaftig/tes.

Asymmetric key pairs (DSA, RSA and Diffie-Hellman) caso be generated for encryption/decryption,
digital signing and verification, and key establigmn

Intermediate key generation values are never otitpot the Module.

7.2 Key Entry, Output and Storage

All keys generated or processed by the module egrithe applications process space. This means that
the application has full access to the keys.

It is the responsibility of the authorized user $e the API's in a manner that will ensure FIPS 240-
compliance.

7.3 Key Agreement

The module provides Diffie-Hellman API’'s that alldte user to establish a shared secret. The shared
secret is output from the module and is then indatitrol of the user.

7.4 Key Zeroization

Keys that are stored in memory are overwritten wathdom data before the memory is released. Keys that
are store on disk are destroyed by overwritingdidta multiple times to ensure it is not recoverable

It is the responsibility of the user to ensurepgheper API's are used to accomplish this.

The API's that perform Key Zeroization are:
fi pszZeroi ze, EVP_PKEY_free, RSA_free, DSA_free, DH_free, OPENSSL_cleanse

All keys except the RNG seed can be zeroized by thecaientioned APIs. The RNG seed can be
zeroized by reloading the module.

7.5 Random Number Generator
The module implements the ANSI X9.31 with 2-keypleiDES random number generator.

The module does not output intermediate key gereratlues. The RNG is seeded on power-up. There
is no periodic seeding.
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The module also implements a non-Approved RNG tialhyi seed the Approved RNG. The RNG uses OS
calls to gather random data.

Continuous PRNG testing is performed on both RN&ash time the PRNGs produce random bytes.
Moreover, the Approved RNG also tests the seedsaad key each time to ensure that they are not equal.
A failure of either test will report a critical eravhich will cause the module to be zeroized.

8. Self Tests

The cryptographic module runs Power-Up and CondditiGelf-Tests to verify compliant operation.

Power-Up Self-Tests automatically execute during mdhitialization, and do not require any input or
output by the user. If any of the tests fail thedule enters an error state and prevents any cmgybig
operation from being performed. See the FinitéeStéodel document for state transition detailsutpDt
of keys and plaintext data is inhibited during miedself-Tests.

Conditional Self-Tests are executed when specificitions are met. In addition, the module Selé{Te
service is available via an API.

Prior to each use, the internal RNG shall be tessatg the conditional test specified in FIPS 14842.2.

Power up Self-Tests
The integrity test, as well as the known answestese run when the module is put into approvedano

Software Integrity Test

Cryptog

HMAC SHA-1 hash verification (outlined in the Igiity Check document).

raphic Algorithm Known Answer Tests (KATS)
Triple-DES KAT

AES KAT (128, 192, 256 bit)
SHA-1 KAT

SHA-256 KAT

SHA-512 KAT
HMAC-SHA-1 KAT
HMAC-SHA-256 KAT
HMAC-SHA-512 KAT
PRNG KAT

DSA sign/verify test

RSA sign/verify test

Conditional Self-Tests

Continuous Random Number Generator tests for Agat@nd non-Approved RNGs
Seed and Seed Key test (PRNG)
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Pairwise Consistency Tests

The module performs a pair-wise consistency tastequired by FIPS 140.2, section 4.9.2, each time a
asymmetric key pair is generated. If this test fliésmodule enters a critical error state which maf
allow the keys to be output and will zeroize thg.ke

* RSA pairwise consistency test
» DSA pairwise consistency test

On Demand Self-Testing

At any time the cryptographic module is in an isliate, the operator can command the module tonperfo
the Power-Up Self-Test by calling the Self-Test &&rv

9. Design Assurance

Attachmate manages and records source code ardasdalocumentation files using the Perforce source
control system. http://www.perforce.com/

For both Windows and Unix, all source code files)d@ documentation, and results binaries are under
source control with the Perforce source controlesyst Perforce uses what is called a Changelist to
uniquely track revision history. In addition,ethompiled cryptographic module is versioned per
convention on the target operating system. Tha Yi@esion for the cryptographic module is: 2.0.40

10. Mitigation of Other Attacks Policy

During RSA decryption and signing this module udexlng techniques to mitigate timing analysis
attacks.
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