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Versions

To support the range of nShield hardware platforms, multiple variants of this document are
generated from the same source files.

Versions

Version Date Comments
N/A 13 August 1998 nFast nF75KM and nF75CA SCSI modules f/w 1.33.1
N/A 18 January 2000 nForce and nShield SCSI and PCI modules f/w 1.54.28
N/A 20 December 2000 ([nForce and nShield SCSI and PCI modules f/w 1.70
N/A 1 March 2000 nForce and nShield SCSI and PCI modules f/w 1.70
nForce and nShield SCSI and PCI modules f/w 1.71
1.0.7 23 May 2001
Adds SEE
nForce and nShield SCSI and PCI modules f/w 1.71.91
1.0.9 14 September 2001 Adds Remote Operator Card Sets, Foreign Token Access,
Feature Enablement
1.1.25 6 May 2002 nForce and nShield SCSI and PCI modules f/w 1.77.96
1.1.30 22 July 2002 nForce and nShield SCSI and PCI modules f/w 2.0.0
1.1.33 4 October 2002 nForce and nShield SCSI and PCI modules f/w 2.1.12
1.2.39 23 June 2003 nCipher PMC module f/w 2.1.32
1.3.3 3 July 2003 nForce and nShield PCI 800 modules f/w 2.0.1
1.3.6 5 September 2003 [nForce and nShield SCSI and PCI modules f/w 2.0.2
1.0.24 23 January 2004 nForce and nShield SCSI f/w 2.0.5
nForce, nShield and Payshield SCSI and PCI modules f/w
1.3.14 18 March 2004 2.12
adds nCipher 1600 PCI
1.4.20 5 October 2005 nForce, nShield and Payshield SCSI and PCI modules f/w
2,18
2.0.0 6 April 2006 nShield 500 PCI f/w 2.22.6
nForce and nShield SCSI f/w 1.77.100 and PCI modules f/w
1.4.14 |9 March 2006 oAl BTG ol il
Fix for security issues
nForce and nShield SCSI f/w 1.77.100 and PCI modules f/w
1.4.28 |15 March 2006 2.12.9.and 2.18.15
Typographic corrections to above.
nShield 500, 2000 and 4000 PCI f/w 2.22.6
2.0.1 11 May 2006
MiniHSM f/w 2.22.6
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Versions

Version Date Comments \

2.1.1 14 June 2006 nShield 500, 2000 and 4000 PCI f/w 2.22.34

2.1.2 29 August 2006 MiniHSM build standard B

2.1.3 20 December 2006 [nShield 500 PCI f/w 2.22.34

2.2.2 29 April 2008 nShield 500, 2000 and 4000 PCI f/w 2.2.43

293 24 June 2008 nShield 500 PCI and nShield 500, 2000 and 4000 PCI f/w
2.33.60

2.3.1 15 December 2008 [nShield PCI and nShield PClIe f/w 2.33,75

2.4.1 28 August 2009 nShield PCI and nShield PCle f/w 2.33.82

2.4.2 10 June 2009 nShield PCI and nShield PCle f/w 2.38.4

2.5.3 28 January 2010 nShield PCI and nShield PCle f/w 2.33.82

2.5.4 17 February 2010 |nShield PCI and nShield PCle f/w 2.38.7

3.0 11 May 2012

nShield PCI and nShield PCle f/w 2.50.17 - Thales branding
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Chapter 1: Purpose

Chapter 1: Purpose

nShield tamper evident and tamper responsive Hardware Security Modules provide support for
the widest range of cryptographic algorithms, application programming interfaces (APIs) and host
operating systems, enabling the devices to be used with virtually any business application—from
identity management, web services and database encryption to tokenization, PKI services and
strong authentication.

The nShield Hardware Security Modules are defined as multi-chip embedded cryptographic
modules as defined by FIPS PUB 140-2.

Real
) Secure )
Time Execution Potting EMC e Overall
Model Number Clock ) (epoxy .. YP FIPS
Environment ) classification Accelerator
(GU) resin) level
(SEE)
NVRAM
nShield F2
6000+ nC3423E-6K0 |Yes No Yes Yes
nShield F2
1500+ nC3423E-1K5|Yes No Yes Yes
nShield F2
500+ nC3423E-500 |Yes No Yes Yes

The units are identical in appearance and operation and only vary in the processing speed and the
support software supplied.
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Chapter 1: Purpose

All modules are supplied at build standard “"N” or later to indicate that they meet the latest EU
regulations regarding ROHS.

Thales also supply modules to third party OEM vendors for use in a range of security products.

The module runs firmware provided by Thales. There is the facility for the administrator to
upgrade this firmware. In order to determine that the module is running the correct version of
firmware they should use the NewEnquiry service which reports the version of firmware
currently loaded. The validated firmware version is 2.51.10-2 and 2.55.1-2.

The initialization parameters are reported by the NewEnquiry and SignModuleState services.
An operator can determine which mode the module is operating in using the KeySafe GUI or the
command line utilities supplied with the module, or their own code - these operate outside the
security boundary.

The modules must be accessed by a custom written application. Full documentation for the nCore
API can be downloaded from the Thales web site.

The modules have on-board non-volatile memory. There are services that enable memory to be
allocated as files. Files have Access Control Lists that determine what operations can be
performed on their contents. nShield modules have an on-board Real-time clock.

These modules do not offer SEE, if a customer requires this functionality they should purchase an
F3 module.
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Chapter 1: Purpose

The module can be connected to a computer running one of the following operating systems:

Windows
Solaris

HP-UX

AIX

Linux x86 / x64

Windows XP was used to test the module for this validation.

Section Level‘
1. Cryptographic Module Specification 2

2. Cryptographic Module Ports and Interfaces 2

3. Roles, Services, and Authentication 3

4. Finite State Model 2

5. Physical Security 2

6. Operational Environment N/A
7. Cryptographic Key Management

8. EMI/EMC 3
9. Self-Tests 2
10. Design Assurance 3
11. Mitigation of Other Attacks N/A
Overall Level 2
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Chapter 2: Excluded Components

Chapter 2: Excluded Components

The following components are excluded from FIPS 140-2 validation:

Single lane PCle bus
Clear button

Status LED

Heat sink

PS-2 Serial connector
Mode switch

16-way header

DIP switches
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Chapter 3: Roles

Chapter 3: Roles

The module defines the following roles: Unauthenticated, User, nShield Security Officer and
Junior Security Officer. The nShield Security Officer and Junior Security Officer roles are
equivalent of FIPS 140-2 Crypto-Officer role.

Unauthenticated

All connections are initially unauthenticated.

A user in the unauthenticated role does not have access to handles or tickets required to provide
access to the CSPs of authenticated users.

User

An operator enters the user role by providing the required authority to carry out a service. The
exact accreditation required to perform each service is listed in the table of services.

In order to perform an operation on a stored key, the operator must first load the key blob. If the
key blob is protected by a logical token, the operator must first load the logical token by loading
shares from smart cards.

Once an operator in the user role has loaded a key they can then use this key to perform
cryptographic operations as defined by the Access Control List (ACL) stored with the key.

Each key blob contains an ACL that determines what services can be performed on that key. This
ACL can require a certificate from an nShield Security Officer authorizing the action. Some actions
including writing tokens always require a certificate.

nShield Security Officer

The nShield Security Officer (NSO) is responsible for overall security of the module.

The nShield Security Officer is identified by a key pair, referred to as KNSO' The hash of the
public half of this key is stored when the unit is initialized. Any operation involving a module key

or writing a token requires a certificate signed by KNSO'

The nShield Security Officer is responsible for creating the authentication tokens (smart cards)
for each operator and ensuring that these tokens are physically handed to the correct person.

An operator assumes the role of NSO by loading the private half of KN and presenting the

ObjectID for this key to authorize a command.

SO
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Chapter 3: Roles

Junior Security Officer

Where the nShield Security Officer want to delegate responsibility for authorizing an action they
can create a key pair and give this to their delegate who becomes a Junior Security Officer (JSO).
An ACL can then refer to this key, and the JSO is then empowered to sign the certificate
authorizing the action. The JSO's keys should be stored on a key blob protected by a token that is
not used for any other purpose.

In order to assume the role of JSO, the operator loads the JSO key and presents the ObjectID of
this key, and if required the certificate signed by K that delegates authority to the key, to
authorize a command.

NSO

A ]SO can delegate portions of their authority to a new operator in the same way. The new
operator will be a JSO if they have authority they can delegate, otherwise they will assume the
user role.

nShield F2 500+, nShield F2 1500+, nShield F2 6000+ 11



Chapter 4: Services available to each role

Chapter 4: Services available to
each role

For more information on each of these services refer to the nCore Developer Tutorial and
CodeSafe Developer Guide.

The following services provide authentication or cryptographic functionality. The functions
available depend on whether the operator is in the unauthenticated role, the user or junior
security officer (JSO) roles, or the nShield Security Officer (NSO) role. For each operation it lists
the supported algorithms. Algorithms in square brackets are not under the operator's control.
Algorithms used in optional portions of a service are listed in italics.

Note: Algorithms marked with an asterisk are not approved by NIST. If you choose to use
them, the module is not operating in FIPS approved mode.

Key
Access
Create Creates a in-memory object, but does not reveal value.

Erases the object from memory, smart card or non-volatile memory without
revealing value

Export Discloses a value, but does not allow value to be changed.
Report Returns status information

Description

Erase

Set Changes a CSP to a given value
Use Performs an operation with an existing CSP - without revealing or changing the
CspP
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Chapter 4: Services available to each role

Role
Command / _ Key/CSP
Service Unauth Jso / Description access Key types
User
Bignum Performs simple A GIELEES
. Yes Yes Yes . . to keys or
Operation mathematical operations.
CSPs
Updates the pass phrase
used to encrypt a token Sets the
share. The pass phrase
. . pass phrase
supplied by the operator is
! R for a share,
not used directly, itis first uses
hashed and then combined module ke
with the module key. To Y
. . uses share
achieve this the command
decrypts the existing share key, uses
. module key, [[SHA-1
Change pass pass using the old share key
No . creates and AES or
Share PIN phrase [phrase |derived from old pass .
share key, [Triple DES]
phrase, module key and
) . uses new
smart card identity. It then
- share key,
derives a new share key
exports
based on new pass phrase,
encrypted
module key and smart card
. . share,
identity, erases old share
. erases old
from smart card and writes a
share
new share encrypted under
the new share key.
AES, Triple
Opens a communication ngék
Channel handle, |handle, [handle, |channel which can be used Uses a key Arc Fc’)ur
Open ACL ACL ACL for bulk encryption or object Aria™ !
decryption. CameIIia*,
SEED
AES, Triple
Performs encryption / DESgk
decryption on a previously DES ,
Channel handle |handle [handle |opened channel. The Us_es a key Arc Four ,
Update . object .k
operation and key are Aria , N
specified in ChannelOpen. Camellia ,
SEED
Determines whether the ACL
Check User handle |handle |handle associated W|_tr_1 a key object Usgs a key
ACL allows a specific operator object
defined action.
Zeroises all loaded keys,
Clear Unit Yes Yes Yes tokens and shares. Clear Unit Zero:zes All
does not erase long term objects.
keys, such as module keys.

nShield F2 500+, nShield F2 1500+, nShield F2 6000+
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Command /

Service

Role

Unauth

JSO /

Chapter 4: Services available to each role

Description

Key/CSP
access

Key types

User
Allocates an area of memory AES, Triple
to load data. If the data is DESQ(
encrypted, this service DES ,
Create o . Uses a key
Buffer No cert Yes specifies the encryption key object Arc I;our ,
and IV used. The decrypt Aria , "
operation is performed by Camellia ,
LoadBuffer SEED
AES, Triple
DES
DESgk,
. . Arc Four ,
Decrvpt handle, |handle, |handle, sD'ciiglpEsea féiﬂrer:iﬁextthv:t:]a?n Uses a key Aria*, N
ypP ACL  |ACL ACL Y g the plain| jhiect Camellia”,
text. *
SEEI}D.< ,
RSA , .
EIGama*I ,
KCDSA
The DeriveKey service AES, AES
provides functions that the key wrap,
FIPS 140-2 standard RSA,
describes as key wrapping EC-DH,
and split knowledge - it does EC-MQV,
not provide key derivation in Triple DES,
the sense understood by FIPS PKCS #8%*,
149-2. Creates a new key Uses a key TLS_ key
object from a variable obiect derivation,
Derive Ke handle, |handle, |handle, |number of other keys already créate’a XOR,

Y lacL ACL ACL stored on the module and new ke DLIES
returns a handle for the new obiect Y (D/H plus
key. This service can be used ject. Triple DES
to split, or combine, or D/H plus
encryption keys. AESZJ
This service is used to wrap Aria ,
keys according to the KDP so Arc Four
that a key server can Camﬂgllia ,
distribute the wrapped key to DES 4
micro-HSM devices. SEED
Removes an object, if an Erases an

. . Impath,
object has multiple handles logical
Destroy handle |handle [handle |as a result of RedeemTicket 9 All
. . token, or
service, this removes the
any key
current handle. X
object.
Creates a second instance of Creates a
Duplicate handle, |handle, |handle, |a key object with the same new ke All
P ACL ACL ACL ACL and returns a handle to . Y
. object.
the new instance.
Security Policy 14
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Chapter 4: Services available to each role

Command / _ Key/CSP
Service Unauth Jso / Description access Key types
User
AES,
Triplf DES,
RSA ,
*
Encrypts a plain text with a DES -, *
Encrypt handle, |handle, |handle, stored key returning the Us_es a key EIGamaI*,
ACL ACL ACL . object Arc Four ,
cipher text. ok
Aria ,
CameJ(Iia ,
SEED 'y
KCDSA
Removes a file, but not a No access
Erase File Yes Yes Yes logical token, from a smart |to keys or
card or software token. CSPs
Removes a share from a Erases a
Erase Share [Yes Yes Yes smart card or software
share
token.
Existing Starts a new connection as an N ElagRes
Client ves ves ves existing client. 9 LS
CSPs
If the unit is operating in
FIPS level 2 mode this Exports a
Export handle, |handle, [handle, |operationis only available [public] key Any key
ACL ACL ACL for public keys - see . type
) . |object.
Operating a level 2 module in
FIPS mode on page 36.
Uses the
Enables a service. public half
Feature This requires a certificate of the
Enable e cert CLchns signed by the Master Feature |Master RS
Enable key. Feature
Enable Key
Reports firmware version.
Performs a zero knowledge
challenge response protocol
based on HMAC that enables
Firmware a operator to ensure that the |No access
. Yes Yes Yes firmware in the module to keys or |HMAC
Authenticate .
matches the firmware CSPs
supplied by Thales.
The protocol generates a
random value to use as the
HMAC key.
May use a
module key
Formats a smart card or to create [AES,
OIS i e ves ves software token ready for use.|challenge |Triple DES]
response
value

nShield F2 500+, nShield F2 1500+, nShield F2 6000+
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Chapter 4: Services available to each role

Role
Command / _ Key/CSP
Service Unauth Jso / Description access Key types
User
Creates a
new
Generates a symmetric key ié??b?;rclg
of a given type with a '
ified ACL and ret Sets the
;pefjll ' andreturns @ IacLand  |AES, Triple
andie. Application |DES,
Optionally returns a
e g data for that|Arc Four ,
Generate certificate containing the : X
Key Yes Yes Yes ACL object. Aria ,
The data generated by this Optionally g?;;f”'a !
operation is not a CSP until it usej | SEEDQ(
has been bound to an mocule K '
authorized user by protecting S|g(;ung egl
it with a token. and exports
the key
generation
certificate.
Creates two
Generates a key pair of a new key
given type with specified objects.
ACLs for each half or the Sets the Diffie-
pair. Performs a pair wise ACL and Hellman,
consistency check on the key |Application |DSA,
pair. Returns two key data for DSA2,
handles. those ECDSA,
(Kagne;':i:e Yes Yes Yes Optionally returns objects. ECDSAZ2,
Y certificates containing the Optionally |EC-DH,
ACL. uses EC-MQV,
The data generated by this module RSA,
operation is not a CSP until it |signing key |EIGamal*,
has been bound to an and exports |KCDSA*
authorized user by protecting |two key
it with a token. generation
certificates.
Erases the
module lon
Generates a new long term t Y 9
key erm
Generate ) signing key, |[DSA and
KLF No FE FE creates new [ECDSA]
Never enabled in production
. module long
units.
term
signing key.
Creates a new logical token,
which can then be written as |Uses
Generate shares to smart cards or module key.

) [AES or
Logical Yes Yes Yes software tokens. Creates a Triple DES]
Token On creation the token is not a |logical P

CSP as it does not protect token.
any sensitive data.
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Chapter 4: Services available to each role

Command / _ Key/CSP
Service Unauth Jso / Description access Key types
User
Get ACL handle, |handle, |handle, [Returns the ACL for a given i)éﬁ)_oflgf;he
ACL ACL ACL handle. .
key object.
. Exports the
PP ACL  |ACL  |AcL data of a
Data key. .
key object.
Get Returns a random nonce that No access
Yes Yes Yes . o to keys or
Challenge can be used in certificates
CSPs
Superseded by gﬁf_ 'fshg;i
Get Key Info |handle |handle |handle |GetKeyInfoExtended, of a ke
retained for compatibility. . Y
object
Exports the
Get Key Info Returns the hash of a key for |SHA-1 hash
Extended handle fhandle handle use in ACLs of a key
object
Superseded by Exports the
Get Logical GetLogicalTokenInfoExte |SHA-1 hash )
Token Info e EEE el nded , retained for of a logical Ll
compatibility. token.
Get Logical Returns the token hash and gﬁﬁrltshg;i
Token Info  |No handle [|handle [number of shares for a . [SHA-1]
. of a logical
Extended logical token
token.
Exports the
Get Module Returns a hashes of the SHA-1 hash
Kevs Yes Yes Yes nShield Security Officer's key |of KNSO [SHA-1]
Y and all loaded module keys. |and module
keys.
Returns a handle t? the p_ubllc Exports the
half of the module's signing .
. public half
Get Module key. this can be used to
. . of the [DSA,
Long Term |Yes Yes Yes verify key generation .
o module's ECDSA]
Key certificates and to
. . long term
authenticate inter module sianing ke
paths. gning key.
Returns the public half of the |Exports the
module's signing key. This public half
Sietnl;/:]od:(:lee Yes Yes Yes can be used to verify of the [DSA2]
gning ey certificates signed with this |module's
key. signing key.
. . No access
Get RTC Yes Yes Yes Reports the time agcordmg to to keys or
the on-board real-time clock
CSPs
nShield F2 500+, nShield F2 1500+, nShield F2 6000+ 17



Chapter 4: Services available to each role

Role
Command / _ Key/CSP
Service Unauth Jso / Description access Key types
User
Exports the
Get Share Returns the access control NG &
Yes Yes Yes . token share
ACL list for a share
on a smart
card.
Reports status of the physical
token in a slot. Enables an
S Uses a
operator to determine if the
. module key
correct token is present . )
- if token is
before issuing a ReadShare
formatted |[AES,
Get Slot Info |Yes Yes Yes command. with a Triple DES]
If the token was formatted P
. challenge
with a challenge response
response
value, uses the module key alue
to authenticate the smart vaiue.
card.
. No access
Get Slot List |Yes Yes Yes Repprts 1% [ Of Bl to keys or
available from this module.
CSPs
Gets a ticket - an invariant
) i . Uses a key
identifier - for a key. This can|_ .
be passed to another client object,
GetTicket handle |handle |handle h . . logical
which can redeem it using token
RedeemTicket to obtain a Im at’h
new handle to the object, path.
No access |2 A°Ls
Hash Yes Yes Yes Hashes a value. to keys or Slibe2al,
CSPs SHA-384,
SHA-512
Uses an
Impath Get Reports status information Impath,
No handle [handle . exports
Info about an impath
status
information.
[DSA2 or
Impath Ke Creates a new inter-module |Creates a DSA and
P Y path and returns the key set of Diffie
Exchange FE FE FE
Begin exchange parameters to send|Impath Hellman]
9 to the peer module. keys AES,
Triple-DES
[DSA2 or
Completes an impath key Creates a DSA and
Impath Key . il
exchange. Require the key set of Diffie
Exchange No handle [handle
Finish exchange parameters from |(Impath Hellman,
the remote module. keys. AES, Triple
DES]
Impath Decrypts data with the Uses an [AES or
Receive e EEE el Impath decryption key. Impath key. |Triple DES]

Security Policy
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Chapter 4: Services available to each role

Role

Command / _ Key/CSP
Service Unauth Jso / Description access Key types
User
Encrypts data with the Uses an [AES or
Impath Send |No handle |handle impath encryption key. Impath key. |Triple DES]
Loads a key and ACL from the
host and returns a handle.
The data generated by this Cretires 2
. ... |[new key
operation is not a CSP until it .
object to
has been bound to an
) . |store
authorized user by protecting imported
Import Yes Yes Yes it with a token. kep sets
If the unit is operating in th y'k
FIPS mode at level 2, this T eyACL
operation must only be used vadui,
for public keys - see tha PP

Operating a level 2 module in
FIPS mode on page 36
Initializes the module,
returning it to the factory
state. This clears all NVRAM
files, all loaded keys and all
module keys and the module
signing key. This can only be
performed when the module
is in initialisation mode.

It also generates a new KMO |Erases all

and module signing key. keys,
Initialise init init init The only key that is not Creates [DSA2]
zeroized is the long term KMO and

signing key. This key only KML
serves to provide a
cryptographic identity for a
module that can be included
in a PKI certificate chain.
Thales may issue such
certificates to indicate that a
module is a genuine nShield
module. This key is not used
to encrypt any other data.

Uses Triple DES
module key e ik 1
Loads a key that has been logical "lor
stored in a key blob. The token. or AES, DH,
Load Blob No handle [handle |operator must first have archiv’ing or RSA
loaded the token or key used <, G plus AES,
to encrypt the blob. ! SHA-1, and
a new key
object liAS
’ SHA-1
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Command /
Service

Role

Unauth

JSO /
User

Chapter 4: Services available to each role

Description

Loads signed data into a
buffer. Several load buffer
commands may be required
to load all the data, in which

Key/CSP

access

Key types

case it is the responsibility of |No access
Load Buffer |No handle |handle [the client program to ensure |[to keys or
they are supplied in the CSPs
correct order.
Requires the handle of a
buffer created by
CreateBuffer.
Allocates space for a new
logical token - the individual
shares can then be
Load Logical assembled using ReadShare (Uses [AES or
Token yes yes yes or ReceiveShare. Once module key (Triple DES]
assembled the token can be
used in LoadBlob or
MakeBlob commands.
Triple DES
Uses and SHA-1
module key, |or
Creates a key blob containing logical AESRCSRH’
handle, [handle, [the key and returns it. The t°ke.” or or
Make Blob  |No i archiving plus AES,
ACL ACL key object to be exported
may be any algorithm key, SHA-1, and
' exports HMAC
encrypted [SHA-256
key object. |or HMAC
SHA-1
Performs a modular No access
Mod Exp Yes Yes Yes exponentiation on values to keys or
supplied with the command. |CSPs
Performs a modular
exponentiation on values, No access
Mod Exp CRT |Yes Yes Yes supplied with the command |to keys or
using Chinese Remainder CSPs
Theorem.
Reports low level status
information about the No access
Module Info |Yes Yes Yes module. This service is to keys or
designed for use in Thales' CSPs
test routines.
No access
NewClient Yes Yes Yes Returns a client id. to keys or
CSPs
No access
New Enquiry |Yes Yes Yes Reports status information. [to keys or
CSPs

Security Policy
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Chapter 4: Services available to each role

Rol
Command / o'€

Service

Key/CSP
access

Description

JSoO / Key types

Unauth User

No Operation

Yes

Yes

Yes

Does nothing, can be used to
determine that the module is
responding to commands.

No access
to keys or
CSPs

NVMem
Allocate

No

cert

Yes

Allocates an area of non-
volatile memory as a file and
sets the ACLs for this file.
This command can now be
used to write files protected
by an ACL to a smart card

No access
to keys or
CSPs

NVMem Free

No

cert

Yes

Frees a file stored in non-
volatile memory. This
command can now be used to
write files protected by an
ACL to a smart card

No access
to keys or
CSPs

NVMem List

Yes

Yes

Yes

Reports a list of files stored
in the non-volatile memory
or protected by an ACL on a
smart card.

No access
to keys or
CSPs

NVMem
Operation

cert,
ACL

ACL

Performs an operation on a
file stored in non-volatile
memory. Operations include:
read, write, increment,
decrement, etc.

This command can now be
used to write files protected
by an ACL to a smart card

No access
to keys or
CSPs

Random
Number

Yes

Yes

Yes

Generates a random number
for use in a application using
the on-board random number
generator.

There are separate services
for generating keys.

The random number services
are designed to enable an
application to access the
random number source for
its own purposes - for
example an on-line casino
may use GenerateRandom
to drive its applications.

Uses DRBG
key

[AES]

Random
Prime

Yes

Yes

Yes

Generates a random prime.
This uses the same
mechanism as is used for
RSA and Diffie-Hellman key
generation. The primality
checking conforms to ANSI

X9.31.

Uses DRBG
key

[AES]
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Chapter 4: Services available to each role

Command / _ Key/CSP
Service Unauth Jso / NSO Description access Key types
User
Reads a file,
but not a
logical
token, from
a smart
card or
Reads a file, but not a logical |software
token, from a smart card or [token.
Read File Yes Yes Yes software token. This
This command can only read [command
files without ACLs. can only
read files
without
ACLs.
No access
to keys or
CSPs
Reads a share from a gﬁfassz?ss
physical token. module key,
- creates [SHA-1,
Read Share |Yes Yes Yes gggﬁ |s ougglgée:;:rzzzzz [c]jl\(/: n- |share key, AES or
may require several uses share |Triple DES]
ReadShare or key, ¢ reates
ReceiveShare commands. |° logical
token.
Uses an
Impath key,
Takes a share encrypted with |uses pass
SendShare and a pass phrase,
Receive handle, [handle, |phrase and uses. them to module key, [AES,
No encrypted|encrypted|recreate the logical token. - |creates .
Share . Triple DES]
share share may require several share key,
ReadShare or uses share
ReceiveShare commands [key, creates
a logical
token
Gets a handle in the current US'.ES a key
Redeem . . . name space for the object ObJ.eCt’
) ticket |ticket ticket . logical
Ticket referred to by a ticket
created by GetTicket. token,
Impath
Remove KM |No cert Yes Removes a loaded module Erases a
key. module key
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Role

Unauth

JSO /

Chapter 4: Services available to each role

Description

Key/CSP
access

Key types

User
Reads a logical token share
. Uses an
and encrypts it under an Impath ke
Send Share |No handle, |handle, |impath key for transfer to ex ports Yi [AES,
ACL ACL another module where it can p Triple DES]
. encrypted
be loaded using share
ReceiveShare '
Sets the ACL for an existing iigzstge
handle, |handle, |handle, |key. The existing ACL for the .
S AL ACL  |ACL  |ACL  |key must allow the Sotirel st
operation o @y
P ’ object
Sets the
izrz)lication handle, |handle, [handle, |Stores information with a ggg:giggé
Data ACL ACL ACL key. with a key
object
Uses a key
Loads a key object as a object, sets |AES,
SR he cert = module key. a module Triple DES
key
Des!gnates a I.<ey ha_sh a's the Sets the
nShield Security Officer's dentity of
Key and sets the security Y [SHA-1
Set NSO . - . the nShield
init init No policy to be followed by the . hash of
Perm i Security
module. This can only be o DSA key]
- ... . |officer's
performed while the unitis in ke
the initialisation state. v
No access
Set RTC No cert Yes Sets the real-time clock. to keys or
CSPs
RSA, DSA,
DSA2,
- . ECDSA,
Sian handle, |handle, [handle, Efﬁ;ncsc;cpel::gr;:i(:ll?;itu;e Uses a key |ECDSAZ2,
9 ACL  |ACL ACL ctorod ke P 98 lobject Triple DES
& MAC,
HMAC, .
KCDSA
Sign Module |handle, |handle, |handle, Signs a certificate _descrl_blng Uses the
State ACL ACL ACL the modules security policy, |[module [DSA]
as set by SetNSOPerm. signing key
Statistics I No access
Enumerate |Yes Yes Yes Repprts the statistics to keys or
available.
Tree CSPs
A No access
SIEiEEE (E2 Yes Yes Yes Reports a particular statistic. |to keys or
Value CSPs

nShield F2 500+, nShield F2 1500+, nShield F2 6000+
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Unauth

JSO /
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NSO

Chapter 4: Services available to each role

Description

These commands are used in
the update firmware service.
The individual commands are
required to load the
candidate firmware image in
sections small enough to be
transported by the interface.

Key/CSP
access

Key types

Update Thales supply the LoadROM |Uses
Firmware utility for the administrator |Firmware
Service to use for this service. This |Integrity
(Calls: utility issues the correct Key and
Programming command sequence to load |Firmware
Begin, the new firmware. Confidential
Programming . . ___ [The module will only be ity Keys. [DSA2,
Begin Chunk, monitor | monitor | monitor operating in a FIPS approved |Sets AES]
Programming - - - .
mode if you install firmware |Firmware
Load Block., that has b lidated b I .
Programming at has been validated by ntegrity
End Chunk, NIST / CSEC. Administrators [Key and
Programming who require FIPS validation |Firmware
End) should only upgrade Confidential
firmware after NIST / CSEC |ity Keys.
issue a new certificate.
The monitor also checks that
the Version Sequence
Number (VSN) of the
firmware is as high or higher
than the VSN of the firmware
currently installed.
RSA, DSA,
DSA2,
ECDSA,
Verify handle, |handle, |handle, [Verifies a digital signature Uses a key |ECDSAZ2,
ACL ACL ACL using a stored key. object. Triple DES
MAC,
HMAC, "
KCDSA
Writes a file, but not a logical
token, to a smart card or
software token. No access
Write File Yes Yes Yes Note these files do not have [to keys or
an ACL, use the NVMEM CSPs

commands to create files
with an ACL.
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Rol
Command / o'€ Description Key/CSP
Service Unauth P

NSO access

JSO /
User

Key types

Sets pass
phrase,
uses
module key,
creates

Writes a new share to a
share, uses

smart card or software ass phrase

token. The number of shares P P

that can be created is R

Write Share [No handle [handle . . key, creates|Triple DES,
specified when the token is share ke SHA-1]

created. All shares must be uses Y

written before the token is

module key,
destroyed.

uses share

key,
exports
encrypted
share.

Terminology

Code Description

No The operator can not perform this service in this role.
yes The operator can perform this service in this role without further authorization.

The operator can perform this service