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Introduction

This documentisa FIPS 140 { SOdzNA (1 & t 2 f Fi@BoxSEcurity Systei. ThisDpdlityNR Q &
describes howthe Firebox T10, TX@/, T30, T3@, T50 and T58V models(hereafter referred to as the

WY 2 Rdzf SErebaxNP REz28 S @0 Y S S-B secuiitykr&uirénhents andvhowito operate the
module in a FIPS compliant manner.

This policy was created as part of the Level 2 FIPR Y4ldation of theFireboxmodule.

The Federal Information Processing Standards Publicatior 4&Recurity Requirements for
Cryptographic Module@~IPS 14Q) details the United States Federal ®@ownent requirements for
cryptographic modules. Detailed information about the FIPS2Lldtandard and validation program is
available on the NIST (National Institute of Standards and Technology) website at
http://csrc.nist.gov/groups/STM/cmvp/index.html

Firebox Module Overview

WatchGuard®@irebox apliances are built for enterprisgradeperformance with blazing throughput

and numerous connectivity options. Advanced networking featuresdiectlustering, high availability
(active/active), VLAN support, mui¥AN load balancing and enhanced VolP security, plus inbound and
outbound HTTPS inspection, to give the strong secaritgrprisesneed. And thd=ireboxappliances are
completely configeable ¢ turn on or off components and services todifferent network security
deploymentrequirements.

2 | (i OK D aaebo®raductfamily spans the full range of network environments, from SOHO to
service provider, offering cost effective systems foy aize of application. Theletect and eliminate
the most damaging, contedtased threats from email and/eb traffic such as viruses, worms,
intrusions, inappropriate Web content amdore in real timer without degrading network
performance.The Fireboxmodule delives a fullrange ofapplication level firewall andetwork-level
services application control, data loss prevention, advanced persistent threats blowiN, intrusion
prevention, web filteringantivirus, antispam and traffic shapingin dedicated, easily managed
platforms.

TheFireboxsecurity system emplogthe powerful, securel-ireware O%$o achieve breakthrough
price/performance This systenprovidesa critical layer of realime, networkbased antivirugprotection

that complements hasbased antivirus software and suppodsR S F-B-R 8 BJi K¢ a i NF G S3IASA
compromising performance or cost. Thegn be easily configured to provide antivirus protection,

antispam protection and@ontent filtering in conjunction with existing firewall]PN, and related devices,

or as complete network protection systems.

TheFireboxmodule supporsthe IPSec industry standard for VPN, allowing VPKe tmonfigured
between a Firebormodule and any client or gateway/firewall thatipports IPSec VPRheHrebox
modulealso provide$SSLVPN services.

TheFireboxmodule is defined as a muithip standalone cryptographic module consisting of production
grade components contained in a physically protected enclosure. The entire enclosure is defined as the
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cryptographic boundary of the cryptographic moduléhe cryptographic boundary for FIPS 240
certification is equivalent to therOE boundary for Common Criteria (CC) certification.

Cryptographic

N L LI T o

Power Reset Console Port f,t:: [r::l: E:'::s UsB
itch 4!
Switc Button (R145) (R145)
[ K X [
Power Supply
Memory CRY >
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1 \
A
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LEDs (NOR)
(Power/Attn/
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Fail Over)
Control Input —» l

Data Input —_—
Data Output —
Status Output ———»

Figurel: Cryptographic Module Block Diagram

Secuity Level
The WatchGuaréireboxappliances meet the overall requirements applicable to Level 2 security of FIPS

140-2.

Table 1: Module Security Level Specification

Security Requirements Section \ Level
Cryptographic Module Specification 2
CryptographidModule Ports Specification 2
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Roles, Services, and Authentication

Finite State Machine

Physical Security
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Operational Environment
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Cryptographic Key Management

EMI/EMC
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Design Assurance

Mitigation of Other Attacks
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Roles, Services and Authentication

Module Access Methods
There are two convenient and secure ways to connect, configure and manage the module.

Web Ul

TheFireboxmoduleprovides a web based GUI based access to the module, whichdsrfienient way
to configure the module. ThéVeb Ulrequires a web browser on the management computer and an
Ethernet connection between theoduleand the management computer.

A webbrowser that supports Bnsport Layer Security (TLS) ik.2equired for remote access to the
Web Ulwhen the modules are operating in Flid8de.

The web browser is not part of the validated module boundary.

Command Line Interface

The Command Line Interface (CLI)riglka text basednanagement tool for the module. The CLI

provides access to af the possible services and configuration options in the modules. The CLI uses a
console or a network (Ethernet) connection between the module and the management computer. The
console connection is a direct serg@nnection. Terminal emulation softwaig required on the
managementomputer using either method. For network access, a Telnet or SSH cliestpipairts

the SSH v2.0 protocol is requiresis v1.0 is not supported in FIR®de.

The Telnet or SSH client is not part of the vadéidanodule baindary:

Roles

The module provides two préefined roles for userdJser(status) and CrypgraphicOfficer (a@min)

role. One of these roles can be assumed by an operator after authenticating to the module remotely or
through a console connection using a&usame/password combination. The module does not allow the
creation of additional operator accounts or roles.

An operator assuming the CrymiaphicOfficerrole has full read/write access to all of the functions and
services of the module, including camiration, resetting or shutting down the module. This also implies
that the CryptagraphicOfficerrole includes all the accesses and priviletiesUserhas.

The Useis not allowed to make any changes to the configuration of the modiie.Userole is only
for viewing and reporting the configuration and statudteé module and its functions.

Operator accounts are differentiated by the username during authentication. More than one operator
with Userrole can be connected to the module at any givieme. However, there can be only one
CryptayraphicOfficerlogin at any given timeConcurrentogin attemps by the CryptgraphicOfficer
arerefused by the module.

It is not possible to change roles withoutaathentication.
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Services
The following take detailsthe FIPS approved services availdblezach role, tle types of access for

each roleand the Keys or CSPs they affect. The role names are abbreviated as follows:
Cryptographic Officer QO

User- U

R=Read Access, Wiite/ Delete Access, Xx&cute Access

¢ KS YSek/ {t Aa RKyQuarddiyKe§ Randggmeént SGUSA 2 y3a Sa

Table 2: FIPS approved services in Command Line Interface and Web Ul access mode

Sewice U CO Key/ CSP
authenticate to module X X 12,3,4,5,6,7,14, 15, 16, 17, 1
19, 20, 2124, 25,29, 30, 31, 2,
33,34
show system status R R |16,17,19, 20
showFIP3Snodeenabled/disabled R R |16,17,19, 20
enableFIPSnode N/A W |[1,2,3,45,6,7,8,9, 10, 11, 17

13, 14, 15, 16, 17, 18, 19, 20, 2
22,23, 24, 25, 26, 27, 28, 29, 3
31, 32, 33, 34, 35

disable FIPS mode N/A W |(1,2,3,4,5,6,7,8,9,10, 11, 1
13, 14, 15, 16, 17, 18, 19, 20, 2
22,23, 24, 25, 26, 27, 28, 29, 3
31, 32, 33, 34, 35

executeFIP®n-demandselftests N/A X 12,3,16,17,19, 26

set/reset password N/A WX | 16, 17, 19, 20, 24

execute firmware download N/A X 16, 17, 19, 20, 25

execute system reboot N/A X 11,2,34,56,7,8,9, 10, 11, 17

13, 14, 1516, 17,18,19, 20,21,

22, 23,24, 25,26, 27, 28, 29, 30,
31, 32, 33, 34, 35

execute system shutdown N/A X 11,2,3,4,5,6,7,8,9, 10, 11, 1
13, 14, 15, 16, 17, 18, 19, 20, 2
22, 23, 24, 25, 26, 27, 239, 30,
31, 32, 33, 34, 35

change system time N/A WX | 16, 17, 19, 20

read/modify system/network configuration R RWX]| 16, 17, 19, 20

read/modify firewallpolicies. R RWX] 16, 17, 19, 20

read/modify GatewayAVconfiguration R RWX]| 16, 17, 19, 20

read/modify spamBlockeconfiguration R RWX]| 16, 17, 19, 20

read/ modify WelBlockerconfiguration R RWX]| 16, 17, 19, 20

read/ modify VPNonfiguration R RWX| 2,3,4,5,6,7,8,9, 10, 11, 12,
13, 28, 31, 32

read/modify IPSonfiguration R RWX]| 16, 17, 19, 20
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read/ modify loggingonfiguration R RWX]| 16, 17, 19, 20, 27

read log data R R |16,17,19, 20
manualGatewayAV/IPS signature update N/A RX |16, 17, 19, 20
restore factory default N/A W |1,2,3,4,5,6,7,8,9, 10, 11, 1

13, 14, 15, 16, 17, 18, 120, 21,
22,23, 24, 25, 26, 27, 28, 29, 3
31, 32, 33, 34, 35

Approved Algorithms
The cryptographic module implements the following FIPS approved algorithms:

9 Hardvare:
- TripleDES
-AES
-SHS
-HMAC

Table 3: FIPS approved algorithrfts hardware

Algorithm ' FIPS Validation Certificate Numbe
TripleDES 2052, 2053, 2054
TCBCKO 1e/d)
AES 3673, 3674, 3675
CB( e/d; 128 , 192 , 256 )
SHS 3088, 3089, 3090
SHA1 (BYTHEnly)
HMAC 2420, 2421, 2422
HMAGCGSHA1(Key Sizes Ranges Test€8<BS )

Note: The algorithms listed abowaee implemented by the module when operating in a FIPS
approved mode of operatiorThe certificates list additional modes and key sizes that are not
accessible through the cryptographic module interfaces.

1 Firmware
- Triple-DES
-AES
- SHS
-HMAC
-RSA
-DRBG
- IKEv1l KDF
-TLS KDF
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- SSH KDF
- SNMP KDF

Table 4: FIPS approved algorithms for firmware

Algorithm

TripleDES
TCBCKO 1 e/9d

FIPS
Validation
Certificate

Number

2171

AES
CBQ e/d; 128, 192 , 256 )
CTR extonly; 128 , 192 , 256 )

3960

SHS
SHAL (BYTBnly)
SHA224 (BYTEnly)
SHA256 (BYTEnly)
SHA384 (BYTEnly)
SHA512 (BYTEnly)

3266

HMAC

HMAGSHA1

(Key SizeRanges TestelKS<BSKS=BSKS>BS )
HMAGSHA224

(Key SizeRangedlestedKSBS KS=BSKS>BS )
HMAGSHA256

(Key SizeRanges TestedS<BSKS=BSKS>BS )
HMAGSHA384

(Key SizeRanges TestedS<BSKS=BSKS>BS )
HMAGSHA512

(Key SizeRanges TestedS<BSKS=BSKS>BS )

2580

RSA

FIPS18&:

ALG[ANSIX9.31]

SIGyer); 1024 , 1536 , 2048 , 3072 , 4096 , SHS:ISHA
ALG[RSASSPKCS1 V1 _5]

SIG(ver): 1024 , 1536 , 2048 , 3072, 4096 , SHSt SHA

FIPS18&!

186-4KEY(genFIPS18@_Fixed_e (10001);
PGMProbRandom( 2048 , 3072pPPTT C.2)
ALG[ANSIX9.31]

Sig(Gen): (2048 SHA( 224 , 256 , 384 , 512)) (3072 SHA( 224 , 256 , 384 , 512
Sig(Ver): (1024 SHA(1, 224,256, 384 ,512)) (2048 SHA( 1, 224 , 256 , 384
(3072 SHA( 1, 224,256 , 384 ,512))
ALG[RSASSAKCS1_V1_5]

SIG(gen) (2048 SH224 , 256 , 384 , 512 )) (3072 SHA( 224 , 256 , 384 , 512))

2023

FIPS 14@ NonProprietary Security Policy for WatchGuard Firebox
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SIG(Ver) (1024 SHA( 1, 224, 256, 384 ,512)) (2048 SHA( 1, 224 , 256 , 384
(3072 SHA( 1, 224 , 256 , 384 , 53HADRBG

DRBG 1160
CTR_DRBG Prediction Resistance Tested: Enabled and Not Enabled;
BlockCipher_No_df: (AH38 , AES92 , AER56 ) ( AEp]
CVLIKEV1TLS, SSH, SNMP) 793
IKEvI AUTH( PSK))

(256 (SHA1,256,384,512)) (3072 (SHA1,256,384,512))
(2048(SHA 1, 256,384,512 ) ) SHIMAC

TLSTLS1.2 (SHA 256, 384 ) ) SHWAC

SSHSHA 1) SHA

SNMPSHA1

Note: The algorithms listed above are implemented by the module when operating in a FIPS
approved mode of operatiorThe certificates list additional modes and key sizes that are not
accessible through theryptographic module interfaces.

ThelKEV1TLS, SSkHnd SNMP protocols have not been tested by the CMVP or CAVP

The minimum encryption strength of symmetric key$1i2 bits and the maximum is 256 bits.

Non-FIPS Approved But Allowed Algorithms
Thecryptographic module implements the following n&hPS approved but allowed algorithms:

1 RSA key transport (with 2048 bit keys)
- Key wrapping, key establishment methodology provides 112 bits of equivalent encryption strength
9 Diffie Hellman
- Key establishmnt, key agreement method provides 112 hits128 bitsof equivalentencryption
strength
91 EC DiffieHellman
- Key agreement, key establishment methodology provides 128 or 192 bits of equivalent encryption
strength
T NDRNG

Non-FIPS Approved Services
Thecryptographic module provides the following né#PS approved services:

Mobile VPN with PPTP

PPPoE

Backup image to USB
Authenticate to modulé
Read/modify VPN configuration

=A =4 =4 4 =4

* When used with a nogompliant DiffieHellman key size
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If any of these serviceare used, the cryptographic module is not operating in a FIPS approved mode of

operation.

Non-FIPS Approved Algorithms
The cryptographic module implements the following Hel*S approved algorithms:

1 DES
1 MD5
1 TKIP
1 The AES algorithm is n@ompliant whenused in CCM mode or when invoking the #elPS
I LILINE @SR a. | O1dzld AYF3S G2 ! {.¢ &aASNBAOS
1 RSA signature generation with SHA
1 Use of HMAEGHAL for MAC generation with key length >= 80 bits and < 112, and use of HMAC

SHA1 for MAC verification with key length= 80 bits and < 112 bits
1 Use of SHA for digital signature generation

1 Password Based Key Derivation Function (for 128 bit AEKesy) derived using a PBKDF cannot be

used in a FIPS approved modepération

9 Diffie Hellman
- Key establishment, key asgment method is nosrtompliant when using key sizes with less than
112 bits of equivalent encryption strength

Alternating Bypass

The primary cryptographic function of the module is to act as a firewall, and as a VPN device. Encrypt

and decrypt operationare performed on traffic based on firewall policies. The cryptographic module
implements an alternating bypass feature based#N tunnels anfirewall policies. Traffic can be
encrypted/decrypted or passed as plaintext, depending onMR& tunnel anddected policy.

Two actions must be taken by the Cryptographic Officaransition between VPN bypass statdhe
Cryptographic Officer must first create thN gatewayThe Cryptographic Officenust thencreate the
VPN tunnel and tunnel route, and asgate the VPN tunnel with a VRidlicy.

WhetherVPNbypass is enabled or not can be determined by examining the K&Phf gateways and
VPN tunnels

Authentication

Cryptographic Officer or Uséeferred to as Operatomnust authenticate with aisernameand

password combination to acce®e modules remotely or locally via the console. Remote operator
authentication isdone over HTTRSLS 1.por SSHv2.0) Theaccess to the module is based on firewall
policy andauthentication by IP address

Forend users (including CO or U) using module functionalityimmaking the SSLVRM IPSec
encrypt/decrypt services, the modusipports authentication with a useramepassword combination.
Theauthentication is done over HTTB&:r a dedicated porandit does not allow access to the module
for any of theadministrative purposewhatsoever
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The minimum password length is 8 characters when in FIPS mode. Using a strong password policy,
where operator and end user passwords are at least 8 characters irhlangtuse a mix of

alphanumeric (printable) characters from the ASCII character set, the odds of guessing a password are 1
in 94, which isfar less than 1 in 1,000,00The total password space is sufficiently large such that
exceeding a 1 in 100,000robability ofcorrectlyguessing thgpassword in one minute would require
approximately 6.1 x F0attempts per minute, whiclis beyond the operational capability of the module.

Forend usersnvoking the IPSec encrypt/decrypt services, the module @ttsehalf of theend wser

and negotiates a VPN connection with a rematedule. The strength of authentication for IPSec
services is based on tlaithentication method defined in the specific firewall policy: IKEgtrared key
or IKE RSA key (RSA certiiatheodds of guessing the authentication key for each IPSec method is:

1 1in 94for the IKEpresharedkey (based on an 8 character, ASCII printabig
1 1in Z%2for the IKE RSKey (based on 2048bit RSA key sizavhich is equivalent to 112 bits
security)

Therefore the minimum odds of guessing the authentication key for IPSec &#lhiased on the IKE
preshared keyor 1 in2'*2based on the IKE RSA kepjch isfar less than 1 in 1,000,000he key size is
sufficiently large such thaxaeeding a 1 in 100,000 probability of correctly guessing the key in one
minute would require approximately 6.1 x*fattempts per minute (for preshared key) or 5.2 X80
attempts per minute (for RSA key) , which is beyond the operational capabilitg afidkule.
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Interfaces

Physical ports and interfaces on tReeeboxmodule can be categorized into the following logical interfaces:
- Data Input

- Data Output

- Control Input

- Status Output

All of the physical ports and interfaces are separated intoRHRS 14@ logical interfaces, as described in the following tablége logical
interfaces may share a physical port. The firmware inRineboxmodule separates and routes data to the appropriate internal firmware task
associated with a logicaiterface based on port number, session, andiommand context.
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Firebox T10
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FireboxeT10
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Figure 2: T10 Front View
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Table 5: Front Panel Access

PORT NAMEYPE Number | Description Data Data Control Status
Input Output Input Output

Fail Over LED 1 Lit when there is a WAN failover from the primary
external interface to the backupterface. Not lit V
after failback to the primary external interface.

Ethernet Interface link| 3 The top light indicates connection speed (1000

lights Mbps) and activity. The bottom light indicates V
connection speed (10/100 Mbps) and activity.

Power LED 1 Lit when the module is powered on. V

Status LED 1 Lit when there is management connection to the vV
module.

Mode LED 1 Indicates the status of the external network
connection. It is lit when the module can connect]
to the external networkand send traffic. It flashes V
if the module cannot connect to the external
network and send traffic.

Attention LED 1 Lit when the module is started with the Reset V
button pressed.
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D00

+——-10/100/1000 ——

Figure 3: T10 Rear View
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Table 6;: Rear Panel Access

PORMNAMETYPE Number | Description Data Data Control Status
Input Output Input Output

RJ45 Ethernet 3 Configurable ports can be data input or data outy v v vV V

Interfaces for External, LAN, or Optional.

RJ45 Console Interfag 1 Serial port for CLI access. V V V V

USB interface 1 Used for backup, or to store a support snapshot. V

Power Interface 1 Auto-sensing AC power supply.

Power Switch 1 Controls power supplied to device. V

Reset Button 1 Used to reset the module. V
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Firebox T10-W (wireless)

Fail Over Status Attn

®§ch6uard° 1000

irebox- 110 36N
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Figure 4: T18V Front View
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Table 7: Front Panel Access

PORT NAMEYPE Number | Description Data Data Control Status
Input Output Input Output

Fail Over LED 1 Lit when there is a WAN failover from the primary
external interface tdhe backup interface. Not lit V
after failback to the primary external interface.

WAP LED 1 Lit when the appliance is activated as a wireless V
access point or a wireless client

Ethernet Interface link| 3 The top light indicates connection speed (1000

lights Mbps) and activity. The bottom light indicates V
connection speed (10/100 Mbps) and activity.

Power LED 1 Lit when the module is powered on. V

Status LED 1 Lit when there is management connectiontte \V
module.

Mode LED 1 Indicates the status of the external network
connection. It is lit when the module can connect]
to the external network and send traffic. It flashes V
if the module cannot connect to the external
network and send traffic.

Attention LED 1 Lit when the module is started with the Reset V
button pressed.
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Figure 5: T1OV Rear View
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Table8: Rear Panel Access

PORT NAMEYPE Number | Description Data Data Control Status
Input Output Input Output

RJ45 Ethernet 3 Configurable ports can be data input or data outy v v vV V

Interfaces for External, LAN, or Optional.

RJ45 Console Interfag 1 Serial port for CLI access. V V V V

USB interface 1 Used for backup, or to store a support snapshot. V

Power Interface 1 Auto-sensing AC power supply.

Power Switch 1 Controls power supplied to device. V

Reset Button 1 Used to reset the module. V
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Figure 6: T30 Front View
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Table 9: Front Panel Access

PORT NAMEYPE Number | Description Data Data Control Status
Input Output Input Output

Fail Over LED 1 Lit when there is a WAN failover from the primary
external interface to the backup interface. Not lit V
after failback to the primary external interface.

Ethernet Interface link| 5 The top light indicates connection speed (1000

lights Mbps) and activity. The bottom light indicates V
connection speed (10/100 Mbps) and activity.

Power LED 1 Lit when the module is powered on. V

Status LED 1 Lit when there is management connectiontte V
module.

Mode LED 1 Indicates the status of the external network
connection. It is lit when the module can connect
to the external network and send traffic. It flasheg V
if the module cannot connect to the external
network and send traffic.

Attention LED 1 Lit when the module is started with the Reset V
button pressed.
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Tablel0: Rear Panel Access

PORT NAMEYPE Number | Description Data Data Control Status
Input Output Input Output

RJ45 Ethernet 5 Configurable ports can be data input or data outy v v vV V

Interfaces for External, LAN, or Optional.

RJ45 Console Interfag 1 Serial port for CLI access. V V V V

USB interfaces 2 Used for backup, or to store a support snapshot. V

Powerlnterface 1 Auto-sensing AC power supply.

Power Switch 1 Controls power supplied to device. V

Reset Button 1 Used to reset the module. V
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Figure 8: T3V Front View
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Table 11:Front Panel Access

PORT NAMEYPE Number | Description Data Data Control Status
Input Output Input Output

Fail Over LED 1 Lit when there is a WAN failover from the primary
external interface to the backup interface. Not lit V
after failback to the primargxternal interface.

WAP LED 1 Lit when the appliance is activated as a wireless V
access point or a wireless client

Ethernet Interface link| 5 The top light indicates connection speed (1000

lights Mbps) and activity. The bottom light indicates V
connection speed (10/100 Mbps) and activity.

Power LED 1 Lit when the module is powered on. V

Status LED 1 Lit when there is management connection to the \V
module.

Mode LED 1 Indicates the status dhe external network
connection. It is lit when the module can connect
to the external network and send traffic. It flashes V
if the module cannot connect to the external
network and send traffic.

Attention LED 1 Lit when the module is started with tHeeset V
button pressed.
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Figure 9: T3V Rear View
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Tablel2; Rear Panel Access

PORT NAMEYPE Number | Description Data Data Control Status
Input Output Input Output

RJ45 Ethernet 5 Configurable ports can be data input or data outy v v vV V

Interfaces for External, LAN, or Optional.

RJ45 Console Interfag 1 Serial port for CLI access. V V V V

USB interfaces 2 Used for backup, or to store a support snapshot. V

Power Interface 1 Auto-sensing AC power supply.

Power Switch 1 Controls power supplied to device. V

Reset Button 1 Used to reset the module. V
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Figure 10: T50 Front View
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