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Introduction  
This document is a FIPS 140-н {ŜŎǳǊƛǘȅ tƻƭƛŎȅ ŦƻǊ ²ŀǘŎƘDǳŀǊŘΩǎ Firebox Security System. This policy 

describes how the Firebox T10, T10-W, T30, T30-W, T50 and T50-W models (hereafter referred to as the 

ΨƳƻŘǳƭŜΩ ƻǊ ǘƘŜ ΨFirebox ƳƻŘǳƭŜΩύ ƳŜŜǘǎ ǘƘŜ CLt{ мпл-2 security requirements and how to operate the 

module in a FIPS compliant manner.  

This policy was created as part of the Level 2 FIPS 140-2 validation of the Firebox module.  

The Federal Information Processing Standards Publication 140-2 ς Security Requirements for 

Cryptographic Modules (FIPS 140-2) details the United States Federal Government requirements for 

cryptographic modules. Detailed information about the FIPS 140-2 standard and validation program is 

available on the NIST (National Institute of Standards and Technology) website at 

http://csrc.nist.gov/groups/STM/cmvp/index.html. 

Firebox  Module Overview  
WatchGuard® Firebox appliances are built for enterprise-grade performance with blazing throughput 

and numerous connectivity options. Advanced networking features include clustering, high availability 

(active/active), VLAN support, multi-WAN load balancing and enhanced VoIP security, plus inbound and 

outbound HTTPS inspection, to give the strong security enterprises need. And the Firebox appliances are 

completely configurable ς turn on or off components and services to fit different network security 

deployment requirements. 

²ŀǘŎƘDǳŀǊŘΩǎ Firebox product family spans the full range of network environments, from SOHO to 
service provider, offering cost effective systems for any size of application. They detect and eliminate 
the most damaging, content-based threats from email and Web traffic such as viruses, worms, 
intrusions, inappropriate Web content and more in real time τ without degrading network 
performance. The Firebox module delivers a full range of application level firewall and network-level 
services τ application control, data loss prevention, advanced persistent threats blocker, VPN, intrusion 
prevention, web filtering, antivirus, antispam and traffic shaping τ in dedicated, easily managed 
platforms. 
 
The Firebox security system employs the powerful, secure, Fireware OS to achieve breakthrough 
price/performance. This system provides a critical layer of real-time, network-based antivirus protection 
that complements host-based antivirus software and supports άŘŜŦŜƴǎŜ-in-ŘŜǇǘƘέ ǎǘǊŀǘŜƎƛŜǎ ǿƛǘƘƻǳǘ 
compromising performance or cost. They can be easily configured to provide antivirus protection, 
antispam protection and content filtering in conjunction with existing firewall, VPN, and related devices, 
or as complete network protection systems. 
 
The Firebox module supports the IPSec industry standard for VPN, allowing VPNs to be configured 
between a Firebox module and any client or gateway/firewall that supports IPSec VPN. The Firebox 
module also provides SSLVPN services. 
 
The Firebox module is defined as a multi-chip standalone cryptographic module consisting of production 

grade components contained in a physically protected enclosure. The entire enclosure is defined as the 

http://csrc.nist.gov/groups/STM/cmvp/index.html
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cryptographic boundary of the cryptographic module. The cryptographic boundary for FIPS 140-2 

certification  is equivalent to the TOE boundary for Common Criteria (CC) certification. 

 

 

Figure 1: Cryptographic Module Block Diagram 

Security Level  
The WatchGuard Firebox appliances meet the overall requirements applicable to Level 2 security of FIPS 

140-2. 

Table 1: Module Security Level Specification 

Security Requirements Section Level 

Cryptographic Module Specification 2 

Cryptographic Module Ports Specification 2 
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Roles, Services, and Authentication 2 

Finite State Machine 2 

Physical Security 2 

Operational Environment N/A 

Cryptographic Key Management 2 

EMI/EMC 2 

Self-Tests 2 

Design Assurance 2 

Mitigation of Other Attacks 2 
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Roles, Services and Authentication  

Module Access Methods 
There are two convenient and secure ways to connect, configure and manage the module. 

Web UI 

The Firebox module provides a web based GUI based access to the module, which is the convenient way 
to configure the module. The Web UI requires a web browser on the management computer and an 
Ethernet connection between the module and the management computer. 
 
A web-browser that supports Transport Layer Security (TLS) 1.2 is required for remote access to the 
Web UI when the modules are operating in FIPS mode.  
 
The web browser is not part of the validated module boundary. 

Command Line Interface 

The Command Line Interface (CLI) is a rich, text based management tool for the module. The CLI 
provides access to all of the possible services and configuration options in the modules. The CLI uses a 
console or a network (Ethernet) connection between the module and the management computer. The 
console connection is a direct serial connection. Terminal emulation software is required on the 
management computer using either method. For network access, a Telnet or SSH client that supports 
the SSH v2.0 protocol is required. SSH v1.0 is not supported in FIPS mode. 
 
The Telnet or SSH client is not part of the validated module boundary. 

Roles 
The module provides two pre-defined roles for users: User (status) and Cryptographic Officer (admin) 
role. One of these roles can be assumed by an operator after authenticating to the module remotely or 
through a console connection using a username/password combination. The module does not allow the 
creation of additional operator accounts or roles. 
 
An operator assuming the Cryptographic Officer role has full read/write access to all of the functions and 
services of the module, including configuration, resetting or shutting down the module. This also implies 
that the Cryptographic Officer role includes all the accesses and privileges the User has.  
 
The User is not allowed to make any changes to the configuration of the module. The User role is only 
for viewing and reporting the configuration and status of the module and its functions.  
 
Operator accounts are differentiated by the username during authentication. More than one operator 
with User role can be connected to the module at any given time. However, there can be only one 
Cryptographic Officer login at any given time. Concurrent login attempts by the Cryptographic Officer 
are refused by the module. 
 
It is not possible to change roles without re-authentication. 
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Services 
The following table details the FIPS approved services available for each role, the types of access for 
each role, and the Keys or CSPs they affect. The role names are abbreviated as follows: 
Cryptographic Officer -  CO 
User -  U 
 
R=Read Access, W=Write/ Delete Access, X=Execute Access 
 
¢ƘŜ  YŜȅκ/{t ƛǎ ŘƻŎǳƳŜƴǘŜŘ ƛƴ ǎŜŎǘƛƻƴ άCryptographic Key Managementέ ƻƴ ǇŀƎŜ 52. 

Table 2: FIPS approved services in Command Line Interface and Web UI access mode 

Service U CO Key/ CSP 
authenticate to module X X 2, 3, 4, 5, 6, 7, 14, 15, 16, 17, 18, 

19, 20, 21, 24, 25, 29, 30, 31, 32, 
33, 34 

show system status R R 16, 17, 19, 20 

show FIPS mode enabled/disabled R R 16, 17, 19, 20 

enable FIPS mode  N/A W 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 
13, 14, 15, 16, 17, 18, 19, 20, 21, 
22, 23, 24, 25, 26, 27, 28, 29, 30, 
31, 32, 33, 34, 35 

disable FIPS mode N/A W 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 
13, 14, 15, 16, 17, 18, 19, 20, 21, 
22, 23, 24, 25, 26, 27, 28, 29, 30, 
31, 32, 33, 34, 35 

execute FIPS on-demand self-tests N/A X 2, 3, 16, 17, 19, 20, 26 

set/reset password N/A WX 16, 17, 19, 20, 24 

execute firmware download N/A X 16, 17, 19, 20, 25 

execute system reboot N/A X 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 
13, 14, 15, 16, 17, 18, 19, 20, 21, 
22, 23, 24, 25, 26, 27, 28, 29, 30, 
31, 32, 33, 34, 35 

execute system shutdown N/A X 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 
13, 14, 15, 16, 17, 18, 19, 20, 21, 
22, 23, 24, 25, 26, 27, 28, 29, 30, 
31, 32, 33, 34, 35 

change system time N/A WX 16, 17, 19, 20 

read/modify system/network configuration R RWX 16, 17, 19, 20 

read/modify firewall policies. R RWX 16, 17, 19, 20 

read/modify Gateway AV configuration R RWX 16, 17, 19, 20 

read/modify spamBlocker configuration R RWX 16, 17, 19, 20 

read/ modify WebBlocker configuration R RWX 16, 17, 19, 20 

read/ modify VPN configuration R RWX 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 
13, 28, 31, 32 

read/modify IPS configuration R RWX 16, 17, 19, 20 
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read/ modify logging configuration R RWX 16, 17, 19, 20, 27 

read log data R R 16, 17, 19, 20 

manual Gateway AV/IPS signature update N/A RX 16, 17, 19, 20 

restore factory default N/A W 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 
13, 14, 15, 16, 17, 18, 19, 20, 21, 
22, 23, 24, 25, 26, 27, 28, 29, 30, 
31, 32, 33, 34, 35 

 
 

Approved Algorithms  
The cryptographic module implements the following FIPS approved algorithms: 

¶ Hardware: 

- Triple-DES 

- AES 

- SHS 

- HMAC 

Table 3: FIPS approved algorithms for hardware 

Algorithm FIPS Validation Certificate Number 
Triple-DES 
TCBC( KO 1 e/d ) 

2052, 2053, 2054 

AES 
CBC ( e/d; 128 , 192 , 256 ) 

3673, 3674, 3675 

SHS 
SHA-1      (BYTE-only) 

3088, 3089, 3090 

HMAC 
HMAC-SHA1 (Key Sizes Ranges Tested:KS<BS ) 

2420, 2421, 2422 

 

Note: The algorithms listed above are implemented by the module when operating in a FIPS 

approved mode of operation. The certificates list additional modes and key sizes that are not 

accessible through the cryptographic module interfaces. 

¶ Firmware: 

- Triple-DES 

- AES 

- SHS 

- HMAC 

- RSA 

- DRBG 

- IKEv1 KDF 

- TLS KDF 
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- SSH KDF 

- SNMP KDF 

Table 4: FIPS approved algorithms for firmware 

Algorithm FIPS 
Validation 
Certificate 
Number 

Triple-DES 
TCBC( KO 1 e/d ) 

2171 

AES 
CBC ( e/d; 128 , 192 , 256 ) 

CTR ( ext only; 128 , 192 , 256 )  

3960 

SHS 
SHA-1      (BYTE-only) 
SHA-224  (BYTE-only) 
SHA-256  (BYTE-only) 
SHA-384  (BYTE-only) 
SHA-512  (BYTE-only) 

3266 

HMAC 
HMAC-SHA1  
( Key Sizes Ranges Tested:KS<BS   KS=BS   KS>BS ) 
HMAC-SHA224  
( Key Sizes Ranges Tested:KS<BS   KS=BS   KS>BS )  
HMAC-SHA256  
( Key Sizes Ranges Tested:KS<BS   KS=BS   KS>BS ) 
HMAC-SHA384  
( Key Sizes Ranges Tested:KS<BS   KS=BS   KS>BS ) 
HMAC-SHA512  
( Key Sizes Ranges Tested:KS<BS   KS=BS   KS>BS )  

2580 

RSA 
FIPS186-2:  
ALG[ANSIX9.31]:  
SIG(ver); 1024 , 1536 , 2048 , 3072 , 4096 , SHS: SHA-1  
ALG[RSASSA-PKCS1_V1_5]:  
SIG(ver): 1024 , 1536 , 2048 , 3072 , 4096 , SHS: SHA-1 

FIPS186-4:  
186-4KEY(gen): FIPS186-4_Fixed_e ( 10001 ) ;  
PGM(ProbRandom: ( 2048 , 3072 ) PPTT:( C.2 )  
ALG[ANSIX9.31]  
Sig(Gen): (2048 SHA( 224 , 256 , 384 , 512 )) (3072 SHA( 224 , 256 , 384 , 512 ))  
Sig(Ver): (1024 SHA( 1 , 224 , 256 , 384 , 512 )) (2048 SHA( 1 , 224 , 256 , 384 , 512 )) 
(3072 SHA( 1 , 224 , 256 , 384 , 512 ))  
ALG[RSASSA-PKCS1_V1_5]  
SIG(gen) (2048 SHA( 224 , 256 , 384 , 512 )) (3072 SHA( 224 , 256 , 384 , 512 ))  

2023 
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SIG(Ver) (1024 SHA( 1 , 224 , 256 , 384 , 512 )) (2048 SHA( 1 , 224 , 256 , 384 , 512 )) 
(3072 SHA( 1 , 224 , 256 , 384 , 512 )) SHA  DRBG 
DRBG 
CTR_DRBG: [ Prediction Resistance Tested: Enabled and Not Enabled; 
BlockCipher_No_df: ( AES-128 , AES-192 , AES-256 ) ( AES ) ] 

1160 

CVL (IKEv1, TLS, SSH, SNMP)  
IKEv1( AUTH( PSK ) )  
( 256 (SHA 1 , 256 , 384 , 512 ) ) ( 3072 (SHA 1 , 256 , 384 , 512 ) )  
( 2048 (SHA 1 , 256 , 384 , 512 ) ) SHA  HMAC   
TLS( TLS1.2 (SHA 256 , 384 ) ) SHA  HMAC    
SSH (SHA 1 ) SHA    
SNMP SHA1   

793 

 

Note: The algorithms listed above are implemented by the module when operating in a FIPS 

approved mode of operation. The certificates list additional modes and key sizes that are not 

accessible through the cryptographic module interfaces.. 

The IKEv1, TLS, SSH, and SNMP protocols have not been tested by the CMVP or CAVP. 

The minimum encryption strength of symmetric keys is 112 bits and the maximum is 256 bits. 

Non-FIPS Approved But Allowed Algorithms  
The cryptographic module implements the following non-FIPS approved but allowed algorithms: 

¶ RSA key transport (with 2048 bit keys) 

- Key wrapping, key establishment methodology provides 112 bits of equivalent encryption strength 

¶ Diffie Hellman 

- Key establishment, key agreement method provides 112 bits or 128 bits of equivalent encryption 

strength 

¶ EC Diffie-Hellman 

- Key agreement, key establishment methodology provides 128 or 192 bits of equivalent encryption 

strength 

¶ NDRNG 

Non-FIPS Approved Services 
The cryptographic module provides the following non-FIPS approved services: 

¶ Mobile VPN with PPTP 

¶ PPPoE 

¶ Backup image to USB 

¶ Authenticate to module* 

¶ Read/modify VPN configuration* 

*  When used with a non-compliant Diffie-Hellman key size. 
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If any of these services are used, the cryptographic module is not operating in a FIPS approved mode of 

operation. 

Non-FIPS Approved Algorithms  
The cryptographic module implements the following non-FIPS approved algorithms: 

¶ DES 

¶ MD5 

¶ TKIP 

¶ The AES algorithm is non-compliant when used in CCM mode or when invoking the non-FIPS 

!ǇǇǊƻǾŜŘ ά.ŀŎƪǳǇ ƛƳŀƎŜ ǘƻ ¦{.έ ǎŜǊǾƛŎŜ 

¶ RSA signature generation with SHA-1 

¶ Use of HMAC-SHA-1 for MAC generation with key length >= 80 bits and < 112, and use of HMAC-

SHA-1 for MAC verification with key length >= 80 bits and < 112 bits 

¶ Use of SHA-1 for digital signature generation 

¶ Password Based Key Derivation Function (for 128 bit AES key). Keys derived using a PBKDF cannot be 

used in a FIPS approved mode of operation 

¶ Diffie Hellman 

- Key establishment, key agreement method is non-compliant when using key sizes with less than 

112 bits of equivalent encryption strength 

Alternating Bypass  
The primary cryptographic function of the module is to act as a firewall, and as a VPN device.  Encrypt 
and decrypt operations are performed on traffic based on firewall policies. The cryptographic module 
implements an alternating bypass feature based on VPN tunnels and firewall policies. Traffic can be 
encrypted/decrypted or passed as plaintext, depending on the VPN tunnel and selected policy. 
 
Two actions must be taken by the Cryptographic Officer to transition between VPN bypass states. The 
Cryptographic Officer must first create the VPN gateway. The Cryptographic Officer must then create the 
VPN tunnel and tunnel route, and associate the VPN tunnel with a VPN policy. 
 
Whether VPN bypass is enabled or not can be determined by examining the list of VPN gateways and 
VPN tunnels. 

Authentication  
Cryptographic Officer or User (referred to as Operator) must authenticate with a username and 
password combination to access the modules remotely or locally via the console. Remote operator 
authentication is done over HTTPS (TLS 1.2) or SSH (v2.0). The access to the module is based on firewall 
policy and authentication by IP address.  
 
For end users (including CO or U) using module functionality and invoking the SSLVPN or IPSec 
encrypt/decrypt services, the module supports authentication with a username/password combination. 
The authentication is done over HTTPS over a dedicated port and it does not allow access to the module 
for any of the administrative purposes whatsoever. 
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The minimum password length is 8 characters when in FIPS mode. Using a strong password policy, 
where operator and end user passwords are at least 8 characters in length and use a mix of 
alphanumeric (printable) characters from the ASCII character set, the odds of guessing a password are 1 
in 948 , which is far less than 1 in 1,000,000. The total password space is sufficiently large such that 
exceeding a 1 in 100,000  probability of correctly guessing the password in one minute would require 
approximately 6.1 x 1010 attempts per minute, which is beyond the operational capability of the module.  
 
For end users invoking the IPSec encrypt/decrypt services, the module acts on behalf of the end user 
and negotiates a VPN connection with a remote module. The strength of authentication for IPSec 
services is based on the authentication method defined in the specific firewall policy: IKE pre-shared key 
or IKE RSA key (RSA certificate). The odds of guessing the authentication key for each IPSec method is: 
 

¶ 1 in 948 for the IKE preshared key (based on an 8 character, ASCII printable key) 

¶ 1 in 2112  for the IKE RSA key (based on a 2048 bit RSA key size, which is equivalent to 112 bits of 
security) 

 
Therefore the minimum odds of guessing the authentication key for IPSec is 1 in 948 based on the IKE 
preshared key, or 1 in 2112 based on the IKE RSA key, which is far less than 1 in 1,000,000. The key size is 
sufficiently large such that exceeding a 1 in 100,000  probability of correctly guessing the key in one 
minute would require approximately 6.1 x 1010 attempts per minute (for preshared key) or 5.2 x 1028 

attempts per minute (for RSA key) , which is beyond the operational capability of the module. 
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Interfaces  
Physical ports and interfaces on the Firebox module can be categorized into the following logical interfaces: 

- Data Input 

- Data Output 

- Control Input 

- Status Output 

All of the physical ports and interfaces are separated into the FIPS 140-2 logical interfaces, as described in the following tables. The logical 

interfaces may share a physical port. The firmware in the Firebox module separates and routes data to the appropriate internal firmware task 

associated with a logical interface based on port number, session, and/or command context. 
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Firebox T10 

 

Figure 2: T10 Front View 
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Table 5:  Front Panel Access 

PORT NAME/TYPE Number Description Data 

Input 

Data 

Output 

Control 

Input 

Status 

Output 

Fail Over LED 1 Lit when there is a WAN failover from the primary 

external interface to the backup interface. Not lit 

after failback to the primary external interface. 

   V 

Ethernet Interface link 

lights 

3 The top light indicates connection speed (1000 

Mbps) and activity. The bottom light indicates 

connection speed (10/100 Mbps) and activity. 

   V 

Power LED 1 Lit when the module is powered on.    V 

Status LED 1 Lit when there is management connection to the 

module. 
   V 

Mode LED 1 Indicates the status of the external network 

connection. It is lit when the module can connect 

to the external network and send traffic. It flashes 

if the module cannot connect to the external 

network and send traffic. 

   V 

Attention LED 1 Lit when the module is started with the Reset 
button pressed. 

   V 
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Figure 3: T10 Rear View 
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Table 6:  Rear Panel Access 

PORT NAME/TYPE Number Description Data 

Input 

Data 

Output 

Control 

Input 

Status 

Output 

RJ45 Ethernet 

Interfaces 

3 Configurable ports can be data input or data output 

for External, LAN, or Optional.   
V V V V 

RJ45 Console Interface 1 Serial port for CLI access. V V V V 

USB interface 1 Used for backup, or to store a support snapshot.  V   

Power Interface 1  Auto-sensing  AC power supply.     

Power Switch 1 Controls power supplied to device.   V  

Reset Button 1 Used to reset the module.   V  
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Firebox T10-W (wireless)  

 

Figure 4: T10-W Front View 
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Table 7:  Front Panel Access 

PORT NAME/TYPE Number Description Data 

Input 

Data 

Output 

Control 

Input 

Status 

Output 

Fail Over LED 1 Lit when there is a WAN failover from the primary 

external interface to the backup interface. Not lit 

after failback to the primary external interface. 

   V 

WAP LED 1 Lit when the appliance is activated as a wireless 

access point or a wireless client 
   V 

Ethernet Interface link 

lights 

3 The top light indicates connection speed (1000 

Mbps) and activity. The bottom light indicates 

connection speed (10/100 Mbps) and activity. 

   V 

Power LED 1 Lit when the module is powered on.    V 

Status LED 1 Lit when there is management connection to the 

module. 
   V 

Mode LED 1 Indicates the status of the external network 

connection. It is lit when the module can connect 

to the external network and send traffic. It flashes 

if the module cannot connect to the external 

network and send traffic. 

   V 

Attention LED 1 Lit when the module is started with the Reset 
button pressed. 

   V 
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Figure 5: T10-W Rear View 
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Table 8:  Rear Panel Access 

PORT NAME/TYPE Number Description Data 

Input 

Data 

Output 

Control 

Input 

Status 

Output 

RJ45 Ethernet 

Interfaces 

3 Configurable ports can be data input or data output 

for External, LAN, or Optional.   
V V V V 

RJ45 Console Interface 1 Serial port for CLI access. V V V V 

USB interface 1 Used for backup, or to store a support snapshot.  V   

Power Interface 1  Auto-sensing  AC power supply.     

Power Switch 1 Controls power supplied to device.   V  

Reset Button 1 Used to reset the module.   V  
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Firebox T30  

 

Figure 6: T30 Front View 
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Table 9:  Front Panel Access 

PORT NAME/TYPE Number Description Data 

Input 

Data 

Output 

Control 

Input 

Status 

Output 

Fail Over LED 1 Lit when there is a WAN failover from the primary 

external interface to the backup interface. Not lit 

after failback to the primary external interface. 

   V 

Ethernet Interface link 

lights 

5 The top light indicates connection speed (1000 

Mbps) and activity. The bottom light indicates 

connection speed (10/100 Mbps) and activity. 

   V 

Power LED 1 Lit when the module is powered on.    V 

Status LED 1 Lit when there is management connection to the 

module. 
   V 

Mode LED 1 Indicates the status of the external network 

connection. It is lit when the module can connect 

to the external network and send traffic. It flashes 

if the module cannot connect to the external 

network and send traffic. 

   V 

Attention LED 1 Lit when the module is started with the Reset 
button pressed. 

   V 
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Figure 7: T30 Rear View 
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Table 10:  Rear Panel Access 

PORT NAME/TYPE Number Description Data 

Input 

Data 

Output 

Control 

Input 

Status 

Output 

RJ45 Ethernet 

Interfaces 

5 Configurable ports can be data input or data output 

for External, LAN, or Optional.   
V V V V 

RJ45 Console Interface 1 Serial port for CLI access. V V V V 

USB interfaces 2 Used for backup, or to store a support snapshot.  V   

Power Interface 1  Auto-sensing  AC power supply.     

Power Switch 1 Controls power supplied to device.   V  

Reset Button 1 Used to reset the module.   V  
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Firebox T30 -W (wireless)  

                    

           

Figure 8: T30-W Front View 

 

 



FIPS 140-2 Non-Proprietary Security Policy for WatchGuard Firebox                                           Page 30 of 65 

 

 
Table 11:  Front Panel Access 

PORT NAME/TYPE Number Description Data 

Input 

Data 

Output 

Control 

Input 

Status 

Output 

Fail Over LED 1 Lit when there is a WAN failover from the primary 

external interface to the backup interface. Not lit 

after failback to the primary external interface. 

   V 

WAP LED 1 Lit when the appliance is activated as a wireless 

access point or a wireless client 
   V 

Ethernet Interface link 

lights 

5 The top light indicates connection speed (1000 

Mbps) and activity. The bottom light indicates 

connection speed (10/100 Mbps) and activity. 

   V 

Power LED 1 Lit when the module is powered on.    V 

Status LED 1 Lit when there is management connection to the 

module. 
   V 

Mode LED 1 Indicates the status of the external network 

connection. It is lit when the module can connect 

to the external network and send traffic. It flashes 

if the module cannot connect to the external 

network and send traffic. 

   V 

Attention LED 1 Lit when the module is started with the Reset 
button pressed. 

   V 
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Figure 9: T30-W Rear View 

  



FIPS 140-2 Non-Proprietary Security Policy for WatchGuard Firebox                                           Page 32 of 65 

Table 12:  Rear Panel Access 

PORT NAME/TYPE Number Description Data 

Input 

Data 

Output 

Control 

Input 

Status 

Output 

RJ45 Ethernet 

Interfaces 

5 Configurable ports can be data input or data output 

for External, LAN, or Optional.   
V V V V 

RJ45 Console Interface 1 Serial port for CLI access. V V V V 

USB interfaces 2 Used for backup, or to store a support snapshot.  V   

Power Interface 1  Auto-sensing  AC power supply.     

Power Switch 1 Controls power supplied to device.   V  

Reset Button 1 Used to reset the module.   V  
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Firebox T50  

 

             

Figure 10: T50 Front View 

 

 






























































