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FIPS 140-2 Non-Proprietary Security Policy for the HPE

FlexNetwork Routers
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1 Introduction

This document is a non-proprietary Cryptographic Module Security Policy for HPE FlexNetwork
MSR1000, MSR2000, MSR3000 and MSR4000 Router Series. The policy describes how the HPE
FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000 Router Series meet the
requirements of FIPS 140-2. This document also describes how to configure the HPE
FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000 Router Series in FIPS 140-2 mode.
This document was prepared as part of the FIPS 140-2 Security Level 2 validation.

FIPS 140-2 standard details the U.S. Government requirements for cryptographic security
appliances. More information about the standard and validation program is available on the NIST
website at csrc.nist.gov/groups/STM/cmvp/.

This document includes the following sections:

Overview

Security Appliance Validation Level

Physical Characteristics and Security Appliance Interfaces
Roles, Services and Authentication

Services, Key / CSP and Algorithm Tables

Self-Tests

Delivery and Operation

Physical Security Mechanism

Mitigation of Other Attacks

Obtaining Documentation and Technical Assistance

= =4 =4 =4 4 4 -5 -8 -5 -2

NOTE: The following hames are referencing the same thing: HPE FlexFabric, HPE Networking
devices and HPE Networking Routers.
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2 Overview

The HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000 Router Series are suitable
for a range of uses: at the edge of a network, connecting server clusters in a data center, in an
enterprise LAN core, and in large-scale industrial networks and campus networks. Each device
is based on the HPE Comware Software, Version

7.1.045 platform.

The HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000 Router Series modules
are being validated as a multi-chip standalone module at FIPS 140-2 Security Level 2.
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2.1 HPE FlexNetwork Router Block Level Diagram
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Figure 1 Security Architecture Block Diagram

The cryptographic module provides the following services externally:
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1. Management: supports various login methods and configuration interfaces for managing the
system.

2. Communication: supports interoperation between the communication protocols at different
layers in the protocol stack, such as 802.3, PPP, and IP, and uses the forwarding function to
receive/send packets for the local device and forward packets for other devices.

To ensure security, the security function provides appropriate access control for the cryptographic

module to identify and authenticate the external entities attempting to access them, and authorize

the external entities that pass the identification and authentication. The access control function also

records t he external entitiesd accesses to the servi
a visit. The figure above shows how administrators (crypto officer, user role) and network users

access to a cryptographic module service.

M2: The administrator accesses the management service to configure the security function.
M1: The administrator accesses the management service to configure the communication service.

C1: The security function issues the forwarding control ACL or other control measures to the
forwarding function for security processing like packet filtering.

D2: The communication service uses the forwarding function to receive and send packets for the
local device.

C2: The communication service issues routing entries or MAC address entries to the forwarding
function for forwarding packets for other devices.

Al: The administrator connects to a physical management interface (the console for example) of
the cryptographic module to access the system management access control service of the security
function. If the access succeeds, the 11 access to the management service is authorized. The
security function uses the C3 authorization action to authorize the administrator administrative roles.

I1: The administrator accesses the management service through the physical management
interface.

A2: The administrator connects to a network interface (such as an Ethernet interface) of the
cryptographic module to access the system management access control service of the security
function. If the access succeeds, the 12 access to the management service is authorized.

I2: The administrator accesses the management service through the network interface.

A3: A network user connects to a network interface of the cryptographic module to access the
communication access control service of the security function. If the access succeeds, D1/D2 are
authorized. The security function uses the C4 authorization action to authorize the network user
the communication service access privilege, namely, the network access privilege.

D1: Forwarding packets for the network user.

To facilitate cryptographic module management, the administrator is allowed to access the system
management service by remote login through a network interface. To prevent the authentication
data of the administrator (such as the username and password) from being intercepted and prevent
the operation commands from being tampered, the cryptographic module provides the
SSH2/HTTPS for secure remote management.

For the management service, the cryptographic module defines predefined roles and custom user
roles, which service differs as result of different access permissions.

Each user can switch to a different user role without reconnecting to the device. To switch to a
different user role, a user must provide the role switching authentication information. The

FIPS 140-2 Non-Proprietary Security Policy for HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000
Router Series
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authentication is identity-based. All users can be authenticated locally, and optionally supports
authentication via a RADIUS and TACACS+ server.

If needed, IPSec can be configured to protect the network data.

No external programs can take control of the cryptographic module, because the cryptographic
module does not provide the general-purpose computing service. This ensures the absolute control
of the cryptographic module.
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2.2 HPE FlexNetwork MSR1000 Router Series

2.2.1 Product overview

The HPE FlexNetwork MSR1000 Router Series, the next generation of router from HPE, is a
component of the HPE FlexBranch solution, which is a part of the comprehensive HPE
FlexNetwork architecture. These routers feature a modular design that delivers unmatched
application services for small- to medium-sized branch offices. This gives your IT personnel the
benefit of reduced complexity, and simplified configuration, deployment, and management.

The MSR1000 series provides an agile, flexible network infrastructure that enables you to quickly
adapt to your changing business requirements while delivering integrated concurrent services on
a single, easy-to-manage platform.

Up to 300KMpps forwarding; converged high-performance routing, switching, security,
voice, mobility

Embedded security features with hardware-based encryption, firewall, NAT, and VPNs
Industry-leading breadth of LAN and WAN connectivity options

No additional licensing complexity; no cost for advanced features

Zero-touch solution, with single pane-of-glass management

B

2.2.2 Test Modules

Testing included two models in the HPE FlexNetwork MSR1000 Router Series

1  HPE FlexNetwork MSR1002-4 Router (JG875A)
1  HPE FlexNetwork MSR1003-8S AC Router (JHO60A)

B ) . < ]

Figure 2 HPE FlexNetwork MSR1002-4 Router (JG875A)
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Figure 3 HPE FlexNetwork MSR1003-8S AC Router (JHO60A)

Table 1 through Table 3 lists the test configurations for the HPE FlexNetwork MSR1000 Router

Series.
Chassis Controller Modules
10024 HPE FlexNetwork MSR1002-4 HPE FlexNetwork A-MSR 9-port 10/100Base-T Switch DSIC

AC Router (JG875A) Module(JD574B)

HPE FlexNetwork A-MSR 1-port FXO SIC Module(JD559A)

HPE FlexNetwork A-MSR 4-port 10/100Base-T Switch SIC
Module(JD573B)

Table 1 HPE FlexNetwork MSR1002-4 Router Test configuration 1

Chassis Controller Modules

HPE FlexNetwork MSR1002-4 HPE FlexNetwork A-MSR 1-port FXO SIC Module(JD559A)
1002-4 AC Router (JG875A) P

HPE FlexNetwork A-MSR 4-port 10/100Base-T Switch SIC
Module(JD573B)

Table 2 HPE FlexNetwork MSR1002-4 Router Test configuration 2

Chassis Controller Modules

HPE FlexNetwork MSR1003-8S
1003-8S HPE FlexNetwork A-MSR 1-port FXO SIC Module(JD559A)
AC Router (JHO60A)

HPE FlexNetwork A-MSR 2-port FXS SIC Module(JD560A)

HPE FlexNetwork A-MSR 1-port T1 Voice SIC Module (JD576A)

Table 3 HPE FlexNetwork MSR1003-8S AC Router Test configuration 1

2.2.3 Opacity shield and tamper evidence label

The following figures show the MSR1000 Router Series with opacity shield and tamper evidence
label.
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Figure 4 HPE FlexNetwork MSR1002-4 Series Opacity shield and 10 tamper evidence labels
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Figure 5 HPE FlexNetwork MSR1003-8S Series Opacity shield and 12 tamper evidence labels

2.3 HPE FlexNetwork MSR2000 Router Series

2.3.1 Product overview

The HPE FlexNetwork MSR2000 Router Series, the next generation of router from HPE, is a
component of the HPE FlexBranch solution, which is a part of the comprehensive HPE
FlexNetwork architecture. These routers feature a modular design that delivers unmatched
application services for small- to medium-sized branch offices. This gives your IT personnel the
benefit of reduced complexity, and simplified configuration, deployment, and management.
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The MSR2000 series provides an agile, flexible network infrastructure that enables you to quickly
adapt to your changing business requirements while delivering integrated concurrent services on
a single, easy-to-manage platform.

, Up to 1 Mpps forwarding; converged high-performance routing, switching, security, voice,
mobility

, Embedded security features with hardware-based encryption, NAT, and VPNs

, Industry-leading breadth of LAN and WAN connectivity options

, No additional licensing complexity; no cost for advanced features

Zero-touch solution, with single pane-of-glass management

2.3.2 Test Modules

Testing included four models in the HPE FlexNetwork MSR2000 Router Series

1 HPE FlexNetwork MSR2003 AC Router (JG411A)

1  HPE FlexNetwork MSR2003 TAA-compliant AC Router (JG866A)
1  HPE FlexNetwork MSR2004-24 AC Router (JG734A)

1  HPE FlexNetwork MSR2004-48 Router (JG735A)

il vvwe=_

Figure 6 HPE FlexNetwork MSR2003 AC Router (JG411A) and HPE FlexNetwork MSR2003 TAA-compliant AC
Router (JG866A)

Figure 7 HPE FlexNetwork MSR2004-24 AC Router (JG734A)

Figure 8 HPE FlexNetwork MSR2004-48 Router (JG735A)
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Table 4 through Table 7 lists the test configurations for the HPE FlexNetwork MSR2000 Router

Series.
Chassis Controller Modules
MSR2003 AC Router(JG411A
MSR2003 uter( ) HPE FlexNetwork A-MSR 2-port FXO SIC Module(JD558A)

& (JG866A)

HPE FlexNetwork A-MSR 9-port 10/100Base-T Switch DSIC
Module (JD574B)

Table 4 HPE FlexNetwork MSR2003 AC Router Test configuration 1

Chassis Controller Modules
MSR2003 AC Router(JG411A
MSR2003 & (JGB66A) uter( ) HPE FlexNetwork A-MSR 1-port FXO SIC Module(JD559A)

HPE FlexNetwork A-MSR 1-port T1 Voice SIC Module(JD576A)

HPE FlexNetwork A-MSR 2-port ISDN-S/T Voice SIC
Module(JF821A)

Table 5 HPE FlexNetwork MSR2003 AC Router Test configuration 2

Chassis Controller Modules

HPE FlexNetwork MSR2004-24
- HPE FlexNetwork A-MSR 2-port FXS SIC Module(JD560A
MSR2004-24 AC Router(JG734A) exietwor por odule( )

HPE FlexNetwork A-MSR 1-port FXO SIC Module(JD559A)

HPE FlexNetwork A-MSR 2-port ISDN-S/T Voice SIC Module
(JF821A)

HPE FlexNetwork A-MSR 1-port T1 Voice SIC Module(JD576A)

Table 6 HPE FlexNetwork MSR2004-24 AC Router Test configuration 1

Chassis Controller Modules
HPE FlexNetwork MSR2004-48 HPE FlexNetwork A-MSR 1-port FXO SIC Module(JD559A)
MSR2004-48 | pouter(3G735A) P

HPE FlexNetwork A-MSR 1-port T1 Voice SIC Module(JD576A)

HPE FlexNetwork A-MSR 2-port FXS SIC Module(JD560A)

HPE FlexNetwork A-MSR 2-port ISDN-S/T Voice SIC
Module(JF821A)

Table 7 HPE FlexNetwork MSR2004-48 Router Test configuration 1
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2.3.3 Opacity shield and tamper evidence label

The following figures show the MSR2000 Router Series with opacity shield and tamper evidence

label.
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Figure 9 HPE FlexNetwork MSR2003 AC Router (JG411A) and HPE FlexNetwork MSR2003 TAA-compliant AC
Router (JG866A) Opacity shield and 12 tamper evidence labels
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Figure 10 HPE FlexNetwork MSR2004-24 AC Router (JG734A) Opacity shield and 14 tamper evidence labels
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Figure 11 HPE FlexNetwork MSR2004-48 Router (JG735A) Opacity shield and 12 tamper evidence labels
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2.4 HPE FlexNetwork MSR3000 Router Series

2.4.1 Product overview

The HPE FlexNetwork MSR3000 Router Series, the next generation of router from HPE, is a
component of the HPE FlexBranch solution, which is a part of the comprehensive HPE
FlexNetwork architecture. These routers feature a modular design that delivers unmatched
application services for medium- to large-sized branch offices. This gives your IT personnel the
benefit of reduced complexity, and simplified configuration, deployment, and management.

The MSR3000 routers use the latest multicore CPUs, offer Gigabit switching, provide an
enhanced PCI bus, and ship with the latest version of HPE Comware software to help ensure
high performance with concurrent services. The MSR3000 series provides a full-featured, resilient
routing platform, including IPv6 and MPLS, with up to 5 Mpps forwarding capacity and 3.3 Gb/s
of IPSec VPN encrypted throughput. These routers also support HPE Open Application Platform
(OAP) modules to deliver integrated industry-leading HPE AllianceOne partner applications such
as virtualization, unified communications and collaboration (UC&C), and application optimization
capabilities.

The MSR3000 series provides an agile, flexible network infrastructure that enables you to quickly
adapt to changing business requirements while delivering integrated concurrent services on a
single, easy-to-manage platform

Up to 5 Mpps forwarding performance; support for multiple concurrent services

Open Application Platform for HPE AllianceOne applications like WAN acceleration and
Microsoft® Lync

Embedded security features with hardware-based encryption, firewall, NAT, and VPNs
No additional licensing complexity; no cost for advanced features

Zero-touch solution, with single pane-of-glass management

2.4.2 Test Modules

Testing included three models in the HPE FlexNetwork MSR3000 AC Router Series

1  HPE FlexNetwork MSR3012 AC Router (JG409A)
1  HPE FlexNetwork MSR3044 Router (JG405A)
1  HPE FlexNetwork MSR3064 Router (JG404A)

Figure 12 HPE FlexNetwork MSR3012 AC Router (JG409A)
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Figure 13 HPE FlexNetwork MSR3044 Router (JG405A)

Figure 14 HPE FlexNetwork MSR3064 Router (JG404A)

Table 8 through Table 10 lists the test configurations for the HPE FlexNetwork MSR3000 Router

Series.
Chassis Controller Modules
HPE FlexNetwork MSR3012
MSR3012 extetwor HPE FlexNetwork MSR 1p EL/CEL/PRI SIC Mod(JG604A)

AC Router(JG409A)

HPE FlexNetwork A-MSR 8-port Async Serial SIC Module(JF281A)

HPE FlexNetwork MSR 1p T1 Voice HMIM Mod(JG430A)

Table 8 HPE FlexNetwork MSR3012 AC Router Test configuration 1
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Router(JG404A)

Chassis Controller Modules
MSR3044 :Zliergg);'\lo:xork MSR3044 1 | 1pE FlexNetwork A-MSR 1-port FXO SIC Module(JD559A)
HPE FlexNetwork A-MSR 2-port FXS SIC Module(JD560A)
HPE FlexNetwork A-MSR 1-port FXS SIC Module(JD561A)
HPE FlexNetwork MSR 4-port Enhanced Sync / Async Serial HMIM
Module(JG442A)
HPE FlexNetwork MSR 1-port OC-3c / STM-1c POS HMIM
Module(JG438A)
HPE FlexNetwork MSR 8-port Enhanced Sync / Async Serial HMIM
Module(JG443A)
HPE FlexNetwork MSR 4p FXO HMIM Mod(JG447A)
Table 9 HPE FlexNetwork MSR3044 Router Test configuration 1
Chassis Controller Modules
MSR3064 HPE  FlexNetwork  MSR3064 HPE FlexNetwork MSR 1p E1/CE1/PRI SIC Mod(JG604A)

HPE FlexNetwork A-MSR 8-port Async Serial SIC Module(JF281A)

HPE FlexNetwork A-MSR 802.11b/g/n SIC Module (NA)(JG211A)

HPE FlexNetwork MSR 4p Enh Sync/Async Srl SIC MOD(JG737A)

HPE FlexNetwork MSR 1p T1 Voice HMIM Mod (Ports
5&7)(JG430A)

HPE FlexNetwork MSR 4p FXO HMIM Mod(JG447A)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)
HPE FlexNetwork MSR 1-port OC-3 ATM MIM Module(JD624A)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)
HPE FlexNetwork MSR 2-port 10/100 MIM Module(JD613A)

HPE FlexNetwork MSR 4p T1/Fractional T1 HMIM Mod(JG457A)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)
HPE FlexNetwork MSR 1p T3/CT3/FT3 HMIM Mod(JG435A)

Table 10 HPE FlexNetwork MSR3064 Router Test configuration 1
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2.4.3 Opacity shield and tamper evidence label

The following figures show the MSR3000 Router Series with opacity shield and tamper evidence

label.
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Figure 15 HPE FlexNetwork MSR3012 AC Router (JG409A) Opacity shield and 10 tamper evidence labels

FIPS 140-2 Non-Proprietary Security Policy for HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000
Router Series

Page 26 of 93



Top: Front:
}Ll —TEL Gpacity Shield I— TEL l— TR 2— TEL3— TR é— TEL 3— —TIL
2 o 1 - ‘ ' )
[ — . . 3 U %
E il
o
i
7
TEL 13 le o
e Tl & Ly TEl | o —/ -1
M.
Opacity Shield I— { -
T —
L
TEL \—” ?—. TEL +— TEL e—'l
Bottom: Rear:
TEL 1T TEL 18— TEL 18—
THL - - o — = — T
il - - G =
M e o . = =
e )
° or ] e o .":
Opacity Shiald I—_ ° @ TeL 20— T 21—
o © 2 o - h o 1,
TEL 15— ; ® ® ° ® :
- e ®
HiE— o1
I
<] @
lc] <)
1
o] ,° (s} o
kel <)
r |
Right: Left:
TR 13 Cpatiby Shield I— TR 1—, L pex
\ 1
I| f
X T — T T T ./
o= UzE\ —n e = . -.7( = .
i o o o ™ -
= e ————— /
% i ——— ‘ﬁ' . ® e
L ol F———— ;,, & .

0 =D
T |:/m-\—/

Le

T 12

Figure 16 HPE FlexNetwork MSR3044 Router (JG405A) Opacity shield and 21 tamper evidence labels
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Figure 17 HPE FlexNetwork MSR3064 Router (JG404A) Opacity shield and 30 tamper evidence labels

FIPS 140-2 Non-Proprietary Security Policy for HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000

Router Series

Page 28 of 93




2.5 HPE FlexNetwork MSR4000 Router Series

2.5.1 Product overview

The HPE FlexNetwork MSR4000 Router Series, the next generation of router from HPE is a
component of the HPE FlexBranch solution, which is a part of the comprehensive HPE
FlexNetwork architecture. These routers feature a modular design that delivers unmatched
application services for extra-large branch offices, headquarters, and campuses. This gives your
IT personnel the benefit of reduced complexity, and simplified configuration, deployment, and
management. The MSR4000 series leverages separated data and control planes, dual main
processing units (MPUSs), and support for up to four power supplies, which provides outstanding
performance and reliability.

The MSR4000 routers provide a full-featured, resilient routing platform with the latest multicore
CPUs, offer 10 Gigabit SFP+ integrated, provide an enhanced PCI bus, and ship with the latest
version of HPE Comware software to help ensure high performance with concurrent services.
The MSR4000 series provides a full-featured, resilient routing platform, including IPv6 and MPLS,
with up to 36 Mpps forwarding capacity and 28 Gb/s of IPSec VPN encrypted throughput. These
routers also support HPE Open Application Platform (OAP) modules to deliver integrated
industry-leading HPE AllianceOne partner applications such as virtualization, unified
communications and collaboration (UC&C), and application optimization capabilities.

The MSR4000 series provides an agile, flexible network infrastructure that enables you to quickly

adapt to your changing business requirements while delivering integrated concurrent services on
a single, easy-to-manage platformA

Up to 36 Mpps forwarding performance; support for multiple concurrent services

High reliability with separated hardware data and control planes, and dual MPUs

Open Application Platform for HPE AllianceOne applications

Powerful aggregation capacity; integrated 10GbE; support for up to 64 E1 or eight E3/T3
ports

1  Zero-touch solution with single pane-of-glass management

= =4 =4 =4

2.5.2 Test Modules

Testing included two models in the HPE FlexNetwork MSR4000 Router Series

1  HPE FlexNetwork MSR4060 Router Chassis (JG403A)
1  HPE FlexNetwork MSR4080 Router Chassis (JG402A)
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Figure 18 HPE FlexNetwork MSR4060 Router Chassis (JG403A)

Figure 19 HPE FlexNetwork MSR4080 Router Chassis (JG402A)

Table 11 through Table 12 lists the test configurations for the HPE FlexNetwork MSR4000 Router
Series.

Chassis Controller Modules

HPE FlexNetwork MSR4000
MSR4060 TAA-compliant MPU-100 Main
Processing Unit (JG869A)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)
HPE FlexNetwork MSR 1p T3/CT3/FT3 HMIM Mod(JG435A)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)
HPE FlexNetwork MSR 4p T1/Fractional T1 HMIM Mod(JF254B)

HPE FlexNetwork MSR 4p FXO HMIM Mod(JG447A)

Table 11 HPE FlexNetwork MSR4060 Router Chassis Test configuration 1
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Chassis

Controller

Modules

MSR4080

HPE FlexNetwork MSR4000
TAA-compliant MPU-100 Main
Processing Unit (JG869A)

HPE FlexNetwork MSR 16-port Async Serial Interface MIM
Module(JF841A)

HPE FlexNetwork MSR 1U HMIM Adapter Module(JG416A)

HPE FlexNetwork MSR 16-port Async Serial Interface MIM
Module(JF841A)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)
HPE FlexNetwork MSR 4p T1/Fractional T1 HMIM Mod(JF254B)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)
HPE FlexNetwork 6600 8-port T1 MIM Router Module(JC160A)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)

HPE FlexNetwork 6600 8-port Fractional T1 MIM Router
Module(JC159A)

HPE FlexNetwork MSR 0.5U HMIM Adapter Module(JG415A)

HPE FlexNetwork 4-port ISDN BRI S/T Voice Interface MIM
Module(JF837A)

Table 12 HPE FlexNetwork MSR4080 Router Chassis Test configuration 1
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2.5.3 Opacity shield and tamper evidence label

The following figures show the MSR4000 Router Series with opacity shield and tamper evidence
label.
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Figure 20 HPE FlexNetwork MSR4060 Router Chassis (JG403A) Opacity shield and 33 tamper evidence labels
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Figure 21 HPE FlexNetwork MSR4080 Router Chassis (JG402A) Opacity shield and 40 tamper evidence labels
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3 Security Appliance Validation Level

The following table lists the level of validation for each area in the FIPS PUB 140-2.

Table 13 Validation Level by Section

No. Area Level
1 Cryptographic Module Specification 2

2 Cryptographic Module Ports and Interfaces 2

3 Roles, Services, and Authentication 3

4 Finite State Model 2

5 Physical Security 2

6 Operational Environment N/A
7 Cryptographic Key management 2

8 Electromagnetic Interface/Electromagnetic Compatibility 2

9 Self-Tests 2
10 Design Assurance 2
11 Mitigation of Other Attacks N/A
12 Overall Level 2
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4 Physical Characteristics and Security Appliance
Interfaces

Each router in the HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000 Router

Series is a multi-chip standalone security appliance, and the cryptographic boundary is defined

as encompassing firhedaitidddtp,, ® MrfirgMmtt,, ® and Abott omo
general components of the HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000

Router Series include firmware and hardware, which are placed in the three-dimensional space

within the case. The internal components of the SIC/DSIC/MIM/HMIM modular cards listed in test
configurations in sections 2.2.2, 2.3.2, 2.4.2, and 2.5.2 of this document are excluded from FIPS

140-2 requirements.

4.1 HPE FlexNetwork MSR1000 Router Series

The HPE FlexNetwork MSR1000 router series provides:

Item MSR1002-4 MSR1003-8S

ConsbABEBX port 1

USRBR onsmd ret 1

Gigabit Ethernet port 5 10

Gigabit Ethernet Fiber port 1 0

Serial Port 1 0

Memory 512MB DDR3

FI ash 256 MB

SIC/DSIC slot (2) sic slonl{s) sSlc S('lo)t

Di mens(iHh nwD)

(excluding rubber feet and 360mMmMO0OMmM4. 2mm
mounting brackets)

Rated vol tla0g0A Wroa n2¢d€l®@ % 0 H

ACpowsupply H 7

Rated PpowWEpo vwe
supply

Oper atté mpgeurae |0AC S5A€C 4 32AKF)Yo 1

54N

Rel ative humi ¢
(noncondensi ng

5% 0%

FIPS 140-2 Non-Proprietary Security Policy for HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000
Router Series

Page 35 of 93



The documents in HP website (https://www.hpe.com/us/en/product-

catalog/networking/networking-routers/pip.hpe-flexnetwork-msr1000-router-

series.6796027.html ) describe the ports in detail along with the interpretation of the

LEDs.

4.2 HPE FlexNetwork MSR2000 Router Series

The HPE FlexNetwork MSR2000 router technical specifications:

ltem MSR2003 MSR2004-24 MSR2004-48
ConsbABEX port 1
USRB onsmdret 1
USBort 1
3 +24 R34 5
autosensi|3 +4 8 -R3
Gigabit Etherng2 10/ 100/ 10lautosensin
1 SFP 10/ 100/ 100
Gigabitt
Me mor y 1 GB DDRS3
Fl ash 256 MB
3 SIC sl
SI C/ DSIC sl ot DSI C slo|4 SIC sl 4 SI1 C sl ot
SI'C sl ot
- . 17.32(w)
Di mens(iHo nWD) 14.17(w) 14.17(d) 17.32(w) X
, 11.81(d) | x 1.74(h)
(excluding rubi o, (36 x| " (‘*3355940 01 x 4
mounting brack:¢ 4.42 cm | - '
cm) (1U rheight) (1U height
ACpowsupply Rated vol tla0g0A Cit a n2MM@ VW0 Hz/ 6
Rat ed powAeCrpof/v¢54W 5 AN 15w
supply

Op er attda mmeu rae

0AC SAC 4 32AFKF) o

1

Rel ati ve

humi di

(noncondensing

5% 0%

The documents in HP website (https://www.hpe.com/us/en/product-
catalog/networking/networking-routers/pip.hpe-flexnetwork-msr2000-router-

series.5408894.html) describe the ports in detail along with the interpretation of the

LEDs.
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4.3 HPE FlexNetwork MSR3000 Router Series

The HPE FlexNetwork MSR3000 router series technical specifications:

Item MSR3012 MSR3044 MSR3064

CON/ AUX po|1l

USB consol |1l

UB ports 2

Gigabit
3
ports
SI/ICDSI C sl (2 SIC slotsf4 SIC slots/ 2 DSIC s
HMI M sl ot s|1 4 6
VPMI ot s N/ A 2 2
DDR3
Me mor y 1 dBDRS3 2 GB (default)
4 GB (maximum)

Buiiint CF
memory

25WB

External

memor y 4GB( maxi mum)

CFcard sl ot1l

Di mens(iHonW| , s 1240484 3|8 5 4
D) (exclud

( (

| [

D480
17
i

413
n)

feet and 747 . B29.
brackets)

o— —¢
o wu s

13.
mm
18

Sk A

)

ACpower su|JRated voltag@Cra&nay¥@@@ W0 Hz/ 60 H

DCpower su|Rated vol tidg®Cr @an0glxC

Rat epower

AC/ DC powe 12 5V AC30W AC30W
RatpdwerPofENot support|75wW 75W
power supp

Rat epower

eacPhoport 15 WA

RPS power 800 W N/ A N/ A

Operating

t e mpteu rae 0OAC 5A€ 4 32R&KF})o 1

Rel ative h
(nonconden

5% 0 0%

The documents in HP website (https://www.hpe.com/us/en/product-
catalog/networking/networking-routers/pip.hpe-flexnetwork-msr3000-router-
series.5408895.html) describe the ports in detail along with the interpretation of the LEDs.
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4.4 HPE FlexNetwork MSR4000 Router Series

The HPE FlexNetwork MSR4000 router series technical specifications:

Item MSR4060 MSR4080
MPU sl ot 2
SPU sl ot 1
HMI M sl ot 6 8
Di mensi dnsl § § i}
D), excludil175. 1 | 440 | 4219.5 | 440
feet and 17.32 |1 18.90 ini17.32 |1 18. 90
brackets
Oper atté mpgeur{f 0AC to 45AC (32AF to 113AF)
(honcondens|5% 80%
MPU-100 specifications:
Item Specification
Consol e porj|1l
AUX port 1
GE managpome|l
USB consol e|l
USBort 1
Me mor y 2 GB DDR3 (defa.ult)
4 GB DDR3 (maximum)
CE card 512 MB (default)
4 GB (maximum)
CFcard sl ot |1
FI ash 8MB
SPU-100/SPU-200/SPU-300 specifications:
Item SPU-100 SPU-200 SPU-300
USBort 2
VPM sl ot 2
Combo inter|4
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SFPport 0 1 1

Appl i cabr ecu

model MSR4 046®M8 0

Applicabl e MP UL 0O

The documents in HP website (https://www.hpe.com/us/en/product-
catalog/networking/networking-routers/pip.hpe-flexnetwork-msr4000-router-
series.5408896.html) describe the ports in detail along with the interpretation of the LEDs.

4.5 Physical Interfaces Mapping

The physical interfaces provided by the HPE Networking products map to four FIPS 140-2 defined
logical interface: data input, data output, control input and status output. Table 14 presents the

mapping.

Table 14 Correspondence between Physical and Logical Interfaces

Physical Interface FIPS 140-2 Logical Interface

Networking ports Data Input Interface
Console port

Management Ethernet port
CF card slot

USB ports

Networking ports Data Output Interface
Console port

Management Ethernet port
CF card slot

USB ports

Networking ports Control Input Interface
Console port

Management Ethernet port

Power switches

Reset Switch

Port status LED mode switching button
Networking ports Status Output Interface
Console port

Management Ethernet port
LEDs

Power Slot Power Interface
Backplane
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5 Roles, Services, and Authentication

5.1 Roles

The HPE FlexNetwork MSR1000, MSR2000, MSR3000 and MSR4000 Router Series provides
18 predefined roles and 64 custom user roles. There are 16 roles (below) in the device that
operators may assume:

1  network-admin, level-15, level-9 and security-audit which are the FIPS Crypto-Officer Role,
1  network-operator, level 0 ~ level 8, level 10 ~ level 14 and 64 custom user roles which are
defined as the FIPS User Role.

Table 15 presents the roles and roles description. The devices allow multiple management users
to operate the appliance simultaneously.

The HPE Networking routers do not employ a maintenance interface and do not have a
maintenance role.

Table 15 Roles and Role description

FIPS Role

Comware Role
Name

Role Description

Crypto-Officer

network-admin

. Accesses all features and resources in the system, except
for the display security-logfile summary, info-center
security-logfile directory, and security-logfile save

commands.
level-15 Has the same rights as network-admin
Level-9 Has access to all features and resources except those in the

following list.

RBAC non-debugging commands.

Local users.

File management.

Device management.

The display history-command all command.

security-audit

Security log manager. The user role has the following access to
security log files:

Access to the commands for displaying and maintaining
security log files (for example, the dir, display security-logfile
summary, and more commands).

Access to the commands for managing security log files and
security log file system (for example, the info-center
security-lodfile directory, mkdir, and security-logfile save
commands).

Only the security-audit user role has access to security log files.

User

network-operator

Accesses the display commands for all features and
resources in the system, except for commands such as
display history-command all and display security-lodfile
summary.

Enables local authentication login users to change their own
password.

level-0

Has access to diagnostic commands, including ping, tracert,
and ssh2.
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level-1 Has access to the display commands of all features and
resources in the system except display history-command all.
The level-1 user role also has all access rights of the user role

level-0.
custom user Have no access rights by default. Access rights are
role; configurable.

level-2 to level-8;

level-10 to level-
14

5.2 Authentication Mechanisms

HPE networking devices support identity-based authentication, and role-based access control.

1 Identity-based authentication

Each user is authenticated upon initial access to the device. The authentication is identity-
based. All users can be authenticated locally, and optionally supports authentication via a
RADIUS and TACACS+ server.

To logon to the appliances, an operator must connect to it through one of the management
interfaces (console port, SSH) and provide a password.

A user must be authenticated using usernames and passwords. The minimum password
length is 15 characters, and the maximum is 63. The passwords must contain at least one
lower case letter (26), one upper case letter (26), one special character (32) and one numeric
character (10). The remaining eleven characters can be a lower case letter (26), an upper
case letter (26), a special character (32) and/or a numeric character (10) equaling 94
possibilities per character. Therefore, for a 15 characters password, the probability of
randomly guessing the correct sequence is 1 in 3.16228xE”29* (this calculation is based on
the use of the typical standard American QWERTY computer keyboard).

In order to guess the password in 1 minute with close to probability 1 requires 3.16228xE"29
trials, which is stronger than the one in a million chance required by FIPS 140-2. By default,
the maximum number of consecutive failed login attempts is three and a user failing to log in
after the specified number of attempts must wait for one minute before trying again. Using
Andersonds formul a t oofguessingapasstvaed intlmeutgor obabi | ity

1 P probability of guessing a password in specified period of time
1 G number of guesses tested in 1 time unit
1 T number of time units

! Calculation is: 94"15 (total combinations of alpha, numeric, and special characters) - 68”15 (combinations with no
uppercase letters) - 68”15 (combinations with no lowercase letters) - 84”15 (combinations with no numbers) - 6215
(combinations with no special characters) + 42715 (combinations with no uppercase letters and no lowercase letters) +
60715 (combinations with no uppercase letters and no numbers) + 36715 (combinations with no uppercase letters and no
special characters) + 60715 (combinations with no lowercase letters and no numbers) + 36”15 (combinations with no
lowercase letters and no special characters) + 52715 (combinations with no numbers and no special characters) - 2415
(combinations with only uppercase letters) - 24715 (combinations with only lowercase letters) - 10715 (combinations with
only numbers)-327215 (combinations with only special characters) & 3.

Calculation without text:
94715 - 68715 - 68715 - 84715 - 62715 + 42715 + 60715 + 36715 + 60715 + 36715 + 52715 - 24715 - 24715 - 10715 -
32~15 & 3.16228xE"~29
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1 N number of possible passwords
Then P>=Tx G/ N (9.48682E-30 = 1 x 3/ 3.16228xE"29)

The probability of guessing a password in 1 minute is 9.48682E-30.

To provide additional password security, Comware 7.1 provides additional limits to the number
of consecutive failed login attempts. If an FTP or VTY user fails authentication, the system
adds the user to a password control blacklist. If a user fails to provide the correct password
after the specified number of consecutive attempts, the system can take one of the following

actions, based on the administratorods choi

Blocks the user's login attempts until the user is manually removed from the password
control blacklist.

Blocks the user's login attempts within a configurable period of time, and allows the
user to log in again after the period of time elapses or the user is removed from the
password control blacklist.

HPE Networking devices can also use certificate credentials using 2048 bit RSA keys and
SHA-256; in such a case the security strength is 112 bits, so an attacker would have a 1 in
27112 chance of a successful authentication which is much stronger than the one in a million
chance required by FIPS 140-2. Certificate credentials using ECDSA keys with curves (P224,
P-256, P-384, or P-521) and SHA algorithms (SHA-224, SHA-256, SHA-384, or SHA-512) are
also available and provide a minimum of 112 bits security.

The users who try to log in or switch to a different user privilege level can be authenticated by
RADIUS and TACACS+ Server. The minimum password length is 15 characters, and the
maximum is 63. Therefore, for a 15 characters password, the probability of randomly guessing
the correct sequence is one in 3.16228xE*29. The device (RADIUS client) and the RADIUS
server use a shared key to authenticate RADIUS packets and encrypt user passwords
exchanged between them. For more details, see RFC 2865: 3 Packet Format Authenticator
field and 5.2 User-password.

1 Role-based access control
In Comware 7.1.045, the command and resource access permissions are assigned to roles.

Users are given permission to access a set of commands and resources based on the users'
user roles. Each user can have one or more roles. The user may alternate between authorized
roles after first authenticating to the module.
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6 Services, Key / CSP and Algorithm Tables

Assumptions, Assertions and Caveats

1. The preferred approactsito link Services to Keys/CSRays/CSPs to Algorithraad Algorithms to Serviced/hen linkage is completed, there is a continuous loop among the
three tables.

2. For linking the tables together, the goals are:

Confirm every Algorithm is listed at least once by a service.
Provide a direct mapping of the algorithm to each service that itses
Confirm every CSP is listed at least once by a service

Provide a direct mapping of the service to each CSP that it uses.

= =4 =4 =4 =

Provide a quick and easy way for the reviewer to navigate among the tables.
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6.1 Services

Assumptions, Assertions and Caveats

The sevices table is the main focus of thalidation Preferably, it should be listed before the CSP and Algorithm tables.
Each service should map to the Key(s) / CSP(s) used by the service. It is not required that each service map to a Key / CSP.
Eachservice should be uniquely identifiable so the entries in the Algorithm Table can easily map to a service.

Services Table Column Definitions

1. Description
Objective of this column is to provide a brief description of the service.

91 This column shall includedescription of the service.
1 Where applicable the service description should describe the action being taken.

2. Input
Objective of this column is to list the input to the service.

9 List the type of input such as command, configuration data or output oftemcervice.

3. Output
Objective of this column is to list the output of the service.

1 List the type of output generated by the service.
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CSP Access

Objective of this column is to provide additional information about the CSP utilized by the service.

1 Whereapplicable this column shall include the uniqgue CSP identifier.
1 The CSP identifier should contain a hyperlink to the entry in the CSP table.

Available to role

Objective of this column is to identify the role that can utilize the service.

1 This column shll include the name of the role that can utilize the service.

Table 16 Crypto Officer Services

SNMP MIB statistics.

Description Input Output CSP Access Available to Role
View Device Status
Network-admin,
1. View currently running image version Commands Status of devices None level-15,
level-9
S Network-admin,
2. View insialled h_ardware components Commands Status of devices None level-15,
status and version
level-9
View Running Status
3. View memory status, packet statistics,
interface status, current running image Status of device Network-admin,
version, current configuration, routing Commands functions None level-15,
table, active sessions, temperature and level-9
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Perform Network Functions

4. Network diagnostic service such as
ipi ngo

Commands

Status of
commands

None

Network-admin,
level-15,
level-9

5. Network connection service such as
ASSHv20 client

Commands and
configuration
data

Status of
commands and
configuration data

CSP1-1 RSA Public key (read)

CSP1-2 DSA Public key (read)

CSP1-3 ECDSA Public key (read)

CSP2-1 IPsec authentication keys
(read/write/delete)

CSP2-2 IPsec encryption keys
(read/write/delete)

CSP2-3 IPsec authentication keys (read)
CSP2-4 IPsec encryption keys (read)

CSP3-1 IKE pre-shared keys (read)

CSP3-2 IKE RSA Authentication private Key
(read)

CSP3-3 IKE DSA Authentication private Key
(read)

CSP3-4 IKE Authentication key
(read/write/delete)

CSP3-5 IKE Encryption Key (read/write/delete)
CSP3-6 IKE Diffie-Hellman Public Key
(read/write/delete)

CSP3-7 IKE Diffie-Hellman Private Key
(read/write/delete)

CSP4-1 IKEV2 pre-shared keys (read)

CSP4-2 IKEv2 RSA Authentication private Key
(read)

CSP4-3 IKEv2 DSA Authentication private Key
(read)

CSP4-4 IKEv2 ECDSA Authentication private
Key (read

CSP4-5 IKEv2 Authentication key
(read/write/delete)

CSP4-6 IKEv2 Encryption Key (read/write/delete)

CSP4-7 IKEv2 Diffie-Hellman Public Key
(read/write/delete)

CSP4-8 IKEv2 Diffie-Hellman Private Key
(read/write/delete)

CSP4-9 IKEv2 ECDH Public Key
(read/write/delete)

Network-admin,
level-15,
level-9
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CSP4-10 IKEv2 ECDH Private Key

(read/write/delete)

CSP5-1 SSH RSA Private key (read)

CSP5-2 SSH ECDSA Private key (read)

CSP5-3 SSH Diffie-Hellman Public Key

(read/write/delete)

CSP5-4 SSH Diffie-Hellman Private Key

(read/write/delete)

CSP5-5 SSH ECDH Public Key

(read/write/delete)

CSP5-6 SSH ECDH Private Key

(read/write/delete)

CSP5-7 SSH Session encryption Key

(read/write/delete)

CSP5-8 SSH Session authentication Key

(read/write/delete)

CSP9-1 SNMPv3 Authentication Key (read)

CSP9-2 SNMPv3 Encryption Key (read)

CSP7-1 DRBG entropy input (read/write/delete)

CSP8-1 DRBG seed (read/write/delete)

CSP8-2 DRBG V (read/write/delete)
CSP8-3 DRBG Key (read/write/delete)

6.

Provide SSHv2 service.

Commands and
configuration
data

Status of
commands and
configuration data

CSP1-1 RSA Public key (read)

CSP1-3 ECDSA Public key (read)

CSP5-1 SSH RSA Private key (read)
CSP5-2 SSH ECDSA Private key (read)
CSP5-3 SSH Diffie-Hellman Public Key
(read/write/delete)

CSP5-4 SSH Diffie-Hellman Private Key
(read/write/delete)

CSP5-5 SSH ECDH Public Key
(read/write/delete)

CSP5-6 SSH ECDH Private Key
(read/write/delete)

CSP5-7 SSH Session encryption Key
(read/write/delete)

CSP5-8 SSH Session authentication Key
(read/write/delete)

CSP6-1 User Passwords (read/write/delete)
CSP6-3 RADIUS shared secret keys (read)
CSP6-4 TACACS+ shared secret keys (read)

Network-admin,
level-15,
level-9
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CSP7-1 DRBG entropy input (read/write/delete)
CSP8-1 DRBG seed (read/write/delete)
CSP8-2 DRBG V (read/write/delete)

CSP8-3 DRBG Key (read/write/delete)

Provide IKEV1/IKEv2/IPsec service to
protect the session between the router
and external server(e.g. Radius
Server/Log Server)

Commands and
configuration
data

Status of
commands and
configuration data

CSP1-1 RSA Public key (read)

CSP1-2 DSA Public key (read)

CSP1-3 ECDSA Public key (read)

CSP2-1 IPsec authentication keys
(read/write/delete)

CSP2-2 IPsec encryption keys
(read/write/delete)

CSP2-3 IPsec authentication keys (read)
CSP2-4 IPsec encryption keys (read)

CSP3-1 IKE pre-shared keys (read)

CSP3-2 IKE RSA Authentication private Key
(read)

CSP3-3 IKE DSA Authentication private Key
(read)

CSP3-4 IKE Authentication key
(read/write/delete)

CSP3-5 IKE Encryption Key (read/write/delete)
CSP3-6 IKE Diffie-Hellman Public Key
(read/write/delete)

CSP3-7 IKE Diffie-Hellman Private Key
(read/write/delete)

CSP4-1 IKEV2 pre-shared keys (read)

CSP4-2 IKEv2 RSA Authentication private Key
(read)

CSP4-3 IKEv2 DSA Authentication private Key
(read)

CSP4-4 IKEv2 ECDSA Authentication private
Key (read

CSP4-5 IKEv2 Authentication key
(read/write/delete)

CSP4-6 IKEv2 Encryption Key (read/write/delete)

CSP4-7 IKEv2 Diffie-Hellman Public Key
(read/write/delete)

CSP4-8 IKEv2 Diffie-Hellman Private Key
(read/write/delete)

CSP4-9 IKEv2 ECDH Public Key
(read/write/delete)

Network-admin,
level-15,
level-9
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CSP4-10 IKEv2 ECDH Private Key

(read/write/delete)

CSP7-1 DRBG entropy input (read/write/delete)

CSP8-1 DRBG seed (read/write/delete)

CSP8-2 DRBG V (read/write/delete)

CSP8-3 DRBG Key (read/write/delete)

CSP9-1 SNMPv3 Authentication Key (read)

CSP9-2 SNMPv3 Encryption Key (read)

Commands and Status of CSP7-1 DRBG entropy input (delete) Network-admin,
8. Provide SNMPv3 service. configuration commands and CSP8-1 DRBG seed (delete) level-15,
data configuration data | CSP8-2 DRBG V (delete) level-9
CSP8-3 DRBG Key (delete)
9. Initial Configuration setup (IP, hostname, Cor?mand_s and Status of INetvIvork-admln,
DNS server) configuration com_mand_s and None evel-15,
data configuration data level-9
Commands and Status of CSP6-1 User Passwords (read) Network-admin,
10. Change the role configuration commands and CSP6-2 Super_password (read) level-15
‘ data configuration data CSP6-3 RADIUS shared secret keys (read) level-9 '
CSP6-4 TACACS+ shared secret keys (read)
11. Reset and change the password of Com_mand_s and Status of _ Network-admin,
same/lower privilege user configuration com_mand_s and CSP6-1 User Passwords (write/delete) level-15,
data configuration data level-9
Commands and Status of Network-admin,
12. Maintenance of the super password configuration commands and CSP6-2 Super password (write/delete) level-15,
data configuration data level-9
CSP1-1 RSA Public key (read/write/delete)
CSP1-2 DSA Public key (read/write/delete)
CSP1-3 ECDSA Public key (read/write/delete)
13. Maintenance (create, destroy, import, Commands and Status of CSP2-3 IPsec authentication keys Network-admin,

export) of public key/private key/shared
key

configuration
data

commands and
configuration data

(read/write/delete)

CSP2-4 |IPsec encryption keys

(read/write/delete)

CSP3-1 IKE pre-shared keys (read/write/delete)

CSP3-2 IKE RSA Authentication private Key

(read/write/delete)

level-15,
level-9
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CSP3-3 IKE DSA Authentication private Key

(read/write/delete)

CSP4-1 IKEV2 pre-shared keys

(read/write/delete)

CSP4-2 IKEv2 RSA Authentication private Key

(read/write/delete)

CSP4-3 IKEv2 DSA Authentication private Key

(read/write/delete)

CSP4-4 IKEv2 ECDSA Authentication private

Key (read/write/delete)

CSP5-1 SSH RSA Private key (read/write/delete)

CSP5-2 SSH ECDSA Private key

(read/write/delete)

CSP9-1 SNMPv3 Authentication Key

(read/write/delete)

CSP9-2 SNMPv3 Encryption Key
(read/write/delete)

CSP7-1 DRBG entropy input (read/write/delete)
CSP8-1 DRBG seed (read/write/delete)
CSP8-2 DRBG V (read/write/delete)

CSP8-3 DRBG Key (read/write/delete)

Commands and

Status of

Network-admin,

14. minui%(irroelgg(create, delete, modify) of configuration commands and None level-15,
data configuration data level-9
15. Management of the access control rules Commands and Status of Network-admin,
' 9 configuration commands and None level-15,
for each role . ;
data configuration data level-9
. Commands and Status of Network-admin,
16. Management (create, delete, modify) of configuration commands and CSP6-1 User Passwords (read/write/delete) level-15,
the user account X ;
data configuration data level-9
Commands and Status of Network-admin,
17. Management of the time configuration commands and None level-15,
data configuration data level-9
18. Maintenance (delete, modify) system Com_mand_s and Status of Network-admin,
configuration commands and None level-15,
start-up parameters . ;
data configuration data level-9
Commands and Status of Network-admin,
19. File operation (e.g. dir, copy, del) configuration commands and CSP11-1 Firmware Signature (write/delete) level-15,
data configuration data level-9
. Commands and Status of CSP2-1 IPsec authentication keys (delete) Network-admin,
20. aShulti :r(])(\:/;n or Reboot the security configuration commands and CSP2-2 IPsec encryption keys (delete) level-15,
bp data configuration data | CSP3-4 IKE Authentication key (delete) level-9
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