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1 Introduction

This document defines the Security Policy for the Oberthur Card Systems ID-One Cosmo 64 v5
Cryptographic Module, hereafter referred to as the module. In the scope of this document, the
cryptographic module is a single chip Integrated Circuit with its embedded firmware. It is designed to be
encased in a hard opaque resin which can be embedded into a plastic card, an electronic passport, or any
other support to produce the ID-One Cosmo 64 v5 Single or Dual interface* JavaCard Chip Platform, on
which FIPS 140-2 Level 3 validated applets may be loaded and instantiated at post issuance.

The cryptographic module is submitted for validation in accordance with FIPS 140-2 Level 3 standard.

This Security Policy applies to several versions of the module on the same hardware platform (see section
5 Module Versions). The version with firmware # E303-063683 or ‘E303-063684’ has its AES crypto-
processor disabled.

Unless otherwise specified, the description of the module applies to all versions.

Included are a description of the security requirements of the module and a qualitative description of how
each security requirements is achieved. In particular, this security policy specifies the security rules under
which the cryptographic module must operate.

2 Applicable Documents

e Open Platform Card Specification - Version 2.1.1 — Mars 2003, Global Platform
e Open Platform Card Specification - Version 2.1.1 Amendment A — February 2004, Global Platform
e Java Card ™ 2.2 Virtual Machine Specification — June 2002, Sun Microsystems

e Java Card ™ 2.2 Application Programming Interface — revision 1.1- September 2002, Sun
Microsystems

e Java Card ™ 2.2 Runtime Environment Specification - June 2002, Sun Microsystems
e Global Platform 2.1 Card Implementation Requirements —May 2002, Visa International

e Visa Open Platform Card Implementation Requirements Configuration 3 — Multiple Security Domains
with DAP Capability October 2001

e Visa Open Platform Card Implementation Requirements Configuration 3 — Multiple Security Domains
with DAP Capability Version 2 — Errata February 2002

o [FIPS140-2] National Institute of Standards and Technology, FIPS 140 -2 standard.

o [FIPS140-2A] National Institute of Standards and Technology, FIPS 140 -2 Annex A: Approved Security
Functions.

e [FIPS140-2B] National Institute of Standards and Technology, FIPS 140 -2 Annex B: Approved
Protection Profiles,

! Either contact or contactless interface may be disabled during manufacturing depending on market specific requirements.
This is done without changing the module cryptographic boundaries and therefore has no impact on the FIPS validation.
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o [FIPS140-2C] National Institute of Standards and Technology, FIPS 140 -2 Annex C: Approved
Random Number Generators

o [FIPS140-2D] National Institute of Standards and Technology, FIPS 140 -2 Annex D: Approved Key
Establishment Techniques

o [DES] National Institute of Standards and Technology, Data Encryption Standard, Federal Information
Processing Standards Publication 46-3, October 25, 1999.

o [DES Modes] National Institute of Standards and Technology, DES Modes of Operation, Federal
Information Processing Standards Publication 81, December 2, 1980.

e JC2.2 API SRS revision issueel-AC, Oberthur Card Systems
e Basic Input/Output System (BIOS) SRS, revision 1-AA, Oberthur Card Systems
e JavaCard Virtual Machine V2.2 SRS, revision 1-AB, Oberthur Card Systems

e ‘"Integrated circuit(s) cards with contacts - Part 2 Dimension and Location of the contacts." ISO/IEC
7816-2 (1999)

e Integrated circuit(s) cards with contacts - Part 3 Electronic signal and transmission protocols.” ISO/IEC
7816-3 (1997), ISO/IEC 7816-3 AMD1 (2002)

e ‘"Integrated circuit(s) cards with contacts - Part 4: Inter industry commands for interchange." ISO/IEC
7816-4 (1995), ISO/IEC 7816-4 AMD1 (1997)

o "Numbering system and registration procedure for application identifiers” ISO/IEC 7816-5 (1994),
ISO/IEC 7816-5 AMD1 (1996)

¢ “Information technology — Security techniques — Digital signature scheme giving message recovery -
Part 2: Mechanism using a hash function.” ISO/IEC 9796-2 (1997)

o ‘“Information technology — Security techniques — Message Authentication Codes — Part 1: Mechanisms
using a block cipher” ISO/IEC 9797-1 (1999)

o Contactless integrated circuit(s) cards — Proximity cards — Part 2: Part 2: Radio frequency power and
signal interface, ISO/IEC 14443-2 (2001)

e Contactless integrated circuit(s) cards — Proximity cards — Part 3: Initialization and anti-collision,
ISO/IEC 14443-3 (2001)

e Contactless integrated circuit(s) cards — Proximity cards — Part 4: Part 4: Transmission protocol,
ISO/IEC 14443-4 (2001)

"Integrated Circuit Card Specifications for Payment Systems" — EMV 2000
o Part 1: Electromechanical Characteristics, Logical Interface, and Transmission Protocols
(version 3.0)
o Part 2: Data Elements and Commands (version 3.0)
o0 Part 3: Application Selection (version 3.0)
o0 Part 4: Security Aspects (Version 3.0)

"API File System Library" Ref: 055731 00 SRS revision-issue 1-AA, Oberthur Card Systems
"API Utils File System" Ref: 055901 00 SRS revision-issue 1-AA, Oberthur Card Systems

"Java Card 2.2 Biometry API proposal” Javadoc version (4-4-02) on JCF web site
"Format des templates biométriques" FQR 110 1767 Ed 1, Oberthur Card Systems
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3 Definitions and Acronyms

3.1 Definitions

311 Card Manager

The Card Manager, also called Issuer Security Domain, is the on-card representative of the Card Issuer
(Cryptographic Officer). It is the most privileged entity of the cryptographic module as it is the only entity
that performs Card Content management without having been explicitly delegated previously. Privileges of
the Card Manager include but are not limited to card locking, card termination, CVM (Card Holder
Verification Method) management, and multiple selections (through logical channels).

The Issuer Security Domain shall have the following set of privileges clearly identifying its functionality (i.e.
a Security Domain with card lock, card terminate and CVM management privileges and possibly the Default
Selected privilege) in addition to its implied unrestricted Card Content management privilege. If the card
supports Supplementary Logical Channels, the Issuer Security Domain shall also have the multiple
selection privilege.

3.1.2 Security Domains

Security Domains allow a number of distinct identities to be established on the ID-One Cosmo 64 v5
platform. These are identities that control access to the various applets stored on the module. A Security
Domain represents the identity of an application (applet) operator.

3.1.3 Applets

“Applets” are applications that can be executed on the Chip platform. They come in two parts; the applet
executable code, which defines all the functions that could be executed on the chip platform, and the Applet
Instance, that provides the environment (i.e. variables) and an interface to the functions present in the
applet executable code. An applet can have several instances, each with its own variables, but all sharing
the same functionality as defined in the underlying executable code. The Applet Instance is the mandatory
communication path between the applet Executable Module and the outside world.

In order for an application to be activated and provide its high level services to the outside world, two
prerequisites must have been fulfilled:

1. The Applet Executable Load File, that contains the actual Java code (Executable Module) of the
application, must be present on the chip platform. This can be achieved by physically downloading
the load file into the chip platform EEPROM, or by activating a pre-loaded Executable Load File
present in ROM.

2. Atleast one applet instance of the executable module must have been created.

The services described in this Security policy allow the security officer to load and unload (delete) any
applets. This allows the loading of executable load files, which can take up to 30 seconds depending of the
size of the file, to take place during pre-issuance. Until the time they are instantiated, the executable load
files can be considered as “dead code”. The actual applet activation, which is done through instantiation,
takes only a few milliseconds and could take place in post issuance, under the control of the Security
Officer, and after the applet has been FIPS 140-2 validated.

For the cryptographic module to be correctly operated according to this Security Policy, applets instantiated
into the chip platform must be validated to FIPS 140-2.
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3.2 Acronyms

e AES Advanced Encryption Standard
e AID Application Identifier
o AP Application Provider
e APDU Application Protocol Data Unit
e API Application Programming Interface
e ATR Answer To Reset (contact mode)
e ATS Answer to Select (contactless mode)
o API Application Programming Interface
e CBC Cipher Block Chaining
e CRC Cyclic Redundancy Check
e DAP Data Authentication Pattern
e DES Data Encryption Standard
e DPA Differential Power Analysis
e DM Delegated Management
e DRNG Deterministic Random Number Generator
e ECB Electronic Code Book
e EEPROM Electrically Erasable and Programmable Read Only Memory
e EMI Electromagnetic Interference
e EMC Electromagnetic Compatibility
e ICAO International Civil Aviation Organization
e |[SO International Standard Organization
e JC Java Card ™
e JCRE Java Card ™ Runtime Environment
e MAC Message Authentication Code
¢ NDRNG Non Deterministic Random Number Generator
e OP Open Platform
e PIN Personal Identification Number
e PKCS Public Key Cryptographic Standards
e RAM Random Access Memory
¢ ROM Read only Memory
e RSA Public key cryptographic algorithm invented by Rivest, Shamir and Adleman
e SHA Secure Hash Algorithm
e SPA Simple Power Analysis
e TDES Triple DES
o TLV Tag Length Value
October 5, 2007 Version R0O3 Page 8 /42
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4 Module Overview

41 Product overview

The Oberthur Card Systems ID-One Cosmo 64 V5 is a single chip multi-application cryptographic JavaCard
module with optional dual interface (contact & contactless) specifically designed for identity and
government market needs.

The cryptographic module loads and runs applets written in Java programming language. It includes a
native implementation of the latest Java Card™ (version 2.2) and Open Platform (Version 2.1.1A)
specifications, with full support for Delegated Management and DAP / Mandated DAP, that define a secure
infrastructure for post-issuance programmable platforms.

Additional features include biometric extensions as defined by the JavaCard Forum and an on card
fingerprint matching using matching algorithms from various third parties.

The built in management of Logical Channels allows the module to support multiple applications
simultaneously, each with their own Security Domain.

The ID-One Cosmo 64 v5 combines the advantages of the Java programming language and cryptographic
services with those of a dual interface micro module. The same security level can be achieved with both
contact (ISO 7816) and contactless (ISO 14443) interfaces thanks to carefully designed hardware and
software features. And to protect against skimming, a built-in firewall allows application developers to
disable contactless access for sensitive operations.

In addition, whether embedded into a plastic card or into an electronic passport, the ID-One Cosmo 64 v5
cryptographic module hardware provides tamper-resistance and tamper evidence features that meet FIPS
140-2 LEVEL 3 physical requirement.

The module requires a lower voltage than traditional smart cards to operate making it the perfect
cryptographic module for a new range of application using lower voltage portable readers. The
cryptographic module operates under either 5 Volt power supply (ISO 7816-3 Class A) or 3 Volt power
supply (ISO 7816-3 Class B).

Either contact or contactless interface may be disabled during manufacturing depending on market specific
requirements. Please refer to section 5 “Module Versions” for commercial names with and without
contactless interface.

42 Common Criteria Protection Mechanisms

In addition to the security requirements from FIPS 140, the module has been independently tested to
meet the requirements often asked in Common Criteria Certification, including:
e Erase transient data on completion of operation execution.

e Prevent unauthorised data leakage to non-volatile memory
e Prevent data release (cryptographic keys, PINs), by physical/logical means.
e Prevent unauthorised data storage, or data overwrite.
e The card unlock function can only be performed by an authorised administrator.
October 5, 2007 Version R0O3 Page 9/42
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4.3 Cryptographic Algorithms

The following algorithms are available on the ID-One Cosmo 64 cryptographic module:
e DES encryption and decryption (ECB & CBC modes)?
o DES Message Authentication Code generation and verification®
o Triple DES encryption and decryption (ECB & CBC modes) using 128-bit and 192-bit key sizes:
0 In Raw mode (no formatting)
0 With ISO/IEC 9797 automatic padding, methods 1.
0 With ISO/IEC 9797 automatic padding, methods 2.
o Triple DES Message Authentication Code generation and verification:
o In Raw mode (no formatting)
0 With automatic Padding from ISO/IEC 9797 methods 1,
0 With automatic Padding from ISO/IEC 9797 methods 2,
o0 With automatic Padding from ISO/IEC 9797 methods 2 and with MAC algorithm 3,
e AES*encryption and decryption (ECB & CBC modes) using 128, 192 and 256-bit key sizes,
e AES® Message Authentication Code generation and verification,
o RSA key generation (up to 2048-bit key size)
¢ RSA encryption and decryption (key Wrapping/Unwrapping):
0 In Raw mode (no formatting)
0 With PKCS#1 automatic padding,
0 With PKCS#1-OAEP automatic padding,
e RSA signature and verification:
In Raw mode (no formatting)
With PKCS#1 automatic padding,
With PKCS#1-PSS automatic padding,
With ISO/IEC 9796 automatic padding,

O O O O

e SHA-1 digest computation
e MD5° digest computation.
¢ RNG

% For legacy systems only

® For legacy systems only

* AES is disabled in firmware version E303-063683
® AES is disabled in firmware version E303-063683
® MDS5 is not available as a service in this module.
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44  Security Policy Overview

This document defines the Security Policy for the Oberthur Card Systems ID-One Cosmo 64 v5
Cryptographic Module. In the scope of this document, the cryptographic module is a single chip Integrated
Circuit with its embedded firmware. It is designed to be encased in a hard opaque resin which can be
embedded into a plastic card, an electronic passport, or any other support to produce the ID-One Cosmo
64 v5 Dual interface JavaCard Chip Platform, on which FIPS 140-2 Level 3 validated applets may be
loaded and instantiated at post issuance.

The photo, Figure # 1, shows an example of the target of evaluation.

] -cﬁ-u‘ DA AR A I
vma ,,-AF._‘F' 35N wmon
32 O

Figure 1

The diagram, Figure # 2, shows an example the integrated Circuit (micro-controller) and the golden wires
underneath the epoxy resin.

Epoxy glue

Figure 2

The red dotted line shows the module cryptographic boundary. The epoxy glue and the support on which
the crypto module is glued (contact plate or antenna) are not part of the crypto module boundary.

The module contains a microprocessor and EEPROM to provide processing capabilities and data storage
and offers Java Card™ Technology and Open Platform services to applets on the chip.

This document addresses the submission for validation of the module in accordance with FIPS 140-2 Level
3 standard.

Included are a description of the basic security requirements for the module and a qualitative description of
how each security requirement is achieved. In particular, this security policy specifies the security rules
under which the cryptographic module must operate.

The Chip platform directly provides all the low-level services such as memory management, 1/O control,
cryptographic algorithms and physical security. It also contains a native implementation of the Java Card ™
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specification (JC) version 2.2 and of the Open Platform (OP) version 2.1.1A specification, which define a
secure infrastructure for post-issuance programmable platforms. These services can be accessed by the
applets instantiated from code loaded onto the chip EEPROM or ROM using the Java Card™ Application
Programming Interface (API).

The Card Manager provides the Open Platform services that are both internal (accessible by applets) and
external services (accessible by external or non-chip applications).

This validation is aimed at the Systems software, virtual machine, and Card Manager/Security Domains
applets without any other instantiated applets.

Applets subsequently instantiated, would have to be FIPS 140-2 Level 3 validated for the resulting ID-One
Cosmo 64 v5 chip platform with applets to remain FIPS 140-2 LEVEL 3 validated.

If an applet, which is not FIPS validated with the same security level (i.e. level 3), is instantiated on this
module, the module loses its FIPS validation.

5 Module Versions

The ID-One Cosmo 64 v5 Module functionality can be extended through the use of a firmware extension
called optional code. Such optional code can be loaded in the EEPROM only during manufacturing and
cannot be subsequently removed or modified. Examples of functionality that can be added through such
firvmare extension include biometric match on card algorithms, support for elliptic curve cryptography, etc.

This document addresses the submission for validation of the module “ID-One Cosmo 64 v5” based on one
of the following 6 commercial configurations:

1. ID-One Cosmo 64 v5.1 FIPS
o Hardware Platform # ‘77’ with Firmware ‘E302" and contact only communication interface.

2. ID-One Cosmo 64 D v5.1 FIPS
e Hardware Platform # ‘77" with Firmware ‘E302’ and dual (or contactless only) interface.

3. ID-One Cosmo 64 v5.2 FIPS with Optional Code R3 Generic
e Hardware Platform # ‘77 with Firmware ‘E303-063683' and contact only communication
interface.

4. ID-One Cosmo 64 D v5.2 FIPS with Optional Code R3 Generic
o Hardware Platform # ‘77’ with Firmware ‘E303-063683’ and dual (or contactless only) interface.

5. ID-One Cosmo 64 v5.2 FIPS with Optional Code R2 Basic
e Hardware Platform # ‘77" with Firmware ‘E303-063792’ contact only communication interface.

6. ID-One Cosmo 64 D v5.2 FIPS with Optional Code R2 Basic
o Hardware Platform # ‘77’ with Firmware ‘E303-063792’ and dual (or contactless only) interface.

7. 1D-One Cosmo 64 v5.2 FIPS with Optional Code R4 Generic

e Hardware Platform # “77° with Firmware ‘E303-063684" and contact only communication
interface.

8. ID-One Cosmo 64 D v5.2 FIPS with Optional Code R4 Generic
e Hardware Platform # ‘77° with Firmware ‘E303-063684° and dual (or contactless only)
interface.

Contactless interface may be disabled during manufacturing depending on market specific requirements.
This is a manufacturing option achieved without changing the module cryptographic boundaries and
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therefore has no impact on the FIPS validation. When contactless is requested, the product letter “D”
(which stands for “Dual Interface”) is inserted in the product commercial name just before the product
version as can be seen on the commercial names listed above.

Note: Firmware ‘E303-063683’ and ‘E303-063684’ do NOT support AES cryptography.

5.1 Module Identification

ID-One Cosmo 64 v5 cryptographic modules may’ be identified from the Data Object “pre-issuing data”
returned by the ATR/ATS. Such data object is coded in COMPACT-TLV format with tag ‘46’, as per
ISO/IEC 7816-4. Its value is :

e ‘kk pppp xx’

Where:
e kk is the Hardware Platform identification number
e pppp is the primary Firmware version

The complete firmware version, including optional code extension, is stored in a proprietary data element
called “Card Identification Data”. Such data element allows also to retrieve the status of some locks set
during module pre-issuance that allow to activate FIPS mode or disable contactless functionalities.

The data element ““Card Identification Data” can be retrieved at any time using the Get Data services
described in paragraph 10.2.4. The associated tag is ‘DF52’" and the return value to check for FIPS mode

‘DF52 xx 00 02 pppp 01 06 xxxxxxxxxxxx 02 02 qqrr 03 06 SSSSSSXXXXXX’

e pppp is the primary Firmware version (E303 for ID-One Cosmo 64 v5.2)
e (q is the status of the FIPS locks. Should be ‘00’ or ‘83’ for the module to be in FIPS mode.
e rris the status of the contactless locks. Should be ‘XF’ for the module to be in FIPS mode.

e ssssss is the Firmware extension number coded in BCD. On the FIPS 140-2 certificate from NIST,
this number is separated from the primary firmware version with a dash.

" The actual value returned by the ATR and/or ATS can be defined by the customer to accommodate special needs. In such
case the Data Object “pre-issuing data” may no longer be returned to speed up the power-up sequence.
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6 Security Level

The Oberthur Card Systems ID-One Cosmo 64 v5 cryptographic module meets the overall requirements
applicable to Level 3 security of FIPS 140-2.

Security Requirements Section Level
Cryptographic Module Specification
Module Ports and Interfaces

Roles, Services and Authentication
Finite State Model

Physical Security

Operational Environment
Cryptographic Key Management
EMI/EMC

Self-Tests

Design Assurance

Mitigation of Other Attacks

wWwwwlw|Zzlwlw|w|w|w
>

Table 2 - Module Security Level Specification

7 Modes of Operation

The ID-One Cosmo 64 v5 described in this security policy does not include any non-FIPS validated applet
instances. As such, the cryptographic module is always in an approved mode of operation. The security
services described in this document can be used to load any kind of applets into the ID-One Cosmo 64 v5
JavaCard chip platform. However, it is the responsibility of the Cryptographic Officer to insure that only
FIPS validated instances are created. See 3.1.3 Applets.

The FIPS approved mode of operation for the evaluation described in this security policy starts from the
instantiation of the Card Manager and Security Domains and ends with the instantiation of any non-FIPS
validated applets or the instantiation of a FIPS validated applet that has its Access Control Rules (ACRS)
set improperly.

The Cryptographic Officer can determine whether the card is still in FIPS mode by authenticating to the
Card Manager and issuing a Get Status command to list all the applications instances currently installed in
the card. However, with Java card, an application can be given any AID (application Identifier) during
instantiation, regardless of the identity of the underneath executable load file. To prevent a non FIPS
approved applet to be instantiated and given the AID of an approved applet, Oberthur has implemented a
special Get Status command that returns not only the AID given to the applet instance, but also, and more
important, the AID and version number of the underlying executable load file. The Cryptographic Officer
can then at any time check that only FIPS approved executable load files have been instantiated.

The Get Data command on a selected applet instance, allows the Cryptographic Officer to verify that the
ACRs have been set correctly.
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8 Cryptographic Module Specification

The ID-One Cosmo 64 v5 cryptographic module supports a command set aimed at allowing the mutual
authentication of identities using strong cryptography with “card acceptance devices” in ISO mode (and
PCs or other terminals that they might be connected to). Specifically, the TDES algorithm is used within
authentication commands between the cryptographic module and the “card acceptance device”
environment for strong authentication of identities. Establishment of identities using these commands is
then used to fulfill “access conditions” which limit the ability of the external world to access information
and/or commands on the module.

ID-One Cosmo 64 v5 adheres to ISO/IEC 7816 specifications for Integrated Circuit Chip (ICC) based
identification cards and to ISO/IEC 14443 for contactless operations. The “cryptographic boundary” for the
ID-One Cosmo 64 v5 module vis-a-vis the FIPS 140-2 validation is the “module edge”. The module is the
encapsulated chip and is constructed to provide tamper resistance and tamper evidence required in the
FIPS 140-2 physical Level 3 validation.

This validation is aimed at the Systems software, virtual machine, and Card Manager/Security Domains
applets without any other instantiated applets. Applets subsequently instantiated, would have to be FIPS
140-2 LEVEL 3 validated for the resulting ID-One Cosmo 64 v5 chip platform with applets to remain FIPS
140-2 LEVEL 3 validated.

The Oberthur Card Systems ID-One Cosmo 64 v5 is a single chip implementation of a cryptographic
module. The module comprises the following elements:

e Secure micro controller Integrated Circuit with:

A 32 bit crypto coprocessor optimized for public key cryptographic calculations

A Triple DES (Data Encryption Standard) Co-Processor

An AES (Advanced Encryption Standard) Co-Processor®

User ROM and RAM

High reliability 72 KB EEPROM for both customer applications and Operating System data

System firmware, consisting of the operating system installed in Read Only Memory (ROM)

O O O O O o o

Optional Code as identified in section 5 Module Versions
e Applets (Applications) that are to be installed onto the module.

o Critical Security Parameters stored in EEPROM as part of the chip platform personalization operation.

Figure 3 demonstrates a logical block diagram of the module.

8 AES is disabled in firmware version E303-063683.
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Figure 3: Logical Block Diagram of the Oberthur ID-One Cosmo 64 v5

October 5, 2007 Version R0O3

Page 16/ 42

© 2006 Oberthur Card Systems Inc. This document may be reproduced only in its original entirety [without revision]



@bm ID-One Cosmo 64 v5

Card Systems Security Policy

9 Ports and Interfaces

The integrated circuit used in the ID-One Cosmo 64 v5 can support the following interfaces:
e |SO/IEC 7816: Identification Cards - Integrated Circuit Cards with Contacts
e ISO/IEC 14443: Identification Cards — Contactless Integrated Circuit Cards — Proximity cards

The Oberthur ID-One Cosmo 64 v5 remains in FIPS mode of operation regardless of the interface (contact
or contactless) being used for communication to external devices.

Oberthur flexible manufacturing process allows permanent disabling of either communication interface
while preserving the FIPS compliance.

The following sections, 6.1 and 6.2, describe each of these interfaces.
9.1 ISO/NEC 7816 Physical Interface (contact mode)

9.1.1 Interface Physical Specifications

In this contact mode, communication to and from the cryptographic module is done through a printed circuit
(contact plate) that provides the electrical connection required. Five electric wires connect the module to
the printed circuit, and from there, to the outside world. The printed circuit itself is outside of the module
cryptographic boundaries and mentioned only for illustration purposes.

The ID-One Cosmo 64 v5 operates in both ISO 7816-3 class A and class B. Class A requires a power
supply voltage between 4.5 Volt and 5.5 Volt. Class B requires a power supply voltage between 2.7 Volt
and 3.3 Volt. This opens new ranges of application using lower voltage portable readers.

9.1.2 Interface Electrical Specifications

The following picture shows an example of printed circuit and the location were the five electrical
connections from the module are wire bonded to the contact plate.

VCC
GND

RST

CLK
1/0

(Bi-directional)

Figure 4. Example of contact plate used to provide electrical communication with the cryptographic module
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The 5 electrical signals transmitted to the module through the contact mode wires coming from the contact
plate are the following:

e VCC: Supply Voltage Power supply input. (1.62V to 5.5V)
o GND: Ground (reference voltage)
¢ RST: External reset signal from the interface device (card read / write device)

e CLK: External clock (1MHz to 10MHz). This clock is just for data transmission as both processor and
coprocessors are driven independently by an internal oscillator at a much higher frequency.

e |/O: Input or output for serial data to / from the processor

These 5 electronic signals are in full compliance with ISO/IEC 7816-3 standard.
9.1.3 Transmission protocol and speed

The transmission protocols with the ID-One Cosmo 64 v5 comply with ISO/IEC 7816-3 (half duplex
character oriented transmission protocols ISO T=0 and T=1).

Characters can be exchanged in direct convention (Z level corresponds to a logical 1 and LSB is sent first)
or in inverse convention (Z level corresponds to a logical O and LSB is sent first).

The Oberthur ID-One Cosmo 64 v5 supports the Protocol and Parameter Selection to select a new protocol
type or change transmission baud rate.

Up to 256 data bytes can be exchanged within one command.

The maximum communication speed in contact mode is 614,400 bauds (with a clock of 4.9Mhz).
9.2 ISO/EC 14443 RF Interface (contactless mode)

9.2.1 |Interface Physical Specifications

In this optional contactless mode, the cryptographic module uses only two electrical connections, LA and
LB, to close the loop of an external antenna, as illustrated in the following picture. The two electrical
connections LA and LB, used in contactless mode are physically different from the electrical connections
used in contact mode.

The antenna is not within the cryptographic boundaries of the module.

R

Figure 5: Example of connection of the cryptographic module to the antenna for a contactless mode
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9.2.2 Interface Electrical Specifications

Power and data are transmitted to the module from the antenna using a modulation signal at 13.56 MHz.

The Proximity coupling device (reader) produces an energizing RF field that couples to the Proximity
Mounted Chip Assembly (ID-One Cosmo 64 v5 module) to transfer power.

Data communication is achieved through a modulation of the energizing RF field, using amplitude shift
keying (ASK) type of modulation.

The module operates independently of the external clock applied on the interfaces. The main processor
and all three cryptographic co-processors (TDES, RSA, AES) are driven independently of the external clock
by an uninterrupted internal oscillator.

During contactless communications, an on-chip capacitor provides all power to the internal oscillator.

A low frequency sensor monitors the external frequency applied to the interfaces. If the frequency is out of
the specified range, the chip is reset.

RF signal and Power interface are fully compliant with ISO/IEC 14443 part 2: Radio frequency power and
signal interface for contactless integrated circuit cards — Proximity cards.

Initialization and anti-collision that define start of communication and card select are fully compliant with
ISO/IEC 14443 part 3

A transmission protocol that defines data exchange between reader and cards are fully compliant with
ISO/IEC 14443 part 4.

An anti-collision mechanism compliant with ISO/IEC 14443 is provided by the interface to insure trouble
free communication with the cryptographic module, and to protect from interferences due to the presence of
multiple modules or readers within the communication range.

The contactless communication range of the ID-One Cosmo 64 v5 dual Interface module is about 10 cm.

More information on this interface can be found in the above-mentioned ISO/IEC standard.
9.23 Transmission protocol

Communications with the ID-One Cosmo 64 v5 in contactless mode is based on a fully standardized
(ISO/IEC 14443), half-duplex transmission protocol, called T=CL.
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9.3 Logical Interface Description

Once communication is established between the reader and the platform, the platform functions as a
“slave” processor to implement and respond to the reader commands. The platform adheres to a well-
defined set of state transitions. Within each state, a specific set of commands is accessible. The 1/O ports®
of the platform (either physical in contact mode or virtual in the case of RF transmission) provide the
following logical interfaces:

ISO 7816 ISO 14443
(Contact mode) (Contactless mode)
Data In: I/O Pin I/O Pins
Data Out: I/O Pin I/O Pins
Status Out: 1/0O Pin 1/0 Pins
Control In: I/0O, Clk and Reset Pins I/O Pins

Synchronization timing controls, provided in part by the platform CLK clock input in contact mode or the
modulation on the carrier in contactless mode, manage the separation of these logical interfaces that use
the same physical port.

° Two ports due to contact and contactless mode of communications.
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10 Roles & Services

10.1 Roles

The Oberthur ID-One Cosmo 64 v5 defines two distinct roles that are supported by the internal
cryptographic system: the Cryptographic Officer and the User.

- Cryptographic Officer: This role is responsible for administrating the cryptographic platform and
managing its overall security configuration. The Cryptographic Officer establishes his identity by
establishing a secure channel with the Card Manager Security Domain, thus providing knowledge of the
Card Manager key set. The role of Cryptographic Officer is generally assumed by the Card® Issuer.

- User/Applet provider: The Applet Provider is the applet developer that uses the Java API, available on
the module. The developer is regarded as an internal user to the platform. The cryptographic services
provided by the module are delivered through the use of well-documented APIs. An applet can have a
dedicated security domain instance (Applet Provider Security Domain), or may rely on the Card Manager
Security Domain.

10.1.1 Identity based Authentication

- Identification. The operator identifies him/herself by selecting the application and a key set associated
with the application. The application of the Cryptographic Officer is the Card manager. The application of
the applet providers is their own applet. The selection of the application is done by a SELECT command.
The selection of the key set is done through the INITIALIZE UPDATE command. (The same command that
will be used to start the authentication that follows the identification.)

- Authentication. The operator authenticates him/herself using a mutual authentication comprising two
commands INITIALIZE UPDATE and EXTERNAL AUTHENTICATION. During this mutual authentication,
the operator has to encrypt a message sent by the card, proving knowledge of the TDES key set that was
referenced during the identification.

Each INITIALIZE UPDATE must be immediately followed by a successful EXTERNAL AUTHENTICATE
command. Otherwise, the event is recorded in the card Audit Log and the next Initialize Update performed
on the same key set will be exponentially slowed down to discourage attacks. This provides a strong
protection against brute force attacks as no more than a few consecutive unsuccessful authentication
attempts are possible within one minute.

The authentication remains valid until the next Identification phase (SELECT command) or until an
unsuccessful authentication or a card reset (power-off) has been initiated.

10.1.2 Logical Channels

The Oberthur ID-One Cosmo 64 v5 module provides a full support for Logical Secure Channels as defined
by GP2.1.1. Secure channel protocol is used to establish a secure communication channel between the
module and an external entity during an Application Session.

1%In this security policy, the term “Card Issuer” refers to the entity who issue the cryptographic module to the end user
regardless of any form factor (card, ePassport, token, etc...)
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Logical Channels facilitate the possibility of more than one of the above external entities to communicate
concurrently with multiple applications on the card, each within its own logical secure environment.

10.2 Services

10.2.1 Cryptographic Officer Services

Several services are made available to an authenticated Cryptographic Officer only. They are primarily
used to manage Security Domains and allow the loading of applets into the card.

INSTALL: Installing an application or Security Domain requires the invocation of several different on-card
functions (e.g. the install method). The INSTALL command is used to instruct the Card Manager or Security
Domain with the Delegated management privilege as to which installation step it shall perform during an
application installation process. The command must be used in the context of a Secure Channel and so its
level of security must match the security level defined in the EXTERNAL AUTHENTICATE command.

LOAD: This command is used to load the byte-codes of the Load File (package) defined in the previously
issued INSTALL command. Applets are loaded inside a Secure Channel established by the Crypto Officer
with the Card Manager during the identification/authentication process. The applet is divided into a series of
blocks that fit in a LOAD command. The loading consists of a series of LOAD commands, each one
transmitting a block, encrypted and followed by a TDES MAC with the TDES key set selected by the Crypto
Officer during the identification process. The TDES MAC ensures the correct transmission of each block of
the applet, therefore ensuring the correct transmission of the whole applet.

DELETE: This command is used to delete a uniquely identifiable object. The object may be an Application,
a load file, or a Key-Set. The command must be used in the context of a Secure Channel and so its level of
security must match the security level defined in the EXTERNAL AUTHENTICATE command.

PIN UNBLOCK: The Pin Unblock instruction is used to unblock the current global PIN. The command is
used with Secure Messaging in the context of a Secure Channel; its level of security must so match the
Security Level of the current Secure Channel.

PUT PUBLIC KEY: This command is used to load RSA Public keys such as the Token Verification Key or
the DAP Verification Key. These keys are used for Delegated management (see below).

DELEGATE MANAGEMENT: Delegated Management gives the Card Issuer (Crypto Officer) the possibility
of empowering partnered Application Providers (Users) the ability to initiate approved and pre-authorized
Card Content changes (loading, installation, extradition'! or deletion). Please refer to section 14.3.2 for
more details on how the Delegated Management works.

GET STATUS: The Get Status command is used to verify that the Card Manager has enabled all the
access control rules. It allows retrieving of Card Manager and Application related life cycle status
information according to a given match/searching criteria. This command can also be used by the
Cryptographic officer to verify that the module is still in FIPS Mode and that only FIPS approved
applications are instantiated. It's the complementary command to Set Status. The command must be used
in the context of a Secure Channel and so its level of security must match the security level defined in the
External Authenticate command.

1 Application Extradition allows an Application that is already associated with a Security Domain to be extradited and
associated with another Security Domain
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10.2.2 Cryptographic Officer and User Services

The following services (commands) are made available to authenticated Crypto Officer and User/Applet
Provider:

INITIALIZE UPDATE: This command initiates a Secure Channel used by subsequent commands. It allows
platform authentication by the Crypto Officer or User, and computes session keys used for MAC
computation and command encryption in issuance of subsequent commands. However, the Secure
Channel is not considered open until completion of a successful EXTERNAL AUTHENTICATE command
that must immediately follow the INITIALIZE UPDATE command.

EXTERNAL AUTHENTICATE: This command is used by the module to authenticate the host, to establish
the Secure Channel, and to determine the level of security required for all subsequent commands within the
Secure Channel. The EXTERNAL AUTHENTICATE command must be preceded by the INITIALIZE
UPDATE command.

STORE DATA: This command is used to personalize a data object from a Security Domain or to transfer
data to an Application. The Issuer Security Domain determines if the command is intended for itself or an
Application depending on a previously received command. If a preceding command was an INSTALL [for
personalize] command, the Store Data command is destined for the Application identified in the data field of
the command INSTALL [for personalize]. Multiple Store Data commands transfer data to the Application by
breaking the data into smaller components for transmission. In this case, Store Data command is
numbered (starting at '00' and increments by one in a sequential manner). The Issuer Security Domain
transfers the Multiple Store Data to the Application, as long the numbering of the command is correct and
no final block is received or no command INSTALL [for personalize]