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I. INTRODUCTION

The integration of Information
Technology (IT) systems (computations
and communications—the cyber world) with
sensor and actuation data (the physical
world), can introduce new, and fundamentally
different approaches to security research in
the growing field of Cyber-Physical Systems
(CPS), when compared to other purely-cyber
systems. In our earlier work [4, 2, 1, 3], we
have shown that because of the automation
and real-time requirements of many control
actions, traditional security mechanisms are
not enough for protecting CPS, and we require
resilient control and estimation algorithms for
true CPS defense-in-depth.In this abstract we
outline how attacks and resilient mechanisms
can affect and defend power grid operations.

II. ENERGY MANAGEMENT SYSTEMS

To characterize the CPS security of the
power grid, we need to understand how IT is
used in the control centers of the power grid
to collect sensor data, estimate the state of the
power grid, and issue control commands and
pricing signals to the market.

One of the most important components in
a control center is the Energy Management
System (EMS). The EMS is responsible for
many operational tasks. It includes the Network
Topology Processor (NTP), state estimation,
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the market process that delivers Locational
Marginal Pricing (LMP), and control actions
for transmission automation, such as remote
tap adjustment for transformers.

The role of NTP, and state estimation is
to collect data from sensors in the field, and
give an accurate view (topology and electric-
ity flows). If the data collected is incorrect,
operators will get an erroneous view of the
system and all management functions of the
control center will be affected, (including mar-
ket computations and control actions). This is
the reason why a lot of recent work has focused
on deception attacks (also known as false-data
injection), where a compromised sensor sends
malicious data back to the EMS).

In this abstract we survey recent work on
CPS security for power systems and present
the work in a unified view by showing how
all previous attacks are part of the EMS. We
find some limitations with previous work and
discuss open problems and new research chal-
lenges of parts of the EMS that have not been
considered in previous work.

A. State Estimation

The state estimation problem in power sys-
tems originates from the need of power engi-
neers to estimate the phase angles z € R™ from
the measured power flow z € R™ in the trans-
mission grid. It is known that the measured
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power flow z = h(z) + e is a nonlinear noisy
measurement of the state of the system z and
an unknown quantity e called the measurement
error. To estimate = from this set of equations
engineers make usually two simplifications: (1)
e is assumed to be a Gaussian noise vector
with zero mean and covariance matrix W, and
(2) the equation is approximated by the linear
equation
z=Hzx+e

(where H is a matrix). Estimating = from these
equations is achieved by computing the Mini-
mum Mean Square Error (MMSE) estimate:

&= H"WH) 'HTW 2.

Because a typical transmission line system
is composed of thousands of sensors (i.e., z is
a vector of thousands of scalars) and not all
sensors are reliable, power engineers have de-
vised a set of tests to detect bad measurements.
The tests are based on the following test:

|z — Hz|| > T (1)

that is, if the measurement and the estimated
measurement are greater than a threshold, then
the test decides that there are some faulty
sensors in the transmission line. If the test
has a value lower or equal to 7 then the test
concludes that all measurements are correct.

Liu et.al. [8] introduced attacks against the
integrity of state estimation algorithms in the
power grid by showing that there are attacks
where a compromised sensor can send a false
measurement reading and yet the bad data
detection test will not detect this attack. In par-
ticular, they show how by selecting an attack
signal z, = z + a, where a = Hc (for any
vector c¢) creates a successful attack. Then they
analyzed how attackers can craft these attacks
when they have different resources (limited
access to meters or limited ability to compro-

mise meters) and different objectives (random
attacks or specific errors in the estimate). While
attacks in larger systems are difficult to create
(in an IEEE 3000 bus system the attacker needs
to compromise more than 900 meters) and may
have limited negative effects (the injected error
might not be too large), the fact that attackers
can manipulate the view of one of our critical
infrastructures is a worrisome fact.

Some follow up work has discussed exten-
sions on how to better protect the power grid
to these attacks.

Some preliminary results in this area of
research include the work of Dan and Sand-
berg [5], who consider a defender that can
secure individual measurements by, for exam-
ple, replacing an existing meter to a meter
with better security mechanisms such as tamper
resistance or hardware security support. Their
goal is to protect the system under a limited
budged and to that end they formulate the prob-
lem as identifying the best £ measurements to
protect (they assume the attacker cannot com-
promise these sensors) in order to minimize the
impact of attacks. The mathematical problem
they consider is a combinatorial optimization,
so this problem is intractable for large systems.
The main contribution of this work is to exploit
the structure of the power system matrices
to make the optimization problem efficient.
Kosut et.al. [7] also extend the basic false data
injection attack to consider attackers trying to
maximize the error introduced in the estimate,
and defenders with a new detection algorithm
that attempts to detect false data injection at-
tacks. Their new detection algorithm performs
better than the traditional bad data detection al-
gorithms (since these algorithms were designed
for detecting faults, not network attacks). Their
detection algorithm is based on the generalized
likelihood ration test, which is not a tractable
problem to solve.



B. Network Topology Processor

Each breaker in the transmission system has
a sensor reporting if it is open or closed. This
information is sent to the NTP to construct the
topological model of the system. This topo-
logical model is used for the state estimation
of the system. If the topology is wrong, the
state estimation algorithm will also produce
erroneous results.

As far as we know, no previous work has
studied the false-data injection problem against
the NTP.

C. Electricity Markets

The goal of the electricity market process in
the control center is to deliver LMPs. LMPs are
computed at each load and at each generation
point when the transmission system is con-
gested (which is the default state) to determine
how much will utilities pay the system operator
(per Megawatt), and how much will the system
operator pay the generation points. LMPs are
traditionally computed every 5 to 10 minutes,
but there is recent work (e.g., New York power
system) for computing LMPs in real-time.

Quantifying the cost of security incidents is
one of the most difficult problems in computer
security because it is hard to quantify the value
of information. However, by analyzing attacks
against the electricity market, we can quantify
the effects of these attacks by leveraging the
economic metrics used to measure the effi-
ciency of the system.

As we mentioned before, if the state esti-
mation is incorrect, all management functions
of the control center are affected, including
the market operations. Xie et.al. [15] stud-
ied how false data injection attacks can be
used to defraud deregulated electricity markets
by modifying LMPs. They consider the case
where attackers can manipulate prices while
being undetected by the system operator.

In all other attacks considered in this paper,
the attacker can be implicitly assumed to be
a malicious entity that tries to destabilize the
system or reduce the social welfare. on the
other hand, the work of Xie et.al., considers a
selfish attacker instead of a malicious attacker.
This change in the motivation of the attacker
makes it difficult to understand which party
will have the long-term motivation to launch
these type of attacks. Ultilities, generators, and
system operators are large, highly regulated
companies who have higher incentives to re-
main in business than to launch an attack that
can put their company in jeopardy (in case it
is discovered).

So far, all attacks presented in this ab-
stract were based on false-data injection attacks
against the sensor data used for state estima-
tion. Negrete-Pincetic et.al [11] consider a new
type of attacks by studying the integrity of the
control signals (as opposed to the integrity of
the sensor signals). In particular, they study
how malicious control signals sent to circuit
breakers (directing them to remove transmis-
sion lines from the system) affect the social
welfare metric of the market system.

D. Transmission Automation

In addition to the control signals sent to
circuit breakers, as considered by Negrete-
Pincetic et.al., there are many other control
signals that can be falsified by an attacker,
in particular, given that the smart grid is in-
troducing the capability of more distributed,
automatic control.

The Flexible Alternate Current Transmis-
sion System (FACTS) includes many automatic
electronic devices such as Static Voltage Com-
pensators (SVC), which similar to capacitor
banks, uses reactive power to improve the volt-
age profile of the system. Similarly, the Thyris-
tor Controlled Series Compensator (TCSC) is



a control devices in series with a transmission
line which can be used to modify its impedance
to control the current going through these lines.
A taxonomy of attacks against FACTS devices
was presented by Phillips et.al. [12] and an im-
plementation of some attacks with false status
reports and control actions showed unnecessary
VAR compensation and unstable operation of
the sytem [14]

Other control signal that can be sent re-
motely include tap adjustments for smart trans-
formers (used to increase or decrease slightly
the voltage on each side of a transformer), and
the Automatic Generator Control (AGC) signal
(which is used to set the voltage of generators).
Robust attack policies have been studied for
AGC signals [9, 6], and attacks have shown
that if you modify the frequency and tie-line
flow measurements, the system can be driven
to abnormal operating values [13].

III. DEFENSE MECHANISMS

In addition to traditional IT security mech-
anisms for prevention (authentication, encryp-
tion, firewalls) and detection (intrusion detec-
tion systems, forensics) we need new CPS
security mechanisms.

There are several CPS planning and defense
mechanisms that can leverage knowledge of the
attacks presented in this abstract. The first is
risk assessment: given a fixed budget, where
should I allocate this budget to minimize my
potential physical damages?

A second mechanism is bad data detec-
tion mechanisms. These mechanisms should
not assume random, independent failures, but
consider detection of sophisticated attackers.
Interestingly enough, most previous work has
focused on attacks and the quantification of
these attacks, but very few have proposed novel
attack-detection mechanisms [7]. One particu-
lar open problem is to propose bad topology

detection mechanisms.

Replacing sensed data with false data (a
deception attack) is a very generic attack that
can be extended to any smart grid application
(as all of them are based on correct sensor mea-
surements). It is important to develop intrusion
detection mechanisms or reputation manage-
ment systems for smart grid applications where
not all received data can be trusted.

The defense third mechanism is to introduce
resiliency (or survivability) of the system to
attacks. A promising direction is to design
the topology of the power distribution network
to withstand malicious commands to circuit
breakers trying to change and disconnect the
network [10].

IV. CONCLUSIONS

CPS security is a growing field critical for
the vision of a survivable power grid that can
withstand attacks and reconfigure or adapt to
mitigate adverse effects.

Work on fault tolerance and reliability of
control systems is not enough, because these
mechanisms generally assume independent and
uncorrelated failures; however, cyber-attacks
will exploit vulnerabilities in a coordinated and
correlated fashion. The most basic example is
the work of of false-data injection attacks [&],
where it is shown that traditional safety and
fault-detection mechanisms currently available
in the power grid cannot detect incorrect sensor
data when a malicious attacker is the source of
these errors.

Therefore instead of relying solely on fault-
detection algorithms to protect control algo-
rithms in the power grid, we need to develop
new attack-detection algorithms focusing on
identifying malicious data in sensor and actu-
ation devices in the power grid.
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