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From Sensor Nets to Cyber-Physical Systems 

Control 

Computation 

Communication 

 

 Interdisciplinary Research! 

 

 Example: Smart Grid 



  

Attacks & Threats 

Attacks 

Maroochy Shire 00 

 

Threats 

 

 

HVAC 12 

 

 

Stuxnet 10 

 

Obama Adm Demonstrates 

In Feb. 2012 attack to power 

Grid   



  

Securing CPS is Hard 

Vulnerabilities are increasing 

Sensors/Controllers are now computers (can be 
programmed for general purposes) 

Networked (remotely accessible)  

By necessity, billions of low-cost embedded devices 

Physically insecure locations 

Attacks will continue to happen 

Devices deployed for ~ 20-30 years 



  

Three Steps to Improve CPS Security 

 Short Term 

 Incentives 

 Software reliability 

 Solve basic vulnerabilities 

Medium Term 

 Leverage Big Data for Situational Awareness 

 Long Term Research 

Resilient estimation and control algorithms 



  

Security is a Hard Business Case 

 “Making a strong business case for cybersecurity investment is 
complicated by the difficulty of quantifying risk in an 
environment of rapidly changing, unpredictable threats with 
consequences that are hard to demonstrate” 

DoE Roadmap 

Governments are responsible for Homeland Security, and 
critical infrastructure security 

Utilities are not (outside their budget/scope?) 

 Problem: 

• Interdependencies (e.g., cascading failures) 

• It doesn’t matter if one utility sets an example because this is a weakest 
security game 

Nations have much more to lose from an attack than utilities 

[Cardenas. CIP Report, GMU, 2012] 



  

Short-term proposal 

 Vendors of equipment for managing control systems have few 
incentives for secure development programs because 
customers are not requesting them 

 Asset owners need to request vendors secure coding 
practices, hardened systems, and quick response when new 
vulnerabilities and attack vectors are identified 

 American Law Institute (ALI)  

 Principles of the Law of Software Contracts (2009) 

 Vendors liable for knowingly shipping buggy software 

 Implied warranty of no material hidden defects (non-disclaimable) 

 Software for CIP can be first use case 

Currently congress is debating how to give incentives for asset 
owners to invest in security 

Cybersecurity Act 2012 (increase regulation) 

 SECURE-IT Act 2012 (increase data sharing) 



  

Three Steps to Improve CPS Security 

 Short Term 

 Incentives 

 Software reliability 

 Solve basic vulnerabilities 

Medium Term 

 Leverage Big Data for Situational Awareness 

 Long Term Research 

Resilient estimation and control algorithms 



  

Again, Security is a Hard Business Case  

 Push back in prices 

 Billions of low-cost embedded devices  

Can’t have fancy tamper protection 

 Security is hard to see 

Hard to see advantages of hardening devices 

 But, Situational Awareness is Fun to see 

Understand the health of the system 

• Routing protocol, health of the system 

 Identify anomalies 

 Big Data is new in Smart Grid 

Redundancy 

Diversity 

Data Analytics to identify suspicious behavior 



  

Big Data Analytics in Smart Grid 

 



  

CSA Created Working Group on Big Data 

 Fujitsu is chairing the working group 

 

 Please consider contributing 



  

Case Study: Detection of Electricity Theft 

Detection of 
Electricity Theft 

Hardware: 

Balance 
Meters 

Tamper 
Evident Seals 

Secure 
Hardware 

Big Data 
Analytics 

Anomaly 
Detection 

[Mashima, Cardenas. Submitted to RAID, 2012] 



  

Big Data Analytics to Identify Fraud 

Substation Houses 

Meters Collector 

Data Center (US) 
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AMI: Advanced Metering Infrastructure. 

Smart Meters send consumption data 

frequently (e.g., every 15 minutes) to 

the utility 

Consumer 1 

Consumer n 

Electricity Usage 

Data Analytics, 
Anomaly Detection 

Meter Data 
Repository 

Storage 



  

Adversary Model 

Real Consumption Fake Meter Readings Utility 

Goal of attacker: Minimize Energy Bill: 

Goal of Attacker: Not being detected by classifier “C”: 

f(t) a(t) 



  

Related Work 

Supervised 

Learning 
Unsupervised 

Learning 

Outlier Detection 
 Algorithm 

Outliers 

Unlabeled data 

 Problems 

 It is not easy to get “Attack” data 

 A classifier trained with attack data 
might not be able to generalize to 
new “smart” attacks 

 Problems 

 Easier to attack  

 More false positives 

 E.g. Local Outlier Factor (LOF) did poorly 
in our tests 



  

New Idea:  

We only have “good” data 

Do not assume we have access to “attack” data 

 Train only one class (“good” class) 

We have prior knowledge of attack invariant 

We know attackers want to lower energy consumption 

 Include this information for the “bad” class 

Composite Hypothesis Testing formulation: 

 

 



  

Problem: We Do Not Have Positive Examples 

 Because meters were just deployed, we do not have examples 
of “attacks” 



  

Our Proposal:  

 Find the worst possible undetected attack for each classifier, 
and then find the cost (kWh Lost) of these attacks 



  

Evaluation 

We tried many 
anomaly detectors 

 Average 

CUSUM 

 EWMA 

 LOF 

 ARMA-GLR 

 ARMA GLR is the 
best detector: 

 For the same false 
positive rage, it 
minimizes the ability 
of an attacker to 
create undetected 
attacks 



  

Preventing Poisoning Attacks 

 Electricity consumption is a non-
stationary distribution 

We have to “retrain” models 

 Attacker might use fake data to 
mislead the classifier 



  

Ongoing Work 

Use in production system, experience and feedback 

Detecting other anomalies. 

Normal Consumption Profile Abnormal Consumption Profile 



  

Three Steps to Improve CPS Security 

 Short Term 

 Incentives 

 Software reliability 

 Solve basic vulnerabilities 

Medium Term 

 Leverage Big Data for Situational Awareness 

 Long Term Research 

Resilient estimation and control algorithms 



  

Previous Work in Security: 

What can Help in Securing CPS? 

 Prevention 

 Authentication, Access Control, Message Integrity, Software Security, 
Sensor Networks 

Detection 

Resiliency 

 Separation of duty, least privilege principle 

 Incentives for vendors and asset owners to implement 
security best practices 



  

Previous Work  in Security: 

What is Missing for Secure CPS? 

What is new and fundamentally different in control systems 
security? 

Model interaction with the physical world 

How can the attacker manipulate the physical world? 

  Attacks to Regulatory Control 

 A1 and A3 are deception attacks: 
the integrity of the signal is 
compromised 

 A2 and A4 are DoS attacks 

 A5 is a physical attack to the plant
    

 



  

Safety Mechanisms do not Work Against Attacks 

Sensor 

z 
Estimate 
ẋ=(HTWH) -1HTWz 

Fault Detection 

||z-Hẋ||>t 

 Fault-Detection Algorithms do not Work Against Attackers 

 Liu, Ning, Reiter. CCS 09 

 Attacks are different than failures! 

Non-correlated, non-independent, etc. 

 Their study is missing: 

 Impact (risk assessment) of attacks? 

Countermeasures? 



  

CPS security is different from IT and Control 

Systems Safety/Fault Detection 
 So security is important; but are there new research 

problems, or can the problems be solved with  

 Traditional IT security? AC, IDS, AV, Separation of duty, least priv. etc. 

Control Algorithms?  Robust control, fault-tolerant control, safety, etc. 

Missing in IT Security 

Understanding effects in the physical world 

 Attacker strategies 

 Attack detection algorithms based on sensor measurements 

 Attack-resilient estimation and control algorithms 

Missing in Control 

Realistic attack models 

 Failures are different from Attacks! 

• Liu et.al. CCS 09, Maroochy, Stuxnet, etc. 

 Argument: Robust Control + IT Security => Resilient CPS 



  

 New CPS Research Directions 

 Threat assessment:  

How to model attacker and his strategy 

Consequences to the physical system 

 Attack-resilient control algorithms 

CPS systems that degrade gracefully under attacks 

 Attack-detection by using models of the physical system 

 Study stealthy attacks (undetected attacks) 

 Big Data Analytics 

 Situational awareness 

 Privacy 

 Privacy-aware CPS algorithms 

Papers articulating new research for CPS security 

Cardenas, Amin, Sastry, HotSec 08, & ICDCS Workshop (08) 



  

GAO Agrees: We Need new Research for 

CPS Security 

EISA 
2007 

GAO 

Review 
2011 

NIST 

• SGIP CSWG 

• NIST-IR 7628 

FERC 

• NERC CIP 

NIST missing 

CPS Security 

NIST and FERC 

should coordinate the 

development and 

adoption of smart grid 

guidelines and 

standards 

“Recommendations” 

Bulk Power System 

Regulation! 



  

Requirements for Secure Control 

 Safety Constraint: 

 Pressure < 3000kPa 

Operational Goal: 

Cost:   

• Proportional to the quantity of A 
and C in purge,  

• Inversely proportional to the 
quantity of the final product D 

A+B+C 

A D 

Pressure 

A in purge 
Product Flow 

 Step 1: Threat Model/Assessment 

 Identify requirements 

 Traditional Security Requirements: CIA (Confidentiality, Integrity, Availability) 

 What are the requirements of secure control? 

[Journal of Critical Infrastructure Protection 2009] 



  

Not all Compromises affect Safety 

Production Pressure A in Purge Feed of A 

Purge Valve Resilient by Redundancy: 



  

Safety can be Compromised at Different Time 

Scales 

Prioritize protection of control signal for A+B+C feed 

It takes 20 hours to violate Safety by compromising the pressure sensor signal 

(prevention vs. detection&response) 



  

DoS Attacks: No Impact when the System is at 

Steady State 

However: A previous “innocuous” integrity attack becomes significant with the help of 

DoS attacks 



  

Attacks to the Operational Cost Involve Devices that 

do not Matter in Safety 

Attack increases safety but lowers profits 



  

New Attack-Detection Mechanisms 
1st Step: Model the 

Physical World 
2nd Step: Detect Attacks 

Compare received signal 
from expected signal Physical 

World 

System of 
Differential Equations 

Model 

3rd Step: Response to 
Attacks 

4th Step: Security 
Analysis 
Missed Detections 

 Study stealthy attacks 

 False Positives 

 Ensure safety of automated 
response 

[Cardenas. Et.al. AsiaCCS, 2011] 



  

Surge Attack Bias Attack Geometric Attack 

 Attacker Strategy: Stealthy Attacks 

 Attacker  

 Knows our detection model and its parameters 

Wants to be undetected for n time steps 

Wants to maximize the pressure in the tank 

 Surge attack 
 

 Bias attack 
 

Geometric attack 



  

Impact of Undetected Attacks 

Even geometric attacks cannot drive the system to an unsafe 
state 

 If an attacker wants to remain undetected, she cannot 
damage the system 

 



  

Control Resilient to DoS Attacks 

[Amin, Cardenas, Sastry. HSCC / CPSWeek 2009] 



  

Privacy-Preserving Control 

Data Minimization Principle 

How much data do we really need to collect for accurate 
estimation/control? 

Quantity: sampling 

Quality: quantization 

Demand Response (DR) 

 

 

LOAD 

Select price based on load  

(and available supply) 

$ 

Base 

Price $ 
$ 

W/h 

[Cardenas, Amin, Schwartz. HiCoNS / CPSWeek 2012] 



  

CPS Research for Smart Grid 

DoE 2020 Vision: 

Maintain Smart Grid functions under attack  

Develop resilient algorithms for: 

• Untrusted input Smart Grid Function 

• Power flow sensors State Estimation 

• Breakers 
Network Topology 

Processor 

• Prices Electricity Markets 

• Smart meter, control data Load balancing 

• Flexible Alternate Current Transmission 
System (FACTS) 

Transmission/Distribution 
Automation 


