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Roadmap   
 

• Background 
• FTC Privacy Report 
• Privacy and Data Security Enforcement 
• Health Breach Notification Rule 
 
 

 
 
 



FTC Background 
• FTC is an independent law enforcement agency 

 
• Consumer protection and competition mandate 

 
• Section 5 of the FTC Act prohibits “unfair or deceptive 

acts or practices” 
 

• Commission brings law enforcement actions in federal or 
administrative court   
 

• Commission also does policy work – public workshops, 
Congressional testimony, consumer education, and 
guidance to business  
 

• Privacy has been a key consumer protection priority 
 



FTC Act – Section 5 Fundamentals 
 

• Section 5 of the Federal Trade Commission Act broadly 
prohibits “unfair or deceptive acts or practices in or 
affecting commerce.” 
• Deception  a material representation or omission that is likely to 

mislead consumers acting reasonably under the circumstances 
• Unfairness  practices that cause or are likely to cause substantial 

injury to consumers that are not outweighed by countervailing 
benefits to consumers or competition and are not reasonably 
avoidable by consumers. 
 

• Flexible law that can be applied to many different 
situations, entities, and technologies. 
 





Privacy Roundtables 
• Three public roundtables to explore privacy in light of new 

technologies, including social media 
• Significant public participation 

• 200 participants reflecting range of perspectives 
• Transcripts and comments on FTC’s website 

 
 
 
 
 
 
 
 
 



Roundtable Themes  
 

• Increased collection and use of consumer data 
• Lack of understanding and informed consent 
• Consumers are interested in privacy 
• Benefits of data collection and use 
• Decreasing relevance of PII/non-PII distinction 



Privacy Report   

• Issued Final Report, March 2012 
 

• Key elements:  
• Privacy by Design  
• Simplified Choice  
• Greater Transparency 

 



Anatomy of a FTC Investigation
  

 
• Finding cases 
• Pre-search 
• Civil Investigative Demand or access letter 
• Analyzing the facts 
• Litigation or consent negotiation (or closing letter) 
• Compliance and monitoring 



FTC PRIVACY AND DATA SECURITY CASES 

http://www.google.com/imgres?imgurl=http://farm1.staticflickr.com/225/503165914_a680a56c77_z.jpg?zz=1&imgrefurl=http://www.flickr.com/photos/ajc1/503165914/&h=241&w=640&sz=22&tbnid=0bH0YXw0kVXJsM:&tbnh=52&tbnw=137&prev=/search?q=Facebook+logo&tbm=isch&tbo=u&zoom=1&q=Facebook+logo&usg=__CHw5UpTlFLet-Tay0SqI-VTUIt4=&sa=X&ei=vowpT86FPIH10gG5pPXBAg&ved=0CDIQ9QEwCA


Recent Actions . . .  

 
•Facebook 
•Chitika 
•RockYou 
•Rite Aid 
 

 



Information Security -- Four Points that 
Guide the FTC’s Enforcement  
• Information security is an ongoing process. 
• A company’s security procedures must be 
reasonable and appropriate in light of the 
circumstances. 

• A breach does not necessarily show that a 
company failed to have reasonable security 
measures – there is no such thing as perfect 
security. 

• A company’s practices may be unreasonable and 
subject to FTC enforcement even without a 
known security breach. 



Health Breach Notification Rule 
 

• Part of the American Recovery and Reinvestment 
Act of 2009 
 

• Requires covered entities that suffer a breach to: 
• Notify everyone whose information was breached;  
• In some cases, notify the media; and  
• Notify the FTC  

 
 

 



Health Breach Notification Rule 
• Who is covered? 

• Vendors of personal health records (PHRs) 
• You are a vendor of personal health records if you offer or 

maintain a personal health record 

• PHR related entities 
• You are a PHR related entity if you (1) offer products or services 

through a website of a PHR vendor (2) access information in a 
PHR or (3) send information to a PHR 

• Third-party service providers 
• You are a third-party service provider if you offer services to a 

PHR vendor or PHR related entity involving the use, 
maintenance, disclosure, or disposal of health information 



Health Breach Notification Rule 
 

• What triggers notification? 
 

• You must provide notice when there has been the 
unauthorized acquisition of PHR-identifiable health 
information that is unsecured and in a personal 
health record 



Questions?  
 

• Cora Tung Han, chan@ftc.gov 
 

• www.business.ftc.gov   
 
 

mailto:chan@ftc.gov
http://www.business.ftc.gov/
http://www.business.ftc.gov/
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