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            To encourage development of test methods, metrics and tools for evaluating the effectiveness of mitigations against non-invasive attacks on cryptographic modules.


CALL FOR PAPERS (Submission has been closed.   Updated Aug. 17, 2011)


Technical Contact: non-invasive@nist.gov


Related Projects / Workshops:

FDTC 2011

CHES 2011

CRI Seminar


Special Note: NIST Computer Security Division would like to acknowledge Dr. Hori's valuable contributions as an organizer to this workshop, and also for being a key representative to the workshop committee. Thank you.








Workshop Team:




Randall Easter, NIST (General Chair)

Akashi Satoh, AIST (Program Chair)


Program Committee:

Hirofumi Sakane, NIST and AIST

Caroline Scace, NIST

Kim Schaffer, NIST

Matthew Scholl, NIST




Accepted Papers:


Choosing Distinguishers for Differential Power Analysis Attacks 

Elisabeth Oswald, University of Bristol, Department of Computer Science

Luke Mather, University of Bristol, Department of Computer Science

Carolyn Whitnall, University of Bristol, Department of Computer Science


Non-invasive Trigger-free Fault Injection Method Based on Intentional Electromagnetic Interference 

Yu-ichi Hayashi, Tohoku University

Naofumi Homma, Tohoku University

Takeshi Sugawara, Tohoku University

Takaaki Mizuki, Tohoku University

Takafumi Aoki, Tohoku University

Hideaki Sone, Tohoku University


Education and open benchmarking on side-channel analysis with the DPA contests 

Jean-Luc Danger, DPA Contest

Guillaume Duc, DPA Contest

Sylvain Guilley, DPA Contest

Laurent Sauvage, DPA Contest


Side-Channel Attack Standard Evaluation Board SASEBO-W for Smartcard Testing 

Toshihiro Katashita, National Institute of Advanced Industrial Science and Technology (AIST)

Yohei Hori, National Institute of Advanced Industrial Science and Technology (AIST)

Hirofumi Sakane, National Institute of Advanced Industrial Science and Technology (AIST)

Akashi Satoh, National Institute of Advanced Industrial Science and Technology (AIST)


Novel Applications of Wavelet Transforms based Side-Channel Analysis 

Youssef Souissi, Telecom Paris-Tech

M.Aziz el Aabid, Telecom Paris-Tech, Université Paris 8

Jean-Luc Danger, Telecom Paris-Tech,  Secure-IC SAS

Sylvain Guilley, Telecom Paris-Tech,  Secure-IC SAS

Nicolas Debande, Telecom Paris-Tech, Morpho


Efficient FPGA Implementation of dual-rail countermeasures using Stochastic Models 

Shivam Bhasin, Telecom Paris-Tech

Sylvain Guilley, Telecom Paris-Tech

Youssef Souissi, Telecom Paris-Tech

Jean-Luc Danger, Telecom Paris-Tech


A testing methodology for side-channel resistance validation 

Gilbert Goodwill, Cryptography Research Inc.

Benjamin Jun, Cryptography Research Inc.

Josh Jaffe, Cryptography Research Inc.

Pankaj Rohatgi, Cryptography Research Inc.


Efficient side-channel testing for public key algorithms: RSA case study 

Josh Jaffe, Cryptography Research Inc.

Pankaj Rohatgi, Cryptography Research Inc. 

Marc Witteman, Riscure


An Equidistant Message Power Attack Using Restricted Number of Traces on Reduction Algorithm 

Jong-Yeon Park, Cryptography and Information Security Institute(CISI), Department of Mathematics Kookmin University

Dong-Guk Han, Cryptography and Information Security Institute(CISI), Department of Mathematics Kookmin University

Okyeon Yi, Cryptography and Information Security Institute(CISI), Department of Mathematics Kookmin University 

Dooho Choi, Electronic and Telecommunication Research Institute(ETRI)


Test Apparatus for Side-Channel Resistance Compliance Testing 

Michael Hutter, Institute for Applied Information Processing and Communications (IAIK), Graz University of Technology

Jörn-Marc Schmidt, Institute for Applied Information Processing and Communications (IAIK), Graz University of Technology

Thomas Plos, Institute for Applied Information Processing and Communications (IAIK), Graz University of Technology

Mario Kirschbaum, Institute for Applied Information Processing and Communications (IAIK), Graz University of Technology


Practical Electro-Magnetic Analysis 

Fred de Beer, Riscure

Marc Witteman, Riscure

Bartek Gedrojc, Riscure


Evaluation Tools for Side-Channel Attacks: An Overview 

François-Xavier Standaert UCL Crypto Group, Université catholique de Louvain 


        





    

    

        
             Event Details

            
                Starts: September 26, 2011 - 12:00 AM EDT

                    Ends: September 27, 2011 - 12:00 AM EDT

                            


            
                    Format: In-person
                                    Type: Workshop
            

                            
                        Agenda
                                                        

                            
                        Attendance Type: Open to public

                                            Audience Type: Industry,Government,Academia,Other

                                    

                            
                    

                    
 Location

                    Todai-ji Cultural Center
Nara, Japan
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