Conflict and the Computer:
Information Warfare and Related Ethical 1ssues

Sam Nitzberg
Telos Information Protection Solutions
656 Shrewsbury Avenue
Shrewsbury, NJ, 07702

1 I ntroduction

This paper discusses information warfare and ethical issues by providing an overview to the
subject of information warfare, and a brief discussion of warfare and historical notions of just war.
Following this, issues are discussed which describe significant areas of interest to both the
“underdog” and the “fat cat,” those either seeking or holding power, respectively, through the use
of information warfare. A brief guide follows recommending how an organization (small or large)
may defend itself in light of the materia presented, along with an appropriate conclusion.

Information warfare concerns the use (and abuse) of computers and high-technology appliances to
undermine the computing resources of an adversary. This may be done to obtain information
from an enemy, cause havoc among a nation by disrupting its information infrastructure or
industry, or to spread propaganda when other means might not be practical. One popular view
decomposes information warfare and information warfare incidents into three classes. personal
information warfare, corporate information warfare, and global information

warfare] Schwartau,1995]. What distinguishes the three categories is whether the subject of the
attack is an individual, business enterprise, or government, respectively. Information warfareis
closely related to infrastructural warfare, which involves the disruption of a government without
necessarily causing direct loss of life. As more computers connect to systems used by society asa
whole, the capability to use computers to engage in infrastructural warfare will only increase.

The engineer has historically been of significant value to those engaged in warfare. Some of the
more famous examples of technology advancing the state or understanding of warfare include
Leonardo DaVinci’s war machines [Doeser,1994], the use of computers in performing
calculations in developing the hydrogen bomb, breaking of the enigma code in Bletchely Park, and
in Aiken and Jon Von Neuman’s automated generation of ballistic tables.

Today, computers are commonly used to effect computerized command and control systems for
the modern, digitized battlefield. At their core, computers were developed, and remain today, as
weapons. Not long ago, an incident came to light where Dutch hackers had obtained sensitive
information including order-of-battle data by penetrating systems belonging to the Coalition
Forces during the engagement of the Persian Gulf War. This information was offered to sale to
the Iragi government, which feared a ruse due to the value of the information, and declined to
engage in any sort of transaction for the offered intelligence [AP].

The diagram below represents a model of the hacker community at large [Winkler, 1997]. An



interesting consideration | would add is that, contrary to what is indicated in the diagram, the
groups containing Foreign Intelligence Agencies and Criminals are not necessarily mutualy
exclusive in their memberships. By their definitions and charters, most intelligence organizations
conduct operations in other n untries which, by their definitions, areillegal in the target nations.
Additionally, there is the rare case in which a member of an intelligence agency could act in a
criminal manner, unrelated in any fashion to duties related to actual intelligence activity.
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The Hacker Community

Some hackers view their endeavors as being “value-free,” without distinguishing between good
and bad hacking. One popular view among hackersis, “Breaking into a computer should not be a
crime! No one gets hurt and we all learn something. But hurting people with the data or hurting
the computer should beillegal. Having a negative impact should beillegal. You have alot of
benign people going to jail ... They’re not real criminas. They are explorers who are being
persecuted for thinking [Schwartau, 1995].” A more accurate view of the hacker ethic might be
“Don’t get caught,” along with the caveat, “and if you do get caught, cash in and make money.”
Works such as Out of the Inner Circle, and Masters of Deception: The Gang That Rules
Cyberspace relate stories of hackers who were caught and either went on to publish their stories,
or become engaged in security consulting[Landreth, 1985 ; Slatalla, 1995].

At arecent Signals Symposium, asenior U.S. Army officer indicated that the teenage hacker is
just as deadly an opponent as a Force X XI soldier assaulting a position. The role of the computer
asaweapon in and of itself magnifies the consequences of ateenager - or for that member, any
Underdog, who may surreptitiously obtain access to computerized weapons systems. In
traditional warfare, even when corporations are targeted as enemies, the players are tangible:
thereisasignificant risk of a party getting caught and facing severe penalties. Ininformation
warfare, poorly equipped and funded actors (participants in intelligence parlance) can remain
anonymous and create great harm.



The opportunity to cause great harm and remain anonymous heightens the need for individuals
and organizations with computing resources to maintain an ethical balance to their operations.
While countries develop with the rule of law, computing environs often develop with no
significant authentication mechanisms, security policies (roughly analogous to laws), enforcement
mechanisms, or borders. The interesting question regarding the integrity of computer networks,
is often not so much a question of what keeps the networks and their users together, but what
keeps them from breaking apart.

2 Warfare

The Clausawitzian premise, that war is something waged by the state for political ends can be
considered naive, if not incorrect . Those who have waged war do not aways include states
proper, but have included many sorts of socia entities: barbarian tribes, the Church, feudal
barons, free cities, and private individuals [Creveld, 1991].

Due to their growing presence, computers will be increasingly used by organizations to defeat or
undermine their adversaries (rea or perceived). Naturally, anyone using technology to defeat or
injure afoe will feel justified in their actions (as did the “Unabomber” who used his technically
sophisticated, hand-crafted bombs to injure and kill individuals as his way of protesting
technology). The philosophies of Roman just war, medieval just war, and current international
law all acknowledge circumstances in which it is ethically sound to engage in war:

“It will be remembered that medieval and early modern just war
theory, following Roman law and practice, recognized three kinds
of justifying cause for war:defense, retaking something wrongly
taken, and punishment of evil. Positive international law formally
recognizes only defense; yet in practice the concept of defense has
been stretched to include the other two, as in the Falklands war of
1982 (retaking something wrongly taken) and the justification of
“defensive’ nuclear retaliation (punishment of evil). Thelogic of
these international law developments is straightforward, however: if
there is no higher judge of justice than the nation-state, then its
integrity against attack must be paramount, and defense of that
integrity against attack must be the only generally acceptable
justifying cause for use of military force. Both as an elaboration
and regularization of the just war tradition (in the case of the jusin
bello) and as a truncated statement of it (in the case of the jus ad
bellum), international law on war remains a magjor stream of
development of just war tradition [Kelsay, 1995]”.

3 The Underdog, or



Per ception, benefits, and consequences of information warfare for those wanting power

Once upon atime, one of the most feared disadvantages in the weapons race between the United
States and Soviet Union was the “Missile Gap,” the disparity between Soviet and American
missile strength and numbers. This matter has bloomed into the current situation, where the
American and collective Soviet governments (arguably) have more than a sufficient numbers of
missiles for their needs. Cryptography and security form anew pair of gaps the Underdog may use
to its advantage.

The “cryptography gap” encompasses a host of concerns which perplex free governments. With
advances in mathematics and software since the 1960s, software and hardware can be at anyone's
disposal at virtually no cost. While personal privacy has been one of the greatest goals of free
government, there is a price to be borne by governments for the guarantees of privacy offered by
the newer software packages - the governments may be generally unable to access records related
to crimes, insurgency, or personal data. A government may seize all records belonging to a
revolutionary group, and still learn nothing. Software is even available which allows computers to
place telephone calls over the Internet, using strong encryption to protect the calls by making
them indecipherable to anyone who may listen in on the connection. Due to the low cost and high
compatibility of modern cryptographic software, and the widespread presence of computer and
telephone networks with which to exchange messages, cryptography is one of the most cost-
effective instruments available to those making any grand plans towards coups d’ état.

For the individual or small organization, it is generally not too difficult a matter to overcome the
security of alarge computing environment; this brings us to the subject of the “ security gap.”
Large environments, without proper precautions and disciplined policies, can quickly grow to
resemble Swiss cheese when examined from a security perspective. Automated network tools can
be used to analyze computer networks from either inside a corporation's own networks or from
the Internet. The common lack of computing security policies or computing security
infrastructure leave companies wide open to attack; an aggressor often only needs to find one
good security hole to effect hiswill against an enterprise. Thisimbalance provides the Underdog
with very cost-effective options when implementing information warfare methodol ogies to effect
change or conduct a mission/operation.

One reckless method of affecting systems is through the deployment of computer viruses. Viruses
are salf-replicating programs which are automatically copied between computers without the
knowledge of the operators. Under some set of conditions, these programs generaly perform
some function which causes harm. An ex-author of computer viruses, who went by the name
Hellraiser and founded an electronic-format magazine on how to develop computer viruses has
moved on, “The stuff we did was terribly wrong and terribly evil, and I'm probably going to Hell
for it [Wired,1997].” Most viruses are developed as some sort of prank or exercise, but they have
also been used as modes of political expression. The Tiennamen Square Virus is transferred
(through disks) between computers and activates on the anniversary of the Chinese government’s
crackdown on the democratic protesters. Unfortunately, however, once the virus was released
“into the wild,” it could propagate and infect any systems - even those belonging to democracy
loving students anywhere throughout the world. Properly designed, a computer virus could target



and hurt an adversary. Half of the vital chemical weapons logs kept during the Persian Gulf war
may have been lost due to a computer virus [APP,1997]. If some characteristic were known of an
enemy’s systems - for example, if they had certain data or files present, a virus could be
programmed to activate only on systems with that particular characteristic. Note that an enemy
need not be a military adversary, but could include political organizations, corporations, or even
non-profit service organizations.

Dueto societies increasing dependence upon computers for day-to-day transactions and
necessary services, computers will be increasingly targeted by organizations seeking to harm the
Fat Cat, discussed later, especialy as an extension of infrastructural warfare methods. Warnings
have already been issued that terrorist organizations may be looking to expand their capabilities to
include information warfare expertise, especialy as negotiations and diplomatic approaches to
their needs progress, and non-lethal operations become increasingly desirable means for achieving
their ends. A hacker group, the Hong Kong Blondes, has already temporarily disabled a Chinese
communications satellite and has provided a warning to Chinathat there will be increasingly
severe attacks if there are any human rights crisesin Hong Kong[Wired,1997].

One factor often overlooked in the engagement of warfare or conflict is the consequences to the
adversary. Due to the wide and sweeping capacity of computers to operate systems critical to
society and necessary for life (such as medical, traffic, and air-control systems), the aggressor
must take special note to consider the consequences of any actions taken against computing
platforms. The aggressor should not seek to perform reckless harm. While it may be convenient
to consider it fundamentally wrong to inflict harm in any context, there are precedents for just
war, and it is very difficult to conceive of any job or operation which, taken in the proper context,
istotally free of producing harm. One mere practical joke, the Internet worm unleashed by
Robert Morris, produced very definite harm by disabling alarge number of computer systems.

A great many tools which may be used to attack computers are available for free. These include:

Network Scanning Tools
Password Cracking Tools
Deniad of Service Tools
Cryptography Tools

These tools may be used to identify the vulnerabilities present in computers attached to a
company’s or government’ s computer networks, crack and defeat password systems, effectively
deny an organization’s computers the ability to provide the services which it is required to
perform, and establish private communications respectively.

With these tools, any small, loosaly-knit computing interest may become a formidable adversary,
and there is a demand for mercenaries, computer security guns for hire. An example of such a
gun for hireisthe Hanover Hacker described in The Cuckoo’s Egg by Clifford Stoll. The
Hanover hacker had links to both the East German Stasi and the KGB[ Schwartau, 1995].

Attacks may be launched from any location with atelephone and a modem. In all actudlity,



attacks may be launched from Internet cafés with anonymity, and if one isin alocation without
either Internet cafés or telephones, a satellite phone will work nicely. A number of steps may be
taken to anonymize attacks using computers, but borders matter little.

Hackers can use their skills towards their ends, which may range from trivial to political in scope.
By undermining the security of aweb server, they may access any legitimate organization’s web
page and change its contents. Similar attacks are occurring with increasing regularity, and before
and after versions of web pages which have been attacked are available for viewing online
[2600,1997]. In some cases, the hackers have squandered their opportunity to effect change or
promote any political view. One such caseisthat of the hacked CIA’s home page, which was
modified to include alink to “naked women.” In other cases, effective use has been made by the
hacking of the Republic of Indonesia s web page, which was modified on more than one occasion
to include anti-Indonesian, pro East Timor propaganda, and the attack upon the Kriegsman fur
company web page, where anti-fur rhetoric and pleas to harass the staff of the company were
placed on-line. The World Wide Web has been used to perpetrate hoaxes; in one such hoax, an
Internet web page was established claiming proof that airliner TWAB800 (acivilian airliner which
crashed in the shore off of the Long Island Coast) was shot down by an anti-aircraft missile. In
fact, there was no such evidence; but, had this information been placed on the U.S. Department of
Justice home page (which had been hacked previoudly), the Justice department’ s reputation and
credibility could have been severely compromised.

Governmentsin exile could find computers to be very effective toolsin their campaigns for
legitimacy. Computers may be used to disseminate cryptographic keys to ensure private
communications, to establish password-protected and secure pages for operatives to obtain their
assignments, to distribute propaganda, and to collect data on their adversaries, by obtaining both
publicly available information (such asis available on web sites), aswell as by using covert
computer-based means for information gathering. Experienced computer security specialists or
hackers may aso be able to effectively cover their tracks in a number of cases. The computers
can present a “sanitary” battleground on which to conduct operations.

4 The Fat Cat, or
Per ception, benefits, and consequences of information warfare for those having power

The Geneva convention, and its interpretations allow for different treatment for soldiers, who are
protected under its terms, and spies, for whom it offers no such protection. The question of how
civilians caught during conflict using computer warfare methods against companies or
governments must be addressed. A member of a given country’s legitimate armed forces may use
information warfare methods against another nation and be apprehended; in such a case, the
soldier would be afforded protection under the Geneva convention. On the other hand, should an
individual not affiliated with armed services, or in the employ of a nation be apprehended, that
person could easily be regarded as a spy, and be subject to harsher treatment.

Nations and large enterprises can monitor information systems under their domain. During
WWII, wire services were known to produce copies of their communiqués to the U.S. War



Department. Presently, certain governments maintain the right, if not the capacity, to monitor
Internet connectiongCase, 1997 ; Zixiang, 1997]. One theoretical model even outlines how
computers could be used to monitor both voice and video in their vicinity [Nitzberg,1996]. While
such capabilities may be to the advantage of large corporations or governments, there are a great
number of terrible deficits that they must face. More advanced nations (and their industry) are
more vulnerable to having their technology exploited than less technologically sophisticated ones.
Their banking, power, communications, and military infrastructures may all be attacked through
technological and computing platforms.

The following table reports figures which reflect recent analyses of both civilian and DOD (United
States Department of Defense) computer systems, and the rates at which they are attacked or
probed[Gibbs, 1997]. While there is some debate as to how to properly measure and distinguish
individual computer attacks and probes, these figures are generally well respected, and are useful
in comparing the rates of the effectiveness of computer-based attacks against systemsin both
government and industry, and give a good indication as to the state of various organizations
security postures.

GOVERNMENT:
Estimated number of hacker attacks on DOD

in 1995: 250,000

in 1996: 500,000
Estimated percentage that are successful: 65%
Estimated percentage detected by the DOD: Lessthan 1
RESEARCH:
Average number of potentially damaging hacker 6 per week
attempts on Bell Labs networksin 1992, per week
Average number of |less threatening attacks, per 40
week
Average rate of attacksin 1996 No longer tracked.
COMMERCE:
Percentage of banks in recent survey that report 36%
plans to offer Internet banking servicesin 1997:
Percentage of existing bank web sites found to have | 68%
potentialy significant security holes:
Percentage of Web sites selected at random with 33%
such holes:

Tablel - Breaking and Entering

Recent U.S. government estimates indicate that more than 120 countries presently have
information warfare attack capabilities, with most planning to incorporate information warfare
into their overall security strategy. Further, the results of an exercise performed for Office of the
Secretary of Defense for Command, Control, Communications and Intelligence demonstrated the



susceptibility to attack of train routing systems, military systems, including weapons systems,
banking systems, telephone, and power systems in various countries GAO,1996]. Together, these
findings reveal a growing international threat to both government and corporate interests.

5 How an organization protectsitself

An Organizational Security Process Model may be used in securing an organization's computing
assets [Nitzberg,1997]. There are a number of available process models to choose from, but they
should have certain aspects in common. Organizations should have a documented process model
which will ensure their ability to maintain and revise their information security policies, identify
known vulnerabilities in their computing platform, and factors which expose themselves to risk,
and to regularly update their policies, procedures, and security countermeasures. Of paramount
importance is security awareness training.

A number of organizations are taking steps towards spreading information related to ethics and
security by way of education. The ACM (Association for Computing Machinery) sponsors its
annual computing security day in order to promote an awareness of computing security and
related issues. The ACM has adopted its own code of ethics for members, as has the IEEE
(Institute for Electrical and Electronics Engineers) [ACM,1997]. Businesses are starting to
include more computer security training and awareness than has been historically provided, but
more training is needed. Universities have started to incorporate computer ethics into both their
computer science and business curriculums. News stories have been addressing security issues
and the consequences of recent system penetrations with greater frequency and detail than ever
before. With the growth of each of these trends to disseminate information related to computer
security and conflict will come added exposure to the computing populace of the ethical and very
real consequences associated with subversions of computing security mechanisms and
technologies.

In the United States there has been investigation into preventative measures to preclude an
“electronic Pearl Harbor.” One proposal assigns specific government agencies to be responsible
for assisting various sectors in the American Information Infrastructure (which includes
telecommunications, electric power, gas and oil, banking and finance, transportation, water,
emergency services, and continuity of government related concerns and interests). The
philosophy behind this approach is that national and economic security has become a shared
responsibility between government and industry, and that the federal government must collect
appropriate information and share it with industry, while the private sector must take reasonable
actions to protect itself from hackers. This cooperation between government and industry is
viewed as critical, as an attack against the United States may not be directed against its military
organs. Still, debate continues regarding where the various responsibilities are to be drawn, as
well as what costs should be borne by government and by industry[Harreld,1997]. Other nations
will have to confront similar issues.

There are alarge number of unknowns when dealing with computer crime, fraud, abuse,
information warfare, and subterfuge. Governmental organizations often have funding or
manpower problems, or may lack the experience needed to assist an organization. The courts



often fall far behind technology, which is not a new phenomenon, nor is it a Situation unique to
the United States. Recently forming pacts and legal alliances between law enforcement and
judiciary bodies from Canada, France, Germany, Great Britain, Italy, Japan, Russia, and the
United States have the potential to allow quick investigation and uniform penalties for
international criminal activity occurring global networks [Johnson]. There are opportunities,
however, which must be taken advantage of, and which can be used to confront the unknowns.
Organizations and business alliances can form their own computing intelligence groups to help
them defend their systems; they can lobby and press for more meaningful laws and enlightened
interpretations of legidation, and they can educate their personnel as to the risks inherent in the
use of technology.

6 Conclusion

Although there are a great number of players engaging in information warfare and computer
conflict, methods by which computers may be effectively secured are known. Due to the growing
intrusion of the computer into al realms of everyday persona and professiond life, the ubiquity of
computers, and the quickly shared knowledge of their vulnerabilities, companies and organizations
can and must assure their own protection. Thisis not merely of pragmatic concern, but a moral
responsibility and ethical mandate due to the severe consequences to stockholders and customers,
and to populaces as a whole, due to the growing importance and reliance by societies upon
computing systems.
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What i1s Infermation Warfare?

Concernsthe use (and abuse) of computers
and High-Technology Appliances

to Undermine the Computing Resources

of an Adversary
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The Hacker Ethic

Don’t Get Caught.

It Y ou Should Get Caught:
Cash In:
o Write aBook
o Start a Company

Information Protection Solutions

Providing Practical Information Security Solutions



Computer as a\\Veapon

« Bombes Breaking Enigma
e Ballistic Tables
e Command and Control



One Position

... the teenage hacker isjust as deadly an
opponent as a Force XXI| soldier assaulting
a position

Recent Signals Symposium, Senior Army Officer:
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The Hacker Community

Tools and Knowledge |

Criminals A
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CLAUSEWITZ
War is engaged by the State for Political Ends.

But Note - Others have waged War:
e Church
e Barbarian Tribes
e Feudal Barrons
e Free Cities
e Private Individuals
TEOS oomneoemmnsoon: | B
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1l The UNDERDOG

Perception, benefits, and conseguences of
iInformation warfare
for those wanting power
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HISTORICAL VIEW

Missile Gap Example.
Present-Day Imbal ance:

 Cryptography Gap
o Security Gap

The Underdog has Zero-Cost Solutions
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Zero-Cost Solutions

* Network Scanning Tools
» Password Cracking Tools
* Denial of Service Tools

o Cryptography Tools
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Yiruses

Hellraiser - Founded Virus-Writers Magazine:
“The stuff we did was terribly wrong and
terribly evil, and I’ m probably going to

hell for It”
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Tiennamen Sguare Virus

Activateson the Anniversary of the
Crackdown on demacratic protesters.

Note Such Viruses are not presently controlled
following release.
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Weapons Logs

Half of the chemical weapons |ogs kept
during the Gulf War may have beenlost to
a computer virus.
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SANITARY BATTLEGROUND

 Intruders can mask their identity
 Intruderscan mask their location
 Intruders can destroy log data
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IV THE FAT CAT

Perception, benefits, and consequences of
iInformation warfare for those having power
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GENEVA/CONVENTION

o Addressesthe Treatment of Soldiers, not Spies
 Civiliansusing computers to hack could be
treated harsnly, as spies.
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NATIONS CAN MONITOR:

e China

e Vietnam

e Others...
Maintain Right to Monitor Internet
Connections

NOTE: Project ECHELON
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EXERCISE

Office of Secretary for Defense for C3| found susceptibility of:
e Train Routing Systems

« Military Systems

 Weapons Systems

e Banking Systems

o Telephone Systems

e Power Systems

Growing threat to Government and Corporate I nterests.
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GLOBAL POSTURE

« 120 Countries maintain Infowar Capabilities
 Most have plans to Iincorporate Infowar into
their strategic security strategy
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Breaking-and Entering

GOVERNMENT:
Estimated number.of hacker attacks on DOD

in 1995: 250,000

in 1996: 500,000
Estimated percentage that are successful: 65%
Estimated percentage detected by the DOD: Lessthan 1
RESEARCH:
Average number of potentially damaging hacker 6 per week

attempts on Bell Labs networksin 1992, per week
Average number of |ess threatening attacks, per week | 40
Average rate of attacksin 1996 No longer tracked.

COMMERCE:
Percentage of banksin recent survey that report plans | 36%
to offer Internet banking servicesin 1997:
Percentage of existing bank web sites found to have 68%
potentially significant security holes:
Percentage of Web sites selected at random with'such | 33%
holes:
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ITSELF
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Training/Processes

» Organizational Security Process Model
e EthicsPolicies- ACM, IEEE
 Integration into University Courses

e Corporate Awareness
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* Methodsfor Securing Computers are

(Generally) Known.
e Vulnerabilities are Quickly Spread Across

the Web
e Companies and Organizations M ust
Assure their own Protection
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Moral andEthical Mandate;

To Protect the Stockholders, Customers, and
Populaces from the Effects of Systems
Penetrations due to the
Growing I mportance and Reliance
by Societies

Upon Computing Systems
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