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Monday, October 16
10:30am-12:00 noon
Opening Plenary

Wednesday, October 18
7:00pm
Conference Banquet

Thursday, Ocfober 19
10:30am-12:00 noon
Closing Plenary

s v

Lieutenant General Michael V. Hayden, United States Air Force, Director,
National Security Agency/Central Security Service (NSA/CSS), Fort George
G. Meade, MD. As the Director of NSA/CSS, he is responsible for a combat
support agency of the Department of Defense with military and civilian per-
sonnel stationed worldwide.

Dr. David J. Farber is the Alfred Fitler Moore Professor of Telecommuni-
cation Systems at the University of Pennsylvania, holding appointments in
the Computer Science and Electrical Engineering Departments. He was a

principal in the creation and implementation of CSNet, NSFNet, BITNET II,

and CREN, and was instrumental in the creation of the NSF/DARPA funded
Gigabit Network Testbed Initiative.

Dr. Eugene H. Spafford is a Professor of Computer Science at Purdue
University. Spafford is director of the Purdue CERIAS (Center for Education
and Research in Information Assurance and Security). He has authored sev-
eral books and many publications dealing with Internetrelated computer
security. He is respected worldwide for his work in computer ethics and vul-
nerability analysis.

Mr. Mark Rasch is Vice President of Global Integrity Corporation in Reston
Virginia. In this capacity, he advises banks, insurance companies, entertainment
companies, and other Fortune 100 companies on legal and policy issues relat-
ing to doing business in Cyberspace. He has written and lectured extensively on
computer crime, privacy, trademark and trade secret issues on the Internet, and
has been featured in the New York Times, ABC’s Nightline, PBS’ Technopolitics,
CNBC, and NPR as an expert on computer law and policy.

Mr. Michael Mr. Simon Dr. William
Jacobs, Gauthier, Mehuron,
Deputy Divector Deputy Chief, Director,

For Information Information Information
Systems Security, Technology Technology
National Security Security, CSE, Laboratory,
Agency Canada NIST

The Closing Plenary will be a North American Panel Discussion on issues
relevant to Information Assurance, Technology, and Security. The speakers will
discuss common goals and needs for the future of their respective countries.



Earlybird Sessions

8:30am—10:30am

Rooms 301303

Killer Apps—and You’re Dead Meat
(The Code That Shagged Me)

(p- 475)

G. Mark Hardy, Guardent, Inc.

As our computing model shifts from a
well-controlled client-server model to that of
the active desktop, a flood of dangerous and
malicious code is now coursing through
enterprise networks. From Melissa to
ILOVEYOU to the next attack, our tradi-
tional means of screening out malicious
code seem to be letting a lot through. We’ll
take a look at the most significant attacks of
this past year, see how well (or poorly) the
security infrastructure responded, and pro-
vide recommendations as to how you can
better protect yourself in the future.
Technical Degree of Difficulty = 2

Room 324

Conference Overview—Welcome
Newcomers
Mark Wilson, NIST

The NIST Program Chair for this
year’s Conference will welcome
newcomers to the 23rd NISSC and
help them navigate their way through
their many choices during the
next 3.5 days.
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Please Note: Presentations have been graded as to their
degree of technical difficulty—with 1 being the least

iss the

Room 330

Paper Session: Student Papers
Session Chair: (TBD)

The Competitive Intelligence and
National Security Threat From Website
Job Listings

Jay Krasnow, Georgetown University

The Case for Beneficial Computer
Viruses and Worms—A Student’s
Perspective

Greg Moorer, Mississippi State University

Subliminal Traceroute in TCP/IP

Thomas E. Daniels, Purdue University

Rooms 331332

Incident Response Fundamentals
Eric Winterton, Arca Systems, An Exodus
Communications Company
This session will introduce the student to the
basic definitions, concepts, and procedures of,
or relating to, incident response. By the end of
the session, attendees will be able to answer the
following questions:
*  Who can help me respond to an
incident?
e What are the main elements of an incident
response team?
* How do I REACT to a perceived incident
(anomaly)?
* How does the Incident Response Team
RESPOND to a reported anomaly?
¢ How do IRECOVER in the wake of an
incident?
Technical Degree of Difficulty = 1

CEREMONY

Ceremony: 5:30 p.m., Room 310

Reception: 6:15 p.m., Pratt Street Lobby

difficult and 5 being the most difficull.
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\“ Monday, October 16, 2000

10:30am—12:00noon

Rooms 307310

Opening Plenary
Opening Plenary Keynote Speakers:

Lieutenant General Michael V. Hayden, USAE,
Director, National Security Agency/Central Security
Service (NSA/CSS)

Dr. David J. Farber, Alfred Fitler Moore Professor of
Telecommunication Systems at the University of
Pennsylvania

National Computer Systems Security
Award Winner:

The NIST Information Technology
Laboratory and the NSA National Computer
Security Center present the 2000 National
Computer Systems Security Award to Dr. Eugene
H. Spafford, Professor of Compuler Science at
Purdue University.




Monday, Ocfober 16, 2000
1:30pm—3:00pm

Rooms 301-303

The Systems Security Engineering
Capability Maturity Model (p. 503)
Karen Ferraiolo, Arca Systems, An Exodus
Communications Company

The Systems Security Engineering Capability
Maturity Model (SSE-CMM) was developed with
the objective of advancing security engineering
as a defined, mature and measurable discipline.
The model and its accompanying appraisal
method are currently available tools for evaluat-
ing the capability of providers of security engi-
neering products, systems, and services as well as
for guiding organizations in defining and
improving their security engineering practices.

This tutorial describes the SSE-CMM and its
appraisal method. In addition, a discussion of
the application of the SSE-CMM looks at issues
as they present themselves throughout a system
acquisition, from RFP, through development,
and to system operation.
Technical Degree of Difficulty = 3

Room 307

Future of Information Security

(p. 489)

Chair: G. Mark Hardy, Guardent, Inc.

Jeff Moss, DEF CON Communications

Winn Schwartau, Interpact Associates

Peter Shipley, OneSecure, Inc.

Ira Winkler, Information Security Advisors Group
Back by popular demand, this was one of last

year’s most popular panels. Here’s a great

opportunity to meet with five of the most experi-

enced security experts in the industry today: Jeff

Moss, Winn Schwartau, Peter Shipley, Ira

Winkler, and G. Mark Hardy. These experts will

discuss their vision of the future of information

security, what roles corporate, hacker, technical,

and penetration experts will play, and offer recom-

mendations on how you can benefit from this

insight.

Technical Degree of Difficulty = 2

following Session/ paper

¢’ Litle point to page in
- Conference Proceedings.

http://csrc.nist.gov/nissc/

Room 308

AES and Beyond (p. 490)
Chair: Elaine Barker, NIST
Jim Foti, NIST
(TBD)—Submitter of the selected AES algorithm
Bill Burr, NIST
Marcus Leech, Nortel Networks

The end of the AES development process is
now in sight. The algorithm has been selected,
and the draft standard is ready for public com-
ment. After nearly four years of intensive effort,
what has been accomplished? What has been
learned? What would we do differently? What
are the next steps in making AES the interna-
tional standard that was intended? And—what
lies beyond AES? NIST is in the process of initi-
ating a number of other cryptographic activities,
including a standard specifying modes of opera-
tion for symmetric key block ciphers (e.g., AES),
an HMAC standard, a key management stan-
dard, a new and enlarged hash function that is
consistent with the AES key sizes, and an
increase in key sizes for the Digital Signature
Algorithm (DSA).
Technical Degree of Difficulty = 2 to 3

Room 303

NIAP/Common Criteria Scheme
Presentations
Chair: Tom Anderson, NSA

Room 310

Effective Risk Analysis (p. 494)
Thomas Peltier, Netigy Corporation

The dictionary defines RISK as “someone or
something that creates or suggests a hazard.. In
today’s environment, it is one of the many costs
of doing business or providing a service.
Information security professionals know and
understand that nothing ever runs smoothly for
very long. Any manner of internal or external
hazard or risk can cause a well running organiza-
tion to lose competitive advantage, miss a dead-
line, or suffer embarrassment. This session will
review the current practical application of cost-
effective risk analysis.
Technical Degree of Difficulty = 3

Rooms 327—323

The Secret and Below Interoperability
(SABI) Process—Continuing the
Discovery of Community Risk (p. 492)
Chair: Mark Loepker, NSA

Curtis Dukes, NSA

Charles Schreiner, NSA

Willard Unkenholz, NSA

Corky Parks, NSA

Dallas Pearson, NSA

Warner Brake, DISA

Secret and Below Interoperability (SABI) is
an Information Assurance initiative mandated
by the Assistant Secretary of Defense for
Command, Control, Communications, and
Intelligence (ASD/C3I). SABI improves the
security posture of all secret and below DoD sys-
tems by using a community-based risk accept-
ance approach. During the discussion about the
current status of the SABI program, the panel
will focus on the progress and impact of the
National Information Assurance Certification
and Accreditation Process (NIACAP), NSTISSI
1000.

Technical Degree of Difficulty = 2 to 3

Room 330

Paper Session: Intrusion Detection
Session Chair: (TBD)

Fuzzy Data Mining and Genetic
Algorithms Applied to Intrusion
Detection (p. 13)

Susan M. Bridges, Mississippi State Universily

Next Generation Intrusion Detection:
Autonomous Reinforcement Learning of
Network Attacks (p. 1)

James Cannady, Georgia Institute of Technology

Multiple Self-Organizing Maps for
Intrusion Detection (p. 32)

Brandon Craig Rhodes, Georgia Institute of
Technology

Rooms 331—332

Themes and Highlights of the New
Security Paradigms Workshop 2000
(p. 515)
Chair: Steven J. Greenwald, INFOSEC Consultant
Simon N. Foley, University College, Cork, Ireland
Cynthia Irvine, Naval Postgraduate School
Kai Rannenberg, Microsoft Research Cambridge, UK
Emilia Rosti, Universita degli Studi di Milano, Italy
This panel will highlight a selection of some
of the most interesting and provocative papers
from the 2000 New Security Paradigms
Workshop (NSPW), held September19-21 in
Ballycotton, County Cork, Ireland. In keeping
with the NSPW philosophy, this panel will chal-
lenge many of the dominant paradigms in infor-
mation security. It will be highly interactive; we
expect lively exchanges between the panelists
and the audience. Come prepared with an open
mind and a willingness to question and com-
ment on what our panelists present and be sure
to strap on your seat belt! The panel will consist
of four authors selected with great pain and dif-
ficulty from the great papers presented at the
last NSPW.
Technical Degree of Difficulty = 3



e
3:30pm—5:00pm

Rooms 301303

The National Security Agency’s Use of
the Systems Security Engineering
Capability Maturity Model (SSE-CMM)
(p. 529)
Chair: Mary D. Schanken, NSA
Paul W. Boudra, NSA
Charles G. Menk III, NSA

NSA began the effort to develop a CMM for
security engineering in 1993, with the hopes that
the security engineering community would
become involved to help define the criteria
against which they might be assessed in the
future. Learning from the past, NSA believed
this approach would be more successful and
accepted than if NSA were to issue it as a
requirement. Over 50 government, industry, and
academic organizations developed the Systems
Security Engineering Capability Maturity Model
(SSE-CMM) and its appraisal methodology. This
panel will address a few of the ways that the
National Security Agency is using the SSE-CMM.
Technical Degree of Difficulty = 2

Room 307

Evaluation Scope:
Does One Size Fit All? (p. 522)
Chair: John Doody, CESG, UK
David Hodges, CESG, UK
Adrian Price, Ministry of Defence, UK
Bill Simpson, Borderware
Janet Scruby, Syntegra CLEF

Every evaluation has a scope, what is
included in the evaluation and what is not. The
scope of any evaluation depends on the devel-
oper, his customers and the scheme under
which the product is to be evaluated. They all
have different requirements and perspectives of
what the scope of evaluation should be. These
differences have always existed, but growth of
distributed applications, such as e-commerce,
and the diversity of secure products needed to
support them is forcing the evolution of what is
an acceptable evaluation scope. The panel will
examine the issues associated with evaluation
scope from the perspective of the developer, his
customers and the UK’s Scheme.
Technical Degree of Difficulty = 2

following session/paper

Litle point to page in
Conference Proceedings.

hEEp://csrc.nist.pov/nissc/

Room 308

State of Key Recovery:
Government and Industry
Chair: Santosh Chokhani, CygnaCom Solutions/an

Entrust Technologies Company
Donna Dodson, SSA
Diane Dunshee, NSA
Santosh Chokhani, CygnaCom
Craig Shelton, The Mitre Corporation
Sekar Chandersekaran, Microsoft

As Government agencies use PKI technology
for confidentiality (i.e., encryption of communi-
cated messages), key recovery will play an
increasingly important role. The well designed
key recovery system ensures that the authorized
managers within the organization can decrypt
the communication while the employee is not
available. The purpose of this session is to
provide a status of the various key recovery
initiatives in the Government and to provide a
description of the capabilities in the commercial
products.
Technical Degree of Difficulty = 3

Room 309

National Information Assurance
Partnership—2001
Chair: Ron Ross, NIST
L. Arnold Johnson, NIST
Gene Troy, NIST
Peter Mell, NIST

The National Information Assurance
Partnership (NIAP) is a U.S. Government initia-
tive originated to meet the security testing needs
of both information technology (IT) consumers
and producers. This session will provide updates
on several high visibility NIAP projects to
include smart card security specification, secu-
rity in healthcare systems, automated security
testing, development of security specifications
for critical information technologies, specifica-
tion tools and techniques, and the Common
Criteria evaluation and validation program.

Room 310

Network-Based Contingency Plans
Thomas Peltier, Netigy Corporation

Attempting to complete an organization-
wide or even a data center disaster recovery plan
can be a daunting task. However, by using some
tested project management techniques, the
process can be divided into a manageable
undertaking. In this session we will review the
process used by successful DRP developers and
how they break down the processes and then pri-
oritize the tasks. By identifying what needs to be
done first, the efforts of the DRP team can be
concentrated on those elements that will pro-
vide the organization with the quickest return
on its investment.
Technical Degree of Difficulty = 3

Monday, Ocfober 16, 2000

Rooms 3271323

Department of Defense (DoD) Wide
Information Assurance Program (DIAP):
Current Initiatives (p. 525)
Chair: Captain J. Katharine Burton, USN, DoD
Terry Bartlett, DIAP
George Bieber, DISA
Jim Christy, DIAP

This panel will begin with an overview of
where the DIAP stands today and what activi-
ties/initiatives have been accomplished in the
past year. Following that will be presentations on
three areas where significant effort is currently
being spent: IA Metrics, IT/IA Professiona-
lization and Law Enforcement. Each presenter
will discuss where that initiative currently stands,
what activities are going on within DoD and the
various services/agencies, and what the activity
will contribute to the improvement of the IA
posture of the Department.
Technical Degree of Difficulty = 3-4

Room 330

Paper Session:
Practices, Curses, and Risks
Session Chair: (TBD)

Best Security Practices:
An Overview (p. 56)
Guy King, Computer Sciences Corporation

The Curse of Service: Civil Liability for
Computer Security Professionals (p. 43)
Arthur J. Wylene, New College of California School
of Law

Visualizing Risks: Icons for Information
Attack Scenarios (p. 71)
Hilary H. Hosmer, Data Security, Inc.

Rooms 331332

Security and Source-Available Systems:
Risks and Opportunities (p. 531)
Chair: Peter G. Neumann, SRI International
Jay Beale, Bastille Linux
Crispin Cowan, WireX Communications, Inc.
Eric Raymond, Open Source Initiative

Today’s mass-market proprietary closed-
source software seriously impedes efforts to
improve installed systems in response to recogni-
tion of new vulnerabilities and risks. Source-
available software provides a potential
alternative, enabling open collaborative efforts,
widespread review of source code, rapid generation
and acquisition of fixes, and a broad community of
collaborators. Additional benefits also accrue from
well-defined open requirements and open
specifications. This panel will explore the source-
available alternatives and how they might best
contribute to the development and operation of
meaningfully robust secure systems.
Technical Degree of Difficulty = 2 to 4




Tuesday, Ocrober 17, 2000

8:30am—10:00am

Rooms 301303

Aspects of InfoSec: The UK View (p. 562)
Chair: John Doody, CESG, UK

Roger Griffin, Civil Service College, UK

Terry Wells, Department of the Environment, UK
John Laskey, Home Office, UK

John Peters, Ministry of Defence, UK

In 1997, the UK Government launched a pro-
gramme called “Modernising Government.” The
aim was to have government departments con-
nected electronically and allow the UK citizen to
access government departments. Part of the
Modernising Government initiative was the launch
of the Government Secure Intranet (GSI).

The challenge facing the security authorities
was how to implement a secure architecture that
would allow the safe handling of both classified
and unclassified information. This presentation
will highlight the development of the GSI, case
studies associated with the rules in place to join
the GSI and the impact and relevance of BS7799
in setting security standards.

Technical Degree of Difficulty = 3

Room 307

Certified vs Secure (p. 533)
Chair: Jon David, Lehman Brothers
Sarah Gordon, IBM
Tim Polk, NIST
Dan Woolley, Global Integrity Corporation
Fred Kolbrener, Xacta Corporation

Proper products and processes are necessary to
secure systems and operations, but this implies the
ability to accurately differentiate between alterna-
tives. Few of us have either the ability or time to
attempt formal comparative evaluations. We look to
outside certifiers, but how good are they, how hon-
est are they, how do their results apply to specific
requirements? This session examines the implica-
tions of various types of certification, and suggests
ways to best use what’s available.

Room 308

Achieving Global Trust in an e-World
(p. 536)

Chair

Richard G. Wilsher, the Zygma partnership, GB

Panelists
Michael S. Baum, VeriSign inc., US
Caelen King, Baltimore Technologies plc., IE
Helmut Kurth, atsec GmbH, DE

The ISSC has a long and respected heritage
as an important event in the field of information
security. However, in recent years the influence
of ‘infosec’ has spread pervasively into the com-
mercial domain; in that time its scope has also
become fundamentally international. This panel
has come about because its members believe

that it is appropriate for the ISSC to now adopt a
broader approach and to reach out to a much
wider international audience. This session will
bring to a largely US audience some specific
European perspectives and awareness of ongo-
ing work. It is intended to be interactive, even
provocative: members of the audience will be
invited to respond and debate the issues in
terms of the relevance of this work to the US
business environment and exploring ways in
which joint cooperation could be fostered.
Technical Degree of Difficulty = 3.5
(Business-focused; not for pure techies.)

Room 303

Common Criteria Tools: A Status and
Demonstration (p. 588)
Chair: Kris Britton, NSA
Gary Grainger, Mitretek Systems
Jim Williams, Independent Consultant

This panel will provide a demonstration of the
Common Ciriteria Toolset (i.e., CC Toolbox™, CC
Profile Knowledge Base™ ) developed by the
National Information Assurance Partnership for
information security professionals responsible
for writing and justifying security requirements.
It will include an explanation of the latest
updates as well as a plan for its continued devel-
opment in 2001.
Technical Degree of Difficulty = 3

Room 310

Preparing for Intrusion Detection (p. 553)
Thomas Peltier, Netigy Corporation

Systems and networks are subject to attacks
both internally and externally. The increasingly
frequent attacks on Internet-visible systems
could be attempts to steal your company jewels,
personal employee and customer information,
or use of your computer resources. Intrusion
detection systems collect information from a
variety of vantage points within the operating
systems and networks. This session will examine
intrusion-detection and vulnerability-assessment
technologies that will allow your organization to
protect the enterprise from losses associated
with network security problems. We will review
how intrusion detection and vulnerability assess-
ment products fit into the overall security archi-
tecture; case histories; and product features.
Technical Degree of Difficulty = 3

following Session/paper

£ Litle point to page in
~= Lonference Proceedings.

http://csrc.nist.gov/nissc/

Rooms 3271323

Progress of the Best Security Practices

Subcommittee (p. 550)

Chair: James P. Craft, United States Agency for
International Development (USAID)

Marianne Swanson, NIST

Mary Schanken, NSA

Marty Poch, EPA

Michael T. Hovey, Computer Sciences Corporation
The CIO Council’s Best Security Practice (BSP)

project fills the security knowledge gap between

episodic professional classroom training and disor-

ganized electronic bulletin board discussion

threads by providing a structured capability for all

Federal IT professionals to share firsthand infor-

mation regarding their security implementation

experiences. Upon accessing the BSP website

(http://bsp.cio.gov) users can easily obtain infor-

mation most relevant to their unique needs.

Technical Degree of Difficulty = 2

Room 330

Paper Session: Access Control
Session Chair: (TBD)

Push Architectures for User Role
Assignment (p. 89)
Venkata Bhamidipati, George Mason University

A Role-Based Delegation Model and
Some Extensions (p. 101)
Ezedin Barka, George Mason University

Generalized Role-Based Access Control
for Securing Future Applications (p. 115)
Michael ]. Covington, Georgia Institute of Technology

Rooms 331332

Security and Quality of Service
Interactions (p. 583)

Chair: Susan Hinrichs, Cisco Systems, Inc.
Klara Nahrstedt, University of Illinois
John McHugh, CERT Coordination Center
Partha Bhattacharya, Cisco Systems, Inc.

Security and quality of service (QoS) are two
critical network services in today’s inter-networked
world. Security mechanisms are used to provide
proof of identity, preserve protected information,
and ensure that information received has not been
tampered with. Quality of service enables multi-
media and other real-time services to use public
data networks instead of more expensive dedicated
networks. This panel session will be geared for
attendees interested in network management and
design. In particular, this session will be of interest
to attendees responsible for the security and/or
quality of service aspects of network design and
management.

Technical Degree of Difficulty = 4



e
10:30am—12:00 noon

Rooms 301303

Security in Business-to-Business
e-commerce (p. 598)
Chair: Jeremy Epstein, webMethods
Igor Balabine, Nelfish
David Burdett, CommerceOne
Frank Jaffe, Clareon

Business-to-Business (B2B) e-commerce has
become one of the hottest topics this year. This
panel will discuss some of the key areas for secu-
rity in B2B today and in the future, including:
reliance on PKI in a world of billion dollar trans-
actions; keeping attackers at bay when ordering
systems are online; privacy in an international
context with import/export regulations; know-
ing that a transaction is properly authorized,;
sharing with trading partners without becoming
vulnerable; audit trails; managing security in a
world of rapidly changing standards; electronic
payments; privacy implications of B2B; solving
business-to-government, government-to-business,
and government-to-government challenges.
Technical Degree of Difficulty = 3

Room 307

PKI—Sham or Salvation? (p. 589)
Chair: Jon David, Lehman Brothers
Padgett Peterson, Lockheed-Martin
Tim Polk, NIST
Fred Cohen, Sandia National Laboratories

PKI is touted as the thing that will make the
Internet in general, and e-commerce in particu-
lar, secure. Just what is PKI, though? Is it as good
as the vendors say it is, or is it just another ploy
of the marketroids to foist pseudo-solutions on
an unsuspecting user base? This session looks at
these questions, and answers them. This session
will set forth the intended purposes of PKI, and
the related equipment, techniques, protocols,
etc. [t will detail the benefits it offers, and show
how the various components interact to provide
the security/authentication/non-repudiation/
etc. associated with it.

, Note:
* | Numbers in parenthesis

a following Session/paper
. titl point to page in

| - Conference Proceedings.
st.gov/nissc/

hEEp://csrc.ni

Room 308
Guideline for Implementing Cryptography
in the Federal Government (p. 594)
Annabelle Lee, NIST

The purpose of the Guideline for Implementing
Cryptography in the Federal Government (SP 800-21)
is to provide guidance to Federal agencies on
how to select cryptographic controls for protect-
ing Sensitive Unclassified information. The
Guideline focuses on Federal standards docu-
mented in Federal Information Processing
Standards Publications (FIPS PUBs) and the
cryptographic modules and algorithms that are
validated against these standards. This guideline
was written for federal employees who are
responsible for designing systems, and procur-
ing, installing, and operating security products
to meet identified security requirements. The
purpose of the presentation is to provide an
overview of this guideline.
Technical Degree of Difficulty = 3

Room 309

Innovative Uses of the Common Criteria
(p. 613)

Chair: Terry Losonsky, NSA

Jack Sherwood, USN,DoD

John Mildner, USN, DoD

Peter Sargent, COACT Inc.

The session introduces the audience to inno-
vative ways the Common Criteria is used to solve
Information Assurance (IA) challenges.
Technical Degree of Difficulty = 3

Room 310

Privacy in the Information Age (p. 597)
Chair: Blaine W. Burnham, University of Nebraska
at Omaha
Jeffrey Hunker, National Security Council
John Hale, University of Tulsa
David L. Sobel, EPIC
Simpson Garfinkel, Information Security Specialist
One of the most potentially disruptive conse-
quences of the Information Age is the impact on
personal privacy. The ability for so many to know
so much about everyone is growing at an
unprecedented rate. Historically, this accumula-
tion of individual personal information has been
perceived by the public as sort of a necessary
evil, particularly in the case of the credit report-
ing services. The extent of the accuracy of that
information, the ease or circumstance under
which it was gathered, and the extent to which
that information was shared or sold was thought
to be more-or-less understood by the public and
the sense of personal invasion was limited. Now
all bets are off. In Cyberspace, technology
enables the recording and reporting of actions
without any personal knowledge or awareness.
The practice of collecting, consolidating, inter-
preting, and reselling personal information is

Tuesday, Ocrober 17, 2000

for all intents unregulated and, possibly more
importantly, not available to the individuals.
There is a growing concern for the potential
abuses of personal information. This panel
attempts to illuminate the many sides to the dis-
cussion. What is the government role? What is
actually going on—how bad is it out there? What
is the commercial sector trying to accomplish?
Technical Degree of Difficulty = 2

Rooms 327—1323

Critical Infrastructure Protection for
Chief Information Officers or CIP for
CIOs (p. 596)
Chair: John C. Davis, Mitretek
John M. Gilligan, Department of Energy
Col John E. Whiteford, USAF, NSA
Linda Burek, Department of Justice

Since the signing of the Presidential Decision
Directive on Critical Infrastructure Protection
(CIP) and the publication of the National Plan
for Information System Protection, CIOs have
new responsibilities. They must protect the infra-
structures of their departments and agencies;
help to make the government a model for the
private sector; and transition the lessons learned
from the successful Y2K effort to CIP. The panel
will explore how CIP responsibilities will be
accomplished in their organization.
Technical Degree of Difficulty = 2

Room 330

Paper Session: Malicious Code
Session Chair: (TBD)

The Evolving Virus Threat (p. 141)

Carey Nachenberg, Symantec Corporation

The Cracker Patch Choice: An Analysis
of Post Hoc Security Techniques (p. 154)

Crispin Cowan, WireX Communications, Inc.

Antivirus Software Testing for the New
Millennium (p. 125)
Sarah Gordon, IBM Research

Rooms 331—332

RSA Digital Signature Standards (p. 775)
Burt Kaliski, RSA Laboratories

Standards, theory and practice have resulted
in a variety of digital signature schemes based on
the RSA public-key cryptosystem, including
PKCS #1, ANSI X9.31, and the Bellare-Rogaway
Probabilistic Signature Scheme (PSS). This pres-
entation describes these schemes and gives a
strategy for improving long-term security as well
as interoperability of digital signature standards
based on the RSA algorithm.
Technical Degree of Difficulty = 4
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Rooms 301303

Protection of B2B Exchanges and Vendor
Operations (p. 638)

Chair

Charlie Baggett, Risk Management

Associates, Inc.

Panelists
Tim Ehrsam, Oracle Corporation
Nick Piazzola, VeriSign
Gary Secrest, Johnson & Johnson

This panel will address the risks and reme-
dies associated with the security of operating
business-to-business (B2B) exchanges and ven-
dor web sites. Every new technology and para-
digm brings with it new risks, and B2B Internet
business is no exception. This panel will discuss
the risks associated with this new business area
and the remedies which can be applied to
reduce those risks. Panelists will come from the
commercial sector, defense/commercial indus-
try Internet security, and government.

Room 307

Federal Bridge Certification Authority
(FBCA) Demonstration and Panel—
Part I (p. 614)

Chair

Richard A. Guida, Federal PKI Steering Committee

Panelists
Tim Polk, NIST
Stanley Choffrey, GSA
Dave Fillingham, NSA

This panel will discuss efforts to establish and
operate a Federal Bridge Certification Authority
(FBCA) to support peer to peer, non-hierarchi-
cal interoperability among disparate agency PKI
domains. The discussion will cover: (a) how
interoperability among Federal agency PKI
domains may be effected on a policy and techni-
cal level; (b) why the FBCA concept has
emerged as the most attractive solution; (c) how
the FBCA has been implemented and tested in
prototype form; (d) how the production FBCA is
being developed; (e) what the principal chal-
lenges are on a policy and technical level; and
(f) how the FBCA activities will be managed pur-
suant by a Federal PKI Policy Authority. Part I
of this session will follow immediately at 3:30pm.
Technical Degree of Difficulty = 3 to 4

Room 308

Incident Response—Stopping Them
Dead in Their Tracks (p. 624)
Chair: Jon David, Lehman Brothers
Robert Stone, UUNET Technologies
Jim Duncan, Cisco
Bill Hancock, Exodus Communications
Richard Reybok, Merrill Lynch

When security fails, as it always has done and
will always continue to do, reaction to breaches
is of prime importance. This session defines inci-
dents, tells what you can — and can’t — expect
from your ISP and other upstream providers,
gives a real world approach to actual responses,
and discusses the involvement of others, from
local through an international level, as neces-
sary. (This is the first of a double session on
Incident Response. The second session will
immediately follow this session at 3:30pm.)

Room 303

The Common Criteria Structures: The
Healthcare Response to Security
Regulation (p. 652)
Chair: Lewis Lorton, Forum on Privacy &

Security in Healthcare
Lisa A. Gallagher, Exodus Security Services
Paul Zatychec, EWA-Canada Ltd.
Leslie Spiece, University of Wisconsin
Alan Brown, McKenna & Cuneo

This panel will provide an accurate general
understanding of how the Common Criteria can
order the healthcare industry. Panelists will pro-
vide viewpoints from different segments of the
community. Topics covered in this panel
include: viewpoints of the various industry sec-
tors; benefits to various industry segments; driv-
ers for the use of the Common Ciriteria;
obstacles to completion; relationship to regula-
tory requirements; and risks to the healthcare
industry from an un-regularized security process.

Room 310

Operational Computer Forensics—
The New Frontier (p. 632)
Michael J. Corby, Netigy Corporation

There can be no doubt that preventing
unwanted access to systems is a good thing. But
what happens if somehow a chink in the armor
is revealed. Computer forensics is a new specialty
that can identify the proper procedures for col-
lecting evidence in a manner suitable for use in
apprehending and prosecuting security viola-
tors. The first part of this session will identify key
elements in building an effective Computer
Forensics program. The second part will focus
on ways to configure clients and servers in a
LAN to facilitate forensic data collection.

Room 330

Paper Session: Case Studies
Session Chair: (TBD)

Using B Method to Formalize the Java
Card Runtime Security Policy for a
Common Criteria Evaluation (p. 179)
Stéphanie Motré, Gemplus, France

Penetration Analysis of a Xerox
Docucenter DC 230ST: Assessing the
Security of a Multi-Purpose Office
Machine (p. 167)

Benjamin A. Kuperman, Purdue University

Analysis of Terminal Server Architectures
for Thin Clients in a High Assurance
Network (p. 192)

Cynthia Irvine, Naval Postgraduate School

Rooms 331—332

Information Assurance Metrics: Prophecy,
Process, or Pipedream? (p. 640)

Chair: Ronda R. Henning, Harris Corporation
Michael J. Skroch, DARPA

John McHugh, Carnegie Mellon Center for

Survivable Systems
John Michael Williams, JMW Trading Company

Information Assurance has long been consid-
ered a “black art’—a good security engineer
knows a good security design or implementation
by intuition, not by quantifiable measures.

This panel seeks to present four perspectives
on information assurance measurement: 1) The
perspective of information assurance metrics
being attainable in the near term, if a disci-
plined, scientific approach is applied to the
problem; 2) The perspective that service level
agreements provide a near term approach to
determining the information assurance capabili-
ties of a service provider; 3) The perspective of
useful assurance processes with the use of audit-
ing to ensure process execution, with the realiza-
tion these assurance processes will never replace
good, basic assurance mechanisms; and 4) The
perspective of the information assurance com-
munity learning from the software engineering
disciplines and their repeated attempts to turn
good software development practices into a
quantitative measurement-based science before
information assurance metrics take a similar
path.



e
3:30pm—5:00pm

Rooms 301303

Enterprise Security Infrastructure: A
Managed Approach (p. 669)
J. Greg Hanson, Telos Corporation

This presentation will define the demands and
issues related to centralized management of secu-
rity technologies, then clarify the advantages of
providing centralized management of security
infrastructure under the same enterprise manage-
ment system as used for the enterprise IT network.

Room 307

Federal Bridge Certification Authority
(FBCA) Demonstration and Panel—
Part II
Chair: Richard A. Guida, Federal PKI Steering

Commiltee
Tim Polk, NIST
Stanley Choffrey, GSA
Dave Fillingham, NSA

This panel will discuss efforts to establish and
operate a Federal Bridge Certification Authority
(FBCA) to support peer to peer, non-hierarchi-
cal interoperability among disparate agency PKI
domains, and ultimately with PKI domains exter-
nal to the Federal government. The discussion
will cover: (a) how interoperability among
Federal agency PKI domains may be effected on
a policy and technical level; (b) why the FBCA
concept has emerged as the most attractive solu-
tion; (c) how the FBCA has been implemented
and tested in prototype form at the Electronic
Messaging Association Challenge 2000 confer-
ence in April 2000; (d) how the production
FBCA is being developed; (e) what the principal
challenges are on a policy and technical level
(including directories and clients); and (f) how
the FBCA activities will be managed pursuant by
a Federal PKI Policy Authority.
Technical Degree of Difficulty = 3 to 4

Room 308

Incident Response—Tracking Them
Down—Part II
Bill Hancock and Charles Neal, Exodus
Communications

Ok, you've found out you've been attacked,
cracked or hacked (depending upon your defi-
nition). You may even have stopped it success-
fully—for now. The problem remains: what do
you do about finding out where the attacker is
coming from and what can you do to mitigate
damage in the future or deal with the attacker in
real-time when it happens again. The speakers
in this session have been there and done that.
Both have many years in tracking down, literally,
hundreds of hackers, crackers, cyberterrorists,
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extortionists and other manners of cybercrimi-
nals. This session will provide insight on how to
properly track incoming attacker activities, the
use of technologies such as “clean” Trojan Horse
programs to deceive attackers, the use of “honey
pot” and other “attractor” techniques, evidence col-
lection and preservation, chain of custody issues,
what law enforcers need and want on prosecutions,
and the myriad of other information needed to suc-
cessfully track attackers to their lair and get law
enforcement engaged to prosecute.

Room 303

The Healthcare Vertical Turns Its Eyes
on Security—The Impact of HIPAA and
other Legislation on Security Engineering
(p. 671)
Lisa A. Gallagher, Exodus Security Services; and
Lewis Lorton, Forum on Privacy and Security in

Healthcare

This session will provide an accurate and gen-
eral understanding of relevant healthcare legisla-
tion, and will provide specific understanding of
patient rights and the requirements for use, disclo-
sure and authorizations for patient records. Topics
to be covered in this session include: a history of
privacy and security regulations for healthcare,
HIPAA and administrative simplification, relevant
regulations that flow from HIPAA, how this affects
security engineering, compliance issues, and impli-
cations of noncompliance.

Room 310

Information Systems Survivability:
Protecting Critical Systems (p. 656)
Chair: Robert J. Ellison, CERT Coordination Center
Richard C. Linger, CERT Coordination Center
John McHugh, CERT Coordination Center
Increasing societal dependence on large-scale,
distributed information systems amplifies the con-
sequences of intrusions and compromises. It is
vital that these critical systems survive to provide
essential functions even when operating under
adverse circumstances. The objective of this tuto-
rial is to describe practical techniques for surviv-
ability analysis and design that attendees can apply
in their own environments. In particular, the tuto-
rial introduces the Survivable Network Analysis
(SNA) method developed by the SEI's CERT/CC,
as a means to assess and improve survivability and
security characteristics of planned or existing
information systems. The SNA method introduces
concepts of mission survivability, essential services,
intrusion scenarios, intrusion resistance, recogni-
tion and recovery (the three R’s), and Survivability
Maps. The tutorial will present a case study of sur-
vivability analysis, and will discuss survivability
research activities.
Technical Degree of Difficulty = 3

Tuesday, Ocrober 17, 2000

Rooms 3271323

Access Certificates for Electronic Services
(ACES)—Enabling Government to Citizen
Interaction via the Internet (p. 654)
Chair: Judith Spencer, GSA
David Temoshok, GSA
Stanley Choffrey, GSA

The Access Certi