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Initiatives
Case study accomplishments
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raGaral Program
ViISSIon ement

)N sharing partnership

aN( pub*c sectors for the
g the nation’s critical

Inst attacks or failure

and to sup olf au. FBI investigative programs,
especially Counterterrorism,
Counterintelligence, and Cyber Crime.



EXxpanded from 3 cities in 1996
10 all Eieldl Offices today

84 Chapters with more than
13,273 members (2/8/06)

Local Governance

Ay SHppon R 4

..I'_... ' \ f’

National perspective



VIEEWREFE €

B Aogllearis for memb'

NiearetnELY)Fa g EE! LO:
= Vetting:
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record c

ure: Members
agree to protect this restricted
Information to the extent

reguested by the submitter
Admonishments




=Eofmealstructure
_Flartn 'reJJrJrJJrJJ, =i ana :‘a'ustryjust met and
2l IEGRUIENIREISHIEE InfaGard”

SRIeIEIREIRCUSHANEaNe get EBI approval each time it
Wanted teracuunder the In name. Sometimes the

=Bl ¢ o0 approve What industry wanted:

InfraGard s EBI participants and InfraGard’s industry
participants

Members of “FBI InfraGard,” some with business cards,
began to look like they represented the FBI
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g'gned a Memorandum of
- Understanding defining their
relationship with each other.

The INMA may establish
relationships with entities other

than the FBI.
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- Adgdress loc

Conference (August 21 — 24, 2006)

www.infragardconferences.com



SAMPIES oI Different U.S.
Vieel2]s '
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SNfemation Shanno| & Analysis Centers (ISACS):
F/OJLclH/ EXISIOT Promote sharing among

PUSINESSESHIT the same industry, and to interact
- Wit go 2 ernr

US Secret Service Electronic Crimes Task Forces
US Department of Homeland Security’s US-CERT

Federally Funded Joint Programs

Internet Crimes Complaint Center (I1C3): FBI
together with the National White Collar Crimes
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Sharng ofi FBI & DS threat
Welgiigs _
Protection reguires ,®
OPEALONS P

Ongoing rela |ons*aips establish trust and confidence
between members and the FBI/other law enforcement

Training Initiatives and local/national partnerships
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IMESNEEG Tor Cooperation

_HIRRERBISINEUSHY generall ﬁas no legal obligation
LONEPLITCOMPULEIFCHIMES Lo law enforcement

= Witriout volunglr/ leltEItAL [eporiting, law enforcement will
e UNEVVEEROIRSEIIOUS] Crin 5

-~ InmU.S5., reughly*e5-90 per" of the critical infrastructure
IS prHVALEIYAOWREG and operated
L ‘ -
Crime cannot be addressed by industry acting alone
Penalties and deterrent effect from law enforcement
Some Investigative technigues reserved for law enforcement

Global aspects of computer crime make some solutions
unlikely or impossible
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SENSIGIven. for Not Sharing
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EPOINOFCHINENONaW enforcement:

Bad' publicityWillfresult inloss of consumer confidence

Possible: civill liability for having poor security

Sharing vulneranility information with others:

Information may get into the wrong hands (including both
criminals and competitors)
Possible civil liability if shared information Is wrong

Possible antitrust considerations if sharing is anti-
competitive



NINTH ANNUAL

" Suirvey Size: nearly 500

_L lfiyou had a computer intrusion,
What did you do?
Patched holes = 91%

Did not report to anyone = 48%
Tlold Law Enforcement = 20%
Told Legal Counsel = 16%

Why not report computer crime to
LOMPUTER CRIME law enforcement?

Bad publicity =51%
Competitors would use = 35%

Can handle without police = 20%
Think they’re not interested = 18%

AND SECURITY SURVEY
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‘or national InfraGard

Goal: assimilatiol?énd sharing of new information for
Intelligence or case work

InfraGard intelligence admonishments on secure web
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~ Nationaill C

Foreign Affiliate Program
Philippines “InfraGard” Initiative



sVseidlncIdent Detection Data
AelysissCenterr (CIDDAC)

W CIBBAC org -
—RPURIIC/prvete partnership (Phailadelphia InfraGard)

fonmedftorestalisn an automated and actionable
[Eal-timE cyberf?reaz porting system

A COMPIELE PIOCESS eporting cyber attacks,
Vithout HSkineFprivac

| ImerCyber Attack Detection Sensor (RCADS)

Provide datggaecessary for research and development
Institutions:

Provide LE necessary data to identify, locate and
neutralize significant threats

Law Enforcement Incident Report
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CIDDAC Pilot

_Maupch daterMarch 15, 2005
S UNIVEISILY: O PENNSYIVanic
— FEI"Philadeliphia Field Office & InfraGard Chapter
— OQuiregch to other LE
PELTEJCJJO_ELHE recru'* g and sensor deployment
Laboratery space and graduate student participation
secured at U Iversity of Pennsylvania
DHS/DOD! R&D provided $200K toward pilot

Seeking DHS $400K toward RCAD deployment



Natienal Cyner-Forensics
saieining Alliance (NCETA)

-y , L
_SVVANVAVEIICT LA 1 EL

| PufrJ]c/or]va'te paltnersnip *
UghsRa

ACaC Jermgn, ana‘;e Sector, Public organizations

Provides a neutral mﬁl.laborative venue where critical

confidential infermation about cyber incidents can be

shared discreetly. Igmd where resources can be shared

Facilitates advanced training, promotes security
awareness to reduce vulnerability, and conducts
forensic lab simulations




SIEANVIESPaM & Digital Phish
"0 Cases Su e

1 lep diSispammers wryrec worldwide
= LJMJ & reJ OFJrIJ rrrumru ’JJ\/"
2 .

rraurl lmrler Wal /
Operation WelsrSnare: (August 2
u _lJ —rmvarJgrl IONS

800+ we S|te
100+ sites shut down

50+ matters referred for investigaiton
Hurricane Katrina Scams (September 2005)

5000+ websites analyzed
Pulbic servcie adi



SE-Sponsership Agreement
COIMPULEIRSEC JrlF/ oI the Small
Pluenization Seminars

e 2002: Commerce Departments National
SNOJE Sticigeeras and | nology, Small
SPAG] mnurswﬁl nd FBI
» Fromoete computer rnnrl nformation technology security to
Saiieguielid thelg information systems
1 9596 01RUESE businesses, =20 mil, are small and medium size
a Aﬁglperak ity comn on to most could pose a threat to our
Nation’sieconemic base
2006: Sani Diego,, Santa Anna, Glendale, CA;
Colorado Springs, Denver; Cheyenne/Casper,
Wyoming; Rapid City, South Dakota




NauonzlfCommunications System
SINEOREIRSECUNTYAIEIECOmmunications Advisory Committee
GOVErmmEnmend private sector meet to share
NToMEHBN
NSTE Pregan VEnac er, InfraGard member
rrrlgirrl [ogramsparticipation expands knowledge
- of how FBI' is;sharing information
Fosters proteca ith DHS

Improves FBI temical capabllities:

PBX training
SME for Boise, Idaho matter




rOuUps

'@ (infragard. net).

r'rf orsm ‘wl y 2 Division partnership
pical Inaustry Sector:

— Commugicaton; infermation sharing; Investlgatlve pUrposes

- Goalioeraiconsortium of chemical industry
orofessionals with aim of protecting chemical

~ plar s/fmrllur\
Secure web: features and links

Must be an InfraGard member
InfraGard private sector outreach to FBI
Expands FBI's Chemical Outreach Program



=OIEIGN AT Program

P Drait

“HRirEarErYempers Alllance — may enact individual

POIICIESHE ISsion for non-1G members
to attend.meetin gJ

AT ELE! r\oohc,n ifo)f]
8 Non-U.s, CjijZd ,wfrqu admitted for permanent residence

Cannot view restricted information
Cannot access secure web



2hllnepInesliiraGard” Initiative

fltlezl] errurruuure 0)Jf0) n mechanism based on
] fra@ard pplejefaf —

Septembgr/or“for f 2" 05
CehlumierionalfCyberterroernsm Conference

—WVannassAustalian Federal Pelice; Manila. American Chamber of
Commencengioimation and Communications Technology
Committees \/I]f oso CIC working group; Asian Development

\ ~ Bank; FBIl equivalent in LE Philippine Computer Technology Center

Key interest 1s infermation exchange — that trusted relationship
August OS,Q Diego InfraGard Coordinator
November 2004, presentation for Undersecretary Purugganan

Philippine Congressional delegation visited FBIHQ, January
2006

-




J_nm owd@lc fibl.qov
(202) 324-1419
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