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mind-set and the expectations of them with regards to 
security
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Awareness programs must be agile
Policy is less dynamic however, new 
threats and vulnerabilities appear 
constantly
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Potential Vulnerabilities
# Vulnerability Easy to Fix? Perceived Risk

1 E-mail abuse No High

2 Special access privileges and termination No High

3 ID and password sharing No High

4 Malicious code No High

5 Poor password development and misuse (writing passwords down, 
e.g.)

Yes High

6 Employee lack of information security regard, overall Yes High

7 Poor work area (cubicle) security Yes Medium

8 Internet misuse (viewing unauthorized material, e.g.) Yes Medium

9 Software licensing misuse (Software Piracy) No Medium

10 Inappropriate hard-drive storage Yes Medium

11 Corporate espionage, social engineering No Medium

12 Poor workstation security Yes Medium

13 Poor laptop security Yes Medium

14 Misuse of customer or employee personal information No Low
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and each community member’s role in achieving 
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Training should be coordinated centrally, but must 
be supported deep inside each business unit 
through the use of training “champions”
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The US Agency for International Development (US AID)
www.usaid.gov
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