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Historically, Social Engineering has been non-
technical, but most insidious, playing upon our
workers' sincere desire to get the job done and
help others to do the same. The use of "phishing"
via e-mail and phony websites and redirections,
etc., adds a technical component to this
psychological attack. A clever social engineer can
make a target trust him or her to such an extent
that they casually reveal sensitive internal
Information. Some browbeat, frighten or threaten
for specific data. Others just flat out ask for it. It
may not be a significant disclosure in and of itself,
but the information gleaned by such manipulation
can easily be combined with other small bits to
produce a detailed and dangerous roadmap to our
organizational treasures.
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+ Because a socie
characteristics of hunr
only to defend, but eve
resist. Find out why socie
well,-and why it is so hard tc
why, in spite of our own use o
are also all subject to being succe

‘manipulated. More importantly, learn
ncorporate defense against social enginee
your organization’s security awareness prog
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We'll use exercises!including
SOME. role playIngl torCOVEN:
+ Types o -
+ Recognizing

+ Responding

“N

We'll also focus on how

- defense techniques to oL
without making them overl
and unhelpful to legitimate
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+ SoeclallERgInECHENSIE
pUrposeiul manipuiatienieiseid

fiofe
gain; Infermatien OF ehfect cenRtalin
behavior. It may or may. noit InVelve
the use of technoeloegies;, but alinest
_invariably includes some formi of
decelt and concealment of Its;actual
goal. o)
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+ Soclal Engineenng

U
PErSuUasion ter decenve peopJe 0)/
convincing hem that the social
engineer Is someene NENS o, Gl
mampulatlon AS a result; tihe seecial
engm&er IS able te takeradvantager ol

_people to obtain INformation Wit o
without the use of technolegy:
evin Mitnicl
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+ S0cle l—rJJJ NEEN: ]ng '~ ICEEMO O
talk-a lawiul I the systemiinte
revealing all that ISTnECESSaR/ALG
break throug ECURILY/ IaiENS:

The alternate ter
“buH*

.
N

The/Kla rrirnere
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IS genume

+ Ifiwe haven't been dir:
befor’é we’re not

+ Don t Want {0 seem pare
« Don’t want to be ui COOpPEl a't]ve
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e Can SEEe OUFSEIVESHIANTI
PErSON’S UNIOrUNALENIOSIE

+ And he seemed like's _
+ And she knew the internal ternisiwe
use-around here

+ And he mentioned son
people | know or have 0 O WO
work here
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S WYV OIKS

£ ANa I CeESH SEEI
ke such a bigrdeal

+1"'m a people person,
| like-to help
« Hey, aren’t we called the help cl=s)i<?

+I’m the only one who can doi this
correctly, and the caller mentiened
that
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+ | don't want't
letting /f _

+ She said It SO the DIrECLOoN

+ He'was really apolegeticraaoui:

puttlhg another items on: my/ plate;

sald h\e knew how: busy: wWe: are
~around here

=
+ She was really thankful I [{ak
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+ Preys onl dIstinctotaltiesio;
human nature
— Tendency. tol trust people
—Q\i\sinclinatl to PE; eI even
seem unpleasant
‘—Dési\rae to help others
= Fear of conseguences; for deing

normal

something wrong ol not doeing
something right
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SEME EXEICISER Q &
s
. Priorne call:

—“This Isi Chad In
having seme r’zerrmzz: St
down; herer .. at least they. Jook J1:4E
server |Ssues .. Mayhe APaChE; ano
we’re trying to avoic GrmeJJ your
segments down. We had to Kill'the A/2

_ Intranet for a couple u S. But

- they’re back up now... Anyway, | need
you to back out, then walk/r,o 18Y
login sequence...............
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Ze ir)ls onione call frorm a

SEEIE emg]neer rig Pquoer ilve

—What is the caller
receiver believe?

— How may he have augmented: this
perc\eptlon?

' —What emotions/experiences/perceptions
IS he bringing Intoe play?

[ LRYING tONmaKENtIE

—What does the caller really want?
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=—(OL| 2ife irie soclal englineer
+ Walk the called persen
through the legen SeEqueEnce

+ Be ready to respond! tornis
or he’K\ objections

* DeV|se ways to aveld oFr reduce thie
~call receiver’s anxiety anc SUSPICION
during and after the call
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(L] eife irie Seclirity Avwel
coogrcliriettor /trealirner
+ Explain teran audience: o; Jsers, 1)
language they: canC mCJ'e fl
happened and why: It'sia
0\
+ Be ready to respond to their okjecHons

+ Give them strategies for}s rlmg ther
don’t make them look or feell like
“paranoid security geeks”
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JEeleidiiion of paranoias . f&

— YOU Security, guys neead
to get out more

—What | do 1S enly/ a tiny: past el tie
p%‘c;t\ure | couldnrt give alv\/rl/ rrr/ _r.
secr\ets or anything like that: 1" dex;

- even know any

PA

~ —Even if he got in with my 1D, he couldn’t
do much. I can never get at anything |
really need.....stupid #£@!>*& Security
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Q
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20/

= —We can’t afford to alier
big buyer just because the s
people are worried
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— |"used to work: In a place: thatweisyeil
sus‘pluous and grl It WaSHeUSY,

—We re all on the same team. \We gotta
'~ pull together and help eachi other

—I m not gonna start giving, SEcCUity
quizzes to a VP. Are you nuits?

==
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conrvrey Derense Is Diimicult
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~Sorrieorne Else’s
— YOoU Security tyje
that stuiff. IFve
—Anyone who S | 0
pbtentlal CUustomer. Sec ""y

screkn out the bad s pefore t

1o me
—This group brings money. |

. You're

2
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supposed to provide us service
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e iplo)a \/ayweac| as Career-

eniclairigering

—Don’t want toi get on t
someone

—E{\"“§‘\ﬁecially if they’re in highrplaces

-Din t want to get a reputationrasyeal
V

'~ naysayer t (&
K 4

e WiHenRE SIGE o)
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+ Hu

— MosSt pec oJe JJFJ AN teMEruSENe
reguest

—It’s nice to be nice:
—Say\yes it’s done and! eut eff theway
~Say N0, YoU have te explain

- —Don’t want to have to explain Wiy Ol
why not

— Fear of being ridiculed
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S| Rhave PUtteRsS thhatcan
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+ Competent: sc F‘JrLJ HFJJJF EENS Celgrane
will: flnd QuIr BUTL

«\We’ ||*st||| have to ef(\
peoplé tomorrow, ... We

s Don t see the down iream

ramifications of our actio



comrvrin WesrerallVvonekue

+ Not eneugn tiMme torcompPIELEN
analyze a situation

+ Normal tendency/ IS tor CoppPERELEraRNE
help not to owﬂ’o szr.doJ OCKS

fe,el\.,....«ebéd
+Don’t want the griefi from sayingino
+ Faster and easier to say yes (fior
most, but not all people)



+ Telep
+ E-mail
+ Dumpster DI

* Snail;\mail
+ Personal contact

2
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conrvrey plelilo)plel]e

+ HacKking| IS; VIEWeE G asiigly/AECnicAl
+ Some hackersitruly anre=elite;
+ Most aren't

+Tech{\1|cal controls Jetting PELLEN
eve\\ry\day (though 1 REVERIE

- Homo SEcUrtus Is not evolving t

R ) ) -
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weakest
+ Authorized! humans stiliSREeaNeY/SHE
Iegltlmately PYyPass technicalrfconinels
~1f | can “hack the human, 2 I don
have to wrestle with the contrel

~Human logging mechanisms arenrt
that consistent or accurate
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+ Why analyze the tumbler
- mechanisms on| locks when youlcan
get someone to leave the door: open?
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—essace frorm eBay

— “WWe're sony toriniermR/euRtiel
someone has been corrupting yoeu;
account anafvielatingreuis USer:
A‘gr?ement " r‘AOJerJcLEJJr o)
agree€ment— I|fte oM esay— IeleWS))

“Other members have had their service
Interrupted”™
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—essace frorm eBay

— “To aveld navingyeur accotinittifmed
off, please verify your account

Information at
— http://verify. ebay.ppaliny.

\

_ \

= Standard blurbs regarding trademanks
follow.

0409- 30


http://verify_ebay.ppalinvestig.com/
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—th\is targeted. >
—Why\mlght they be °|Jscep't1bJe?
 _What could make this Work or not Werk?
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,/ . - l ' e :
N e0s] e ileierrl (Dacl guy exercise)

—Bqu IRVEStigation EPBIt
— How WI|| g C]’aJJay SUSRICION?
—H\E)W will"you mask: yeur IntEntienRs?
—What must you not ask?
=What follow-up will yyou: descrilke?
- —What follow-up will your actually: de?
+Formal “clesing of Inquiry” Message?

—\What infermation: doryeurreally/awaimit?
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e Dierfeip)se
— For this; scenano (abstfaciedNirompCHERLERAG];
Kevin Mitnick’s 900K); WHRGHSW/eUItargET
AWareness programi segiments

— How will"yeu make them Understand s tils
can . happen?

— How'\\ uchi time will you spend en this?
— What\technlques will yeu use?
= Is this directly related to yourr erganization?

— What benefit does security’ get firem: coverng
something like this?
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. o (C Sl ; =)
+ E-mail from AGL Billingr Departmeni:

Dear AOL®: Member,
We recently noticedi one: or more: attempis torlo [
AOL® account frem a fereign 1P address andlwe: have
reasons to belive that your account was plifeid<eel o)y =i inlifel

party witheut your autherizatien.

If you recently acecessed your account wh
unusuaHogln attempits may have cgér
However; Iff you are the rightfull hoelder
on-the' link below, fill the form anc her
verify your identity.
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ht’E_://m_ .aol.com/login

The log Iin attempt was made from:
IP address: 205.188.209.166
ISP host: cache-dgO4.proxy.aol.com oy
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c o WNE ASK thatyouFalloW et EasStZNIOUISHOIFHIENCASENONIE
revrinvestigated andwe strongly recommen e o oNIakeErany,
—Changes tc Jous [F accounit N thaisuime:

I yoeu receivea t IS rurJge anehyourare ot tneEsalitoZEs
account hoelder, e aware tAC ISRV ALIORFO);
AOL® po £ J Elif asS anotnEFACIE@IUSENR

wien eifiecals nauenal
and/or international Ia V. AO LO ISt COmmMIttEd teraSsISt
law enforcement with any inguires related to) autempsiio
misappropriate personal information with theintent o
commit fraud or theft. Information will'lberprovidedratithne
request of law enforcement agencies ta ens

perpetrators are prosecuted! to the fi JJe

*Please do n&t respond to this e-mail a
received.

Thanks for your patience as we work toget
account.
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Regards,
AOL® Security Department.



, N

CSl

COMPUTER =)~ ‘ = |~
SEECURITY r<d~(-;-| J—]Clg:)
+ Cites technoelogy thetSEsimisigN Ut oI
what yo J@e
+ Really im a i NEEAS INermaticnNIgi

NOW

+ Men?ugns extreme negati
for the\organlzatlon [ VC

+ “They said you were the on
- knew this stuff”

+ No possible callback
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+ Refiusal terleaveraphonerconitac

— I calll yourhacknraeWwamipuE

+chl2\y brlngs U orfice J 9SS
establlsh pona fides & I |

+I\/Ieander|ng conversation - zlo]]jgle)yie)
an urgent reguest
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+ Faillure to Ijse Sitzlplelzifel eo)f
buzzwords and jargon
— Sound like ani outsider

— Don’t knew how! things
really get done here

—Sou’nds unnatural, stiltec
— Erron\bous phrasing of standard things

*- Fleavy referencing| of higher-ups as
drivers of the reguest for infermaticn
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coureara Ciolellp)ine Viiclells
£ Start conversatiGRawibn

INNOCUOUS SUIJECES

+ Chit-chat, Spo¥Kts, gossip; MeVIES;

+ Multiple subjects — very/ light

+ Quick guestion on| a current project

+ Ease back to movies, gossi), Sports,

“H@V\>much is Seriano gettingl from! the Nats)?”

"Dldja see Federer In that last matech?=

— “That Holmes kid musta hit it 400 yards”

— “I’'m glad Brittney isn’t driving my. Kid-areund*

— “Abramson never offered me any: trips”

0409- 39



Csl Gold

IMSTITUTE

+ Those refs sheulazs ee WWEaNFSIEECIEINIENSEYS
+ That Roethlisberger D ne VeI it thergealtin
andl that phantemini erfer * J L
gl

+ |3 that guy Wilson still i

correlation project )y Oly S WA
+ Which vendor'd you: choose a /vv?l/?
* They anna make the date

- Hasselb\ ck outplayed Big Be ,
couldn’t'beat the zebras, could

+ It was kinda nice thoughi tha
In front of his home town fans.. the

+ Hines Ward made a coupla nice catches,
think their defense was MVP, eh?

+ And Art Monk still iIsn’t Iin the Hall off Fame!



e ~esoonding to an Attack
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+ Ongoing vignance

+ EIrSt respoenses
+ Do’s and don’ts
r lewng damage

* Ewdehce collectior
+ Cleanup

/1

+ Recurrence prevention
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+ Even when they k va CHEV Er S [
being “conned,”™ most people willgs
aveld confrenta JJfJ nd LRy LOr 9E nICES

]

+ Soclall engir e’ﬁ) Make Neavy USE o

reciprocaiion, even it we never asked 1or

the initial favors th ey dIGNTOFUS

. Pollcy not perceived indehtedness; must

guide Nme first respenses

+7I2eople must knoew and be reminded eifthe
policies --- regularly:

+ Specified contacts must be designated and
publicized

409- 4
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+ Do check witl
datgfk\\equested

+ Do ask why this'Isineec
+ Do log what happened
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comrvTin pon'ts

+ Dol t pe pullied

+ Don’t respon rJ [0)
“Right new:

+ Don’t assume o iS" [ESPORSINIUES
In tr3?|\|’19 to help

* Don t make ‘owner” decisions

«Don’t give away seemingly: unrelatec
bits of information




SECURITY
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- Don f\forget VOUI IFES jjojr S]b]J]”/ £0)
securé organizationall resoulces



SEMSEE Frelnllnle)

+ Cannot prevent allfattemists

+ Can “harden
staft:

+ Might involve:e rmnge [OF tRE
orgaﬁ\{zatlonal culture

+ Go slowly
+ Exercises can help make It real

e tanger vy edbicatiing
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+Analy\<e regquests
w 4 [

+ Understand relevant t
procedures
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S, PUIE VEKRITY:

IcLure

3 -
+ Report possible In cidents

7
78—

+ Comply with policies
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cone L IDETensIVERECHTIUIES
SUSpIcion
+ Request a callivack iuimincison
Inguiries t?
+ Check befiore volunteernng .

Information e
& . g
+ Asks Why do youl need this?* §

+Report suspected Incidents

+ \Write down detaills as soon as
possible
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* Re&ognizing :

+ Responding

3
7

urnrnary
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