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 You said “Free” « DIA Training Team

Directorate for Information Management & CIO

* Inventory your Staff e SME'’s

* Pick your Certifications e Schedule

e Tell your Vendors  Resources
« DoD Provided Resources « CPE's

e Carnegie Mellon Univ  |ssues

« SANS « DFARS

 |ISACA  FISMA

« COMPTIA

* Vouchers

 Maintenance Fees

 Training Available
» University of Fairfax

e Tuition Reimbursement > |
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Overview
ST T T TTTTTIH

j T Directorate for Information Management & CIO

e |t takes no money to re-evaluate your staff who currently have
the “keys to the kingdom” and re-assign and or remove privileged
access to increase your organizational security and information
assurance risk.

» Reducing the number of privileged users and centralizing the 1A
support with a reduced, better trained and certified IA staff is goal.

> |
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You said “Free”
T T T T T T

« Inventory your Staff €|
 Re-assign Embedded (0-14) & Additional (15-25)
o Start hiring certified staff now
 DIA as an example

« Pick your Certs
« Current Certifications | &9 |

e Security + and CISSP
e T-lI&II, M-I, Il, &1l
. Carnegie Mellon University &3 | ['CERT

e Tell Your Vendors o |
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| *T Directorate for Information Management & CIO



https://www.vte.cert.org/vteweb
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DoD Provided Resources
1 T T T T

| *T Directorate for Information Management & CIO

5. Carnegie Mellon
e Security + and CISSP paid for by DoD

e SANS
. GISF, GSEC, GSLC, GISP (CIssp) L&l
. GCIA & GCIH (CND)

e |[SACA: CISA &CISM & |
COMPTIA: A+, Network +, & Security + [ )|

Vouchers 9|
Maintenance Fees
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Training Available
1 [ [ LT LI

Directorate for Information Management & CIO

> UniV. Of Fail‘faX (Dr. Victor Berlin: vberlin@ufairfax.net)

e Free to all 0|

e Use Tuition Reimbursement
* Global Knowledge

http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=8029&country=Unite
d+States

° Tralnlng Camp http://www.trainingcamp.com/usa/training/isc2/cissp/overview.aspx

o Kaplan University

http://www.getinfo.kaplan.edu/Microsite B/InformationTechnologyinforeqg.aspx?ID=5&HAC=0

e |InfoSec Institute

http://www.infosecinstitute.com/courses/cissp bootcamp training.html
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http://www.globalknowledge.com/training/course.asp?pageid=9&courseid=8029&country=United+States
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DIA Training Team
1 T T [ LIl

| *T Directorate for Information Management & CIO

Mailbox: |ATraining@dia.ic.qov

e 16 CISSP ) cnkrapf@dia.ic.gov
paul.krasley@dia.mil
e 1ISSEP
Civilian and Military as Certification SME
« 1CISM ¢
e H5 A+ > Training Group Mentors
e 1 Network + Questions and Answers
e 1GSLC

e 2GSEC
e 19 IASE Technical Security and IA SME’s
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| "2 Directorate for Information Management & CIO

e Jan, Feb, Mar

* Feb, Mar, Aprll

« Mar, April, May

e April, May, June
 May, June, July

e June, July, August
« July, August, Sept
 August, Sept, Oct

A Training Schedule

BE B EEEREREIILI

Test April

Test May

Test June

Test July

Test August

Test Sept

Test Oct

Test Nov
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A Training

| *T Directorate for Information Management & CIO

Resources
1 1 1 | J 111l

e DIA selected DISA CBT sections

« OPSEC and Identity -

 New DISA Security S
http://ilase.disa.mil/ino

"heft on-line or CBT
norts Is outstanding.

ex2.html.

 CyberCiege from the

Navy.

http://cisr.nps.edu/cyberciege

 Reference Manuals as possible
e |ISC2 only for SSCP and CISSP
 |ISACA Local Chapters for CISA & CISM

« COMPTIA multiple ve

ndors
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http://iase.disa.mil/index2.html
http://cisr.nps.edu/cyberciege
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DoDIIS Enterprise CPE’s & Professional
Development

e W I I W

IAO, Privileged IAM, RIAM, ISSE, CIAQO, DCIAOQ,
User Certifier RCIAO, SCO
* STIG Auditing Logs (.25) +» DoD Certifier Fundamentals * Cyber Law, Cyber Space
» Windows 2000 Security (10) (8) (2)
* Firewalls & Routers (3.5) * * Retina & REM (10) .
* Active Defense (1
DoDIIS * IAP&T (4) * DAA (3) =
Enterprise * DCID 613 (6) * SSAA (1.5)
(all users) D SAPIRIDA ) » Hardening the DoDIIS
* UNIX Security for SA (40) Enterprise: Hands-On (10)
+ DoD IA Awareness (1.5) * WEB Security (6) » DoDIIS System Compliance
» Basic SCI System User (3) || * Database Security (1.5) Registry (DSCR) (4)
. Inf(_)rmatlon Security Shorts || , Hardening the DoDIIS
(Insider Threa.t, Passwords, Enterprise: Hands-On (10) —
SCADA, Identity Theft (1)) (IAO only)
¢ |AP&T — Overview (.75)
* DoDIIS System Compliance
Registry (DSCR) (4) - (IAO
only)
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Issues: DFARS

Information Assurance Contractor Training and Certification DFARS Case 2006-D023
Procedures, Guidance, and Information
PGI 239—ACQUISITION OF INFORMATION TECHNOLOGY

[PGI 239.71--SECURITY AND PRIVACY FOR COMPUTER SYSTEMS
PGl 239.7102 Policy and responsibilities.
PGl 239.7102-3 Information assurance contractor training and certification.

(1) The designated contracting officer’s representative will document the current
information assurance certification status of contractor personnel by category
and level, in the Defense Eligibility Enroliment Reporting System, as required by DoD
Manual 8570.01-M, Information Assurance Workforce Improvement Program.

(2) DoD 8570.01-M, paragraphs C3.2.4.8.1 and C4.2.3.7.1, requires modification
of existing contracts to specify contractor training and certification requirements, in
accordance with the phased implementation plan in Chapter 9 of DoD 8570.01-M. As
with all modifications, any change to contract requirements shall be with appropriate
consideration.]



Issues: FISMA Reporting

Table 1: IA Workforce Primary Duty Positions
Table 2: |A Workforce Additional or Embedded
Table 3: 1A Workforce Certification / Recertification

Table 1. IA Workforce Primary Duty Positions
Civilian Military Contractor
Number| Filled | Certified | Number| Filled | Certified | Filled | Certified

IAT |

IAT Il

IAT Il

IAM |

IAM I

IAM IlI

CND-A

CND- IS

CND-IR

CND-AC

CND-SPM

IASE |

IASE I

IASE Il
Total
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“Against 8570
T T TR

j T Directorate for Information Management & CIO

L]
i Jr.. -
e | h

ave a degree; | don't need a certification

I've been doing the job for 15 years, | don’'t need a certification

The value of a certification is weakened by a high number of certified people

| know lots of people who passed the [certification] test but can’t do the job

I've been trying to get money for 5 years to get my folks training; | finally got
it after | showed my boss the 8570 manual

If | get my people certified they’ll quit and become contractors

8570 is not in place to help you do your mission, it is in place to make you
change how you do your mission
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Questions
IR

* Directorate for Information Management & CIO

Paul Krasley, IA Training

202-231-2387
paul.krasley@dia.mil
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DIA DoD 8570.01-M Training & Certification

319 Primary Civilian 28%

172 Add/Emb e Must reduce Add/Emb
491 Total Required

220 Primary
1683 10% 68 12/07
504 12/08
504 12/09
504 12/10
1159 10% 115 12/07
s 347 12/08
e 347 12/09
347 12/10 [

55= A+-Tl
23 = Security +-T I } .
22= CISSP- T Click Twice

0= GSLC-MI

0= CISM/CISSP - M Il > |
10 = CISSP - M Il
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UNCLASSIFIED
DIA DoD 8570.01-M Training & Certification

Civilian 28%
* Must reduce Add/Emb

319 Primary
172 Add/Emb
491 Total Required

220 Primary
153 Add/Emb
382 Total Required

22 Certified = 5% with

0= A+-TI

12 Certified = 3% with 1= Security +-TII
12 = CISSP-T 1l

2= A+-TI = GSLC-MI

7 = Security +-T I = CISM/ICISSP - M I

3= CISSP-TIII = CISSP-MIII

0= GSLC-MI 6 = DAA of 9

0= CISM/CISSP - M Il

0= CISSP-MII

70 % 12/09
100 % 12/10

Military 22%
» DIA will pay for certs?
* Reduce Add/Emb

620 Primary
334 Add/Emb

0)
954 Total Required Contractors 50%

» Review all contracts
* No current contracts include 8570
* Must reduce Add/Emb

110 Certified = 12% with

55= A+-TI

23 = Security +-T I
22= CISSP-TIII
0= GSLC-MI

0= CISM/CISSP - M Il
10 = CISSP - M Il
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Current Proposed Certifications Under Review

IAT Level I IAT LE“EI II IAT Level ITI

B+
Metwrork +

55CP

IAM Level I IAM Level IT IAM Level ITI

GISF

GSLC

LSecurity +

Carnegie
Mellon

MCSA Security CISSP-ISSkMP
S5CP CIShk

Out ?
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https://www.vte.cert.org/VTEWEB/default.aspx

lump To: CERT @ | Softyware Engineering Institute 3 | Carnegie Mellon University 83

Broweser Check | Log

'CE RT Virtual Training Environment

Home | Library | Training | About WTE | Get Access | He

The CERT ¥irtual Training Environment (»TE) - A revolutionary resource for information
assurance, incident response and computer forensic training, with owver 500 hours of
material available. ¥ TE blends the best of classroom instruction and self-paced online
training, delivering training courses, anytime access to answers, and hands-on training labs
all through a standard Web browser.

“TE is produced by the CERT® program of the Software Engineering Institute at Carnegie
hiellon University.

Some of the vTE material is awvailable for FREE in the »TE Public Library. Access to the
% TE training courses and hands-on training labs requires an account.

Wembers or affiliates of some organizations are eligible for accounts under sponsarship
agreements. Current % TE Access programs:

« Memhbers of the DoD may reguest free % TE accounts under & sponsorship .Jam es Wru bel
agreement with DISA for DoD O 8570.1 @ compliance training. Review eligibility
requirements and program benefits or request an account now. VTE Team Lead
+ Premium Access trial account. Anyone with an interest in Information security may
request a trial account to % TE Premium Access with hands-on labs. Accounts are CERT
walid for 14 days and include access to the entire premium cantent library. Reguest .
an account naw, or [garn more about how to obtain full subscriptions to the material. ch@cert_org
MOt covered by = sponsorship agreement? You can still use the free wTE Public Library, +1 412 268 3182

learn more about “TE, then sign up for a trial account.

https://lwww.vte.cert.org

Interested in learning more? Follow the instructions belowv.

Current & Users Public
Fir=t make =ure vour computer is =et up for Learn more gabout Y TE and how it can help you support kil development and compliance Access FREE computer security and
“TE, then log in to begin training: training intiatives in information security, computer forensics, and incident response: forensics training in the “TE Library .
& fMccess your currert courses = Seethe materialz in the %TE Public Library and decide if they are useful to your & 200+ hours of lectures and demos
* Logintoaccess %TE Library arganization from CERT
Premium Conternt » Reqguest a trial accourt for % TE Premium Access to experience hands-on labs for » Mo registration required!
& “TE readiness Browser Check wourself.

Review WTE public and private courses
e Contact CERT to develop a training and =kill development program for your
organization

Access the WTE Library

Copyright 2005-2007 by Carnegie Mellon University
Terms and Conditions of Use

Software Engineering Institute Carnegie Mellon

>



https://www.vte.cert.org/

Manage Organizations & Users

I*) Actve Users | All Users

Organizations & Users

v 4, DIA

TiDI Directorate
TiDS Directorate
> g ES
> LA
hiOG Directorate
> g RR
TiDT Directorate
lgMignDne, Michael<michael mignone@dia. mil=
SF{iggﬁ, Patrick <patrick.h.riggs@ugov.gow=
1|'ﬁ.‘FE Directorate
¥ g HC
aﬁtmter, Denize=Denize, Stroter@dia. mil>=
Til? Cirectorate
3allen, raelvina<Melvina. allen@dia. mnil=
3Arnett, Elmer<elrmer. arnett@dia, mil=
aBa',llnr, Corez=cortezbaylar@dia. mil=
SBa',llnr, Corezr<Cortez. Bavlor@dia. mil=
EBEIin, Jeffrey<jeffrey, belin@dia. mil>

3Eprn:-c-k5, JaQuinta=<JaQuinta, Brocks@dia. mil=

[ VRN S SRS N TR BRI~ FRSY N

Search:

| Search |

ActHons

Edit organization details

Add child organization

Add users (to this organization]

Feport on organization

Diagnostics



Security+ Prep

Descripticm:

This coursse prepares studernts to takes the CompTLE Securits,
ol focus:.

Progress: | | [ oy |
Instructor: “TE Support Cemaill (Bia
OiFfice Howurs: B request Cemail instructor)

Support Forurm:

=l =ccuritv+ Prep

s-

SecUurity+ Domain 1 Senaeral Security Concepts

=

=
o
=8
L=
=

Sccess Control Models [RE]
Method=s of Suthentication - Kerberos [HC]

Method=s of Sauthentication — “THAFP, Tokens, Multi-factor,
Biiometrics [RC]

Mon-essaential services [NC]

CEMO: Improwing Security with window s Z000 Sroup
FPolicy [HC]

DEMOD: vwindows Security Templates [HC]

LaBE: Entorcing vWwindows Z000 SZecurity [RC]
LABE: windows ZO0O0O Host Systerm Hardening [ENC]
attacks — DoS-DDhos, Back Door [RC]

OSttacks — Spoofting, Man in the MHMiddle [HNC]
CDEMO: Man-in-the-middle Mitigation [NC]

DEMD: analyzing Spoofed IF addresses [HC]
DEMMOD: Spooting MO address tfor afRF [NC]

Ottacks — Replaw, Social Enginesering, Password
Suessing, Softveare Exploitation [RRNC]

CEMMO: Buffer Owaerflaowe [NC]

FMalicious CTode [HNC]

Zocial Enginesering [RHC]

Ssuditing, Logging, and Scanning [N

DEMD: wulnerability assessment with Momnap [HNC]

Zecurity+ Domain 2 ZCommunication Security

Soccess Technologies — WWPHR, RAaADIUES, TOCSSC”E, LETPRP-
FPRTF [MNC]

goccess Technoloagies — IPSec, S=H, Yulnerabilities [C]
LaB: Multiplatform Trattic Encryption veith IP=ec [C]
Email Security Zoncepts [NC]

CEMM: PSP Encryption [HNC]

LABE: Encryptimg Emmail anmnd Files with SnuPGS, Enigrmail &
windows Privacy Tray [RC]



LaB: Multiplatformm Trattic Encryption with IPS=ec [RC]
Email Security Concepts [HRC]
CEMO: PSP Encryption [RIC]

LaBE: Encryptimng Ermail and Files with SniuPS, Enigrmail 2
wWrindows Privacy Tray [RRIC]

LapB: Install and Configure a Spam and Yirus Filtering
Mail RRelayw [NC]

Internet STecurity ZToncepts — SSL-TLS, HTTRP-= [NC]

Internet Security CToncepts — Instant Mes=zaging,
wulnerabilitities [NC]

Directory ZTecurity Concepts [HC]

i File Transfter Protocols [RC]
E wrirgless Technologies [RNEC]
i .,-',t‘.l' DUIZ: Security+ Doamain 2 [RE]

EI‘ Securty+ Domain 3 Infrastructure Security

E Infrastructure Security - Devices — Modems, RAS=, Hubs=s,
H Swiitches, WP [NC]

E Infrastructure Security - Devices — Routers,
B Firewalls [rNC]

E Infrastructure Security - Devices — MNMebtwork Monitoring,
H wworkstations, Mobile Dewvices [NC]

(-0 DEMO: Metstat & traceroute [NC]

E Infrastructure Security - Media — Coaxial, UJTP-ZTF, and
- Fiber Optic cable [NC]

E Infrastructure Security - Media — Backups and
- Storage [NC]

E CEMD: YWiewing the windows archiwve bit [C]

E Infrastructure Tecurity -Media — Rermowvable Media [NC]
E Security Topologies [RC]

E DEMO: Connection Limmiting EMNC]

E Intrusion Detection [NC]

E CEMO: aAnalysis CTonsole for Intrusion Databases
CaTImy [MNC]

! LaB: Install and Configure Snort with & ZI0 on
Limux [RC]

@ CEMS: Tripwire [MNC]

! LapB: File Integrity Monitoring on windows and
H Limux [RNC]

E Security Baselines — Metwaoark-OS Hardening, Updates,
webh serwver, Email, FTF [HNC]

E application Hardening — D=, MMTP, File-Print,
ODHZP [MNC]

----- .,-',t; DQIIIFE: Security+ Domain 3 [NC]




T I 1T T ECOrICy - a3t - L9 g

EI“. Security+ Domain < Cryptography

=1

=1

=4
@&

Introduction to CTryptography — Crypto
Backaground [rNC]

E Introduction to Cryptography — Keys [C]

—ryptographic algorithm=s -Hashing LENC]
DEMRMC: File Hashima L[NC]

Zryptographic algorithms — Symimetric and
Osyvrnrmetric [N

DEMMD: WwWebsite asymmetric keys [MC]
—ryptography security concepts [RRIC]

Public ey Infrastructure (PRI — Zertification sauthority,
Folicies, Keyvw Distribution [MNC]

Fublic HKeyw Infrastructure (PEI)Y — Implementation, Trust
Model [NC]

DEMMOD: C“ertificate sauthority Issuance Murmber [NC]
LaBE: Buillding a Microsoft PRI L[NC]
Zryptographic standards and protocols [RNC]

E ey Manmnagement & “ertificate Litecycle [RC]

UIZ: Securityv+ Dormain =4 [NC]

EI“. Security+ Dormain S

=1

=1
=1

=
=

= §
@&

Fhysical Security — Physical barriers, access
control [HNC]

Phvsical Security- Social Enginesring [HNC]

FPolicies and Procedures [RNC]

E Privilege Manmnagement [HNC]

Foren=ics [RIC]
FRislk Identification [HC]

E Training and Sawareness [HNC]

Documentation CToncepts [NC]

DUIZ: Securityv+ Domain S [NC]

EI“. Security+ Rewview

Domain L.0 Review - General Security Concepts [HRC]
PRewview - Communication Security [NC]
Rewiew - Infrastructure Security [NC]
FRewview - Basics of CTryvptography LG

0
0
:
S
mh oW
oooao

Dhormmain FRewview - Operational - Organizational
Zecurity [NC]

Security+ Exam Juick Rewview Sheet [C]

@r 2UIZ: Security+ Final [MNC]



(ISCI2Z TM CISSP (R) Prep

De=scripticmn: Thi= courses is designed to support studerts wworking o acc
Progress: I | [ =-S5 |

Instructor: “TE Support Cemail) (Biod

Office Howur=: B recueas=st femaEil instructor]

Support Forwurmm:

= CISCE T CISSE (R Prep
EI“ CISSP D01l - Imformation Security 2 Risk Managsrmsent

CIESF - Overwiew OfFf The SISESPF Certification
Proce== [C]

CISSP - CZIa o and ao0 os Security Principles [RNC]
CTIS=SSP - Manmaging Inftormmation Using Sontrals [RRC]
—I==PFP - Information Policies [RC]

—I==PFP - Information and Risk [ESNC]

—I==PFP - Zalculating Risk=s [HNC]

—ZI==PFP - Risk Management Strategies [HHNC]

—ZI==PFP - Risk RPeduction Strategie= [NC]

CI==P - Revievwy Oof Infosec and Risk Manmnagement [HNC]
DI = SISSF Domain 1 [NC]

CISSP DOz - acocess Control

CI=E=PFP - Introduction To Sccess Conkbrol EHNE]
ISP - access —ontrol Sttaclks ERC]

CErFMO: Aanalvzing Spoofed IP SAddresses [NC]
CErMO: Buffer Owaerflowve [RHC]

LSE: Identitying MO and IP address Spooting wveith
SRPYwatch [NC]

CI==PF - acocess —oantrol Software Explaits [CT]
ZI==F - authentication Method=s [NC]

ZI==F - authentication and Kerberas [RC]
CI==PF - acocess Zoantrol Methodolaoagies [NC]
CI==PFP - accocess —oantrol Rewiew [RCT]

i QUIE: CISSP Domain = [NC]

EI‘ CISSF DO3 - Telecorm 2 RMetveork Security

i i CISSF - Metworking Aand —Ia [RRC]

—I==PFP - Metworking Protocols [RNC]

—ZI==PFP - Implementing TZRP-IF CNC]

ZI==P - Metwork Topologies [HNC]

CI==P - analog Y=, Digital Tranmnsmiission EHNC]
—I==F - L&aM Protocols [RNC]




SR HHEE AR
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PRERL PREREEERERE

CI=S=F - IF Based Metwork Dewices [HNC]
CDEMRMC: Configurimg RIF EHNEC]

CErRO: Configurimng IGRF ENCE]

CERMC: Configuring O=SPF ENEC]

ZI==F - Firewalls [C]

ZIS=SF - Metwork Based applications [HC]
CI=E=F - MNMetwork Connmectivity Options [HC]
ZIS=F - Pemote Zonnection Security [NC]
CEr: ==H Filtering [r~NCET

ZIS=F - wWwireless MRletworkimg [HC]

CISESEF - wireless Beyvond S0=z.11 [CrC]

CEMO: S=curity Issuses withh aF Dhefault
“onnections [RC]

CEr: wireless Best Practices [NC]

ZIS=F - Imtrusion Detection and Prevention [HC]
ISP - Rletvork attaclkk=s and abuses [NE]

CErMMO: “ulmerability oa=ssessohent with FRonap [ENC]
CEMMOD: Sywsterm Scanning weithh Ressus [C]

LoaBE: Metwork Monmitorimng with rRagios EHNC]

ZIS=F - Malicious —“ode [ENC]

CI=S=F - web ZTecurity [RHC]

DIII=E:: CSISSPF Dormain = L

==F DO - Cryphtographiy

ZIS=F - Imtro To Cryptographyw EC]

CI=S=F - Imntro To Encryption Method=s [ErC]

CEMMC: Steganographw using P Hide and Sesek [EHNC]
CIE=F - =Syvymimietric ey Encryption Principles ErC]
ZISS=EF - assymietric HMeyw Encryprtion Primnciples [NC]
CErRMO: website asyrmmimetric key=s [rC]

ZIS=F - Hashimng Principles [HNC]

CErO: Hash Calculation [T

ZIS=F - Digital Signature Principles [RHC]

CEr: Zertiticate authority Issuance RHMuamber EHC]
ZIS=F - Zryvptographic attaclks [ENC]

ZI==F - Public Kevw Infrastructure [rC]

LaBE: Buildimnmg a Microsoft PEI O [CNC]

CI=SSPFP - Certiticate authorities [rC]

CIS=SF - Cryvpto ey Manmnagerment [NC]

ZISSP - additional Security DOptions [RC]

CI==F - Email ==curity [N



o=

(-]

B ci==P
-

DI

B ci==sF
B ci==F
Ay UI=:

B ci==pP

ZI=E=R
ZI=E=ER

SIAI=:

B cis=P
B ci==rF
iy oUI=

ZI=E=F

CIs=P
CISSR
CIsE=P
CIs=P
CIs=R
QI

CEM

FP=F Encrvption [HNC]

LoOBE: Encryptimng Ermmail anmnd Files with SniuPiS, Enigrmiail &
Trimdow=s Privacy Traw [C]

- wrireless Security [NC]
TISS=SF Domain < ENCe]

CISEFR DOS - Security architecturse and Design

- Swstermnmis Oarchitecture ENC]
- architecture Protection [RC]
CZI=E=EF Domain 5 ENCe]

CISSPFP DOse - DOperations SsecuUurity

- Imtroduction To Operations Ssecurity E<NC]
- Litfe CTwvcle Processes and —Controls EC]
- Monitoring and auditinmg ENC]

- Threats, “wulnerabilities and

CISEEF Domain & el

=
"
ZI==F
E Countermeasures [NC]
@&
[ ]

LaBE: Yulmnerability aa=sses=sment withh PMessu=s [HC]
CIS=EPFP DO7F - applications Security

- The Litfe ZTycle Model EC]
- ZToding and Data =torage Svyv=terms [ENC]
ZIS=F Domain 7 ENe]

CISSESF DOS - B 2P and Disaster Recowaery Planmnnming

- Business Continaity and Disaster

Recovery L[HHC]

- The Four Elermments Oof Busine=ss CTontimnuity [RC]
- isaster Pecowery Plamnnming [RC]

- Thse Data Proces=sing ‘Zontimnuity Plam [NC]

- ODFRF Maintenmnance and Testing [NC]

- ata FPecowery RFRoles oand Procedures [NC]
CISS=SF Domain & ESNe]

CTISS=SF D032 - Lawe, Investigation, and Ethic=s

CIs=P
CIs=P
CIs=P
[= YW | =2

B ci=sP
Gy I

k- . |

- Imtroduction To Compuatsr Crirmese [NC]
- CTompuater Crirmme Issuses [N

- Zvwber Imnvestigation=s [H<C]

CZI=E=EF Domain 2@ [NCe]

O - Phy=sical Securitw

- Phyv=sical =ecurity Planmns [NC]
- Enwironmental and Life Safetyw Controls EC]

- Phyvsical and Technical Zontrols EHC]
ZIEERF Comam 1o pCe ]

-k CISS=P Final
ZI==PFP Review Ssuide [HC]

& 2UIZ: CISsSP Final [NC]




XYZ Corp

222 contractor way,
Contractorville, MD
Attention:

Dear

Subject: Request for Information Regarding Information Assurance Workforce Certifications

As you may be aware, DoD 8570.1-M is a recent initiative to strengthen information assurance programs throughout
the Department of Defense. DoD 8570.1-M categorizes information assurance workforce functions and establishes certification
standards for each information assurance workforce functional category. DIA is implementing DoD 8570.1-M in a phased approach,
and while it is not yet formally invoked across our contractor base, to assist us with our readiness reporting, we are seeking
information, on a voluntary, no-cost basis, from current contractors who are performing information assurance tasks for DIA. Your
company has been identified as a DIA contractor performing information assurance tasks that fall within the functional categories
described in DoD 8570.1-M. As such, your participation in this survey will enhance DIA’s information assurance posture reportable
under DoD 8570.1-M and FISMA requirements.

Attached to this letter is a spreadsheet identifying the members of your current workforce, including any known
subcontractors, performing tasks under contract number HHM402-xx-x-xxxx. We have assessed the tasks performed on the contract
against the information assurance workforce functional categories described in DoD 8570.1-M, and have indicated the pertinent
certifications that DoD 8570.1-M requires for the functional category we have associated with that individual’s contractual effort.
Please identify which, if any, of the pertinent certifications are currently held by these individuals; the dates the certifications were
obtained; and, if available, the 5-digit reference number assigned by the certification provider.

We would very much appreciate your participating in this survey; however, please note that your decision to
participate is strictly voluntary. The Government will not compensate you for your participation. Accordingly, by responding, you
agree that any action taken pursuant to this request will not result in a change to any Government contract or in costs being charged to
any Government contract, and that the Government may freely use any of the information you provide, without restriction, to address
information assurance readiness and reporting requirements of the DoD and DIA. If you do not agree to the foregoing, please notify
the DIA contracting officer and take no action in response to this request. If you choose to participate, please provide the information
by annotating the worksheet and emailing it to Mr. Paul Krasley at paul.krasley@dia.mil by January 11, 2008.

If you have any questions regarding this request, call contact Joe Contracting Officer, 202-...... or Paul Krasley, 202-231-2387.

Attachment: Example of Contractor Data: One for each Vendor


mailto:paul.krasley@dia.mil

Q Register Now! .,

for SANS Training _ ===

EEm
SANS OnDemand Assessments - Webcast Classroom Training

Please Note: You have 10 minutes to complete this page. After 10 minutes have passed you will have to restart this page.

Registration Form
You are logged in.
Click HERE to log out, or to register someone other than yourself.

Step 1: Attendee’s Mailing Address

READ THIS IMPORTAMNT NOTICE
This section is for the student's contact info, The e-mail address provided in this step is where all
access information will go.
The student’s address must be entered here correctly as it can not be changed once access to
courseware has been granted.

Commeon Errors To Avoid:

& Entering yvour work email, but wanting access to be with a personal address or wice versa.

® Entering vour email when you are registering someone else

s Entering vour address to get a confirmation email even though vou are registering another person, If vou need a
copy of the confirmation emails, enter your e-mail in the billing contact field on the next page of the process,

Separate billing information may be entered later in the registration process if needed,

* Attendee's E-Mail: |pau|.kras|ey@diamil

* Attendee's E-Mail {repeat): lpaul.krasley@diamil

Salutation: | v|
N, T https://www?2.sans.org/ondema

* Last Mame: |Kras|ey nd/Choosephp

* Title: IIA Training

* Company: IDIA

* Address: |5403 Castle Bar Lane

Address {(cont.): I

* City: |Alexandria
* ZIP/Postal Code: W
* State: IVirginia ;I
* Country: IUnited States LI >
* Phone: W




Course

\I' AUD 507: Auditing Networks, Perimeters & Systems (£179)

‘l- SEC 309: Intro to Information Security (£179) G | SF

‘l- SEC 333: SANS Training for the CompTIA Security + Certification (£179)

\I‘ SEC 351: Computer and Network Security Awareness ($29)

‘I' SEC 401: SANS Security Essentials ($173) GSEC

\I‘ SEC 430: Windows SysAdmin Essentials (£59)

\I‘ MGT 411: SANS 17799/27001 Security & Audit Framework ($179) C I SSP

\I‘ MGT 414: SANS® +8™ Training Program for the CISSP® Certification Exam ($179)

\I' MGT 421: SANS Leadership and Management Competencies {£59)

‘l- SEC 502: Perimeter Protection In-Depth {$179)

I SEC 503: Intrusion Detection In-Depth (§179) GCIA for CND

‘ " SEC 504: Hacker Techniques, Exploits & Incident Handling ($179) G C I H for C N D

\I‘ SEC 505: Securing Windows (£179)

\I‘ SEC 508: System Forensics, Investigation & Response ($179)

\I‘ MGT 512: SANS Security Leadership Essentials For Managers with Knowledge Compression™ ($179) GSLC

\I‘ MGT 524: Security Policy & Awareness ($179)

‘l- SEC 617: Assessing and Securing Wireless Networks ($179)

Total Course Fee

{click to update total)

Feview |

Procesd | Reviewl

Step 3: Discount Codes DOD857O

Reqistration code (for discount): |

Note: You must submit your discount cade at the time of your original registration. SANS can not modify your tuition fee once you have submitted this form. See
wiw, 53n5s,.0rg/conference/discount.php for mare infarmation or to obtain a code.

J |

Proceed | Reviewl

ALL FEES ARE QUOTED IN US DOLLARS & MUST BE PAID IN US DOLLARS

Total Fee: $0.00



Enter your name if you would like it to appear on your assessment results: :

1. Which of the following would BEST ensure the success of information security governance
within an organization?

A The steering caommittee approves all security projects.
B. The =ecurity policy manual is distributed to all managers.

2000

Z. Security procedures are accessible on the company intranet.

O The corporate network utilizes multiple screened subnets. 1_ Enter your name
2. Wwhich of the following should be developed FIRST? 2 Answer eaCh queStIOn
5 Procedures 3. Check your Answers

2000

O, Guidelines

3. Which of the following individuals would be in the BEST position to sponsor the creation of an
information security steering group’?

A Chief security officer
B. Chief aperating officer
. Chiefinternal auditor
. Chieflegal couns=el

7000

4. Which of the following would normally be covered in an insurance policy for computer
equipment coverage? Equipment:

A leased to the insured by another company.

B. leased to another campany by the insured.

L under the direct caontral of another caompany.
D located at and belonging to a service provider.

2000

5. The MOST appropriate reporting base for the information security management function would
be to report to the:

A head of IT.

7 B infrastructure director.
< network manager.

7 D chiefinformation officer.

0. VWhich of the following should e mandatorny for amyr disaster recovery test?

A Only materials taken from offsite storage orthose predeploved atthe hot site are used.
7 B. Paricipants are not infaormed in advance when the testis ta be held.
2 Hot site personnel are not informed in advance when the test is to be held.

T D KKey systerms are restored to identical operating system (O0S) releases and hardware
configurations.

Check My Score | e=sat |Flesults will appear in a new windowr.

http://www.isaca.org/Template.cfim?Section=CISM_ Certification& CONTENTID=28399& TEMPLATE=/ContentManagement/Co
ntentDisplay.cfm.




UNCLASSIFIED

COMPTIA
I I N i

* Directorate for Information Management & CIO

e http://currency.comptia.org/dod

« Tara Dean: tdean@comptia.org (732) 662-4020

« Agency User name: dia
o Password: XXXXXXXX

« PC Technician = A+
 Network Technologies = Network +

L : J |
e |IT Security = Security +

30 UNCLASSIFIED


http://currency.comptia.org/dod
mailto:tdean@comptia.org

INFORMATION ASSURANCE (1) Home FAQs ContactUs E-Support

Returning User Login

** Your session has timed out, please login again. **

Email address: ||

Password: | Forgot your Password?

CERTIFICATION PROGRAMS New User Registration

1A WIP Certification Don't have an account on the Personnel Certification Support System?

Request You can get registered now! It only takes about five (5) minutes to complete your registration.

BEGIN REGISTRATION PROCESS

IAM Registration

If you would like to be listed as an IAM for your component, you can self-register here. Your account
will be activated once it is approved by your component's OPR POC.

BEGIN REGISTRATION PROCESS




RSONNEL
INFORMATION ASSURANCE (1A) FAQs ContactUs E-Support

[Reporting | Edit My Profile | Log Off]

Paul Krasley's Management Page

VYouchers Awaiting Approval

Name Command & Unitf0Org Contact 1A Level Exam
Mo ¥Youchers Pending Approwval
My IAM Group
With the checked Users: I- Actions - LI
CERTIFICATION PROGRAMS e I IA
Name 3 Contact Exams
UnitfOrg Level
1A WIP Certification T Zend Ermail Certified Information Systems Security
ad il P TaM III 5
L] |damns; Willizm 202-231-2021 Professional Examn
Request ’ Send Email
[T Cornell, Denise oy e 14M 111
: Send Ermail Certified Information Systems Security
[ [eetefingr Wilstd P 301 306 6128 | " professional Exam
el Send Ermail Certified Information Systems Security
[ |martin, jerome (e02)2a1 86160 T |prafessional Esam
: Send Ermail ; ;
[ Quinn, Robert SoRusTAnE IAM III  GIAC Security Leadership
Send Email Certified Infarmation Systems Security
[ [seoks omathanic Ltssdgsas: [0 S brdteseional Exam
; Send Email Certified Information Systems Security
Strot O i IAT III :
[T [strater;Deniss z0zz31z29381 Professional Exam
[ Westras e, Derek HDS;’RR Send Ermail L&T III Certified Infarmation Systems Security

RRC-2

301-306-6166

Professional Exam




http://www.ufairfax.net/ufairfax/Ip/examprep.html

University of Fairfax
Secure Yowr Fegure

FREE Online CISSP Assessmeant Tool
The First Step in CISSP Exam Preparation

Register Belows

Your FREE Online CISSP Assessment Tool {(CAT) will provide yvyou with:

an online sample of University-developed CISSP practice exams.

Zample exam questions covering all 10 CISSP CBK domains.

Multiple retakes for a 1-week period.

24F7F access.

Exposure to the University of Fairfax online learning environment.

A preview of more CISSP exam prep tools and programs offered by the University
of Fairfax!

Co not miiss the FREE CISSFP Assessment Tool, This convenient online CISSP exam prep
resource 15 the first step toward passing your CISSP exam!

Siagn Up for vour FREE CISSP Assessment Tool NOW!

please complete and submit this form:

*First MName I *Lastl

*Email I

Phone I E:H:tl




FREE Asl
University of $ S v Fut . DOD Security Clearance Handbook
ecure Your ruture
F a]. r faX. Advance Your Information Security Career Click here!

Earn your InfoSec Doctorate or MS ONLINE

Apply Now About Us Academics Your Career Path Community Contact Us T::i::::-_.f;c:::;r i
CISSP
Graduate Certificates Thank YOLI
NEA TAMIEM | oo e
Fellowships Available
N " Dear Paul:

Congratulations! By registering for the Free CISSP Assessment Tool (CAT)
offered by the riversity of Fairfax, you have taken the first step toward passing
your CISSP exarn,

“ou will have access to the Free CAT for a period of one week. vour enrallrent
period will beqgin an the Friday following your registration.® For example, if today is
Friday, you will be enrolled in one weelk. Howewver, if today is Thursday, you will be
enrolled tomorrow,

on your first day of enrallment, login instructions will be ermailed to
username@dormain.suffix, As soon as you receive an email with login instructions,
you may immediately log into the FREE CISSP Assessment Toal,

* If a holiday occurs on a Friday, vou will receive online access prior to the haoliday.
Please see below a list of holidays observed by the University of Fairfax.

Martin Luther King Jr. Day
Mernarial Day

Independence Day

Labor Day

Thanksgiving Day & the day after
Christrmas Day

Mew vear's Day

More information

Best regards,

Juliette Goldman
Associate Dean of Continuing Professional Education
University of Fairfax

Ready for an in-depth online CISSP exar prep program? Click here!
Click here to review all of our CISSP test prep options,

BECOME AN INFOSEC LEADER!

The University of Fairfax provides the following programs to help you advance your
InfoSec career,

¢ NSA IAM-IEM Certification Courses:

To support the NSA& TAMJIEM certification program, the University of Fairfax,
in conjunction with Security Horizon, is awarding scholarships for ITAMfIEM
Certification Courses. The National Security Agency offers the anly
INFOSEC certification{s) sponsored by a federal agency. The NS4 1AM and
IEM certifications employ and teach a standardized INFOSEC assessment
rmethodaology, Click here for more information,
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