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Global Events
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+ Cyber War
+ Espionage
+ Religious

+ Activists

+ Financial
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Canadian Security Intelligence Service

$1,000,000,000 a month
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Motivations

+ Cyber War
+ Espionage
+ Religious
+ Activists

+ Financial

“There is substantial concern, China is stealing our secrets in an
effort to leap ahead in terms of its military technology, but also
the economic capability of China. It is a substantial threat that
we are addressing in the sense of building our program to address
this threat.”

-- FBI Director Robert S. Mueller III — Jul 2007
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Motivations

+ Cyber War _Mﬂu: OD designation for

cyber attacks S systems e
since before 2002,

13

+ ES p 1on ag e Chinese in origin. =
.. Most likely the result of Chinese T3
+ Re“glOUS military hackers attempting to
gather information on U.S.
o systems,

+ Activists

Hackers gained access to many |4
1 U8, government networks, |

+ Financial including those at Lockheed i ‘ : . o I

| Martin, Sandia National

Laboratories, Redstone
Arsenal, and NASA,
- s v & N |
B H | : g
. EMHOMHER.COM

NCPH - Chinese Espionage

Russian Federation Flag

13 Flags courtesy of www.theodora.com/flags used with permission




Motivations

HHopMan
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+ Espionage
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Motivations

Prefix List

+ Cyber War

+ Espionage & (gl pim A

+ Religious

+ Activists

+ Financial

E-Jihad v.3.0 (An Arabic tool)
Tsunami v.4.0 (An Arabic tool)
Doraah v.1.5 (An Arabic tool)

Evilping (Converted Western Tool)
Haktek (Converted Western Tool)
Web hakrez (Converted Western Tool)




Motivations

+ Cyber War
+ Espionage
+ Religious
+ Activists

+ Financial

E-Jihad v.3.0 (An Arabic tool)

Tsunami v.4.0 (An Arabic tool)

Doraah v.1.5 (An Arabic tool)

Evilping (Converted Western Tool)
Haktek (Converted Western Tool)
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Motivations

Prefix List
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Chevy Chase
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Motivations

+ Cyber War
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+ Financial

E-Jihad v.3.0 (An Arabic tool)

Tsunami v.4.0 (An Arabic tool)

Doraah v.1.5 (An Arabic tool)

Evilping (Converted Western Tool)
Haktek (Converted Western Tool)
Web hakrez (Converted Western Tool)
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Motivations

+ Cyber War
+ Espionage
+ Religious
+ Activists

+ Financial

E-Jihad v.3.0 (An Arabic tool)

Tsunami v.4.0 (An Arabic tool)

Doraah v.1.5 (An Arabic tool)

Evilping (Converted Western Tool)
Haktek (Converted Western Tool)
Web hakrez (Converted Western Tool)
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Motivations

Prefix List

+ Cyber War

+ Espionage & (gl pim A

+ Religious
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+ Financial

CitiBank

E-Jihad v.3.0 (An Arabic tool) S @[L’ﬁ-ﬂ’]ﬂ\"? [:.;\
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Tsunami v.4.0 (An Arabic tool)
Doraah v.1.5 (An Arabic tool)

Evilping (Converted Western Tool)
Haktek (Converted Western Tool)
Web hakrez (Converted Western Tool)




+ Cyber War
+ ESspionage
+ Religious

+ Activists

+ Financial

Controversial Change
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Motivations

+ Cyber War Environmental and Animal Rights

+ Espionage Pol_itical activists are m_embers _of various political partie_s,
anti-war groups, anarchists, racial & gender-based special
+ Religious interests from equal rights groups to supremacy and hate
. roups
+ Activists Jroup

Religious groups include pro-life and pro-choice supporters

+ Financial _ o
Anti-globalization groups that target the WTO, World Bank,

APEC and G8 Meetings

i'ﬂi— -3 g k3

Cyber activism

! )y Do you want to help save the planet?

[?E}E Bummb

TEXTIFOR @qmm §1010470/7;



Motivations

Source: Attrition.org — Data Breaches
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Cyber Crime: No Longer a Startup
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Motivations
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Motivations
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Motivations
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Motivations
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Motivations
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Motivations

+ Cyber War Professionalized

+ Espionage Software QA

+ Religious
g Product Enhancement

+ Activists
Customer Tiering Strategies
+ Financial
Marketing and Sales

: Business Specialization
Cyber Crime: No Longer a Startup

ARG
1

& i L ;_ﬁ T‘LJ. HangUp Team
AR RUS S LA

N UpLevel
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The Olate Suite
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General Trends Innovation
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Credential Data Mining

1%
1 %_ Q u]
0 1% 1% W hyspace.com
1% O Cther
4% ’
o O ahoo
° W Facebook
0% .
= hSMLve
O BankFinance
21% OeBay
59, O Cirkut
E Google
Almost two-thirds of US companies do nothing to block mie |
third-party collaboration tools, such as real-time WVEJOLITIE
communications and information sharing O AL

Yankee Group — 31 Jan 2008
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Metafisher: HTML Injection

/2 Unicaja - Microsoft Internet Explorer
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Phishing the second factor

Hundenzugang

Sehr geehrte Kunden der Fosthank! Wegen zunehmender Phishing-Angriffe
auf Bankkonten unserer Kunden haben wir den Beschluss dber den Uhergang
U rinem effizienteren Authorisationssystemn fir Online-Banking gefaiit. Das
friher henutzte iTan-vVerfahren wird bis zum 17.05.2007 deaktiviert werden. Fr
sichere Ausfithrung won Konto-Operationen wird in Zukuntt eine DigiPass-
Einrichtung henutet werden.

Ez wird durch die DigiPass- Einrichtung ein einzigadiger Code fir
Lberweisungsbestatigungen in Echizeit generier. Alle 60 Sekunden wird
Ihnen die Einrichtung ein neuer Kode erteilen, was einen vollen Schutz gegen
Phishing und Yirenanariffen ermdglicht. Kach der erfolgreichen Ausfiillung des
auf dieser Seite angefihrten Formulars werden lhnen durch den Postdienst im
Laufe van 2 WWachen die Einrichtung und die Gebrauchsanweisungen
Tugeliefert.

mMomentan midssen Sie das Formular fiir Tans van [hrer Tan-Liste won 1 bis 40
aderwvan 101 his 140 {e nach dem Tan-Listen-Typ) austillen. it Hilfe van
Tans wird durch das System ein einzigartiger 256-Bit-Schlissel von hohem
Yerschllsselunosniveau sg. MDS generiert, der in [hre DigiPass-Einrichtung
gingedeben wird. Seien Sie bei der Eingabe sehr aufmerksam. Mach der
erfalgreichen Ausfillung aller Bereiche won Tans wird [hr Account automatisch
filr neues DigiFass System aktiviert. Wenn Sie beim Ausflllen Schwierigkeiten
ader Fragen haben, kinnen Sie unseren Suppordienst anrufen.

Durch die Angabe der TANs wird thre aktuelle TAN-Liste NICHT deakindert!
Sie konnen ihre TAN-Liste welterhin mnzen!
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Underground Customer Service

MetaFisher Command & Control Center

COLRMF &5 (OO S L L OFidear Dy DDl 5

Country Rating Country Rating

—r l.' L2 .'!'i'.'.". LA L LD (- | o b It o R =]

4 1 35508 5%
.I__ Pl 0l £ ) s

47428 O

s ' Country Rating

Thiziland 1

i . M 1020 3% p—
:: i | gEE 3% u I 1 | HE0 2%
. [&] Brari 1 .

Mexico 902 3¢ 11947 2%

:i':' """ s 10004 2°
ran 5 LS o

E Folan o 35 52 2%,
- ﬁ. o -:-1 I;I :.”.:I.: ; : : 552 1 52 Hosts

Criminals Track e e Over 500,000
bots by — Rating Gat Raparts
Country version Are Stolen by

[J200 29959 100% This Variant

totaly: 3 <= Several Variants Tracked
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Add-On Services

PoxasEn Namepon|

forum ownar Bawewy BHUNAHWD NpeiNarasTcA NoWHE AWNA HOOyNEHEA cop T cnocoGHEA 3HAYMTENLHOD oBnerynTe Bawy paGoTy no cfopy HeofxoauMol WHDH ANA OCYWECTENEHWA TPAHCHE POE C NPAKTHHECKN
nobux GaHkoe

Eazopwif mogyne

+ Hactpaneaenue WE rpatéep.

+ CHATHE CKNHWOTOR HA HY X HHX SIpeca,

+ MepexBat qaHHEY C BUPTANEHEY KNABNATYR

+ HeBnauW B npousccax.

+ MpakTH4eckNn HEOTPEHIYEHOE KOM-BO YN PAENAE 0WWX CE PEE PO,
+ Mepe Jayua yNpaEnao Wi KOMNEH B SEWNDPOBIHON BIIE,

ABto3anue Ha PostBank u Sparkasse
+ Bce BO3MOXHOCTH GasoBoro monynsa
+ Aptosanue Ha PostBank m Sparkasse

Perncrpaups: 25.06.2005
P ————

CooBuenua: 1,208 + MonHoe ckpbiTHe GanaHca M XHCTOPH TPaH3aKuMuA

+ BO3MOXHOCTL YCTAHOBKH OUanasoHa CYMMbl KoTopas Gyp,eT 3anuB

TAHTPAEEP

+ Boce poano=HoOCTH G830 BOMD WO0YNA

+ WHTENNE KTYANLHEA cHOp TAHOE CO BOEX NONYNAPHEY GEHKDB+BE03 N0 = HOCTE JOGABNATE CEON
+ Hactpofika nHTepeana copa TAHOE, T2 CKONLKD TAHOB Gy 08T NPONYCKATRCA HOPNANEHO NEPEL TEN KAK X0NAE pY HE
+ Hactpofika ypnoB HA KD TOPHY rPEGUTCA TAH HACKAMWK

NPUKE P KOH(INTYPELMR

httpsy//= e http s atltanthaubomcksnaiz sighature,iyn

Ha Bcex (e u .4t cafTax GyneT cofupaThod kA A0 NATOE 3HA4EHWE noned tantnaubomcksnaizsighature,iyn, noetopHo Tan paep c T BBECTH TONLKO NEPEYCTAHOENE BMHAY, 3Tom Gones 4K
AocTATOMHO AN pABoTH NO OCHOBHEMN NONYNAPHEN GaHKAN, Ho BHBEANT W TAKNE, ¥ KOTOPHX KNIOHEBIE CNOBD (W3 NOCTAAHHEX] He NOXEeT GHTENIAHD 0JHOZHAYHO CNELWANEHD LNA Taknx BaHko s
GHNE HANUCAHE BOZNDXHOCTE IMNETPELMNA NOCT JAHHEX, OHA TAK & IOCTYNHA B JEHHON HOOymNE

0 ®ET NCNONL30EATE BBEASHEA TEH,

Wamenenne html koga n yHneepcansHele nonans

+ Bee Bo3WwoxHOCTH Ga30B0M0 MOLYNS

+Betaskn html koaa

++ 3agaHne ypna rag 6y0eT NPoM3B0ANTECH BOTEEKE NACKANN

++ MpOBE KA HENWYUA TEKCTE HE CTPEHULE NPH HANWYAW KOTOPOD BYNET BCTARNEH K4
++ MNonHas noogs pxka patoTd © pefnant

++ BO3NO =HOCTE 3AMEHNTE YKA3SHEN KoL UNM NpocTo 4o6aenTe cBOf kog

++ [poBs prA COOTBETCTEMA, NOND HOpHE

+¥HUES pCankHHE NONANH

++ BHB0J, NONAN0B HA YKE3aHHEX YPNaX{Ho%HO yKE3HEITE Nackan i)

++ MoNHOCTEIO HACTpaMBaENEE 3aronosok/Hannnce BHNAY 0KHE ZHAYEHIA KHONOK

++ BoTamka kapTHHKN B Nonan{kapTHHEN cnpasa Ha chopie, NoASHpasT pasnepu diopua)
++ BoTaska nons AnA BB0AA B NONANe W KHONOK C ykasaHunn Bann sHaqeHnanm

++ BO3NOXHOCTE BHEOANTE NONAN TONEKD SCNN HA CTPAHWHKE SCTh YKA3EHOE BAWW CNOBD
++ BoawoxkocTe suezctw html nonan

+ MepeBpoc xONAepa HA BAW NUHK WNH BHB0 A cooBueHnalHanpunep Access denied) va ero patoden |E ecnn o vl HE BB2N WNW NPenoYen 3akpaTh Nonan

PafoTta c cepTUpUKaTAMMA

+ Boe BoanoxHoCTH G330 B0MD MOLYNA
+ Bo3W0 #HOCTE SKCNOPTUPOBATE W EANOXNTE HA (TN BCE CEPTUWEKATH WKW ONPEASEnEHHYD TPYNN
Ch Certification authority certificates,

MY & certificate store that holds certificates with associated private keys,
ROOT Root certificates,

SPC software Publisher Certificate,
B chopuare pfy

750 EazoBsid MOLYNE

+900 nonansl W MHKEKT XTMA

+850 TAHTPAEEP

+300 PatoTta ¢ cepTUCOMKaTAMA

+500 naHens ynpaeneHMs

+3000 agTozanue Ha PostBank n Sparkasse

Mo noBoay NPMOBPETEHNA W 38 USHENW CTYHUNCA B AC
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Other Toolkits

+ Metafisher/Agent.dg/BZub/
Tanspy/Cimuz/Nurech

+ NetHell/Limbo

+ OrderGun/Gozi/Ursniff/Snifula/
Zlobotka

+ Shnatch
+ Corpse NuclearGrabber
+ Corpse A-311 Death (Haxdoor)

+ Torpig/Sinowal/Anserin

+

VisualBriz

Apophis/Nuklus

Pinch/Xinch

Power Grabber

'‘Matryoshka'
'‘Banker.CMB'/PRG/Wsnpoem

'‘Developer
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Fast Flux Networks

Bank.com fakeBank.com
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Fast Flux Networks

Bank.com fakeBank.com fakeBank.com Name Server
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Fast Flux Networks

Bank.com fakeBank.com fakeBank.com Name Server

Zombie |
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Bank.com

Fast Flux Networks — Single Flux
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fakeBank.com Name Server

fakeBank IP = X X . X.X
TTL = Small
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Fast Flux Networks — Single Flux

v

Local DNS Server
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Fast Flux Networks — Single Flux

v

Local DNS Server

1&

Bank.com fakeBank.com

fakeBank.com Name Server

fakeBank IP = Y.Y.Y.Y
TTL = Small
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Fast Flux Networks — Single Flux
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Fast Flux Networks — Single Flux
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Fast Flux Networks — Double Flux

Name Servers

Bank.com

Zombie |

Q.Q.Q.Q

Zombie 2

R.R.R.R

fakeBank.com

Re-Directors

N\

Name Server IP = Q.Q.Q.Q
TTL = Small

.com TLD Name Server
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Fast Flux Networks — Double Flux

.com TLD Name Server

<
4

Local DNS $erver

Bank.com

fakeBank.com

A
Name Servers

- B

Zombie |

Q.Q.Q.Q

Zombie 2
_kRRR |

Zombie n

Re-Directors

fakeBank IP = Y.Y.Y.Y
TTL = Small

/
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Name Server IP = Q.Q.Q.Q
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Fast Flux Networks — Mitigation

+  Establish policies to enable blocking of TCP 80 and UDP 53 into user-land networks if possible
(ISP)

+ Block access to controller infrastructure (motherships, registration, and availability checkers) as
they are discovered. (ISP)

+ Improving domain registrar response procedures, and auditing new registrations for likely
fraudulent purpose. (Registrar)

+ Increase service provider awareness, foster understanding of the threat, shared processes and
knowledge. (ISP)

+ Blackhole DNS and BGP route injection to kill related motherships and management
infrastructure. (ISP)

+ Passive DNS harvesting/monitoring to identify A or NS records advertised into publicly routable
user IP space. (ISPs, Registrars, Security professionals, ...)
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2007 Trends - Recap

RUSSIA

W -
— el | J{ &) L

Tilan Aain Q00 Sesagrise b |
= . £ wypnns | [ ————

L B 1 r
et g b i B .
et 4 :

1 e A
....... pEan Boosws b ey &

o #remem 1] A =

ur ’ 4 I
i dpanipn |

Cyber activism

! \ Do you want to help save the planet?

f_wes || _mo |[_ cancel J




2007: Year of the Iceberg
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Best Practices of 2007

1 Statefull Firewalls

2 Access Controls 79 Not asked

3 Electronic Access Controls 78 2

4 Application Layer Firewalls 72 6 Top 10 Most Effective
5 Host-Based Anti-Virus 70 10 Technologies in Use
6 Password Complexity 70 3

7 Encryption 69 5

8 Heuristics-Based SPAM Filtering 69 7

9 Network-Based Policy Enforcement 68 9

10 Network-Based Anti-Virus 65 4

2007 Rank Technology 2006 Rank

Manual Patch Management

I |
2 Surveillance 18 2
3 Password Complexity 17 8
Top 10 Least Effective 4 Badging — 6 ¢
. . 5 RBL-Based SPAM Filtering 15 13
TeChnOIOgleS in Use 6 Host-Based Anti-SPAM 14 I5
7 Wireless Monitoring 14 3
8 Change Control/Configuration Management Systems 13 5
9 Software Development Tools & Processes 13 4
10 One-Time Passwords 12 16
6o Source: 2007 E-Crime Watch Survey”, US CERT, September 2007, CSO magazine" JgI‘ISIgIT’ I
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2008: Tipping Point

Malcom Gladwell’s “Tipping Point”
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2008: Tipping Point

BLACKWATER

Mother Jones Nov/Dec 2006 Issue

Cyber Mercenaries
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General Trends Disruptors
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What is a Disruptor?
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Disruptor: Terrorist Use of the Internet

+ “Cyber terrorism”

Causes or threaten violence or significant socio-economic or
political disruption

Civilian targets
Political or ideological goals
Psychological impact

+ Cyber terrorism is NOT:
- Communication
Propaganda purposes
Financial management
Operational Support

+ Could be attached to physical attacks




Disruptor: Mobile Threats




Disruptor: Asian Centric Internet or Splintered Internet

IPv4 Significantly Larger

4.3 billion addresses (3.4x10"38) addresses

76 Kozierok, "The TCP/IP Guide: A Comprehensive, lllustrated Internet Protocols Reference™ %‘rlslgn@ I
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Disruptor: Asian Centric Internet or Splintered Internet

SW/HW/ISPs/Users ready by 2023

IPv6 Capable and Enabled by 2019
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Disruptor: Asian Centric Internet or Splintered Internet
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Disruptor: Online Persistent Environments

Massively As of January 2008, 10 Million
Subscribers at $14 per month

Multiplayer

Online

Role

Playing

. MMORPG

Asheron's Call

Dungeons & Dragons Online
EverQuest II

The Lord of the Rings Online
The Matrix Online

Pirates of the Caribbean Online

Star Wars Galaxies

Toontown Online
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Disruptor: Online Persistent Environments
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Disruptor: Online Persistent Environments

WORLD
. WARCRAFT,




Disruptor: Online Persistent Environments

Traditional

Anshe Chung
Ailin Graef

Not So Much _
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Disruptor: Online Persistent Environments
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Disruptor: Online Persistent Environments
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Disruptor: Online Persistent Environments
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In-Game Chat
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Disruptor: Online Persistent Environments
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Q and A

Rick Howard

rhoward@verisign.com

Where it all comes together.”

VeriSign iDefense Security Intelligence Services
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