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“There is substantial

 

concern, China is stealing

 

our secrets

 

in an 
effort to leap ahead in terms of its military

 

technology, but also 
the economic

 

capability of China. It is a substantial threat that 
we are addressing in the sense of building our program to address 
this threat.”

--

 

FBI Director Robert S. Mueller III –

 

Jul 2007
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Environmental and Animal Rights

Political activists are members of various political parties, 
anti-war groups, anarchists, racial & gender-based special 
interests from equal rights groups to supremacy and hate 
groups

Religious groups include pro-life and pro-choice supporters

Anti-globalization groups that target the WTO, World Bank, 
APEC and G8 Meetings
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Cyber Crime: No Longer a Startup
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Credential Data Mining

Almost two-thirds of US companies do nothing to block 
third-party collaboration tools, such as real-time 
communications and information sharing 

Yankee Group – 31 Jan 2008

Almost two-thirds of US companies do nothing to block 
third-party collaboration tools, such as real-time 
communications and information sharing

Yankee Group – 31 Jan 2008
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Metafisher: HTML Injection
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Phishing the second factor
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Underground Customer Service
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Add-On Services
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Fast Flux Networks – Double Flux

Bank.com fakeBank.com

X.X.X.X

Y.Y.Y.Y

Z.Z.Z.Z

Name Server IP = Q.Q.Q.Q

TTL = Small

Q.Q.Q.Q

R.R.R.R

S.S.S.S

Re-DirectorsName Servers



54

Fast Flux Networks – Double Flux

Bank.com fakeBank.com

X.X.X.X

Y.Y.Y.Y

Z.Z.Z.Z

Q.Q.Q.Q

R.R.R.R

S.S.S.S

fakeBank

 

IP = Y.Y.Y.Y

TTL = Small

Name Server IP = Q.Q.Q.Q

TTL = Small

Re-DirectorsName Servers



55

Fast Flux Networks – Double Flux

Bank.com fakeBank.com

X.X.X.X

Y.Y.Y.Y

Z.Z.Z.Z

Q.Q.Q.Q

R.R.R.R

S.S.S.S

fakeBank

 

IP = Z.Z.Z.Z

TTL = Small

Name Server IP = R.R.R.R

TTL = Small

Re-DirectorsName Servers



56

Fast Flux Networks – Mitigation

+ Establish policies to enable blocking of TCP 80 and UDP 53 into user-land networks if possible 
(ISP)

+ Block access to controller infrastructure (motherships, registration, and availability checkers) as 
they are discovered. (ISP)

+ Improving domain registrar response procedures, and auditing new registrations for likely 
fraudulent purpose. (Registrar)

+ Increase service provider awareness, foster understanding of the threat, shared processes and 
knowledge. (ISP)

+ Blackhole DNS and BGP route injection to kill related motherships and management 
infrastructure. (ISP)

+ Passive DNS harvesting/monitoring to identify A or NS records advertised into publicly routable 
user IP space. (ISPs, Registrars, Security professionals, ...)



57

2007 Trends - Recap
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2007: Year of the Iceberg

New Vulnerabilities
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2007: Year of the Iceberg

Shift from Prestige to Money-Driven

Shift from Global to Targeted

Stealth

New Vulnerabilities
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Best Practices of 2007

2007  Rank  Technology   Percentage 2006  Rank   
1  Statefull  Firewalls 82 1  
2  Access Controls 79 Not  asked  
3  Electronic Access Controls 78 2  
4  Application Layer Firewalls 72 6  
5  Host-Based Anti-Virus 70 10  
6  Password Complexity 70 3  
7  Encryption 69 5  
8  Heuristics-Based SPAM Filtering 69 7  
9  Network-Based Policy Enforcement  68 9  
10  Network-Based Anti-Virus 65 4  

2007  Rank   Technology    Percentage 2006  Rank   

1   Manual  Patch  Management 26 1  
2   Surveillance 18 2  
3   Password  Complexity 17 8  
4   Badging 16 6  
5   RBL-Based SPAM Filtering 15 13  
6   Host-Based Anti-SPAM 14 15  
7   Wireless Monitoring 14 3  
8   Change Control/Configuration Management Systems 13 5  
9   Software Development Tools & Processes 13 4  
10   One-Time Passwords 12 16  

Top 10 Most Effective 
Technologies in Use 

Top 10 Least Effective 
Technologies in Use 
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2008: Tipping Point

Malcom

 

Gladwell’s

 

“Tipping Point”
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What is a Disruptor?
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Disruptor: Terrorist Use of the Internet

+ “Cyber terrorism”
▪

 

Causes or threaten violence or significant socio-economic or 
political disruption 

▪

 

Civilian targets 
▪

 

Political or ideological goals
▪

 

Psychological impact

+ Cyber terrorism is NOT:
▪

 

Communication
▪

 

Propaganda purposes
▪

 

Financial management
▪

 

Operational Support

+ Could be attached to physical attacks



75

Disruptor: Mobile Threats 
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Disruptor: Asian Centric Internet or Splintered Internet

Significantly Larger

(3.4x10^38) addresses4.3 billion addresses
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IPv6 Adoption Estimates

IPv6 Capable and Enabled by 2019SW/HW/ISPs/Users ready by 2023

Disruptor: Asian Centric Internet or Splintered Internet
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Disruptor: Asian Centric Internet or Splintered Internet
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Disruptor: Online Persistent Environments

Asheron's Call

Dungeons & Dragons Online

EverQuest

 

II

The Lord of the Rings Online 

The Matrix Online

Pirates of the Caribbean Online

Star Wars Galaxies

Toontown

 

Online

As of January 2008, 10 Million 
Subscribers at $14 per month

Massively

Multiplayer

Online

Role

Playing

Game



80

Disruptor: Online Persistent Environments



81

Disruptor: Online Persistent Environments



82

Disruptor: Online Persistent Environments



83

Disruptor: Online Persistent Environments



84

Disruptor: Online Persistent Environments



85

Disruptor: Online Persistent Environments

Anshe Chung

Ailin Graef
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Disruptor: Online Persistent Environments
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Disruptor: Online Persistent Environments

1992
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Disruptor: Online Persistent Environments
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Q and A

Rick Howard

rhoward@verisign.com

VeriSign iDefense Security Intelligence Services
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