Building a Comprehensive
Security Awareness Program:

If You Build It, They Will Listen

Sherri Balderson, PMP
Federal Reserve Bank of Richmond




Key Points

o Federal Reserve Overview

o Awareness Model
- Decentralized vs. Centralized

» Management Support
o Comprehensive Awareness Program

o SumMmmary
- Lessons Learned

© Federal Reserve Bank of Richmond-2008



Federal Reserve Overview
Game Show

P We’” have Federal Reserve Overview
- Game Show Host
-,
- S.upe.r Model SQ,/\\J L_//\'be
» Divide into 2 teams W
- “Security Gurus” —
- “Security Aces” = “ e
T) (Tl
— Each team answers 2 . o"'._ﬁ"\”‘o

guestions about the Fed [ '

— Winning team — prizes!
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Decentralized
Awareness Model

o Before 2004, 12 Districts conducted
separate awareness programs

o Results:

nefficiencies and redundancies
nconsistent content
nconsistent knowledge
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Centralized
Awareness Model

» 2004 — Centralize national awareness training
~ Target over 20,000 employees/contractors in 37 offices

o Program Goals
— Centralize training/aid development and procurement
— Standardize security awareness and understanding
— Increase efficiency
— Capitalize on System expertise where possible

o Results:
— Efficiencies and Economies of Scale

- Standard
- Content based on Policy
- Training
- Reporting
- Communications
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Security Training

Security Awareness

FR Awareness and Training Overview

Training Based on Job Function and
Responsibility

Specialize
d
(Periodic)

Build knowledge and skills

4

Targeted Employees and Contract Workers

A —

-~ —
. Awareness Access New
g e Programs Agreement Employee
< ©
32 Newsletter IS Web Materials Awareness
QO Site Campaign

Focus on good security practices

t

All Employees and Contract Workers
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National Support
Upper-Level Management

o Obtained commitment and
agreement

o Led to increased funding

» Continue seeking support by
constantly soliciting feedback




Local Support
District Management

o Information Security Officer

— Executive level staff responsible for
all aspects of information security In
the District

» Information Security Awareness
Contact(s)

- Responsible for national awareness
program implementation locally




Infrastructure SMEs/Approvals

Training Groupware/ Remote Hard Disk
Developers E-mail Access Encryption
|
1ISO - Internet Standard Help Desk
= Instructional Software Managers
1-12 Designers J
| National @ D
Information
LMS Securit @ Management
DCLs || Administrator y
1-12 Awareness _
Program @ Penetr_atlon
Web site | AN (4.5 FTE) Ay Testing
Business Developers _
Executives Corporate Graphic Legal
L L Communicat.| | Designers Counsel
FR Central Vendors Printing Distribution
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In publication since 2004
Produced quarterly
Distribute hard copy

PDF posted to internal
Web site

Subscription service

Information Security News
for Federal Reserve Employees

Destinati_o_r_n: Internet - Travel with Care

l Information
wi Security Week
2006

= o

Information Security Week 2006 is
coming soon to 3 Fed near you! Visit
the Mational Information Security
Anvareness web site (hitps:‘nisap frb.
orz) every day during your Distrct's
week (re¢ complete list ar right) and
leam more shout safe Intemet mavels.
Flay interacive games and answer
the question of the day for 3 chance
o win a prize!

15 Week activities will guide vou
throuzh safe Intemet wavels by focusing
on kids' safery, blogzing, mabware, phish-
g and avoidmg conumon web piefalls.

Information Security Week Schedule:

Monday - Kids™ Internet safety

Tuesday - Phishing

Wednesday - Avording common Internet pitfalls
Thursday - Blogging

Friday - Malware (viruses, spyware and other bad stnff)

February 27-March3  March 6-10 March 13-17
Cleveland Chicago Atlanta

Dallas St. Louls Bostan

FRIT San Franclsco Minneapolis
Kansas City New York
Richmand Philadelphia

Phishing
Hits Home

Were you one of the 73 nullion adults
who received a phishing s-mail
berween May 2004 and May 20057
Garmer, a leading rechuology rasearch
finm, estimates thar nearly 2.4 million
onlize shoppers lost money as & direct
result of phishing. Do you know how
to avold being the next victm?

The e-mail message on the right
‘was subnutted by an FE. employes and
15 a real example of a phishing e-mail.
Sae if you can fnd the subtle clues
that prove this message is a hoax
Check the back page for answars.

SO W0, 0O

From: payments-messagesZamazon.com
Sent: Wednescay, Oclober 15, 2005 2:28 AM
‘Subject: Amazon Fagmerss Biling lssue

Greelings from Amazon Payments .

"our bank has confacted us reganding some attempis of charges from your credt cand via ihe Amazon
Sysiem. Wie Rane: reasons 1o beleve that you changed your regisiration Rfonmasion or fat someons
else kas unaushcrized access in your Amazon accourd Dus f recerd actHy, iRchiding possble unau-
Hherized listings paced or your aczount, we il reguine 2 secons confirmation of your idently whn uz
In order %o afllow us fo investigate this matter furfher. Your account Is not suspended, but If n 43 howrs
after you necetve s message your accourk 15 ot confimed we reseree the right b suspend your
Amazon reglsiration. Amazon s commitied o assist law emforcement wiin any inguires reizied o
atternpts io misappropriste personal Inormation witn the intent to commit frawd or theft.

T confim pour kently W LS clok nene:
it ersionanst

-Hon-nirefad i gw E103-3177054-

Afier responding o the message, we ast that you alow at l=ast 72 hours for the cass io De investigat-
ed. Emaling us before fnat tme il result i delays. We apciogize In advance for any ncomeenisnce
this may causs you and we wouls ke 20 Shank you for your CooDeration as we review s mader.

Thank you for your Inferest i sefing at Amazon com.

Armazon.com Cusiomer Senvice
hitp: MW amazon com
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Newsletter

e Columns include

Did You Know?

Business Continuity Buzz
Fresh Facts

What's Bugging You?

On the Home Front
Technical Corner
Cartoon

Several Fed articles

Phishing Hits Home (woswes fom font pop

Phishers are continnally finding new
ways to fool consumers. This message.
for example, looks legit and like it was
sent fTom one of the Internet’s most
musted companies: Amazon com
Formunately, the employes who racenead
thiz message noticed some subtle hints
thar made it seem phishy:

1. The exma space before the period
Always check the grammar, spelling,
punciuation and writing style of the
e-mail message. Businesse: 2o
throngh many editors bafore publish-
mg something to customers. If von
sea lots of emors, chances are it is
4 SCAm.

2. Apam, there is 8 puncmuation emor —
no peried at the end of the sentence

3. The e-mail raquests that Amazon
not be contacted sbour this message
for 72 hours. Phishers need time to
act on the information yon've provid-
ed and don't wan: vou fo discover
their scam too seon. Be wary of any

4. Finally, the recipient of this messaze

message thar does not provide inrne-
diare contact information.

purchased, never sold, fems on
Amazon. A lot of scams generalize
their wording so they can send it to
thousands of peeple without editing
was alerted to the line “Thank you it Look for things that appear

for your iuterest in selling at out of the ordinary or do not apply
Amazon com.” This person had only 10 YOI

From: paymenis-messagesBamazon.com
ek Wednesday, Sciober 15, 2005 3:25 A
Bubjset: Amazon Faymants Eling lssus

Grestings from Amazon F‘aume@'

*¥our bank has confacted us regarding some atiempis of charges fom your credit card via the Amazon
sysiem. We have r=asons o belleve that you changed urzregn'allor nformation or that someone
ehse has unaufhorized acoess fo your Amazon xm@ew recent actiity, Inchuding possible unau-
tharized listings placed on your account, we wil regul second condinmiafion of your idenfity with us
In order fo allow us to Invesdgale this matter further, Your account |5 net suspended, but Hin 42 hours
after pou recaive this message your account |5 nof confirmed we neserée fhe right io sespend your
Amazon regisirafion. Amazon Is commiRed bo assist law enforcement wilh any inquires relzizd io
atiemps to misappropriate personal information with Se Intent to commit fraud or hed.

To confirm yeur kentity with us dick here:

hitos:iwwey, am azon, com| Sey-zign-inirefepd il pH0E-31 7708

H
Afier respondng o the meszage, we a5k thal you sllow 2t l2ast 72 hours for the case to be Insestgal-
£d. Emaling us before: that Sme wil eSuk In delays. We 2pologize in acvance for any noonvenience
1his may cause you and we wouid liE to thank you for your cooperaion as we revies this matter,

4
Thank you for your interess in Seling & Amazon com.

Amazon.com Cusiomer Service
hitp:*aram amazon com

Kids’ Pledge for Online Saft

Shars this orline safaty pledge with your dhikdren — haes them
raad ared sign It than post It in @ place sasily sccezable by the srcire famite

Dl
= Mot send my pleurs.

|
|
i
'
|
: = Mot give out personal information aboue ris or riy family such a my
1 addrez.e-mall address, takiphone number or scheol nams.

: » Mat mest in person with anpons | first “met” onlina.

1

I

i

|

|

|

= Mot type ariching to annoy, hirass or hurcother people.
» Tel my parents or other adult f something online makes me fael

"'%J wromiortbla,

= Tak with riy parsnts 5o we can et up rulss for going onbne (such & dire

of dag length of tima. ind arsas | can viski

i
|
!
i
1
i
|
1
I
1
I
» Mot respond o meszages that are mean, 2ary or make me uneasy. |
1
I
i
|
i
1
!
i
|
I
!

e

™
I I 4, 0 0 0 * The number of matware threats detacted by Sophos, a leading antl-virus
vendar, In 2005, Sophos reports a nearly 50 percent Increase In new threats compared o 2004,
IMakware 1z any pragram or file that = harmiful to a computer user, Including Wnses, worms,
Trohne, and spyware,
Source; sophos.com i
o

& COMPAILT VI 3ta My homawork”
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Internal Web site
2007 FISSEA Website Winner

o IS Week

o Internet Safet
- Kids’ Safety
~ Phishing
- Blogging
- Malware
~ Other Pitfalls

National Information

Security Awareness

Nows, Tips and Resources [or

What's New
2006 /2007 Informatinon Security Calendar

\‘ Access your monthly information
securty calendar, complete with all
Federal Resarve holidays and paydays,
and a security reminder for every
montht

%

A

20082007 Calendar
bewsieter Archives
Shanmon's Story:. from Sids & dves

Security Bits & Byres 4th Quarter Issue

Cligk here to read the latest Information Security
Swareness newsletter for Federal Reserve Employess. In
this issue:

Who Are You.., Really? (Identity Proofing)
Did o Know?
Fresh Facts - Yoice+Phishing=Wishing

= Cartoon ) )
ey Empiotyee Training Technical Corner - Securing Your Home Wireless
Metwrork

What's Bugging You?
Old Cell Phones, Mew Problems
» The Better Shredder

Technical Staff Training

“irtes Hosor Site

H et 0 i . This informabion security awarensss training, which takes
2.1} about 30 minutes to complets, is aimed at tachnical staff

Fa ot i Safe G n in IT and other departments throughout the Federal

Reserve.

Be on the lookout for more information on the rollout of

ID THEFT
FACEOFF

TeM Your Crewicdge, Clak be May|

ONLINE
LINEUP

Tt Vet Kruaree i, Chake fa Plapt

| Down'f Tale The Bait! |

kck heve Tar an 11517 Coko
1 Bios i r ey erdi
Vi
Spam, chain letters and
hoaxes could be considered
a form of “phishing” through
the use of e-mail, Don't get
hooked.

Don't wiew, open, edit or
Forward unexpected or
questionable
attachments.

this course in your district!

District Specific

' Contacts By Distnct V

Chck bere to secess the Sraning

| Local IS Web Sites ‘*I
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7

Ask yourself: Is this person really who he/she says?
Is this person authorized to make the request? Also:

o Our Interpretation of national
Computer Security Day P Do

Follow policies when handling sensitive infor-
mation. Shred highly classified documents

o Each District chooses a week s

Don't share sensitive information without

for cam P ai gn Mind Your Own Business E‘;E;:;:;!“ itv infomation wit S
[

Ask yourself: Is this person really who he/she says?
Is this person authorized to make the request? Also:

Be cautious

e FUN

Guard your personal information. Don‘t e-mail
it, and don't share it with unsolicited callers
(phone, mail or e-mail).

| | 'l| -
. P r I Z e S Shred personal papers, including hills, receipts
= and financial offers.

Protect your PIN and Social Security numbers;
don't use your Social Security number on your
driver's license.

Remove mail from your mailbox promptly.
H Use strong passwords, and change
or Others 'luSt Mlght them often. Use current anti-

virus and firewall software. LINFg,
S~ ,%,}
(=)

&
B

- Is this person really who he/she says? Limit ID and credit cards z

+ Is this person authorized to make the request? g you carry. Review your
credit report annually.

© Federal Reserve Bank of Richmond-2008
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Awareness Materials

\ o .
4 ol e }I o
: f‘_f_ r&-ﬂ N o o ‘ _____ . e rr—— T e ——
g. _E = ' = : \\
3 — i_ "
b = = =] B b
] P | - &= : - }' -
1 = eBobRadd» I B ews il b s ' f t
S L ... Information
4 | y £ #*
B P, : : S ity Week
- i =]
= s - E |

; Destination: Internet - T AL [~ ecuri .V
= Travel with Care E b Y

Federal Reserve PC traveler, you already have - Tl ook betenet J\?L;:-.TJ" 2006
L your Passport to Safe Computing, Mow. get ; 4

ready for the rest of your journey. Visit the .

Mational Information Security Awareness web
site ([ o T every day this week

sl i

Dates Label Goes Here E

to learn more about safe Internet
travels. Answer the question of the
day for a chance to win instant prizes!

Monday - Kids” Internet Safety
Tuesday — Phishing

Wednesday — Avoiding Internet Pitfalls l
Thursday — Blogging !
Friday — Malware (viruses,
| spyware and other bad stu

H

http

© Federal Reserve Bank of Richmond-2008



Awareness Materials

FEDERAL RESERVE
INFORMATION SECURITY
PASSPORT e RSk PR
TO SAFE COMPUTING
PC TRAVELER: YOU e
e vigideme—
~ DESTINATION: Repore suspectad
Virtually Anywhere mﬂﬁ{f Pmﬁémg
VEHICLE: “‘;‘;ediaca@,
Your Federal Reserve PC =il
diz2
PURPOSE: = Dow't ever JOoPZTRE |
Loam Safe Computing and sl ey SUTD
BAM Sale LOMPUTING an = .
PC TRAVELER i By cOMORER
Understand Your Federal 1 Ack manogement T

Reserve Information
Security Responsibilities

You may now access the
Federal Reserve network and travel
virtually anywhere. Have a safe trip!

Federal Reserve Employes —k

SIGNATURE OF BEARER >

! NATIONAL L
| = INFORMATION SECURITY [
i AWARENESS

i STAMT UFAI’PROVAL‘,

© Federal Reserve Bank of Richmond-2008



Require All-Employee Training
“Security Matters”

Pretest

— 16 Questions
— Gameshow or Text
— Test out or N/A

e 18 Lessons

e Runsin LMS

Strong Strong A Agreemen
Passwords B Passwords Emrﬂ ¢ ccess Agreement
(Part 1) (Part2) o Summary

o Evaluation
Information B Information -
Handing WM Handling [l Internet » Certificate
{Parﬂ} [Parti}

© Federal Reserve Bank of Richmond-2008
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Required All-Employee Training
“*Security Matters”

INFORMATION SECURITY " | Passwords

INFORMATION PROTECTION

FRINT THIS LESSOH COURSE CHECKLIST

- - Fallowing is an excerptfram a hypathetical Fed employee's personal blog. Each paragraph is a clickahble I .
E LUCHUE (RS U jiam Click YES or NO next to the paragraphs to indicate whether or not it is permissible for the employee to _ P u b IC ForL“ I lS
A include this in his blog entry, Click the Submit Answers button when you are finished.

SYSTEM CHECK |HOW 10 USE THE COURSE ™

— Internet

l Assessment

= Public Forums Joe'sBlog _ E_mall

Just letting you know what's going on atthe Fed these days. |was just named
lead examiner for Alabarna Comrmercial Bank. | finally get a real project.

— Classified Information

We're having a food drive next weelk. | make sure everyone gets to donate items
iftheywant. | bet non-Fed employees could danate if they wanted. Click here for

a link to the Fed's huilding layout. It shows the donation drap-off lacation. . Personal Use
Cwr friend Kenny needs a joh. | told him to check our public web site daily for new

I

© 0o [, — Unauthorized Software
{
I

Foothall season's almost here! Maybe my team will he a winner this year.

— Social Engineering

Until next time,

Fed Employee
Wark E-mail-Joe. F Emploveeg@secfrb.ory

— Workstations Security
o) Wark Phone: 111.222.3333 o TOkenS/Smart CardS

FOSTED AT 11:58 Al 4 COMMENTS

— Mobile Devices

Submit Answers ]

-~ Home Use...

=3 STOP!

Course Chec|

© Federal Reserve Bank of Richmond-2008



New Employee Training
2007 FISSEA Training Exercise Winner

— 1---

i 'i I q:"-"-;&? = “:__-:J___ [3

Basehall schedule — This is not a security sk IU's just a baseball schedule.

© Federal Reserve Bank of Richmond-2008



New Employee Training
2007 FISSEA Training Exercise Winner

1. Desk keys
2. Password

Correct!

Password — Avoid writing down your passwoard, Ifyou must write it down, store itin a secure location
(a locked drawer ar cabinet) where no one else can access it Otherwise, anyone could access wour
workstation and data.

© Federal Reserve Bank of Richmond-2008



Targeted Training

Security Awareness for Technical Staff

Quiz Time

Susshion 1 of 5:

When it comes to passwords, ... (drag/drop the phrases
on the right to the matching phrases on the left by placing
the right black on top of the left bleck)

Ilakoe them

Crom'l use

Liss approved sncrypdicn

Liss sirong

4 password

Fobaw the saLurity
| specifcalions an

e e e e L e e

L_____________-____________:

For anyone in IT
Best Practices

OPSEC - Operational
Security

Used inexpensive,
off-the shelf tool

— PowerPoint with
audio, cartoons,
quizzes, links to

references
— Delivered from LMS

© Federal Reserve Bank of Richmond-2008



Communications

National Information Security
Awareness Program

N )
{ All communications and feedback } e A0 Launch e-mail to DCL (copy) N
A Communications Plan Schematic, Schedule
o Al  Notification: DCL to ISO °
A4 Notification: DCL to Help Desk(s) Supervisor M A2 Not!f!cat!oni ISO to all Officers
E Potential Course Issues and Resolutions A3 Notification: ISO/FVP to Staff |
B PowerPoint Presentation
I_v C1-C3 Admin/Reporting
D Intranet Articles & Message Boards ISO
Help Desk — ~ <
Liaison (DCL)! \] \Z
I_v { A2 Notification: ISO } { A3 Notification: ISO/FVP }
; to all Officers to Staff
{A4 Notification: DCL to Help Desk(s) Supervisor } Optlonal
E Potential Course Issues and Resolutions I i
l v v s s [ R RN N
EREEER F Instructor-Led Materials A5 Notification: DCL to m m
G Instructor-Led Attendance Dept Contacts

Record C3 Dept Contact Overview
[ Help Desk ] \L ¢
Staff ceo e e s o0 Employees &
Contract Workers
Course (?o_urse
Instructors Administrators
(Dept Contacts)

© Federal Reserve Bank of Richmond-2008



_

Develop:
Storyboards

_

Approvals

_

ay

System Test

(12x12)
Implementation <j Reporting
Guidance :> Metrics

Local Test

Editing

1L

Training Development Lifecycle

Design:
Graphics,
Interactions,
Animation...

!

Code
(Initial & Bugs)

1l

Marketing,
Communications,
Instructions...

Lessons Learned

o\'\\ ok}(’o
v
Celebrate \ g

|

© Federal Reserve Bank of Richmond-2008



Metrics

50%
45%
40%
35%
30%
25%
20%
15%
10%

5%

0%

Topic Topic Topic Topic Topic Topic Topic Topic Topic Topic

A

Incorrect Pretest Question Responses

B C D E F G H I J
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Metrics

. Employee Information Security Training Course Evaluation PRINT THIS PAGE
- Quallty Of course Federal Reserve: 14434 learners have completed the course 06/19.07
1 ratings key: 1=Foar, 2=Fair, 3=Good, 4=Very Good, 5=Excellent
— Ability to understand .
% of users who rated it
3 4 5  Total
-~ New knowledge —
14434
Evaluations:
- Technology indes o
Spent:
- Sl Y |
Overall course i 19.8% 46.8% 20.4% 96.0%
e |
- Comments Understang: 120% 46.4% 41.4% 98.8%
- Liked most Knowledge: = ' ' ' =
ed | Technalogy: 4.4 [N |  10.2% 36.3% 51.5% 98.0%
- Liked least —
course 40 [N |  20.3% 465% 28.4% 95.3%
- Overall Rating:

Select A District to see District stats and comments:
| System b |

© Federal Reserve Bank of Richmond-2008



Metrics

70%
60%
50%
40%
30%
20%
10%

0%

Newsletter Topics Readers Want To Learn More About...

 68% prefer paper format vs.

electronic

1
) é\' < S - &
5@ & @ O N &
° Q > Q < O
< N Q:b' Y Q\Q
N &
& 9
© &
QO
O
o
%Q)

50%

Favorite Newsletter Features

45% -
40% -
35% -
30% -
25% -
20%
15% -
10% -

5% -

0%

< a

B~
g)ea ﬂ%w —
m o %.4_% 5
5> Lxc &
= c T o o
wa 0w S Cc €
g8 83% ¢

e Ho-=

(personal/home

security)

Did You Know
(security stats)

Cartoon
FR-related
articles
Technical

Corner

© Federal Reserve Bank of Richmond-2008



Instructor-led vs. E-learning
Cost Comparison

Instructor | e-learning | e-learning
Led vl vX
Analysis 156h 80h 60h
Design 520h 200h 200h
Development 520h 200h 200h
Implementation 1,425h 1,040h 1,040h
Evaluation 260h 20h 20h
Consumption 21,850h 14,250h 14,250h
Effectiveness 60% 75% 90%
Consistency 50% 100% 100%
Cost/employee $270.94 $104.24 $90.67

© Federal Reserve Bank of Richmond-2008



Summary

Lessons Learned

Test, test, & test again
Build Strong Partnerships

Use Subject Matter
Experts

© Use Security At Home

O

Use Games & Freebies

—  Federal Government

- TV Programs

Work with Corporate
Communications

Use Well Planned,
Detalled & Tested
Communications

Aim for Eighth Grade
Reading Level

Keep it Simple
Think “Fun’”

© Federal Reserve Bank of Richmond-2008



Free Resources

US Postal Inspector General
— www.2smrt4u.com
~ Videos (e.g., “Identity theft: How bad people get good credit”)
www.onguardonline.gov
www.lookstoogoodtobetrue.com
FTC — Defend, Detect, Defer campaign
—  www.ftc.qgov/bcp/edu/microsites/idtheft/index.html
— Video & kit with speech, presentation slides, etc.
www.getnetwise.orqg/
Awareness Posters
—- www.fbi.gov/page2/julyO6/protect workplace071006.htm
—  members.impulse.net/~sate/posters.html
FISSEA — Federal Information Systems Security Educators’ Association
- www.fissea.org

Department of Defense Information Assurance Awareness
- lase.disa.mil/eta/index.html

© Federal Reserve Bank of Richmond-2008


http://www.2smrt4u.com./
http://www.onguardonline.gov/
http://www.lookstoogoodtobetrue.com/
http://www.ftc.gov/bcp/edu/microsites/idtheft/index.html
http://www.getnetwise.org/
http://www.fbi.gov/page2/july06/protect_workplace071006.htm
http://www.fissea.org/

Questions

© Federal Reserve Bank of Richmond-2008
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