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Purpose of Strategies & Methodologies

o A graphical understanding of Federal Standards (NIST Spe
Publications, FIPS Publications, OMB Memorandums)

o  Strategies in Developing Project Management Plans
e  Evaluate the Performance of Internal & Contrac

Roadmaps to Effectively Completing: Prive
Security Categorization, Certification & A
Assessment, Security Assessment R

«  Develop Enterprise Security Proc
Educate DAA, CIO, Syste
*  Resolving Material Wee
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FISMA Methodology

» This FISMA chart allows organizational stakeholders to e
System and Agency Program requirements and deterr
areas need improvement.

 Five (5) Main Sections in the Legislation:
—  Organizational Requirements (3544
— Agency Program (3544 b)
—  Agency Reporting (3544 c)
— Annual Independent

— Incident Reporting
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Key Points of

Agency Program

Security Policies and Procedures

Agency
Program
(3544) (b)

Subordinate Systems Plans
Continuity of Operations F
Security Incident Rey

Training Plans
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Strategies / Consideration

o Listed Requirements (Major Application / General Support
Enterprise and Operating Units and Administrations)

 Guidance Documentation (Federal Standards)
 Project Planning Activities (High Level)
 Tangible Outputs (Documents Produced)

e Conduct Internal Assessments — Dete
 Apply Guidance Documentation
e Refine Guidance Documentati
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Purpose of C&A Lifecycle Methodology

A structured approach to completing Certification or Recertificatic
Activities for an Accreditation Decision (Single or Multiple Syste

o Level-Set expectations of System Owner, Contractor and
Stakeholders

 Control the Review of Security Artifacts and Testing
Operational & Technical Controls

» Prevent the creation of phony security prog

 Applies other Methodologies to Comple
— Privacy Analysis / Managemen
— Security Categorization
— Risk Assessment / Repa




Your Trusted Partner

for Improved

Security & Privacy

10

Planning and Review

Establish Boundary Scoping Memo:

— Identifies Critical Stakeholders e.g. DAA, IT Security Office, Priva
Coordinator, System Owner, Program Manager, Network & Se
Operations

— Define all required deliverables, reports, templates
— Establish timelines for Privacy / Security Categorize
— Identify Stakeholders for Control Validation anc

Develop and Distribute Project Manage
Establish C&A Management Tool /

Collect for Review and Analysi
Engineering, and Architec
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Security Categorization Methodology

ociates Inc. -

Objective/Purpose

Ohbjective: Identify if the system is 4
National Security System

Purpose: Determine what standards and
‘guidefines the systent needs 10 be
cvaluated under.

National Security Systems are evaluated
using: DIACAP or DCIDS

Objective: To identify the government
recommended Frovisional Impast Leves for the
system based on the mission supported. the
system’s information, and NIST regulations and
standards.
Purpose: To determine the government
recommended the Provisional Impact Levels
(Low, Moderate, High) for Confident
labs A) 10 support &
ystem Impact Levels and
tegory to the DAA.

viodet cach

onrucmym \mngmv and

The impact levels will help

1 identfy which controls are recormménded for

Objective: To gain D
e

Purpose:

Impaet Levels and

wner and 1SS0 know what level af risk the
illing to aceept and th ves of security
AL Ko 2 a

With the Finalized

ecurity & Privacy

Review Major Applica
System Coneept of Operations (CONOPS)
Otganization Documments and Mission Statstrants
stem Security Documents i.e. System Security Plan, Security Test and
ST
P anning and Budget Documents
Design and Development Documents
Configuration Management Plan (CMP) Documents.

nd will be oertif ml’ma accredited using National Security
standards and guidel
If all answers are “no

+ Work with the System Owner and [S50 to identify the recommended
Provisional Impact Levels for confidentiality, integrity and availability for cach
of the system’s missions and information types using the NIST SP$00.60
(Volume 1 & 11).

Document all the above in the appropriate sec
Categorization Assessment Document
Caleulate the syst visional Impact Level requirements for confidentiality,
stem overal
determine, justify and document the acceptable
Provisional Impact Levels the system.

s of the Security

Work with the System Owner and IS50 to identify the
= NIST SP 800-60 lume I & IT) Information Impaet Level recommendations
for each of the system’s missions and information types stored and processed.
Review the sysiem's PLA, ERA, and [SA sccurity requirements
Calculate the averall Sysiem Security Impact Levels.for confidentialiy, integrity
vstem Security Category
Document al the shave in the appropriate sections of the S ecuril
“stegorization Asscssment Document
e
Inmpact Levels and System Security Category recommendation

* Document the System Owner and 1SS0 system Impact Level
recommendations and justifications in a letter for the DAA's approval
* Brief the DAA on the recommendations and modify

References

Federal hn[:r;nﬂc Architecture (FEA)
ference Modl (BRM)
200

uide for the
curity o i

1 i Mrmmandum MO4-04
pendis 111,
Arsoraed
Information Resources

M:nlllnn&, ann
I Security System

srmation System as a

for Mapping Ty pes of Information and
Information Systems o Security
Categorics

E-Government Act
803)
OMB Memorandum 03
Provisions of the E-
NIST S
Interconnecting
0, Risk Management Guide

Warksheet Components

it
oes the function, operation, or use of the system involve cryptologic
ativities related to national security?

pera
conirol of military forces?
Does the fanction, operat
is an integral par o  wespon o

+ Information Types Retrieved, Stored. Processed and
Transmitted.

* Mission Types suppo

* Provisional Impact Levels for ns and information
types recommended by NIST SP 800-60 (Volume [ & IT).

* Analysis of the Missian and Information Type recommend

Provisional Impact Levels identified in NIS .Fi-’m«-unlumm

Justification for recommendations
DAA letier assigning the Sysiem Security Category

10 Biggs & Assosiat
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PIl Methodology

17

These 3 phases apply to systems in Development, Production or
affected by Significant Change.

This chart outlines a proven strategy for creating require
Documentation and Validating the contents with ager

Incorporates Federal Standards — OMB Memorea
Stakeholder Involvement during Planning /

Establishes Pl Criteria and Classificatic
and Data Access Evaluations Que



Your Trusted Partner

for Improved

Security & Privacy

PIl Policy OMB

18

M-08-21 & M-07-19, FISMA & Privacy Reporting Requirements
M-08-09 Privacy Reporting Requirements
M-07-16 PIl Safeguarding & Breach Response
M-06-19 Reporting PIlI Incidents and cost of Security Ir
Investments.
M-06-15 Safeguarding PlII
M-05-08 Designation of Senior Agency Officl
M-03-22 OMB Guidance for Implementing
the E-Government Act
M-01-05 Inter-Agency Sharing of P
M-00-13 Privacy Policies and D¢
M-99-05 President's Memo
Information in Fe
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OMB M-07-16

19

What is Personally Identifiable Informatior

OMB M-07-16 Safeguarding Against and Responding tc
Breach of Personally Identifiable Information

The term “Personally Identifiable Information (PII)”" refers
which can be used to distinguish or trace an individue
their Name, Social Security Number, Biometric Re
or when combined with other personal or ident
linked or linkable to a specific individual, s
mother’'s maiden name, etc (Tier 2).



UNITED STATES DEPARTMENT OF

2 AGRICULTURE

FARM SERVICE AGENCY

Privacy Impact Analysis (PIA)
for

Program Loan Accounting System
(PLAS)

Update Date: August 19, 2007

Accreditation Date:

Farm Service Agency
ITSD/ADCIFCAQILMRG
4300 Goodfellow
5t. Lowis, Mo. 62120

For Official Uss Only
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PIA Information Classification

Bl D IO

EEe0

Evaluation

What information is being collected? (Define and Address Categories
Financial, Medical, Legal, National Security)

What are the sources of information in the system?
Why is the information being collected?

What is the intended use of the information?

With whom will the information be shared? (What inte
local agencies and third parties are providing date
What opportunities do individuals or businesse
information (i.e. where providing informatic
particular uses of the information (other
and how can they grant such conser
How will the information be che
How will the data extract log
Define date of retention re
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PIA Data Access Evaluation

1.

8.
9.

10. How will the data be used by the
11. Who is responsible for assurir

Who will have access to the data in the system (Users, Managers, System
Administrators, Developers, Others)?

How is access to the data by a user determined?
Are criteria, procedures, controls, and responsibilities regarding acces
documented?

Will users have access to all data on the system or will the use
restricted?

What controls are in place to prevent the misuse of dat
Do other systems share data or have access to data |
Who will be responsible for protecting the privac
employees affected by the interface?

Will other agencies share data or have ac
How will the system ensure that agencie
entitled?
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Privacy Threshold Analysis (PTA)

« Assemble Stakeholders to complete PTA (PIA - Determination)

« Apply PIA information Classification and PIA Data Access evaluation results to gﬂ&we
PTA questionnaire.

 Does system contain Financial Information

* Draft complete Information System Description:
—  System Boundaries
— Evaluate Information Exchange Interconnection Security Agreeme
— Lifecycle Status (Developing or purchasing new systems or re
—  Define System Use and Traffic logs

« FISMA Tracking Reporting System:
* Privacy Sensitive System:
 National Security System:

e Legacy System:

e HR System:

« Determine if PIA is required prior to
 Submit Draft PTA version 0.1 to P

. & v\
- ‘* L,
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Security Categorization

« Completing the Security Categorization exercise determines if a
system is a National Security System or Sensitive But-
Unclassified, and which baseline Security Controls are rec
during the Risk Assessment. This activity IS required tc
Initial minimum set of Management, Operaliona
Security Controls for both information and in

* To complete this exercise, Stakeholders
ISSM, ISSO, TBD) must use the follo

— Federal Information Processing
— National Institute of Standarc
800-53, -59, & -60

25
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Security Categorization

26

Determine Data Used By The System — List all data that is Received,
Generated, Processed, Stored or Transmitted by the System

Categorize Data into Information Types — Using NIST 800-60 |
Types

Select Impact Rating for Information Types — Based 0
definitions

Review / Adjust / Finalize and Establish Justifice
Impact Ratings (Low, Moderate, High)

Determine National Security System C
(Based on the Data and System)

Assign System Security Catego



ves No National Security system Six (6) questions

27

Security Categorization

Does or Does Not Involve Intelligence Activitie

Does or Does Not Involve Crypt_og)raphic :
Related To National Security"

Does or Does Not Involve Commanc
Military Forces?

Does or Does Not Involve Equip
Part of a Weapon or Wee

Is or is Not Critical to The C
Intelligence Missio

Does or Does Not Stc
Classified Infc

« NIST SP 80C




NIST SP 800-60 Information Type

C.2.1.1 Corrective Action
Information Type involves the
enforcement functions necessary to
remedy programs that have been found
non-compliant with a given law,
regulation, or policy.

Agency Data Context

Used to document and
resolve non-compliance
issues within the Agency to
ensure regulatory and policy
compliance.

Agency Data Elements
Program name, POC, infraction, recommended
correction or mitigation, timeline, punitive
action, status

| A | Business Unit Comments

C.2.1.3 Program Monitoring
Information Type involves the data-
gathering activities required to
determine the effectiveness of internal
and external programs and the extent
to which they comply with related
laws, regulations, and policies.

C.2.2.2 Public Comment Tracking
Information Type involves the
activities of soliciting, maintaining,
and responding to public comments
regarding proposed regulations.

C.2.4.1 Contingency Planning
Information Type involves the actions
required to plan for, respond to, and
mitigate damaging events.

Used to support risk
mitigation as part of Agency
disaster recovery operations.

Disaster event, reaction type, primary site,
secondary site, key POCs, mitigation factors,
system inventory

C.2.4.2 Continuity of Operations
Information Type involves the
activities associated with the
identification of critical systems and
processes, and the planning and
preparation required to ensure that
these systems and processes will be
available after a catastrophic event.

Used to support backup
server initiation procedures
for critical Agency systems.

Disaster event, reaction type, primary site,
secondary site, key POCs, mitigation factors,
system inventory, identified critical systems

Final Security Categorization for Information System
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SPA&V Methodology

The SPA&V Methodology was developed to graphically depict the 9
Phases / Steps, facilitate the completion of each phase, and allov
Stakeholders a Criteria to Measure the Performance of Inter
Contractor Resources.
— Phase 1 Enterprise Security Program Environment
— Phase 2 Threat Identification
— Phase 3 Vulnerability Identification
— Phase 4 Management, Operational, & Technic
— Phase 5 Threat Likelihood Determination
— Phase 6 Impact Analysis
— Phase 7 Risk Determination
— Phase 8 Control Recommend
— Phase 9 Report, Recomme

30
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SPA&V Methodology

 Establish a File Server as the SPA&V Repository for System Sec
Program Documentation:
— Maintain Integrity, Confidentiality and Availability

» Protect the Sensitivity of these Documents using Encryg

o |dentify all Stakeholders:
— Personnel & Physical Security, Administrators, NOC /

e Evaluate the Artifacts Produced from each P
— Accuracy, Completeness,

« Work W/Updated Security Docume
e Must Use Current Release of C&~

31
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SPA&V Methodology

Each phase consists of Activities, Guidance Documentation and Tangib
Outputs that Stakeholders can use for Project / Cost / Resource ple

*Phase 1 Enterprise Security Program Environment
— OUTPUT: Security Program Assessment Plan, Security Test &
Risk Assessment Plan, System Description, Categorization anc

*Phase 2 Threat Identification
— OUTPUT: Threat Assessment Report, Threat Stateme
Sources, Initial List of Potential Threat Sources anc

*Phase 3 Vulnerability Identification
— OUTPUT: Vulnerability Assessment Repo
Action Plan / Security Risk Assessment
*Phase 4 Management Operational
— OUTPUT: List of In-Place / Parti

S
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Security Assessment Report

(SAR) Methodology

The SAR is produced to brief the Designated Approving Authori
(DAA), System Owner and other Stakeholders on Moderate ¢
Risks and Recommendations within a system.

Security Program Documentation Is reviewed when
— Vulnerability Assessment Report (VAR),
— System Security Plan (SSP),
— ST&E Report
— Corrective Action Plan (CAP),
— Risk Assessment Report (SRA

— Plan of Action & Milestone (F
Documents.

34
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Risk Assessment (RA) Management

RA-1 Risk Assessment Policy Moderate
and Procedures

RA- Securlty Categorization In Place --
A-
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Creating the Security Assessment

36

Report (SAR)

Conduct C&A Package Analysis of Security Program Documentati
— Control Status: In Place / Partially In Place / Planned / R
— Control Risk Rating: Low, Moderate, High
— Control Recommendations
— Control Implementation Description (Satisfy

Conduct Validation of Moderate and High Rey
Stakeholders and determine Legitimacy

Conduct Stakeholder Briefings (Systen
prior to DAA Presentation

Finalize and Present Security A



Control

In
Place

Partially
In-Place

Risk
Planned| Based
Decision

Not
Applicable

Risk Assessment (RA)

Management

Risk Assessment Policy
and Procedures

X

Security Categorization

Risk Assessment

Risk Assessment Update

Vulnerability Scanning




Control
Family

Partially
In Place

Planned

Risk-Based
Decision

Management

Operational

Technical

TOTAL
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Enterprise Security C&A Methodology

» C&A activities performed on National Security and Sensitive But-
Unclassified systems are Complex, Time-Consuming and Resc
Intensive.

 These activities involve reviewing of Security Program Dr
Testing of Management, Operational and Technical
and producing Mitigation Recommendations.

 This Methodology was Assembled using Fede
designed to assist the C&A Team / Staker
these standards to produce the Certifi
Package and Security Program Doc

40
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Enterprise Security C&A Methodolog

» The Four Phases (Initiation, Certification, Accreditation and Continuo
Monitoring) are performed using Internal and Contractor Resources
Green Bar represents the Certification Agent activities (indeper

Initiation Phase
» Preparation Security Certifice
 Notification & Resource |dentification « Security Cor
« Security Program Documentation (CA) Vahdatlo
« Analysis, Update, & Acceptance (CA)

Security Accreditation Phase
e Security Accreditation Decision
« Security Accreditation Documentation

Continuous Monitoring Ph

* Configuration & Chang

* Ongoing Security

» Status Reporti
= Documentatic
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Strategies and Methodologies for

Security & Privacy Professional

o Strategies and Methodologies:

— Baseline for Systems, Applications, Development and Prod
Environments

— Develop / Refine Policies, Procedures, Templates
 Educate and Train Stakeholders (Internal & Contrac
— System Owners, Program Managers
— Human Resources, Personnel and Phys
— Administrators — Application / Datab
— Security and Privacy Profession

42



Your Trusted Partner
for Improved
Security & Privacy

Contract Vehicles

Schedule 70 - JD Biggs & Associates is approved for Cooperative Purchasing and can &
used by Federal, State, and Local Government Agencies. Email info@jdbiggs.com i
additional information, or to inquire about contract support / awards.

DUNS: 180401478 CAGE.: 4V6P7

NAICS Codes: 541519 541512 541990 JD Biggs &
GSA Schedule 70 Contract #: GS-35F-0064V
MD SDAT ID #: D07929995

Small Business Reserve: SB08-3618
eMaryland Marketplace ID #: 264705
James D. Biggs, Suzanne Biggs, CA
CISSP Office Manage
President

410-322-8245
lames@|dbiggs.com su
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