23%° ANNUAL FISSEA CONFERENCE AGENDA
MARCH 23-25, 2010

“UNRAVELING THE ENIGMA OF ROLE-BASED TRAINING”

DAY ONE: TUESDAY, MARCH 23, 2010

Registration, Breakfast, and Networking - Entertainment: Charles Tolbert, Electric Violin

8:00-8:45 Registration tables in front of Auditorium; Breakfast set up in Atrium
8:45-9:15 Welcome and Opening Ceremonies — Cheryl Seaman, NIH, FISSEA Conference Director - Cita M. Furlani, NIST Welcome -
' ) John F. Jones, Jr., Ph.D., Chief Information Officer, NIH Welcome; Brenda Oldfield, DHS Welcome - Auditorium
9:15-9:35 Enigma Presentation/Demonstration — Courtesy of National Security Agency, Scott Massey
9:35-10:15 Keynote Address: State of Awareness and Training: Then vs. Now: Lessons from Cracking the Enigma
' ' John G. O’Leary, CISSP, O’Leary Management Education
10:15-10:30 Morning Networking Break
10:30-11-55 Workforce Initiatives Panel - Moderator: Mark Wilson, NIST; Panelists: Chris Kelsall, DON/CIO; Maureen Higgins, OPM,;
' ' Dagne Fulcher, Federal CIO Council IT Workforce Committee; Brenda Oldfield, DHS
11:55-12:00 | FISSEA 2009 Educator of the Year Award Presentation — Luke Andersen, 2008 Recipient, Global Knowledge
12:00-1:00 Networking / Lunch Provided - Atrium
TRACK 1: ROLE BASED TRAINING - AUDITORIUM TRACK 2: OPEN FORUM — BALCONY C
Panel: ldentifying Personnel with Significant Responsibilities . . . . .
) . for Information Security — Moderator: Rich Kurak, NASA,; We_ have Met the Enemy: Stopping Social Engineering and
1:00-1:50 R L Insider Attacks
Panelists: Michael Ashworth, DOI (call-in); Lance Kelson, Albert Lewis. Edaewater Federal Solutions. Inc
Interior; Mark Wilson, NIST; John Ippolito, Allied Technology » £Ag ’ '
_ ) Towards an Information Assurance Education Standard Lessons Learned from the Trenches of Virtual Learning
1:55-2:25 Lance C. Pérez. NSE (awareness level)
] ’ John Sciandra, NACON Consulting, LLC
2:25-2:45 Afternoon Networking Break - Atrium
Panel. Tracking Role-Based Training Across Agencies . .
. _ Moderator: Susan Hansche, Avaya Gov't Solutions/DoS: Awargness Out of the Box: New Ways to Present Meaningful
2:45-3:25 o . ) . . Security Messages
Panelists: Terri Cinnamon, VA; Chris Kelsall, Dept. of Navy; Susan Farrand. U.S. Department of Ener
John Ippolito, Allied Technology » - DED 9y
) . New from NIST
3:30-3:50 Donna Dodson, NIST
3:50-4:10 Introduction to FISSEA Executive Board Candidates/Door Prizes — Susan Hansche, FISSEA Chair
4:10 Day One Close — Cheryl Seaman




FISSEA DAY Two: WEDNESDAY, MARCH 24, 2010 VENDOR EXHIBITION - ATRIUM

Registration, Breakfast, and Networking

8:00-8:45 Registration tables in front of Auditorium; Breakfast set up in Atrium
Welcome Day 2 — Cheryl Seaman, NIH, FISSEA Conference Director
8:45-9:20 FISSEA Awareness, Training, and Education Security Contest Awards — Gretchen Morris, FISSEA Contest Coordinator
Auditorium
9:20-10:00 Keynote Address: The Federal Cyber Workforce: What Skills Matter
' ' Karen S. Evans, Partner, KE&T Partners, LLC
10:00-10:25 DHS/DoS Cybersecurity Training Exercise Program
' ) Susan Hansche, Avaya Gov't Solutions/DoS
10:25-10:30 Door Prizes
Exhibit Hall Open — 10:00am — 3:00pm Vendor Exhibition
10:30-10:50 Morning Exhibit Hall Break
TRACK 1: ROLE BASED TRAINING - AUDITORIUM TRACK 2: OPEN FORUM — BALCONY C
Difficulties in Evolving the Cybersecurity Workforce: As Clear | Cyber Human Capital Topics: Building & Sustaining a Cyber
10:50-11:30 | as A.L.R. (Archaic Ineffective Requirements) Capability
Corey T. Jackson, Federal Bureau of Investigation Vicente Gonzalez, Jr., Booz Allen Hamilton
11:30-1:00 Dedicated Exhibit Hall Hours/ Lunch Provided — Atrium
Navigating the Path from the NIST SP 800-16 to a Role- The New Sheriff in Town — NIST SP 800-37, Rev. 1 —
1:00-1:40 Based Course “Authorization”
Gretchen Morris, DB Consulting/NASA Al Payne and Jim Litchko, Cyber Security Professionals, Inc.
How Information Security Competency Models Drive Security | The Road to the DC3 Challenge
1:40-2:20 Integration Mark Hufe, Wilmington University
Terri Cinnamon, Department of Veterans Affairs
2:20-2:40 Afternoon Exhibit Hall Break - Atrium
2:40-3:00 FISSEA Business Meeting, FISSEA Executive Board Election, Door Prizes — Everyone Invited
' ' Susan Hansche, FISSEA Chairperson
. - The Bottom Line: Helping Information Security Specialists
3:00-3:30 Egm;ia‘al?l_r:)ﬁe,\llll'sl_\.}'Sk Management Training Develop a Head for Business
’ Lynn McNulty, (ISC)2
Maintaining a 24/7 Army Information Assurance Workforce: A Million Phishing Emails... and What Did we Learn?
3:30-4:00 Lessons Learned from a Researcher’s Perspective [technical perspective]
Curtis Arnold, U.S. Army Research Laboratory Rohyt Belani, Intrepidus Group
4:00-4:10 Day Two Close — Cheryl Seaman




FISSEA DAY THREE: THURSDAY,

MARCH 25, 2010

Registration, Breakfast, and Networking

8:00-8:45 Registration tables in front of Auditorium; Breakfast set up in Atrium
) . Welcome to Day Three — Cheryl Seaman, FISSEA Conference Director, NIH
8:45-9:00 o
Auditorium
9:00-9:40 Keynote Address: Every new IT gimmick means angst: What to do about it
' ' Neil E. Grunberg, Ph.D., Uniformed Services University of the Health Sciences
TRACK 1: ROLE BASED TRAINING - AUDITORIUM TRACK 2: OPEN FORUM — BALCONY C
Who will be your avatar in vGOV? .
9:45-10:30 Paulette Robinson, NDU (call-in); Beverly McCarter, NDU; gaorglrrr] f/lecsuémln\i/gfrgggﬁ\“s.r
' ' Chris North, USDA (call-in); Susan Hansche, Avaya Gov't yn . ’
Solutions/DoS
10:20-10:40 Morning Networking Break
VTE 800 Hours of Role-based On-demand Training, Coming | Panacea or Pandora - An Open Source Greek Tragedy
10:45-11:15 | Soon James R. Lindley, Internal Revenue Service
James Wrubel, Carnegie Mellon University
Computer_Network Defense (CND) Simulators for Training Its Go Time Robots Attack Family Internet Safety
11:15-12:00 | 2nd Exercise Paul Krasley, DIA
' ' Chet Ratcliffe, EADS North America Defense Security and Y,
Systems Solutions, Inc.
12:00-1:00 Lunch Provided - Atrium
Panel: ISS LOB Tier 2 Training : . . . .
1:00-1:50 Moderator: Susan Hansche, Avaya Gov't Solutions; U_smg a Rlsk_-based Approach to Align Security Architecture
o . ) i . . with the Business for DLP Deployment
Panelists: Marirose Ziebarth, BAH; George Bieber, DoD; Jeff Bardin. IT Solutions LLC
Richard Kurak, NASA; David Zwach, State !
1:50-2:20 Storytelling as an Interactive Learning Medium Making t_he Coursgware Flt'. Lessons Learned Customizing
Tony DeMarinis & Daniel Bliton, Booz Allen Hamilton Informz?mon Secur!ty Educau_on Programs
' Paul Hinkle, Safelight Security Advisors
2:20-2:50 Afternoon Networking Break
2:50-2:55 Door Prizes
2:55-3:25 FISMArts — Improving Retention of FISMA Guidance Details with Mnemosyne
Daniel Philpott, FISMApedia.org
3:25-3:50 Annual Speak Out — sign up at conference Moderator: Rich Kurak, NASA
3:50-4:00 Conference Close — Cheryl Seaman, NIH




