
A million phished…and what 
did we learn?



Spear Phishing works…58% of the time



…and within a few minutes



…and succeeds in exploiting the browser



Have You Heard of APT?



We Were Forewarned



What It Boils Down To…

• Mining publicly available information

• Executing a spear phish

• Pushing malware to the victim machines
– Advanced

• Bypasses Anti-Spam/Anti-Phishing/Anti-Virus

• Difficult to detect (little to no footprint in the file 
system)

– Persistent
• Dynamically evolves (Polymorphic) 



Mining Publicly Available Information



Did You See This?



What Did Stryde Hax Do?
Google Search -

“site:cn 何可欣 filetype:xls 1994”

1. Search chinese websites

2. Look for He Kexin’s name

3. In an excel spreadsheet

4. That contains the string 1994 (assumed year 
of birth)



The Result…

http://www.sport.gov.cn/files/jts/reg20

06/zctc.xls 



Let’s open the file…



View as HTML

No He Kexin still …



What about Baidu?



What about Baidu?

• New one discovered by Baidu is missing as 
well

• What about the cache?



Wednesday



Thursday….



Then to world news…



Friday Started at 5am

• IOC reopens investigation



Where’s Waldo..err Arnold

http://twitter.com/schwarzenegger  



Breakfast at the Capitol..



Conclusion



Q&A

Rohyt Belani, CEO Intrepidus Group

Rohyt.Belani@IntrepidusGroup.com
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