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Section Objectives

After completing this section, you will be able to:
= Discuss the issue of social mediain security
m Describe and show examples of phishing

= Show methods of discovering and processing online
attacks
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Security Fundamentals

Security Importance

To
T0
To
To
To
To

orotect your finances
orotect your data
protect your country
orotect your job
protect your way of life

orotect your life
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Security Fundamentals

Human Influence in Security

“People are the underlying cause

of the need for security.”
Donn Parker, Fighting Computer Crime
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Vulnerabilities

Social Engineering

e Dumpster diving and shoulder surfing

= Organizational charts, passwords, access codes,
and log files

e Use of tools
= Google, Bing, Yahoo!, etc.
= www.learnwebskills.com/company
= www.whitepages.com
= Hoover'’s, Inc.

= EDGAR Online, Inc. \gjj
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Demo

Il T — W S D bl D w0 a0
© 2010 Global Knowledge Training LLC. All rights reserved.



-
@
v)
)
-
&)
v)

D

© 2010 Global Knowledge Training LLC. All rights reserved.



Social Media

Types
e Social networking sites ® Blogging sites
m Facebook m Xanga
m Twitter m LiveJournal

e Video shar
m YouTub

e Bookmarking sites
m Digg

e Photo sharing
m Flickr
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Demonstration

Social Networking: Help Desk
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Social Media

Vulnerabilities

Profile Information
Name: John Doe

Address: 1234 Main Street

Capital City, USA

Phone
Number:

Date of Birth: 06/15/1972

000-555-1110
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Vulnerabilities

ltems At Stake

Social security number
Mother’s maiden name

Birth date

Billing addresses

E-mail addresses

Account numbers

Password

System information

Company or government data
Who, what, and where you work

© 2010 Global Knowledge Training LLC. All rights reserved.



Now that | have your ID

e Let Search about you
e Let create a New you
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Vulnerabilities

Attacker Mentality

e They look for holes
e They think creatively
e They think outside of the box
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Social Networking Sites
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Social Networking Sites

Billy Bob, Jr.
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Social Networking Sites

Billy Bob, Jr.

facebook 1 search

- Se wL
Edit My Profile

‘four progress:
[ —

Write something about yourself.

Information #

Relationship Status:
Single

Birthday:
Movember 26, 1964
Current City:
Washington, DC

Friends
0 friends

Q Find people you know

Photos s
2 albums See All
my pet
Created about a
o month ago

NOC STUFF
P T
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Billy Bob Jr coing to the Official Star Trek Convention 111! = mome

Wall Info Photos +

Home  Profile

What's on your mind?

Attach: e E #1]

a few seconds ago - Comment - Like

Billy Bob Jr That Spock3
June 1at 7:04pm * Comment * Like

Billy Bob Jr
my pet

NOC STUFF
Billy Bob Ir
s: 7
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Social Networking Sites

Profile Management

o Social networking profiles
= Koobface outbreak

= Hoax applications
= Profile information compromised

facebook

Sign Up for Facebook
Join Facebook to connect with friends, share photos and create your own profile.

irst Name:

Last Name:

‘our Email:

New Password:
Iam: | Select Sex: E|

Birthday: | Month: [&] Day: [+] Year: [=]
I ide this?

Whyy do I nead to prow
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Social Media

Social Engineering

Eagerly talkative
employees

Desk call personnel

Janitorial Contract staff

Dumpster diving Delivery personnel
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Demonstration

Dumpster Diving video
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Discussion
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Phishing

e Fraudulent process to acquire:
m User names
= Passwords
= Credit card details

e Appears to be atrustworthy source

m Banks
Social Web sites

|
m Auction sites [—ok ] ["Gancel ] [options
|
|

| ]
Password: |:|

Online payment processors

IT administrators |
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Demonstration

Internet Phishing
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Phishing

Phishing via E-mail

B Online security notice - Message (HTML) = ;lﬂjll

Fe Edit View Insert Fomat PGP Toolk Actions  Help
* (G Add Email Address | (5} Insert Date & Time | /=L Print Email | (#] Print Attachments E!Qq.-dﬁ:xwuumsg

CaReply CHReply Al RFonerd [ B B ¥ (B X |e-e-A G S FB

From:  First Tennessee [update @firsttennessee. com] Sent! Wed 10/26/2005 11:19 PM Not Verfied
To: Iferron firsttennesses com
.:c-

Subject:  Online sequrity notice

Online security alert:

To protect your First Tennessee Internet Banking account from unauthorized access, we have set limit of failed
login attempts. Unfortunately, you have just reached critical number of attempts, so your access to Online Banking

has been limited for the security purposes.
This measure doesn’t affect to your access to ATM machines.

To restore your account access, please follow the link below.

https://banking.firsttennessee.com/servlet/ftb/index.htm|?BI1D=0170
Ihttps://banking.bankfirsttennessee.biz/servlet/ftb/index.htm|?=0170|

Thank you for using First Tennessee Bank
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Phishing

SSL

;r

t', information you exchange wih this sie carnat be veewed or
! charged by othera Howeyver (haes i & probisen wih the ste g
securty cendficate

d}‘ The secutty conhoate was msued by 8 compary you have
not chosen 1o trust. View the cedficate to determne whether
you wart 10 tnat the cerfying authorty

ﬂ The securty cerficate date i vald

ﬂ The securtty cotfoate has a vabd name matohng the name

of the page you are g 10 view
Do you wart to proceed?
Yes No | ViewCotbcas |
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CCUFILY A

Certificate B

(

General | Details | Certification Path |

Sy
E,%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: banking.bankfirsttennessee.biz

Issued by: banking.bankfirsttennessee.biz

Valid from 10/25/2005 to 10/23/2015

|InstalCertiﬁcahe| Issuer Statement l

x|




Phishing

Phishing Result

T Farst Tennessee - Microsoft Internet Explarer N =l

Fle Edit \View Favorites Tools  Help |

P - () - |x] (2] G| fsewch Slcemones @) £3-0 G- | S KB

&

f-ﬁdlﬂ!ﬁi |§_r Iittgs: / fbarking .bankfirsttennesses, biz fserviet b fndex. hitmi7BID =0 1 70 :j ﬂ
[ C‘..':.-:gl-:-] =] [Closaech = | M chek = ¢ . ol g Optoris 8 "
|Links @ Jarc @] oossnet @] Continental @15 @joow @ffemon @]mr @]JaySpace @lesentus @iMSMal BiGmal @]0ns @]Expeda® @|mmp #F[MS

v FIRST TENNESSEE

All T.Hlng( Financial.

Chctomar Servica Log in to Banking Online

First Horizon Mortgage
Forgot Password?

CRIQDL FOISWOIHL User Namie: Payments H?w More
Forgot Username? ] Convenient
Erequently Asked
Questions

Do you use Banking Online to
Password: pay your First Horzon
Quesiions & ] mortgage? Fnd out how wea're
Comments enhancing this process for you.

Privacy Policy

[hsclosures Haven't signed up yet?
Onling Secunty Enroll Now!
Demo

Special

Instructions
First Tennesses Banking Online is

Microsoit Mongy restricted to authorized users.
Lisgrs Individuals attempting

g unauthorized access will be
prosecuted.
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Online Attacks

Statistical Data

e 491,815,456 records containing personal information
compromised since January 2005

e Example: TJ retall stores (TJX)

= 45,700,000 credit and debit card account numbers
compromised

= TJMaxx

= Marshalls

= HomeSense

= AJWright

. TKMaxx

= Winners and HomeGoods stores in Canada

= 48 million more people affected, according to latest records
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Online Attacks

Security Breach Sources

e Lack of commitment from management
e No social motivation

e Incorrect assumptions

m Not part of job description
m Not part of performance appraisal
m No economic motivation
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Exercise 1

Phishing and Spyware Combined

Dear layF

This emall vas sent by the Citibank server to verify your e-mail
address. You must complete this process by clicking on the link
belov and entering in the small vindov your Citibank ATH/Debic
Card number and PIN that you use on ATM. Cadnumber lastd are 3467
This 1is done for your protection because

our mémbers no longer have access to their email addresses and
ve must verify it. This is to prevent any type of online fraud .
Citibank i3 made to protect your identity online. youy list loginin9/20

To verify your e-mail address and protect your Citibank account,
click on the link belov. If nothing happens wvhen you click on the
link (or if you use AOL), copy and paste the link into

the address bar of your web browser.

wwv,.citibank.com/ signon/ popup

LW Dot rowindge | rereg LLL A mg s rweereed
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Exercise 2

¥ Activation form

£ g v
‘ *» Windows

Activation of Windows.

Just ) steps and you've done_.

s - CTTTTT)

Step 22 Erter your contact information

ernos | - o

Step 3 Enter your billing information Important: your card will NOT be charged.

- crony e G

Credt card numibes CW2 code -
Is wd i the prevertion of fragduert oredt
ATMPIN == .

card use, we NoW regue the J or 4 St
code on the beck of your oredt cwrd

To connue, chck Nex
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Exercise 3

Antivirus XP 2008 demo mode notice

¥ Antivirus XP 2008

_‘h This Computer is infeciad with spyware and adware ALERT

Spyreare programs inatel keyiogpers, steal Credt Card nurmber s and Dank Informstion
detals Tres compater can Do used 1of Sending spam and you will gt popups wih
sdult corten. If you homepags was chanpad of you have strange popups- this is &
e thal your Compuler is nfectad

Registration + REGISTER

We are strongly recomend you to register Arthvirus XP 2008
Yous will gel frimndly 247365 pressium suppor, freguéent updales and Nndyvidusl
Tooed from ol kndrwmn viruges!

Virus Protection NOTACTIVE

Windorws dhd nol find ey registerad Antivirus XP 2005 software on tres
computer. Andivirus XP 2003 heips prodect your Computer aganst viruses and
cther securty threats Chck Recommendations for suggested actions you can fake

A arrrrreadyteey

Chck haee 1o svatch to tha Full Mode.
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Exercise 4

& Welcome to eBay - Windows Internet Explorer

(e [ mousigninebay.com/vwa/eByisaplamsigning id=28ip\serld= siteid=08tpageType=ipal =8l ~8bshowgit=asingSSL=18nu=Gpp duct=8esid=Ronepsgereg=&sessid=Bavoritensv=atc. ~ 1 eBaylne. (Us] [ 3 [ | &

Eile Edit View Favorites Tools Help
-8 -

5 Favorites o Welcome to eBay

& Y® @ eBayBuyer Prot

Welcome to eBay

Ready to bid and buy? Register here Sign in to your account

Join the millions of people who are already a part of the eBay family. Don't worry, we have room Back for more fun? Sign in now to bt
for one more. manage your account.

Register as an eBay Member and enjoy privileges including: User ID

I forgot my user ID

e Bid, buy and find bargains from all over the world
Password

e eBay Buyer Protection covers your purchase price plus shipping. Torgot Ty pasword

e Connect with the eBay community and more!

© 2010 Global Knowledge Training LLC. All rights reserved.



Questions

Thank you for attending if you have questions

Jayson.ferron@globalknowledge.com
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