Security Awareness on a Budget
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ecurity Awareness on a Budget

(or even with NO budget!)



1troduction

FISSEA =The Federal Information System Security
Educators’ Association

We are EDUCATORS, first and foremost
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wareness Budget?
re You Kidding?!

We wear multiple hats

Budget gets spent elsewhere

No Budget left for Awareness and Education
Awareness programs are REQUIRED!



su Don’t Need Money

. good Security Awareness program
eeds to:

» Get the Word Out
» Be Useful to your users
» Be Memorable



tandard Awareness Methods

IT Security Website
Dept/Agency Newsletter
Email



osters

“But I'm not artistic!”
Pick a Theme
Teach the User something

Posters are already out there!



osters

AYE, WEBSITES AND FMAN ATTACHMENTS CAN FEXPOSEYOUTO ALL EORTS PASSWORD AND IDENTITY THIEVEE IN CYBEREPACE COULD CAUSE MORE

. OF CREATURES FRUM CYHERSFACE. THAN JUST TOUR COMPUTER TO COME CRAESHING DOWN.
DON'T LET ATTACKERE TAKE OVER YOUR COMPUTER KEEDP YOUR NETWORK AND ADMINIETRATOR DASSWORDSE SAFE._

- T
TIP. THINK BEFORE YOU CLICK! TIP: MEVER SHARE YOUR DASSWORD WITH ANYONE —
WEURE TO SGAN ANY FILES WITH ANTIVIRUS SOFTWARE. - ; i et



osters
H fF(WF!P( OF TIE

| &)
P IBENTITY

WY WO
IF AN EMAIL LOOKE FISHY, IT'E PROBAHELY “PHISHING™.

NG IS EMAIL THAT APPEARE TO BE FROM BANKS, EBAY OR EVEN FAMILT,
ASKING FOR YOUR FERSONAIL INFORMATION

DON'T REPLY TO EMAIL OR POPUP MESSAGEE THAT ASKFOR PERSONAL OR
FINANCIAL INFORMATION.

CERTARMN WERBSITES ATTEMPT TO PLANT BUGE OM YOURCOMPUTER THAT COLLECT
INFORMATION ABOUT TOU —INCLUDING PASSWORDE—WITHOUT TOU KNOWING IT.

TIP: NEVER CLICK “AGREE™ OR “OK” TO CLOSE A WINDOW. INETEAD, CLICK THE
RED “X” [N THE CORMER OF THE WINDOW OR PRESE THE ALT+F4 BUTTOME OM
YOUR KEYHCARD TO CLOSE A WINDOW.
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DocTOR ROYAL

DIDN'T HAVE A CLUE.... DO YOU?

TH THE BEET ANTIVIRLISEECFTWARE, NEWETRAINE OF WORME AND
YIRUSES INFECT COMPUTERS EVERY DAY.

I'T OPEN ATTACHMENTE [F YOU DOM'T KNOW WHO THEY ARE FROM, OR
WERE NOT EXPECTING THEM.
DON'T FOLLOYW WEB LINKS IN UNSOLICITED EMAIL.
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Miss
APRICOT
DID IT
IN THE
LIBRARY...
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Don't take candy from strangers. Be suspicious of unsolicited
offers or emails, even if the email is personalized to you.

Never reveal personal or financial information in a response to an
email request, no matter who appears to have sent it.

It it seems uncharacteristic, contact the source via telephone.
Phishers are getting smarter about using known contacts or
corporate brands to trick people into sharing information or
clicking links.

Don't provide your password in an email or over the phone. The
Library's IT Help Desk, as well as most reputable companies, will
NEVER ask you for this information throughthese channels.

Don't click links or attachments you don't understand—it could

* be atrick to download malware or steal your identity.
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Iveaways or Swag

Are they good for advertising?
» (yes and no...)

Does anyone ever use them?
» (yes and no...)

Do you need them?
> (yes and no...)

[ow can I do it with no budget?



Iveaways-My Secret Weapon



Iveaways-My Secret Weapon




ontests

Quizzes

Crossword Puzzles
Name the Mascot

Information
Technology
Security

Library of Congress



ontest Prizes
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Hackers are Yo TR . s

: A Always "PAWS
Creatures Of the Night... 209 @ A ‘ﬂ.—.- e af

Beware lllegal Downloads! i J % &% efare Cnr:kmgArtachments!
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SKULLDUGGER

SAUVIGNON

Don't Let Your Password
Get Bone Dry -
Change it Often!

Phishing Scams

can be a
Cauldron Of Trouble!




VAMPIRE

Revealing Personal Information
Can Come Back To Bite You!

SILK
SAUVIGNON
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Use Care
When Swfing the Web!







SNOWBAILL
SAUVIGNON

¥_ Ring in the New Year °
Donations can have a 9, of Giving \

Snowball Effect!

P

With CFC!




IOUSE-KATEL
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Your CFC donation may be

small-
But the difference it makes can be

HUGE!
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HOLLYDAY N
CHEER

.__“."E 01

GIVING TO CFC BRINGS CHEER

Time’s-a-Wasting-

Give to CFC!




lore Contest Prize Ideas
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uest Speakers

Keep it timely
Keep it Interesting

Keep it SHORT!!
Advertise, advertise, advertise!



uest Speakers

Information Technology Security
Presents

E—__

A Technical Brown Bag Seminar

Prutec“;ing Children’s Privacy-
A Guide for Parents

Joe Garrity - LOC IT Security
Discusses how o approach Data Privacy with your children
and keep their information safe in the digital world!

Tuesday, Jam 31st
IPMtMPM
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Easy to do
Great advertising
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ecurity Awareness Month
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ecurity Awareness Month

INFORMATION TECHNOLOCGY SECURITY PRESENTS
CVEED-TECURITY AWARENETY
| EXP0

He’s the Phish.

e =

You're the Bait.

MONDAY, OCTOBER 21
MARY PICKFORD THEATRE

"I NEED ADMIN NOW!!" “GONE PHISHIN'"

YOUTSMARTING THE

"SPEAR FEAR!"
PHISHERMEN"

Information
Technology
Security




ocuritv Awareness Month




1spiration

Get your inspiration from anywhere
e Co-workers

e Family and friends
e Other FISSEA members
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SE THE RESOURCES

Posters/ideas are available through the FISSEA
Security Awareness, Training, and Education
Contest—(go to the website)

Presenters-Ask your FISSEA team-someone
will speak for you. (use the FISSEA email

group)
e (I would be happy to present for you too!)

Innovate
MAKE the time!



hank You!

Joe Garrity
IT Security Trainer
Library of Congress
jgarr@loc.gov
202-707-5515



