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A National Problem

« The Nation needs greater cybersecurity awareness

« The US work force lacks cybersecurity experts

« Many cybersecurity training programs exist but lack consistency among programs

» Potential employees lack information about skills and abilities for cybersecurity jobs
 Resources exist for teachers and students about cybersecurity but are difficult to find
» Cybersecurity career development and scholarships are available but uncoordinated
« Lack of communication between government, private industry, and academia
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Cybersecurity Career Field

Cybersecurity professionals are involved in activities that include
“...strategy, policy, and standards regarding the security of and operations
In cyberspace, and encompasses the full range of threat reduction,
vulnerability reduction, deterrence, international engagement, incident
response, resiliency, and recovery policies and activities, including
computer network operations, information assurance, law enforcement,
diplomacy, military, and intelligence missions as they relate to the security
and stability of the global information and communications infrastructure. *

Cyberspace Policy Review May 2009
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Cybersecurity Workforce Framework

 The NICE Cybersecurity Workforce Framework provides a common language
and taxonomy to define cybersecurity work.

 Over 20 Federal Agencies and Departments contributed to the development.

* NICE has worked closely with non-profit and governmental organizations to
socialize the framework.

PROTECT AND DEFEND
Functional roles responsible for the identification, analysis, and mitigation of threats to internal
IT systems or networks.

 Framework Taxonomy

— Cybersecurity Category: A generalized
grouping of specialty areas

Computer Network Defense

Uses defensive measures and information collected from &
variety of sources t ientty, analyzs, and report e

ity analyzs, and report events that

— Specialty Area (SA): Defines specialty areas
within the cybersecurity domain

— Competency: A measurable pattern of knowledge,
skills, abilities, or other characteristics that
individuals need to succeed and that can be
shown to differentiate performance

WORKFORCE

CYBERSECURITY

— KSA: Defines a specific knowledge, skill, or ability

— Task: Defines a specific task NlCE
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Framework Categories

OPRPERATE
AND
MAINTAIN

PROTECT

The Cybersecurity ROvISION _AND
Workforce Framework

organizes cybersecurity into
seven high-level categories,
each comprised of several
specialty areas.

ANALYZE INVESTIGATE

CYBERSECURITY

WORKIFORCE

FRAMEWORK
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31 Specialty Areas

Securely Provision Protect and Defend
Systems Requirements Planning Vulnerability Assessment and Management
Systems Development Incident Response
Software Engineering Computer Network Defense
Enterprise Architecture Security Program Management
Test and Evaluation Computer Network Defense Infrastructure
Technology Demonstration Support
Information Assurance Compliance
Investigate
Operate and Maintain Investigation
System Administration Digital Forensics
Network Services
Systems Security Analysis Operate and Collect
Customer Service and Technical Support Collection Operations
Data Administration Cyber Operations Planning
Knowledge Management Cyber Operations
Information Systems Security Management
Analyze
Support Cyber Threat Analysis
Legal Advice and Advocacy Exploitation Analysis
Education and Training Targets
Strategic Planning and Policy Development All Source Intelligence
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OPRPERATE AND MAINTAIN

Specialty areas responsible for providing the suppor, administration, and mainienance necessary to
ensune effeciive and efficient IT system performance and security.

Data Administration

Develops and administers databases andior data
management sysiems that alkvw $r the Sirage, querny,

and uilization of data.

(Enample job fifle=: Corfient Siaqing Specinitsl Dedn drchiect Dade
ianager Deds Washouse Specisich Detntese Adminismdor, Dedatese
Develgper: informedion (izseminedion Manager

Information System
Security Management

Overs=es the information assurance program of an
informiatian sysiem inar sutside the netwon envirsnment;
may include peocuremant duties (2., 1I550).

(Exzmple job ifes [ Manager: informedion Assurence Secunty Ofcer
informedon Syslems Secunty Offcer M550, infvmation Secunty
Progrm Manager]

Knowledge Management

Manages and administers processes and tools hat enable
e ceganization 1o dentify, document, and access intellieciual
capital and infarmation content.

jobi¥es: Business Anabet Busine sz Infeligence Manager Conlerd
Acministesion, Documend Siewart Freadom of infowation A Offical:
Informadion Meneger, information Dwner information Rescurces Manager

Customer Service and
Technical Support

Addresses peobiems, installs, configures, troubleshoots,

and provides mamisnance and raming in response o
CusimEr requiements of inguiries (2.9, tered-level
GUSIDmEr support).

[Emampie job Ses. Compuler Support Soe Cuslomer Suppord Help
Desi Repmsenintwe: Serace Dok Cpensdor Syslers Adminisistor;
Tecnica' Support Soecais]
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Metwork Services

Instalks, configures iests, operales, maintains, and
manages networks and deir frewals, including
hardware (hubs, brdges, seitches, mutiplexsrs,
routers, cables, proxy servers, and profective
gistrinuior systems) and software Mat penmit the
sharing and Fransmission of all spectrum ransmissions
o infarmation 10 suppon the sacurity of Inarmation and
informatian 5ysiems.

{Example job ides- Cabiing Techinizian; Coverged Metwordk
Engineer; Network Sdmintsirsios Nefwonk Analy=ile sgner’
Engineer; and Dt Communications Analy=:

Telecommunicaliions Engneer]

System Administration

Imstalis, comgures, moubleshools, and mal ntains
server configurations (hasdware and software] to
ensuns thelr confidentialty, imegrity, and avallabiiity.
Al Manages acoounts, frewalls, and palches.
Responsibie for access controll passwoeds! account
creation and administration.

(Ermmple job Ses LAN Sdminisrsion, Platbe Specali=!;
Securty Adminisimior Server Adminisimion Sysiem Opersdons
Persomel: Sysfems Admimiciaion Webale Sdmini creor]

Systems Security Analysis

C:onducts the infegrationtesing, cperions, and
maintenance of systems securty.

(Enmmple job e [ Cpersdionsl Sngiveer; M Secrdy Offcer
Irfnemesdion Secunty Anafy=hAdministeiooisnage:, informetion
Sysiems Zecurty Engineer; Platorm Specisiish Secunty
Acimini Smion, Searity Avalyst Seardy Confrol Assessor
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Category: Operate and Maintain

Specialty Area: Systems Security Analysis

Responsible for the integration/testing, operations and maintenance of systems security

Typical OPM Classification: 2210, Information Technology Management (Actual information provided by OPM)

Example Job Titles: Information Assurance Security Information Systems Security
Information System Security IA Operational Engineer

Job Tasks

1. Implementsystem security measures that provide confidentiality, integrity, availability, authentication, and non-repudiation.

2. Implementapproaches to resolve vulnerabilities, mitigate risks and recommend security changes to system or system components as
needed.

3.  Perform security reviews and identify security gaps in security architecture resulting in recommendations for the inclusion into the risk
mitigation strategy.

4. Etc.....

Competency KSA

Information Assurance: Knowledge of methods and  Skill in determining how a security system should work.
procedures to protect information systems and data
by ensuring their availability, authentication,

Knowledge of security management

confidentiality and integrity. Knowledge of Information Assurance principles and tenets.

Risk Management: Knowledge of the principles, Knowledge of risk management processes, including steps and methods for
methods, and tools used for risk assessment and assessing risk.

mitigation, including assessment of failures and their

consequences. Knowledge of network access and authorization (e.g. PKI)

Skill in, assessing the robustness of security systems and designs.

System Life Cycle: Knowledge of systems life cycle = Knowledge of system lifecycle management principals.
management concepts used to plan, develop,
implement, operate and maintain information

systems. Skill in designing the integration of hardware and software solutions.

NICE
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Knowledge of how system components are installed, integrated and optimized.
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Component4: Co-led by DHS / ODNI/ DOD

NICE Framework: Provide a common language to define cybersecurity work. Defines specialty areas, KSAs,

competencies.
Key Activities*: Finalize Framework (Mar 2012), Roll-out to Initial Federal Stakeholders (Jul 2012),
Remaining Fed Stakeholders (Jul 2013)

Training Catalog / NICS: Provide an online resource with a robust training collection mapped to the NICE

Framework.
Key Activities*: Launch of the NICS Portal (Sep 2012), Launch of the Training Catalog (Mar 2013)

Workforce Inventory: Identify the current state of the IT workforce, and assess cybersecurity capabilities.

Key Activities*: Federal Pilot & Development (Nov 2012), Submit Federal Findings Report (Nov 2012),
Federal Metrics Report (Dec 2012)

Training Gap Analysis: Ensure that available training is appropriate in terms of quality, need, and content.

Key Activities*: Workforce Current Training Needs Report (Feb 2013), Training Gap Analysis Report (May 2013)

Professional Development Roadmaps: Develop resources which depict progression from entry to expert.

Key Activities*: Develop and Publish Professional Development Roadmaps in 2
NICS (Dec 2012) [ NICE

National Formal Cybersecurity Cybersecurity

Professional
Development

) Cybersecurity Cybersecurity Workforce
- Awareness Education Structure
based on availability of funding and resources.




Framework Activities and Next Steps
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The Framework has been available for public review and feedback on
the NIST website since September 20, 2011.

Introduction of the framework occurred at multiple conferences, such
as the NICE Workshop in September 2011, the quarterly Software
Assurance (SwA) Forum, the Centers for Academic Excellence (CAE)
Principals Meeting, and the Department of Navy CIO Conference, to
name a few.

Ten focus groups were conducted with Subject Matter Experts (SMES)
to validate specialty areas, tasks, and KSAs.

We are compiling feedback, comments, and SME input to produce a
revised and finalized Framework by March 31, 2012.

The Framework will then enter the Office of Management and Budget’s
(OMB) Legislative Referral Memoranda (LRM) process to coordinate

Interagency approval.




Call to Action

» Agencies across the Federal Government will begin to align their jobs
and positions to this specialty area framework.

» This framework may be chosen by industry, academia, and state, local,
tribal government as a model to follow.

» Several products are in development that will aid with the roll-out, such
as a users’ guide and a speakers’ tool-Kkit.

« With a common structure and lexicon, we can not only better
understand the makeup of our cybersecurity population, but also begin
to identify the capabilities of those individuals.

* In so doing, we can start to identify and develop the necessary
workforce, training and professional development opportunities to help
address our growing cybersecurity concerns.

e Help us help you! http://www.nist.gov/nice/framework/
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