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CYBERBULLYING

e Cyberbullying occurs when younger people
under the age of 18, use technology as an
instrument to harass or threaten their peers
via email, computer, social networking sites,
text messaging, chat rooms or cell phone
(Patchin & Hinduja, 2010).
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Alexis Pilkington Brutally Cyber Bullied, Even After
Her Suicide

By Edecio Martinez Topics Cybercrime

7 Comments Email Story [E¥ Share This [= Tweet This [I More

Have Your 3ay =end to a Friend Tell ¥our Friends Tweet This share it

NMEW YORK (CBS/WCBS/AP) West
Islip High School senior Alexis
Pilkington appeared to have it all. She
was a popular 17-year-old and a well-
liked athlete who had already landed
a soccer scholarship to college.

But none of that stopped Alexis from
becoming the target of nasty online
comments - even after the Long
Island girl committed suicide.

Alexiz Pilkington (Perzonal Photo)
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 DIRECT

school property

e Poor relationships
with teachers
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CYBERBULLYING

ANONYMOUS

school property

Good relationships with
teachers

e Fearretribution <:::>- Fear loss of technology

Physical: Hitting, Punching & Shoving

Verbal: Teasing, Name calling &
Gossip

Nonverbal: Use of gestures &
Exclusion

www.stopbullyingnow.hrsa.gov

privileges

e Further under the radar than
bullying

* Emotional reactions cannot be
determined

{McKenna & Bargh, 2004; Ybarra & Mitchell, 2004}


http://www.stopbullyingnow.hrsa.gov/�

State Cyberbullying Laws

e 46 States have bullying laws
e 8 States have cyberbullying laws

e 34 States have harassment by communication laws
e 9 States have a criminal sanction

* AS OF MARCH 29, 2012 THERE IS
NO FEDERAL BULLYING LAW



POTENTIAL CRIMINAL OUTCOMES

e HARASSMENT
 STALKING

* PORNOGRAPHY
* INCARCERATION
* FORFEITURE




Cyberbullying Studies

e The Cyberbullying Research Center claims
that cyberbullying affects almost half of all
American teens

e 19,000 suicide attempts occur each year
within the U.S. w.assunes



SEXTING/PORNOGRAPHY

e Sending or receiving of sexually-suggestive or explicit
texts or pictures via one’s cell phone

e Sending a picture of yourself to a friend without any
clothes on can be considered child pornography.

e Sending a picture to a friend of your

boyfriend/girlfriend without any clothes on can also
be considered pornography.
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PENNSYLVANIA LAW

e Anytime you use a telephone or computer
to send a picture(s) of a naked person who
is @ minor, that constitutes a felony each
time the telephone or computer is used to
send that picture(s).



FELONY SENTENCES CAN
APPLY TO ANYONE WHO IS
AGE 14 YEARS OR OLDER IN

MOST STATES



WHAT DO OUR EMAIL ADDRESSES
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After two minutes we have
determined that Amanda is:

Is a female attending high school
Name of her home town (Laurel, MD)
Likes hanging out with her best friends
Likes going to the mall

Her favorite move is New Moon

Her date of birth
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Within 5 minutes | know:

e Amanda is her first
name

* She s high school girl
that likes Glee, New
Moon

e She likes music by Lady
Gag and Green Day

The name of her high
school

She
A va
She

nates reading books
id phone number

ives on the East

Coast
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My Space or Face Book
and
Privacy

WHAT
PRIVACY?



WHAT HAPPENS ON
THE INTERNET STAYS
ON THE INTERNET






TINA SMITH




TINA'S FINDINGS

Requested to be friends with 50 people.
39 Students accepted

Once Tina began receiving friends she began
receiving friend requests from people that saw her in
their friends profiles, etc.

Once Tina was accepted as a friend she was able to
see everything that the students listed (remember,
most of the students were set to private)



GUESS WHAT TINA WAS ABLE TO FIND OUT

Addresses
Phone numbers
Dates and times when people will be home

Trash talking (offensive) — which can be
considered cyberbullying

Sexual solicitation
Offensive, threatening and abusive language
Threats
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Barbara W. Falgoust
2108 Clinton Street
St Charles, AR 72140

Phone:

a01-282-8273
Changs Your Caller ID

Website:
Ads by Google AdvertisingPhones.com
Play Perfect Email Address:
World BarbaraWFalgoust@example.com
The Most Thiz iz & real email address, Click here to use it!
Stunning 3D Password:
MMORPG. :
Register & Start ahthuibEeGh
Playing Today! Mother's Maiden name:
worw'. PerfectWorld.com
Taylor
Birthday:
October 5, 1946 (64 years old)
MasterCard:
3382 1127 4049 0964
Expires:
1272010
SSN:
431-11-1323

You should click here to find out if your 535N i anfine.
Occupation:
Division secretary

UPS Tracking Number:
17 E58 734 42 5607 799 7




Your Randomly Generated Identity

Gender | Male j These name sets app
American, French
Hame set |Hi5pani{: j
Country |Canada -

Generate




Augustin Vargas Padron
2086 Grey Rd
Feversham, ON NOC 1C0

Phone:

519-922-5467
Change Your Caller ID

Website:
ProfessionalChannels.com

Email Address:

AugustinvVargasPadron@example.com
This is a real email address. Click here to use it!

Password:
aepaiRaivu
Birthday:
June 28, 1939 (71 years old)

Visa:
4532 6715 7869 6236

Expires:
12/2011
SIN:
421 579 608
Occupation:
Zookeeper

UPS Tracking Number:
17 062 27E 62 6633 801 5




TWITPIC

e |If you have a Twitter account then you already
have a Twitpic account

 To the right of the screen is a photo that was
taken with an iPhone

e GPS coordinates are embedded into the
picture know as EXIF data



Presenter
Presentation Notes
If you have a Twitter account you already have a Twitpic account. 


Filename: IMG_0125.JPG

location: MyPictures\iPhone Photos\

Size: 1.2MB

Property Value
Dimensions: 2048 x 1536 pixels

Camera make Apple

Camera model iPhone 3GS
Camera Date 2010:02:23 12:23:15
Resolution 2048 x 1536
Orientation Mormal

Flash Mot Used

Focal length 3.9mm

Exposure time 0.067s (1/15)
Aperture /2.8

ISO 490

Metering Mode MN/A

Exposure MNormal Program
Thumbnail 160 x 120 pixels
JPEG Quality 96 (411

GPS Longitude 78 55.66'0" W
Unique ID{DB)
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