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EDUCATION IS KEY TO 
UNDERSTANDING 

CYBERBULLYING AND 
THE DANGERS OF SOCIAL 

NETWORK SITES 



CYBERBULLYING 

• Cyberbullying occurs when younger people 
under the age of 18, use technology as an 
instrument to harass or threaten their peers 
via email, computer, social networking sites, 
text messaging, chat rooms or cell phone 
(Patchin & Hinduja, 2010).  



BULLYING 
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THE TRAGEDIES BEHIND CYBERBULLYING 
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THE TRAGEDIES BEHIND CYBERBULLYING 
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2011 Cyberbullying Deaths 
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Cyberbullying 

Don’t Write It – Don’t Send it – Don’t Forward it 




BULLYING 
 

• DIRECT 
 
• Occurs on  
 school property 
 
• Poor relationships  
    with teachers 
 
• Fear retribution 
 Physical: Hitting, Punching & Shoving 
 Verbal: Teasing, Name calling & 

Gossip 
 Nonverbal: Use of gestures & 

Exclusion 

www.stopbullyingnow.hrsa.gov   
 

 

CYBERBULLYING 
 

• ANONYMOUS 
 
• Occurs off 
 school property 
 
• Good relationships with 

teachers 
 
• Fear loss of technology 

privileges 
 
• Further under the radar than 

bullying 
 
• Emotional reactions cannot be 

determined 
 
{McKenna & Bargh, 2004; Ybarra & Mitchell, 2004} 

http://www.stopbullyingnow.hrsa.gov/�


State Cyberbullying Laws 

• 46 States have bullying laws 
• 8 States have cyberbullying laws 
• 34 States have harassment by communication laws 
• 9 States have a criminal sanction 

• AS OF MARCH 29, 2012 THERE IS 
NO FEDERAL BULLYING LAW 



POTENTIAL CRIMINAL OUTCOMES  

• HARASSMENT 
• STALKING 
• PORNOGRAPHY 
• INCARCERATION 
• FORFEITURE 



Cyberbullying Studies 

• The Cyberbullying Research Center claims 
that cyberbullying affects almost half of all 
American teens 

• 19,000 suicide attempts occur each year 
within the U.S. (www.cyberbullying.us) 



SEXTING/PORNOGRAPHY 

• Sending or receiving of sexually-suggestive or explicit 
texts or pictures via one’s cell phone 

• Sending a picture of yourself to a friend without any 
clothes on can be considered child pornography. 

• Sending a picture to a friend of your 
boyfriend/girlfriend without any clothes on can also 
be considered pornography.  

 

 





PENALTIES 




PENNSYLVANIA LAW 

• Anytime you use a telephone or computer 
to send a picture(s) of a naked person who 
is a minor, that constitutes a felony each 
time the telephone or computer is used to 
send that picture(s).  



FELONY SENTENCES CAN 
APPLY TO ANYONE WHO IS 
AGE 14 YEARS OR OLDER IN 

MOST STATES 



WHAT DO OUR EMAIL ADDRESSES 
REVEAL?????? 

BAC70@YAHOO Momoftwoboys@aol Walker2676@gmail 













After two minutes we have 
determined that Amanda is: 

• Is a female attending high school 

• Name of her home town (Laurel, MD) 

• Likes hanging out with her best friends  

• Likes going to the mall 

• Her favorite move is New Moon  

• Her date of birth 

 











Within 5 minutes I know: 

• Amanda is her first 
name 

• She is high school girl 
that likes Glee, New 
Moon 

• She likes music by Lady 
Gag and Green Day 

 

• The name of her high 
school 

• She hates reading books 

• A valid phone number 

• She lives on the East 
Coast 









My Space or Face Book 
and  

 Privacy 
 

WHAT 
PRIVACY? 



WHAT HAPPENS ON 
THE INTERNET STAYS 

ON THE INTERNET 



PROFILES ARE LISTED AS: 
PRIVATE 



TINA SMITH 



TINA’S FINDINGS 

• Requested to be friends with 50 people. 
• 39 Students accepted  
• Once Tina began receiving friends she began 

receiving friend requests from people that saw her in 
their friends profiles, etc.  

• Once Tina was accepted as a friend she was able to 
see everything that the students listed (remember, 
most of the students were set to private) 



GUESS WHAT TINA WAS ABLE TO FIND OUT 

• Addresses  

• Phone numbers 

• Dates and times when people will be home 

• Trash talking (offensive) – which can be 
considered cyberbullying 

• Sexual solicitation 

• Offensive, threatening and abusive language 

• Threats 

 











TWITPIC 

• If you have a Twitter account then you already 
have a Twitpic account 

• To the right of the screen is a photo that was 
taken with an iPhone 

• GPS coordinates are embedded into the 
picture know as EXIF data 

 

Presenter
Presentation Notes
If you have a Twitter account you already have a Twitpic account. 



Example of EXIF data stored in photos (Flinn Teordorski & Paullet, 2010) 



Google Maps Displaying the Coordinates from an EXIF Header, 
Flinn, Teordorski & Paullet, 2010 



Flinn,Teodorski & Paullet February 2010 
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