26t Annual Conference

E ﬁ S S e a “Making Connections in Cybersecurity and Information Security
Education”

Federal Information Systems Security Educators” Association National Institute Of Standards and Technology
AWARENESS ¢ TRAINING ¢ EDUCATION Galthersburg Maryland

Tuesday, March 19, 2013 DRAFT AGENDA

8:00 — 9:00 am Registration, Breakfast Snack, and Networking - hallway outside Green Auditorium

9:00 — 9:15 am NIST Welcome — Matthew Scholl, NIST Deputy Chief, Computer Security Division
’ ’ Conference Welcome — Patricia Toth, NIST, Conference Director

9:15 — 10:00 am Keynote: Empowering Our Organizational Culture to Meet Today's Cybersecurity Challenges
’ ’ Mr. John J. Suess, VP of IT & CIO, University of Maryland, Baltimore County (UMBC)

10:00 — 10:15 am Morning Networking Break - hallway outside Green Auditorium

10:15 — 11:00 am How to Use the National Cybersecurity Workforce Framework: Your Implementation Guide Panel
’ ’ Margaret Maxson, Department of Homeland Security; panelists TBA
How to Plan for Your Cybersecurity Workforce

11:05 - 11:40 am Robin “Montana” Williams, Department of Homeland Security

1
Track 1: Green Auditorium Track 2: Lecture Room B

Announcer: Track 1: Announcer: Track 2:

MUVE into Virtual Training Hiring and Managing a Cyber Security Workforce:
11:45 — 12:15 pm Angela C. Guinn, Department of Veterans Affairs What Federal Managers Need to Know

— IT Workforce Development Scott Cameron, R3 Government Solutions, LLC
12:15 - 1:10 pm Lunch Provided — NIST Cafeteria Rear

Presentation of FISSEA Security Contest Winners by Gretchen Morris, Contest Coordinator
1:10 — 1:40 pm 2012 FISSEA Educator of the Year Presentation by Susan Hansche, 2011 FISSEA Educator of the Year
Prize Drawing

Mitigating the Top Five Human Risks Moving into a Future of Training and Education
1:45 — 2:30 pm Lance Spitzner, The SANS Institute Centered Around Lifelong Learning
Dr. Rae Hayward, (ISC)2

2:35 — 3:00 pm NIST SP 800-16 Update FREE Federal Training Resources
' P Patricia Toth, NIST Benjamin Scribner, Department of Homeland Security
3:00 — 3:15 pm Afternoon Networking Break/Snack - hallway near Green Auditorium
Entry-level Cyber Security Analyst Skill Continual Evolution and Maturation: Garnering
Development Executive Support, Creating a Brand, Educating
3:15 — 4:00 pm James Risler and Brian Ford, Employees
Cisco Systems Gared Chastain, Jayme Jordan, Anita Archer,

Raytheon Company
Bridging the Gap Between Education, Professionalism, and Professional Certifications Panel
4:05 — 4:40 pm G. Mark Hardy, National Security Corp., Moderator; David Kim, Security Evolutions, Inc.; Michael Goldner,
ITT Technical Institute; Wen Liu, ITT Educational Services, Inc.; Christopher Will, Jones and Bartlett Learning

4:45 pm Door Prizes Drawing - Green Auditorium

5:00 pm Dinner Get Together — Location TBD
0P (Sign up at conference. Dinner is not included in registration fee.)
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AWARENESS ¢ TRAINING ¢ EDUCATION .
Gaithersburg, Maryland
Wednesday, March 20, 2013 DRAFT AGENDA
8:00 — 8:45 am Registration, Breakfast Snack, and Networking - hallway outside Green Auditorium

Welcome Day 2 Morning Announcements
Vendor Preview Slide Show

8:45 — 9:00 am
Keynote Address:

9:00 - 9:40.am Mr. Bryant G. Tow, Chief Security Officer, Computer Sciences Corporation

Workforce Development through Cybersecurity & Project Management Training and Certifications
9:40 — 10:10 am Dr. Jo-Ann Rolle, Consultant, Moderator; Leo Dregier Ill, The Security Matrix; Jerry Perone, National
Management Center

10:10 — 10:40 am Morning Exhibit Hall Break — Flag Hallway

Track 1: Green Auditorium Track 2: Lecture Room B

Announcer: Track 1: Announcer: Track 2:

The Unintentional Oversharing of Information  Professionalizing the Nation's Cybersecurity

1040 — 11:30 am Dr. Karen Paullet, American Public University Workforce N
Robin “Montana” Williams, Department of Homeland
Security
Securing Your Agency’s Future with Ten Commandments of Effective Security
11:35 — 12:05 pm CyberCorps®: Scholarship for Service _ Awareness Training _ _
’ ’ Kathy Roberson, Cyber Corps®: Scholarship Ralph Massaro, Wombat Security Technologies, Inc.

For Service (SFS) Program

Lunch Provided in NIST Cafeteria Rear

12:05-1:30 pm Visit the Vendor Exhibits — Flag Hallway
Measuring Behavior — The 12 Key Metrics for  Cost-effective, Scalalable Models of IT College
130 — 2:20 om Security Awareness Education for Cybersecurity
' =P Michael Murray and Katrina Rodzon, MAD Dr. Leo Irakliotis, Western Governors University
Security, LLC
2:90 — 2:40 pm Snack Break hallway near Green Auditorium —
' P Afternoon Vendor Exhibit Hall closes after break (Flag Hallway)
The Wolf in Sheep’s Clothing: Sharing the Securing the Human Part 2: Challenges in
2:40 — 3:05 pm Knowledge of Supply Chain Risk Developing an Information Security Framework for
' 2L Susan Farrand, US Department of Energy Human Enhancement Technologies
Albert Lewis, The MITRE Corporation
Cyber Security Awareness Training in the NASA Security Awareness Programs
3:10 — 3:40 pm Age of Mobile Devices Valarie Burks, NASA Deputy CIO for IT Security
David Willson, Esqg., Global Knowledge
3:45 — 4:10 pm TBD

4:15 pm Door Prizes Drawing - Green Auditorium



26" Annual Conference

E ﬁ S S e a “Making Connections in Cybersecurity and Information Security

Federal Information Systems Security Educators’ Association Education”
AWARENESS ¢ TRAINING = EDUCATION National Institute of Standards and Technology

Thursday, March 21, 2013 DRAFT AGENDA

8:00 — 8:45 am Registration, Breakfast Snack, and Networking - hallway outside Green Auditorium
8:45 — 9:00 am Welcome Day 3 Morning Announcements
) ) Keynote Address:
9:00 - 9:30 am Mobile Devices (Invited)
9:30 — 1015 am Creating an Online Cybersecurity Capstone Simulation

Dr. Alan D. Carswell, University of Maryland University College and Jim Cook, UMUC

Pecha Kucha (Lightning Round)

Moderator: Al Lewis,The MITRE Corporation

Speakers invited to sign up

Quick Previews of the Government Poster/Project Session Participants

10:15 - 10:30 am

10:30 — 10:45 am Morning Networking Break - hallway outside Green Auditorium

Government Poster/Project Session — Portrait Room — Open 10:30 — 2:10 pm

10:45 - 11:15 -
am Susan Hansche, Dept of State/Avaya, Coordinator

Track 1: Green Auditorium Track 2: Lecture Room B

Announcer: Track 1: Announcer: Track 2:

BYOD (Bring Your Own Device) Panel Cyber Range —
Loyce Pailen, UMUC Moderator; Tijan Drammeh,  Speakers TBA
Washington Metro; Chrisan Herrod, UMUC;

Kimberly Hancher, EEOC

11:15-11:45 am

The National CyberWatch Center Building the Next Generation of Cyber Defenders:
11:50 — 12:20 pm Davina Pruitt Mentle, Margaret Leary, PhD, Cross-Training Wounded Warriors to help Protect
' = Casey O'Brien, National CyberWatch Center and Defend the Nation’s Information Systems

Jim Wiggins, Federal IT Security Institute

Lunch Break — NIST Cafeteria Rear

12:20 - 1:20 pm Visit the Government Poster/Project Sessions — Portrait Room — Open 10:30 — 2:10 pm
Expanding the Role of Minorities in Cyber The Imperative to Customize the Message to the
Security Audience: A Dialogue about the Strategy for
Lamont Hames, UNCF Special Programs Corp. Awareness, Education, and Training related to
1:25 — 1:55 pm (Invited) Cybersecurity’s Newest Threat, Global Information
’ ’ and Communications Technology Supply Chain
Exploitation

Dr. Elizabeth McDaniel and Tom Barth, Institute for
Defense Analyses

1:55 — 2:10 pm PM Break hallway near Green Auditorium — last chance to visit Poster Session

Awareness Panel

2:10 - 2:40 pm Patricia Toth, NIST, Moderator; Carolyn Schmidt, NIST; TBA

2:45 pm Door Prize Drawing — Green Auditorium and Conference Close
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