Who are we?

The Security Awareness
Waorking Group {SAWG)

is a commaunity of dedicat-

ed and fun individuals
wha work together o
preduce reusable security

Fwareness matenials.

Cwur mission is to share
ideas and reduce duplica-
tien which results in cost
and resournce savings for
3!
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The Risks of Online Shopping and Online Auctions

s with anything you do anline, any Sme you
provide detnils lie your emai nddress, shipping
wddress, phone number andl cred cand
infoemation, your information becomes prey for
cybar criminals.

‘Wit are the risks of online shopping®

= Becoming & victim of fake e-commeron sbes.
Thess ane sies crexied with the sole purposs
of caphuring your informaton which con lend
i idendty theft and hacking. Ofien these sies
will offer an incredible deal that's haed 1o pass
up, and then disappoar a few weeks i

= Becoming & victim of a scem or fraud by
unscrupuiows selers who never send the: hem
you've purchased.

=  [Dwnling with fmudulent escrow shes sef up o
coplure your information.

= Doing business on sites that anen't encrypbed
wiich con keave your informasion open io
anyone.

= Scoms by intermational stes that anen't
snoune or don' have reputable sellers.

= Paying mone than you sxpectsd becauese: of
hidden charges, duties or shipping.

=  The lem you buy may not mert Canadian

Safety Standards. Theme are diferent niles for
difffersnt countries.

‘Wt are S risks of online suctions?

Bacoming a vicim of a scam by sellers who
o not reputable.

Getting luned by sellers 1o send payment
outnde of legitmain services bk PayPal,
including sending cash, money transiers and
money anders.

Becoming a vicim of froud induding the mis-
representation of an fem, the Bem not being
send o you oo not being pald i you'ne e
seller.

W might find yourself dealing with froudu-
lend esscrow sites that ke your morery - and
run. Legitimate escrow sies make poyments
on your hehalf bo sofeguard lerge-ticket
purchases. Bud criminals behind escroe
scams oreabe fake escrow sies intended 1o
spoaf = or look identsical 1o = e real

fhing. Bedone you know it, you're making a
paymetin o criminal out o steal your
money.

Getting stuck by browser tmps Tl won't
allow you to click e had bution, or the
sama window continues io pop up after
closing it

Find out how you can proiect yoorsel against
online shopping and suction scams, vist

i Favewr paicybarsalin. go.caf




rasks & spoofed unform
resoures locator JURL)of a
lepitmais webshe

The Hook: 3 malicious weleie
designad o loeok and fes ke a
wetnke

bocking webslie asks e vicim o
idiscicese peysonal Imformetion,
such as user entfication and
password. Crien the: hook ks an
obfuscated URL that ks very Ciose
o one e wichm finds iegitimate:
and Isn=ally & sie under the
aliackers Comn.

Wwhaat are the
sacirity concams?

Thisbe divices can b
wiry simall; therafons,
thry @ne mone sasily lost,
stedan, oo hidden,

Thisir pepudarity and
widl 4 s Pk

The Caflohc when the « of

thsm a popular tanget for
cyber criminals 1o spresd
malware. They have
aven Been tangeted st
the production phass,
whiles they ane being as-
semblad, meaning that
aven a brand new device
might have: been
nfeschid.

Thesy can niow hold &
wery lange amour of
data, making them attrac-
tives 10 Someane who
intends o illicily steal a
large amount of data.

This average user is
urdwang of the vulners-
bilities associated with
thess devices; and thére-
form, may ba mons likely
1o bé candless, shone
sensitive information,
and kess vigitant about
keaping work and
persanal infrmation
separate.

Thumb Dnives

U'SE thurmnb drives have beoodres a
popular attsck vecor for injecting
mailware on compulens located
within a proweched infrastiructung,
These same mabile devicas have
also been used o steal sensiive
darti aind havee bidn msponsible for
the unauhonized disciosune of
information either thraugh &
raalicions user or when an
authorized wser uninsnionally
ladis & devite oofkaning sansifwe
information.

B a USE thumb drive i
found, typically the fst
resction the Gndar will = Dbkin an approved USE
v i% 1o view the infor- device from your IT
mation o Stempt 10 See branch with encryption
who the owner is so it and baometric capabilities
iy bt returred, of o for all work nelated

s i Hheds is any s thvities,

“ineresting” information.

Bast Practicas

= Mever plug an unknown
or persaral USE devioa
imio & work oompuber =
e hode that have
bean affered &5 a

A compuier can Siently
run code from a USE
Thusrib Diffve S et
a devics is plupgged in,

without the wser's promotional ibem.
kngaladge or

permission. @ Abwiys use separniie
USE davices fior work
and parsonal uss.

Cyber cririnals Fave
B known 1o drop
saveral USE thumb
difves somewhers public,
clase 1 the imended
target, and wait for

Syshem in order o
install malicious
anfewane desigred
1 s4nal parsonal

irrforrnation.




What are the risks associated with Social Media sites?

Idmntity theft: Posting infor-
mation such as hill rame,
date of birth, addrass and
phone number can be used
bry criminals o craste a
prafil in order 10 acoess
resounoes of obbsin credit
i other berafts in that
PEISON'S Rama.

Pasgword reuse; Many users
of social media sites will use
e same passwond Sy use
far their smail, other social
redia sitas, and even their
bank soeounts. IF that pags-
word is discovered by
COmpubar malwars of
sccidental ak from &
wabaite, it provides malicious
irsdlividluals with & wiy irio all
this ofhar Sikes o @ven wornss
& financial msitution.

Persanal and professioral

oearlag: Who vou are
in the aoffics can be vy
diffsrent from who you ane
outside of it, and online social
netaarking Gan focus
undesied attertion on this
distinction.

Scams and hoaxes: Cyber
crirninals will ofen atismgt o
scare o lure sockal media
uSers in imo opening
malcous messsges in an
atbempt 1 earact Sarsitive
irforrnation wia a mahwane
instakation, a phishing atsck,
of social enginesring.

of malwan:
Cyber criminale sns continu-
ally creating rew axploits
capable of instling malware
On @ uses's compubs o
social networking account
Real life axamples ane
srvipts, which are Snippets of
coimipubel code that automati-
cally Fun on your o puber
whieni you acomss & wabpage.
The abjective of maksare is
often i COMpromise your
stcount in onder to steal your

pazswond and other parssnal
informatan.

Sacial Meda Best Practices

+  Familiarize yourself with
thee wocial media's palicy
on security and personal
infiarmaion.

= Never use the same
password used for athes
parsonal use wab
sprvicss like onlne
benking ar arril.

*  Lse sacune passwords
containing at least B
alpha-fiumeric characien
and symbals that do nat
conbain narmes of words

10 provide mare Security.

«  Make a habit of ehanging

your passwords oftan,
such @5 every 4 months.

preconfigured for all new
pr

+ Dan't post any
infiormaon that might
caugs embarrasemant o

yoursalf or others.
Ramember that onos you
post a phols o Commant,
et be truly remaved.
Even if you delete the
g Or cOMmment, it
mary have aleady besn
dirariladed of saved o
arathes uses’s compuber.

»  Secure your compuier by

using up-to-dahs
technical

Such &% an antvines and
fireweall at homa.

»  Never acoapt any

wresolicited mvitstions
fram strangess.

*  Awcid sharing pessonal

nformmation, B yous

plans. Consider the risks
of becoming & burgksrs

EYE ON:

Sodial Engineering
Admit it, humans are
the weakest fink...

Bocial engineers? The con
artists of the slectonic age
icra fol eaplaeting -
ple's nastursl desine o help
in ordes 1o aotess Systms
and Enfonmation. They will
uss non-technical ctics
o abbsin passwands,
uncover System configura-
tions, and collect any other
informaton that allows
hasckers 1o tap inlo a
network.

Sorme estimates suggest
that up i BO par cent of
Computer athscks ane car-
e aut by insiders. This
doesa mesan you should
distiust o co-workers,
but it does mean you
shauld exerciss o degree
of caution when askoed
proding questions about
syshems and nformation.

Social enginesers ane Fkely
o afermnpt several classc
sCams: they may pose as
a echnician on a rmoufne
service call or assume the
dentity of a fellow edmpliy-
e with an urgent prablem.
Dan't be parancid. But da
educate yoursef]

e




Awareness
Corner

Privacy Awarensss
Weshe

Jamsry 28 -
February 1, 2013

Security Mwareness
Weshe

February 11 -15,
23

Fransd Preventon
Mainth:
March 2013

Emergency Prepared-
ness Wesk:

May5- 11, 2013

Cyber Secunty
Maonth:
Oetober 2013

Tips and Tricks

What can | do to protect
my Blackberry. FDA, celiphone or laptop?

= [Keap your devics locked with a strong password.
+ Don't stons personal mformation on a handheld devics.

= Never use a wirsless devios 1o store or sand
confidential or sensitive informaton.

»  Use data encryplion on the devioe so that dats is
naccessible 1o anyone who finds or sheals it

+  DOnly sions conporate information on your handbeld
device when absolutely necessary.

»  Make sure that ary corporate information on your
handheld devios is also stored on the conparabe
network, whens the information i becked up reguiarly.

+ Dasplay your name and phone rumbar on the device so
it can aasily be relumed & you.

= ‘When travelling with your dévics, shore it safely in a
Sacune pocket

= LUsd the Mbest anti-vinus softwang o keep out vinses
ard mabsarne

Sites of
Interest

Get Cyber Safe:

wraw. gty bersade ge ol

Spot Phony Emails:
ptr

wiaw. compettionbureau ge.c
awicishs'ch-bensd
engI2607 Bl

Travel info from the GC:
REp: el e o

The Escurity Awarsnecs Working Group produsss. reucaie caoury swamnecs matsralk whils Anding Innovative waye of bringing
awarsnscs o caourtty mathens that can impot you Inoyour day b day oparatione.
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A MNate fram the
Security Awaneness
Working Group

The members of the
Security Awareness
Working Group {SAWG)
hope you enjoy this edi-
tien of our newsletier.

As employess of the Gow-
emment of Canada, safe-
guarding information is an
important responsibility
we 3l have. It has be-
come especially imporant
iin the past couple of
Vears as information
breaches from the GC
have affected thousands
of individuals.

This newsletter is a col-
lzborative effort and we
wiould like to thank our
sub-committee and edi-
tors who brought it all to-
gether!
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SAWG
JOURMAL OF
SECURITY
AWAREMESS

Securitatis

Safeguarding GC Information Outside the Office

Why Is This 5o Important?
Secunty in the Government of Canada
works to protect two very valuable as-
setfs: our employees and the mformation
they possess. In your office, there are
many safeguards which have been put
in place fo protect you and the infor-
mation you are working with:

» Security personnel. personal identity
verification cards (PIV) and access
cards and controlled and monitored
enfrance and exit ponts;

Processes and procedures fo help
yOu in an emergency or dangercus
situation;

Appropriate places to store your in-
formation - cabinets for paper copies
and IT systems and servers to hold
your electronic documents and data;

» [T equipment to secure the network
and to monitor it for inruders;

» Software to check your computer for
viruses and cther issues to prevent
an incident before it happens;

« T and security staff to make sure all
of these safeguards are mantained
and up to date_

‘What are the Risks?
» Today's staff have maore flexbility

with where and when they work. This
means that they may work from
home occasionally or complete
some tasks on the commute to or
from work:

Staff are travelling with wirtwal brief-
ing books and documents instead of
paper,

The use of portable storage devices,
ke USE keys puts much larger
quantities of information at risk;
Portable computing devices such as
laptops, tablets and smartphones
are attractive targets for thieves;
Hacking and cyber crime are in-
creasing and affecting all types of
technology.

What Zhouwld | do?

Be aware of your sumoundings and
the sensitivity of the infformation you
are working with;

Store electronic information on an
encrypted USE key approved by
your [T department;

Be careful with your electronic devic-
es and notify your IT department
promptly if they are lost or stolen;

Dz not allow other people to use
your work device.




al and family needs can re-
sult in benefits to organiza-
tions such as:

= A competitive edge for
attracting and retaining
haghly skilled individuals;

»  Reduced stress levels;
Higher levels of produc-
tivity and reduced
aosentssism;

= Abiity to accommodate
employment related
needs for employment
equity designated group
members;

=« Higher levels of employ-
ee satisfaction and
mothation;

= A mone satisfying work
Eenvironment;

Baoth managers and emgploy-
=25 are responsible to en-

sure that operational needs
of the organization are met
nor costs are i im-
|pacted by the application of
this policy.

The impact of fliexible work
arangements can also reach
beyond the benefits derived
by the organization and con-
tribute to the dewelopment of
a sustainable society. For
example, opportunities for
reducing fraffic congestion
and air pollution and for sup-
porting regional economic
development can be realized
at the same time the employ-

r's objectives are met.
Telework Policy — TBS

Working
from home?
The do's and
the don'ts

When you are using a departmental de-
wice at home, you are solefy responsible
for the information you are processing,
and should be taking a proactve ap-
proach and exencising due caution:

« GC information has been entrusted to
you. Do not let anyone have access
to the corporate material given to you.

» Mo other person should have access
to your departmental computeriaptop.
This includes family members, friends
and guests. f maintenance is re-
quired take the device in to your de-

pariment for support.

= Work from an appropriate location like
aden or a home office and be aware
of your sumoundings while you are
working.

« Departmental equipment must be
used exclusively to process depart-
mental sensitive information up to
Protected B.

+ [fyou are keeping sensiive material
in electronic format on a portable me-
dium (CD0's, USE keys. etc ), you
rmuest identify this portable medium
according to the Government of Can-
ada standards and encrypt the infor-
rmation, if necessary.

= [ you are not sure about the stand-
ards, check your Service desk for

deparmental specific info.

» [ you have not been given the tool to
encrypt information, take the nitiatve
and ask for it! (ex Entrust, mykey)

* Exercise caution ¥ you have to print
sensitive information. Such material
must be destroyed, kept, stored and/
or transported in accordance with
Government of Canada standards.
you are not sure about the standands,
check your departmental-specific in-
formation.

* Ensure that your departmental com-
puter is running the test fixes/
patches and anti-virus updates.

» Make sure that no one can overhear
sensitive information, if you are partic-
pating in phone calls or teleconfer-
ENGEs.

Remember!

Abide by your department's polices re-

garding the use of deparment-issued

equipment to
access personal
e-mal systems

[examples: Hot-

mad, GMail or Sym-

patico).
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Social Engineering - It comes in many forms.

GPS:

A fan had their car broken into while
they were at a football game. Their car
was parked cn the green which was ad-
jacent to the football stadiem and spe-
cially allotted to football fans. Things
stoden from the car included a garage
door remote confrol, seme money and 3
- GPS5 which had been prominenty
mournted on the dashboard. When the
victims got home, they found that their
house had been ransacked and just
about everything worth anything had

been stolen. The thieves had used the
_& GPS5 to guide them to the house. They

then used the garage remode control to
open the garage door and gain entry to the house. The thieves knew the owners were
at the football game, they knew what time the game was scheduled to finish and so
they knew how much time they had to dean out the house. It would appear that they
had browght a truck to emply the house of its contents.

Consider this: K you have a GPS, dont store youwr home address in it Lise a mearby
address ke a store or a gas siadion so you can st find your way home if you need o,

MOBILE PHOMNES:

Awoman's handbag, which contained her cell
phone, credit card, wallet... etc was stolen. 21
minutes |ater when she called her husband
from a pay phone telling him what had hap-
pened, he says, | received your text asking
about our PIN number and | replied a lithe while ago.”

The thief had actually used the stolen cell phone to text hubby” in the contact list and
ask for the pin number. Within 20 minutes he had withdrawn a lot of money from their
bank account.

Moral of the story:

Dz not disclose the relationship between you and the people in your contact lst. Avoid
using names ke Home, Honey, Hubby, Sweetheart, Dad, Mom, ete._.. And very im-
portantly, when sensitive info is being asked through texts, CONFIRM by calling back.

Also. when you're being texted by friends or family to meet them somewhere, be sure
to call back to confim that the message came from them. I you don't reach them, be
very careful about going places to meet Tamily and friends’ who text you.

Travellers

Bafore you Leave:

» Rewew couniry spe-
cific mformation on
the DFAIT website
(trawvel go.ca)

» Minimize the number
of electronic devices
you take with you
and rermove as
much information as
possible from them.

» Check with your IT
department to see if
you can bormow a
device while ravel-
Iing instead of bring-
ing your regular de-
vice with you

» Venfy costs for
backbemy roaming
— a calling card may
b= a more cost-
effective solution

‘While you are Away:

» Be careful with your
elecironics—don't
check them in your
baggage and don't
leave them unat-
tended.

= Be aware of who
might owerhear your
conversations (axi
drvers, other pas-
SEMJErs).

» Remember that in-
termet connections in
hotels are not safe
and don't have pro-
tection from mal-
Ware.
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October Is Cyber
Sacurlty Awarsnass
Month. The themes for
mis year are as follows:

Week 1 - General Onilne
Safaty (Cciober 1-5)

Waek 2 - Belrg Mobde:
Crline Safety and
Sacurity [Oclober 6-
12)

Week 3 — Medla Literacy
(Ociober 13-13)

Week 4 — Cyber Crime !
Small and Medlum
Basiness (Ootooer
20-75)

Week 5 — Cyber Security
and Critical Infra-
structure {Dciober 27
31)

GETCYBERSAFE

Fire Prevantion Week
2013 wil be ocoserved
from Sunday, Cchober
&th through b Saturday,
Oetober 12th. The thame
for this year s
PREVENT KITCHEM
FIRES"™

Survey of Canadians and
Privacy

The Office of the Privacy Commissioner of Canada
commissioned Phoenix Strategic Perspectives Inc. to
conduct a survey of Canadians on privacy-related is-
sues. The purpose of the survey was to explore Ca-
nadians’ awareness, understanding and perceplions
of privacy-related issues.

Canadians’ knowledge about their privacy rights un-
der Canada's privacy laws is limited, althcugh improw-
ing. While one-third (35%) rated their knowledge rela-
twely highly (scores of 5-7 on a 7-point scale), a clear
majority (63%) rated their knowledge low on the scale
or in the neutral range.

For the full report go to:
hitpe!iwww. priv.ge.cainformatonipor-rop 2003/

Sites of
Interest

et Cyber Safe:
bty iwwe. getcybersati. ge.cal

Telework Policy: hope
publisarvics S50 ge calpoll
doc-ang.aspx?

i1 2558 hserson -uxtbichal

Spot Phormy Emails: htpay
waw competiicnbursau. ge.cal
sicisihsich-be ned!

g 12607 Sl

Travel info from the GC:
Hitpufravel ge.ca’

Prevacy Breach
W, C.LATeROUNE’
po-2vD Dh-2vp D E.350

Helping vouth protect
thiear online reputations

The Escurfty Aavarenescs Working Group produces. reucshis cenry swannecs matsrisk whils Snding innovative ways of boinging
awareness o saourtty matiers that oan impsot you In your day b day operations.

Thic nescistisr o, csourtty bect practiose. For spaoifls guidsnos, oomriset your Deparimenisl Ssourtty Unit.
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