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Purpose

This one-hour online course provides core competency training for

Information Technology (IT) professionals regarding Information
Communication Technology (ICT) Supply Chain Risk Management (SCRM).
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An understanding of ICT SCRM concepts, requirements and responsibilities is
essential for a consistent and comprehensive approach to protecting
information assets and managing supply chain impacts to technology. )




Stakeholder Buy-In

Senior management support is critical. The DOE Chief Information
Security Officer introduces the course and underscores the importance
of SCRM to the Department’s cybersecurity program.

CIO Buy-In and support was a key driver of success.

Amessage from GIL YEGA, DOE's Associate IO for Thank You Mr. Vega!

Cybersecurity & Chief Information Security Officer (G150

The DOE s Supply Chain Risk Management Program is an
enterprise approach to managing risk and vulnerahilities
assaciated with the acguisition, sustainment, and disposal of
critical Infarmation and Communication Technalagy, or ST,
companents. These compaonents stare, retrieve, and transmit
digital informatian that connects the DOE' s enterprise and
ensures the success ofthe mission. Despite ICT' s henefits,
increased connectivity brings increased risk of theft, fraud, and
ahusze. Mo country, industry, ar Agency is immune from the
inherent risks associated with global supply chains and
cvhersecurity. Qur ability to identify and mitigate these threats
is esszential to achieving America’s energy, environmental and
nuclear challenges.

The Q|0 developed this training course to further information
security and cybersecurity professionals’ knowledoe and
understanding of the ICT supply chain policies, procedures,
and best practices. Additionally, this course will introduce the
employee to the basic concepts of supph chain risk
manadement, ar SCREM, and its impact on the system
development life oy

pEtldEnENE  The module also leveraged industry leaders, SCRM SMEs, and
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The Growing SCRM Problem

In a series of self-paced screens that incorporate text and graphics, students
learn about ICT components, the growing SCRM problem, and the

relationship of SCRM to cybersecurity. This format interactively reinforces
foundational ICT SCRM understanding.

The module stresses
the importance of
managing supply

chain risk introduced

through global
production and
distribution of ICT
components.

Distributors

!

JAYS each tier on the graphlc Is selected,
additional information is provided on
SCRM issues unique to that tier.

It also discusses how growing
dependence on ICT components
exacerbates the SCRM problem!
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Unseen Threats: The ICT SCRM Challenge

The module details supply chain risk threat vectors, both seen and unseen.
Educating students about the myriad of supply chain risks is essential to
addressing the problem from a holistic perspective.

The Unseen Threat

ICT SCRM primarily involves five different

challenges

Installation of malicious logic in hardware or
fwa

SOmware

Installation of counterfeit hardware

software

Failure or disruption in the production or

distribution of a critical product or service

Reliance upon a malicious or ungualified
supplier

® [nstallation of unintentional vulnerahilities

Insider threats are both

intentional and unintentional!

The instruction focuses on
recognizing and mitigating threat and
highlights best practices!




ICT SCRM Policy, Procedures, & Guidance

Instruction includes discussion of documents that direct, support, and guide
programmatic organizations through the development, implementation, and
sustainment of SCRM processes.

Content of this course is also based on

The fallowing documents are Key Drivers of ICT SCREM policy a” these dOCU ments
and procedures: :

Committee on National Security Systems (CH55)
Directive 505, (L] Supply Chain Risk Management
(SCRM)

National Institute of Standards and Technology (NIST) IR
622, Notional Supply Chain Risk Management Fractices
for Federal Information Systerns, October 2012

MIST Special Publication (SP) 800-53, Rgv 4, Securily and

Qrganizations, April 2013

NIST SP 800-53A, Rev 1, Guide for Assessing the Securily
Controls In Federal Information Systems and

Crganizations, June 2012

NIST Federal Information Processing Standards (FIPS)
Publication 199, Standards for Security Categonzation of
Fedeatal Informnation and information Systermns, Fehruary
2004,

NIST FIPS Publication 200, Minimum Seclriby o S :
Reaquirements for Federal information and infarmation

Systems, March 2006 DOE internal policy developed by the

DOE O 205.1B, Change 2, Department of Energy Cyher Enterprise SCRM Program.
Security Program, 5-16-2011




DOE’s Approach to Supply Chain Mitigation

Students are introduced to best practices as well as their specific roles in
addressing SCRM issues. Students interactively experience each step of the

DOE Six Step SCRM Process.

ICT SCRM Strategy
Assure Sustainment
@iﬁlﬁfiﬂ’lﬂ?ﬁ“’““'

the Provenance

Use Defensive Design
Share Infarmation
within Strict Limits

Limit Access
& Exposure

Perform SCRM
Awareness & Training

Perform Centinuous
Integrator Review

Strengthen
Delivery
Mechanisms

Manage Disposal & Final
Disposition Activities

The IT professional’s roles and
responsibilities are identified as the

student selects each step!

Criticality and
Prioritization
Analysis

ICT Supplier Risk Management

Identification of
suppliers

Threat Analysis
and Vendor
Assessment

Assess

Vulnerabilities

Assess
Mitigations

Execute SCRM
Mitigation
Procedures




Testin
g a
nd Learning Valid
ation

Pre_t
evaluat ssess th
the owle ines
module. |ntgﬂe retentiof? Zijhe student f
m reinf und or th
e CO”CeptI? g|at the endi?d post-tests
rs intermi ection
mittentl of
y

withi
IN core section
S.

saft Mgmeﬂl'aﬁm

Ques\‘mn
'Nh'\c_g ui ne (0\\0\-‘\"\(\9 se.N’\c.es does e e\c\qm Res
o Hetrics
3 Erwitor (et o A
© A v;eu\\or\\ \
= I—
ICTS
u -
I:'I:'Ilfi‘r Rick M-
Centes

gelett antnat apeh
) \Saus\r\eaa Pmneas
e A T\ef’L \'—‘Aggr\ﬂrw:
—
tdmauon
ano

T e srm ue \ermm
d ets \h aper

G;\es\ion
\‘mvﬂ\edqe
w\f\\’&\ev
\\'\e \eﬂ\c e iz
Qm\pm\em
mi\ m
@ \“ nnet ne

C\\ec\e‘(o
g0

Jovve\a\e e el Al
ef\mt\ Wy i dvaggm\,\\\\e\ “B('—}ﬂ
1Pt et (B30
()ues\\m\
EAY) omem\m\;\ upit o f D\d\\\ hat 2@ pmen’(\a Wt e
eyte eai m\e g\x\da\’\ne P8 ansure o w
mmeec\
of e foll W\ng (e 0T e\\e\, 1 DOE R_N\A{p\"\nc\p\ee r e "oD‘\ aetet
o PR nc 4u\’m\' vd\ uppt ghait fizk dex\nes Cr)\u\\m\
W\\mu\ de «\d\\m\
p\ab\e
Sru e L
s m com&pate, ol .cﬂl\ﬁﬂiﬂ

‘\Nh\r\'\
d\mp\e centd Ao
max AARE erael eot?
@®r
) \\ nngp
Or e SO e
e\ra\ua\e s
Cynanadd
Reducem'il
@.ref wne

GD \mﬁﬁﬁﬂ

\\s
\\\ga’um V&

—

Tests
validat
e Learner’s und
Ing!

CkecUtE BT
Mitigation

Procedures

Thal's cmmct.




Training Scenarios/Vignettes

A unique feature of the module enumerates real world threat scenarios and
involves students in the process of identifying threats and vulnerabilities,
assessing their impact, and implementing mitigation procedures. Presented at

the end of the course, this activity ties together core SCRM competencies in a
meaningful, relatable way.

Identifying lessons learned after each scenario

reinforces the module’s core content!

Lessons Learned

Thizs scenario demonstrates the need for a
supply chain risk management program that
provides a robust trusted relationship between
Government Agencies and well-vetted and
trusted vendaors. [dentification of potential
vendors, and a robust threat analysis would have
assisted in the developrment of specific
procurerment language and countenmeasures.

Vulherabilities '

Howe could the Government Agency in this case
hiave secured the supply chain and prevented the

incident?




Training Take-Aways

Is play a critical role in

t t and developing
tigate the potential for
3N

This hecames increasinaly more imporant as
the system's risk tolerance decreases. The more
critical the system, the greater the need to secure
the supply chain or provide mitigation strategies
that ensure the threat is nullified or reduced to an
acceptable level.

End of Course

ou have reached the last page ofthe ¢
not completed this course based onth
criteria.

To continue viewing course content, ret]
contents by clicking the Table of Conte

Toexit the course, selectthe Exit butto

Students have —

| « Been instructed in their roles

» Seen the DOE SCRM process
model

» Learned about the supply chain

and itsrisks to ICT

* Investigated mitigation

techniques

* Been tested for understanding
» Applied their understanding to

realistic examples
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