ly,

United Technologies

IT Security Awareness
Website

Every year, UTC IT Security participates in Cyber Security
Awareness Month. We revamp our Security Awareness website with
new games, resources, videos and links each year. With weekly
October updates, users come back to increase not only their basic
knowledge on things like email spam and phishing, but also their
knowledge on IT Policies, encryption, and different tools UTC has to
help keep the network safe.
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A Flash player that flips
through a variety of
banners highlighting new
articles, videos, and
games. These were
updated on a weekly basis
during October.
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when you -
a link in a phishing email?
Click to watch

ALERTS

Checl here for the Iatest Securty Merts
Crypto Locker Ransomuware Infections
Philippines Twphoon Disaster Email Scams and Phishing Atack Wiamin

UTC Now Awareness Article Archive: Available here

SANS SECURITY TIP OF THE DAY
= Be better than James Bond

» What wou ask people walking around inside your comparny offices without 3 walid
idertity card: "Wy | help wou's

These buttons
also changed
weekly to highlight
the campaign.

« Don't buy anything from 3 zpammer
» Aways log off wour own computer. Do not let anyone else offer to do it for you

« [Don't be duped by Intemet Fraud

New alerts,
weekly articles,
and SANS
security tips




Phishing Game

SPAM CATCHER

R SKILLS

UTC receives 50 million X ER
SPAM emails per day.
98% are blocked.

Some get through.

Help protect our systems.
Know what to look for.
Know what to do.

UTC IT Security IS PLAY THE GAME HHHH

This third party phishing game scrolled through a variety of different “emails,”
where the users had to quickly determine whether it was spam, a phishing
attempt, or a legitimate email.



Scavenger Hunt

CAVENGER HUNT

Name/Team Name:
Use the button 1o open a new brouser window to searoh for the

answers 1o all the seavenger hunt questions below. Then submit
our answers to see if you can get into the high-score
seoreboard

“iew Top 20 Soores

Points  Quest Answer

SANS Institute izzues monthly Security Awareness Mewsletters
called "OUCH!M

Find the itle of the July 201 issue. Hint: (2 Words)

In a previous Security Auareness articie on UTC Now thied
*Seourity Auareness: Computer sesurity tips and tricks’

Horw manytips are listed that everybody should know how
to do?

Hint: (1 Number)

From previous: 1f you have done the tips, type 'done’ in this

box. Hint: (1 Ufard)

Find the UTC ePolicy website, click on ‘Information Technology’
i the Palicy Type column, and type inthe name of the first

Hirit: (& iord:
category under the UTC Policy Category column, int: (3 Wiords)

13 Use the Search button on the ePolicy website to find the IT
Policy document number (j.e. IT-00-000) that lists the controls

Hirit: (IT- -
regarding the use of ‘shareuare’ int: (1T- )

10 Find the section of the Corporate Policy hanual (CRM)

discusses the protection of UTC data Hint: (1 Number)

13 Find the email address used to report spam or a phishing email.

Hint: (1 Email Address)
0 O the UTE: IT $ecurity home page, find what 'IRT stands for.

Hint: (3 Words)
10 Find the topic of IT Policies listed in policy domain 11

Hirt: (2 Wiards)

Submit Answers

Tap scores uith Name or Team Names will be posted to results page for bragging rights!!

The Scavenger Hunt allows users to learn about a few different websites and
resources: the Security Awareness website, our IT Security homepage, and our IT
Policies tool. Users can play in teams and then compete to find out who got the most
correct answers.



Videos

: % United
IT ?&gs‘é Technologies

RESOURCES

IT Security Awareness Videos

Please click the images below to get to the videos.

w“AI;rEHs *, United Technologies

when you feie s

a link in a phishing email?

{{' United Technologies f‘l United Technologies

Defending against Phishing &
cyber attacks Malicious Spam

This year we had four different videos highlighting how each subject affects UTC. IT
Security managers presented different viewpoints in a simplified manner to reach as
many users as possible. These videos were also included in articles, and
presentations.



SEGURITY . United
S NESS Technologies

Q&A TOOL

Q&A Tool

Type Your IT Security Question Here

ALL (139)
Mobody is doing anything about it.

- How is it possible for a phishing e-mail to install malware if you are not running under an administrator 1083002013
account, which most of us are not?

Walware doesnt need admin rights to install, This is why it1s so important that all users understand the risks
of clicking on links in emails, pop-ups when browsing the Internet, etc.

- How is it that passwords can be guessed? Can™t software be written that denies access after a set 1053002013
number of incorrect guesses? if not, why can”t a "sleep” or "wait" type of command be programmed into
our computers to slow the rate at which an automated attack can guess passwords?

If a cyber-attacker is able to gain access to the encrypted password file they can run this through & passward
cracking prograrm for as long as ittakes to get a ratch. They don't need to try to guess a password by entering
itinto the aceount login screen. We also use the aceount lockout (until rmanually reset of for just a period of
tirne, such as an hour) feature to defend against the casual attacker who is trving to just guess a password by
entering it into the account login screen

+ Why do | get much more spam through UTC than when we were Goodrich? 1002452013

+ Are there any plans to decouple the use of Java from our browser tools? Many of the tools we have use 1002002013
Java but with the increasing numbers of security issues it would seem like its use should be phased out

+ I've read that Apple products are not as susceptible to viruses and other attacks. Why don't we use 10292013
Apple products at UTC?

+ How can Ivirus scan a thumb drive if Fm ici of the files it ins? 10i28/2013

The Q&Atool is a resource we’'ve used for two years. Users put in questions
anonymously. Questions are answered by our security team and subject matter
experts.
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Crossword Puzzle

2 Unit
|T§Eﬂ'§s‘s' . '%:éhendulugies

Crossword

Across
RRAEEIEE [ i
5. Software that compromises security on a user's

|I] E] computer,
7. Used with a user ID to access an application.
|I| |I| 8. Protects data by making it unreadable.
9. Should be activated and password protected

[p] [wIallrIle] ot G7c mamwor som stz
(e]la]ls][s]lwi[e](r][d] [n]
IE‘ Down
8
|£| E‘ II‘ IE‘ II‘ II‘ |E| IE‘ 1. Clommulnicat_inn medium targeted for phishing and
II‘ E social engineering attacks.
3. Wgh_address_s_.ho_uld stan_wnh th|s when
[r][e] % [n][s][a][v][e] 3 e of T datawhich should be prtected
CGewEIOT [ pratect against computervises, o
[u]

[ Cheat Letter ” Cheat Solution ]

After the user goes through the reading room, they can use their new
knowledge and vocabulary in the crossword puzzle.



Awareness Quiz

I)

? .
~»* Awareness Quizo”?

Will you be a “Best Practice Role Model” or a “Security Fail™?
Test your security knowledge by taking the 2013 awareness quiz.

1. ‘What is the number one method that exdernal stackers use to gain unauthorized
access to the UTC network?

Password cracking

Ermail phishing

Packet sniffing

Dumpster diving

2. Trueor False: kis okto conmect your personal mobile phone to your UTC computer.

True
False

3. What kind of software can be installed on your UTC computer?
Software which has a koense that alows for business use, is approved by the
Business Un IT management and is in compliance with Boende 1&Mms.
Filie sharing software
Games
Personal tan sofware

4. What s 3 good wayto remember your password?
Use the same password for all of your acoounts
Click on ‘remember my password’ evary time you log into an account
Assooiate your password with 2 phrase
Wirite your pAsSTWords of 3 Sticky ROt NEXT 10 YOUr COMmputer

5. How can you protect UTC dats when you lesve your desk Suring the day?
Lock your comguter with the combination of the Windows start menu key and the
letter "L
Take any keys or 3couss badges with you
Remove fikes of notes from your desk and stone in 3 locked drawer
Al of the above

£, Which iz an example of 3 good password?
12345678
PafSuird
Pidogiutty
SPOkytIZ

7. Which iz NOT 3 good way to protect UTC dsts on = JSE drive?

Encrype your USE drive
Feep USD drives ina safe place
Use yeur USB drive on someons slse’s computer

Use password protection on your USE dive

8. Wihat is the best way toprotect your infor mation when using Vi-Fi to connect to the
nternat?

Wou don't need tor, W Fi is completely secure.

Conned 1o 3 peerts-peernetwot .

Use iPass ercrypted VPN to conmeect 1o the UTC network to ensure data is
encrypted and protected

Submit

The quiz asks eight randomized
guestions for a user to learn how
secure they really are. Afterwards,
they get a score, the correct
answers, and a chance to retry with
different questions.
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