SIGNIFICANT SECURITY
RESPONSIBILITIES
AND TRAINING

GRETCHEN MORRIS, CISSP - - - DB CONSULTING GROUP, INC
NASA IT SECURITY AWARENESS AND TRAINING CENTER
TUESDAY, MARCH 18, 2014 FROM 3:20PM - 4:00PM




AGENDA / GOAL

* Open discussion about SSR training

e Where we came from

e Where we are

e Where we would like to be

e How do we there?

* NIST SP 800-16 update



WHERE WE CAME FROM

o [etter vs spirit of the law...
(unfunded mandates)

e Computer Security Act
* FISMA



WHERE WE ARE

 How is your Agency currently meeting
the requirements?

e Deciding who has SSR (# roles?)
e Deciding the training they will take



WHERE WE WOULD LIKE TO BE

* If you could dream and funding was
not an issue

e Within reality — can you get closer to
your ideal with current resources?



HOW DO WE GET THERE?

e \Vendors

e Other Agencies



NIST SP 800-16 UPDATE (REV 1)

* How will changes affect current
solutions?

e Plans to Implement (when, how...)



Questions?
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