


Cybersecurity Technical Specialist

| really like talking to people

from every industry about

their challenges implementing
their Governance, Risk,

Compliance (GRC) programs.

It also keeps me up at night!

* GRC Implementation
* Cyber Risk Management
* Cybersecurity Instruction

* Cyber Policy Guidance




Risk Management What?

* Risk Management Approach to Cybersecurity

* Persistent Threats

* Risk Management Approach to Computer Security Training

* Persistent Threats
* Transferring Benefits
* Transferring Principles
* Instructional Context
* Do It Yourself- Risk-focused Design and Implementation

* Closing Thoughts




NIST SP 800-37,

Risk Management Framework

* Accreditation for Systems ¥ Focus resources to greatest

* 6 Step Process risks
» Output: Security v Differentiated Approach
Authorization Package v Track Risks & Remediation
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Architecture Description

Architecture Reference Models
Segment and Solution Architectures
Mission and Business Processes
Information System Boundaries

Repeat as necessary
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Step 6

MONITOR
Security Controls
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Step 5

AUTHORIZE
Information System
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PROCESS
OVERVIEW

Starting
Point
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Organizational Inputs

Laws, Directives, Policy Guidance
Strategic Goals and Objectives
Priorities and Resource Availability
Supply Chain Considerations

Step 1

CATEGORIZE
Information System

RISK
MANAGEMENT
FRAMEWORK

Step 4

ASSESS
Security Controls
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Step 2

SELECT
Security Controls
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Step 3

IMPLEMENT
Security Controls
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Risk Management....... Training

quegcrize * Determine Access Needs

Se|ec-|- * Align Access to Risk

|mp|emen1- * Inmerse Users in Practice

Assess * Engage Self Audit

AUth rize * Certify Practices

Monitor * Evolve to Continuous Monitoring




Categorize

* Need to
* Needt




Select

* |dentify

* Acce

e Selec




Cyber-Risk Ready Workforce

and now it's time for something
completely different
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Implement Immersion
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Make 1t Work!

Phishing
Response

Behavior

Call to
Verify

. Scams look
Information
Real

Choice




Make 1t Work!

Disaster
Recovery

Behavior

Choice

Information




Assess

* End-user
* Person
* Not

* Revi




Avuthorize

(For all you

* Annual

* %o




Monitor

* Approac
* Easily
* Celeb




Keep an Open Mind

TI7ii11.

".

RISKS

AHE A D
2777777777




