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Lesson Objectives

• Identify those with IA/Cybersecurity 

responsibilities.

• Identify when to train them.

• Identify some keys to role-based training.
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IA Team Exercise

• Identify at least 3 individuals/positions that help 

you achieve the goals of IA.

• Identify a few responsibilities that each has.

• Identify how you can support them in completing 

those responsibilities.
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IA Team Exercise

IA 

Professionals
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NIST SP 800-16 Draft 3 Roles

• Operate & Maintain

• Securely Provision

• Assess/Evaluate

• Respond/Investigate

• Oversight/Management

Securely Provision

• Auditor

• Designated Accrediting Authority

• IA Manager

• Business Owner

• Security Control Assessor

• Inspector General

• System Engineer

• Computer Programmer

• Information Owner/Steward

• Information System Security Engineer

• Cloud Provider

• Contracting Officer

• Program Developer

Oversight/Management

• General Counsel

• Legal Advisor

• Information Systems Security Officer

• Security Policy Manager

• IT Function Management

• Procurement Officer

• Program Manager

• Chief Technology Officer

• Chief Information Officer

• Risk Executive

• Mission/Business Owner

• IT/Cybersecurity Trainers

Operate and Maintain

• Database Administrator

• Database Developer

• Freedom of Information Act Official

• Information Owner/Steward

• Web Administrator

• Information Security Architect

• System Administrator

• Helpdesk Representative

• Network Engineer

• Enterprise Architect

• Information Security Architect

• ISSO

• Common Control Provider

Assess/Evaluate

• Auditors

• Risk Executive

• Digital Forensics Specialist

• Network Administrators

• IT Contingency Planner

• Incident Handler

• Penetration Tester

• Security Control Assessor

Respond/Investigate

• Incident Response Team

• Computer Crime Specialist

• Special Agent

• Special Analyst

• Digital Forensics Professional

• Digital Media Collector
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Where does 
your security 
team get 
involved?

When does 
security 
training start?
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Recommendations
• Design a training plan.

— Identify those with training needs.

— Define initial training products and timeframe.

— Define iterative training products and timeframe.

— Define tracking mechanism.

• Work the plan.

— Create/purchase and implement training.

— Track and report.

• Update the plan.

— Does the current training meet our needs?

— Do we need additional training?
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Recommendations

• Get management buy-in.

— Build it and you can force them to attend.

— What’s good for the goose is good for the gander.

• What’s in it for them (the students)?

— Customize for their role.

• Get students involved.

— Avoid the “talking head” syndrome/No sage on the 

stage.

• What about users; especially users of PII?

— Is annual training enough?
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Lesson Review

What’s the ultimate goal for IA/Cybersecurity 

training, whether awareness or role-based?

What we discussed:

• Identify those with IA/Cybersecurity 

responsibilities.

• Identify when and what to train them.

• Identify some keys to effective role-based 

training.
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Contact Information
DOS, Information Assurance Branch

— Caren Saxe, Branch Chief

saxect@state.gov 571-226-9743

— Don Vanderau, Section Chief

vanderaudon@state.gov 703-204-6118

— Rob Clarke, ISSLOB Program Manager (contractor)

clarkera@state.gov 571-226-9476

— Mike Petock, Senior Functional Expert (contractor)

petockm@state.gov 571-226-9503
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