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Lesson OBJectiVES

- |dentify those with IA/Cybersecurity
responsiblilities.

- |dentify when to train them.

- |dentify some keys to role-based training.




|A Team Exercise

- |dentify at least 3 individuals/positions that help
you achieve the goals of IA.

- |dentify a few responsibilities that each has.

- |dentify how you can support them in completing
those responsiblilities.




|A Team Exercise

A Responsibilities How you
Professionals P support them




NIST SP 800-16 Draft 3 Roles
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System Development Life Cycle
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Recommendations

= Design a training plan.
— |dentify those with training needs.
— Define initial training products and timeframe.
— Define Iterative training products and timeframe.
— Define tracking mechanism.
- Work the plan.
— Create/purchase and implement training.

— Track and reporit.
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Recommendations

- Get management buy-in.
— Build it and you can force them to attend.
— What's good for the goose is good for the gander.

- What's in it for them (the students)?

— Customize for their role.

» Get students Involved.

— Avoid the “talking head" syndreme/No sage on the
stage.




| esson Review

What's the ultimate goal for IA/Cybersecurity
training, whether awareness or role-based?

What we discussed:

- |dentify those with IA/Cybersecurity
responsiblilities.

- |dentify when and what to train them.

> |dentify some keys to effective role-based
raining.




Contact Information

DOS, Information Assurance Branch
— Caren Saxe, Branch Chief

—saxect@state.qov 571-226-9743
— Don Vanderau, Section Chief
—vanderaudon@state.qov 703-204-6118

— Rob Clarke, ISSLOB Program Manager (contractor)
—clarkera@state.goyv 571-226-9476
— Mike Petock, Senior Functional Expert (contractor)

- petockm@state.qoy. 5’7,;_1;226-9503 -
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