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Agenda

• About IFDS

• Our challenges and objectives

• Education and Awareness approaches

– New employee orientation

– Intranet available policies and 

procedures

– Education videos

– Information Security Calendar

– Bulletins

– Phishing simulations

• Measure effectiveness
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About IFDS Canada

• Premier transfer agency and business process outsourcing solutions 

provider.

• We are part of the IFDS Group of Companies. IFDS Group has companies in 

many countries: US, UK, Canada, Ireland, Luxemburg, etc. 

• We have our home-built application: Proprietary Transfer Agency system 

iFAST ™.

• Two 24x7 Data Centers located in Toronto.

• IFDS Canada is ISO 27001 certified.

• The Information Security team has 3 members.

• In scope there are 560 employees and 200 contractors
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Our objectives

• Educate employees about cyber security for work and personal life 

(i.e. Online Safety, Kids and Internet, etc.)

• Train employees and contractors with best user practices (i.e. strong 

password, clear desk policy)

• Improve protection of customers private and financial data

• Promote our Information Security Management System and Data 

Leakage Prevention processes

• Remind about importance of Physical Security

• Reduce risk of virus and trojan infections via e-mail phishing

• Address intensive compliancy and audit requirements.
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More Education Tools - 1

• Company-specific calendar

– Contains Information security related 

mini-articles and pictures

– All related holidays

– Company-specific important dates such 

as “pay days” and “release dates”

Monthly bulletins with Information

Security trends updates. Placed in 

common access places. 
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More education tools - 2

• Comprehensive Acceptable

Usage Policy (AUP), 

attested to annually.

• Surprise Clear Desk

inspections.

• Policies and procedures

found online in the Intranet.

• Online Learning Management 

System (LMS) is also used.
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Annual Awareness Week

• A 20 minute education video session 

with quiz, small give-away and treats.

• Annual event. We provide 20 sessions 

during a week in May, and then few 

additional sessions for people who

missed.

• Mandatory for all employees 

and contractors.

• Quality of understanding is verified by 

a quiz at the end.



Copyright © IFDS Canada  |  7

Our Simulated Phishing Program

Background:

After seeing more and more phishing 

emails passed through the email security 

system and falling victims with low 

awareness, IFDS decided to introduce 

simulated phishing program in 2014.

This monthly program consists of: 

• Draft email with the content similar to 

recent phishing trends.

• Send email and track the activities 

from the recipients.

• Provide education after each 

simulation.  
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Simulated Phishing Program - Stats

Result:

The result is mostly based on how the email content 

is convincing and related to the company.
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Simulated Phishing Program - Results 

What we learned:

• The program is a continual process. Stay away from the mindset – we 

deploy and we forget. 

• Use a similar email content or scenario at least 5 times – it will bring 

up the awareness and stick with the employees longer.

• Tackle the repeated offenders – find out why they keep failing and 

provide specific training content.

• Encourage the employees to report – the more samples you have,  

the better security controls can be placed to prevent. 

• Think of the employees as the last and valuable phishing 

detection sensors – better trained employees will detect 

more without falling into phishing.
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Effectiveness Measurements

• Ratio of planned Awareness Training campaigns  - 100%

• Ratio of employees and contractors that have completed security 

training and have been tested – 98.49%

• Dollars spent on awareness per person:

– 2014, no phishing - $6.58 CAD

– With phishing (estimate) - $25 CAD

• Simulated Phishing results

• Repeated phishing offenders:

>3 times repeated:          None

3 times repeated:            3

2 times repeated:            24

Our rate
Other customers

(aver)
Financial
Industry

2014 Q2 9% n/a n/a
2014 Q3 23% n/a n/a

2014 Nov 1% n/a n/a
2014 Dec 9% 20% 21%
2015 Jan 12% 17% 12%

2015 Feb 5% 22% 14%
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