


















The IT Security section of FDA's intranet is a place where employees can keep informed about the latest 
news on FDA IT Security and how to help keep information secure.  The website is grouped into four 
sections: Security Overview, Communication & Resources, Training, and Frequently Asked Questions.

•The Security Overview section describes the FDA Information Security program, consisting of several focal areas 
whose objectives are to keep FDA intellectual and physical property safe and secure.  These pages provide a detailed 
description of each focal area as it relates to our purposes at FDA, identifies contacts, and how to gain access to the 
resources provided by each area [if applicable]. FDA Information Security Focal Areas include: 

•Architecture & Engineering [A&E], 
•Operations & Response [O&R], 
•Planning & Disaster Recovery [PDR], 
•Policy & Awareness [P&A], 
•Risk & Compliance [R&C], 
•Management & Oversight [M&O] (which includes Accounts Audit Management and Information System 
Security Officers)

•The Communication & Resources section keeps employees in the know and assists with understanding their 
role in contributing and maintaining a united front against information security threats affecting the FDA and it's 
employees. The resources in this section include:

IT Defender - A quarterly security awareness newsletter with information such as articles on current security 
threats, helpful tips and reminders, etc. All Hands Announcements - Key announcements published by the 
Office of Information Management (OIM).
IT Security News - A sample of external resources on and about information technology security. 
Configuration Standards – Links to Info System Security Configuration Guides
Contracts/SOW Requirements - Information Security Requirements for Contracts and Statements of Work. 
Processes and Procedures - Step by step documents to assist FDA employees in achieving the goals related 
to their tasks. 

•The Training section links employees to all of the necessary resources for staying compliant and up to date on the 
latest available training in the area of IT security.

•The Frequently Asked Questions section provides a place for employees to look for answers to common 
questions and issues related to Information Security.
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