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Password Guidelines

Tips on how to create a secure password!

Introduction
User IDs and passwords provide unique identifiers that enable a system to identify authorized users.  Passwords are the first line of defense against system intruders.  

Policy
The Information Technology Security Manual (ITSM) Safeguard 6.1.S20 states “Users must maintain exclusive control and use of their password and protect it from inadvertent disclosure to others”.

Audit trails
User ID’s are used in audit trails throughout the system to identify activity and match the action to the person performing it.

Criteria for a strong password
Strong passwords can prevent someone from assuming your identity and accessing information.  Strong passwords are eight or more characters with a combination of uppercase, lowercase, numeric and special characters.  

Below are some guidelines for creating a secure password.

Things not to do:

Don't choose words that can be found in any dictionary, whether English or any language (hackers use password dictionaries).

Don't reverse the spelling of a dictionary word.

Don't choose a name associated with you in any way (middle initial, wife’s maiden name, pet's name, child's name, your favorite team's name, films, etc.)

Don't use words from the King James Bible.

Don't use biological terms.

Things to do:

Use an acronym from an easy to remember phrase ('!A stitch in time saves nine!' can translate to !ASITS9!

Make your password at least 8 characters long. 

Use a mixture of letters, numbers and special characters.  

Example:  *JaFe90+

Protecting your password
It is very important that you understand that protecting your password can keep your data safe.  Below are some guidelines to protect your passwords.

Guidelines to Protect your Passwords

Don't write down your password.

Don’t give anyone your password.  Social Engineering is a common way for unauthorized persons to get access to information.

No, No, No one should need to know your password. NO ONE! !

Screensaver passwords
Screensaver passwords should be used to help protect sensitive data.  When you log into the network, you are granted access to certain systems and files that you need to do your job.  To protect your sensitive information and yourself, always logoff or activate your password-protected screensaver when you leave your machine unattended.
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