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FORWARD
This document presents Securicon’s recommended guidelines for securing Solaris systems.  Like most operating systems, Solaris, as shipped, contains numerous entry points for attackers.  Many default networking services enable an attacker to obtain root-level access, cause a denial of service , or access sensitive system and/or user information.  By following these guidelines, you will drastically limit your susceptibility to most types of intrusion attempts.  

All recommendations in this document should be thoroughly tested on non-production servers to verify that they will not impact the operation of critical systems and networks.  At no time should a computer be connected to any network until all security changes have been made.  

Some general guidelines for configuring any Solaris system are:

· Determine the role the server will play on the network

· Disable unnecessary services

· Configure necessary application security controls.

· Obtain and install the applicable operating system security patches.

· Monitor advisory services to determine current threats.

· Set up a secure user account policy

· Enable auditing.


Prepared by:

[image: image1.jpg]ecuricon




Information Security Professional Services

For: 

The Department of Transportation (DOT)

Office of the Secretary (OST)

This Solaris security guideline documents the security features applied to [SYSTEM NAME].  The guidelines are meant for securing Solaris 2.6 – 9  systems in one of three levels determined by a preliminary system risk evaluation.  The risk levels are high, medium, and low.
Figure 1: Risk Determination (Quick Look)
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The risk determination is depicted in Figure 1 above as being a function of threat, vulnerability, and exposure.  It can be used to quickly look at a proposed Solaris deployment and sufficiently judge its inherent risk level based on the criticality of the system (confidentiality, integrity, and availability requirements), the threat to the system (internal, external, natural, and malicious), the vulnerability of the system (including current and potential future vulnerability), and the exposure to the threat (internet facing, other security controls).

Because threat to computer systems is almost always prevalent, another way to depict the risk determination is by using the other two components of the risk = vulnerabilities × exposures × threat formula.  Figure 2 illustrates that as exposure and vulnerabilities increase, so does risk.

Figure 2: Risk Matrix 
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High Risk.  It is likely that exploitation of a given vulnerability by a threat will severely and adversely affect a system, tangible and intangible resources or do harm to the reputation of the Department of Transportation.  This level of risk requires strong implementation measures, and actions and guidance under risk category H should be followed. 

Medium Risk.  It is likely that exploitation of the identified vulnerability by a threat will moderately affect the system indicating the loss of some tangible assets or resources, or become damaging to the reputation of the Department of Transportation.  This level of risk requires moderately strong implementation measures, and actions and guidance under risk category M should be followed.

Low Risk.  The identified weaknesses may be subject to exploitation by a threat, but the probability of exploitation is low, and the impact would be minor.  This level of risk indicates that management should be cautioned and corrective measures be applied where required.  This level of risk requires core implementation measures, and actions and guidance under risk category L should be followed.

Figure 3 provides examples of risks and their ratings.

Figure 3: Risk Matrix Examples for Varying Roles

	Purpose
	Quick Look Risk Rating

	Mail Server, Web Server, DNS Server (Sensitive and Internet facing)
	HIGH

	HR Database, Financials, Targets of Opportunity/Choice (CSIRC, Network Monitoring Servers, Helpdesk), Patient Database, Classified server.
	HIGH

	Firewall, Content Server, Proxy Server
	HIGH

	DHCP Server, Internal Mail Server (behind other security controls), Mobile Laptops
	MEDIUM

	Development Server (Internal behind firewall and other security controls), RRAS (behind other security controls), File Servers
	MEDIUM

	User Desktop (behind other security controls)
	MEDIUM

	Isolated Systems where network access controls allow for no incoming service request
	LOW

	Systems protected by a comprehensive security suite that includes workstation firewalls, intrusion detection, and constant monitoring with quick response time to incidents.
	LOW


Role Determination

In order to conduct an accurate risk assessment, the role of the system must be determined.  The role of the server is necessary to determine which services are started at boot time.  Which services that are started at boot time directly affect the exposure and vulnerabilities of the system.

The product of a role determination scenario should be a list of running and accessible services on the system.  

For example:

	Role: Agency WWW Server

Accessed by: Internet Community

Major Applications: Apache WWW Server, Oracle Database Server, OpenSSH

Accessible Applications: Apache on ports 80 and 443

Restricted Access Applications: OpenSSH, Oracle DBMS

Applications Restricted by: Internet firewall and TCP Wrappers.


1.0  Preliminary Security Guidelines

As vulnerabilities are discovered in system software, vendors normally release patches that must be installed to counteract these vulnerabilities.  Prior to system deployment, it is essential that administrators take preliminary steps to keep system patches current.  If the patches are not installed, the system remains vulnerable to new exploits and can enable remote access or root-level control of the system.

The Computer Emergency Response Team (CERT), Sun Security Bulletins, Computer Incident Advisory Capability (CIAC), and BugTraq provide important security advisories.  The Full Disclosure mailing list is a lesser known, unmoderated mailing list in which advisories and exploit code is often posted.  System Administrators can run exploit code on test systems in a controlled environment to test the effectiveness of security patches.  Administrators and security officials should monitor CERT and vendor advisory services for important security advisories, install patches and take other recommended actions.

Security advisory services include:

· CERT:  Past advisories and other information related to computer security are available by HTTP at http://www.cert.org/advisories.  

CERT also supports an advisory mailing list. To join, send an e-mail to majordomo@cert.org and in the text of the message (not the subject line), type:  “subscribe cert-advisory”.

Sun (Solaris and SunOS):  Security Bulletins are available at: http://sunsolve.sun.com/pub-cgi/show.pl?target=security/sec
To join the e-mail list, send an e-mail to security-alert@sun.com and in the subject line type:  SUBSCRIBE CWS your-email-addr.  

· Computer Incident Advisory Capability (CIAC):  http://www.ciac.org/ciac  

· Bugtraq:  http://msgs.securepoint.com/bugtraq/ or http://www.securityfocus.com/archive/1
· Full Disclosure: http://lists.netsys.com/mailman/listinfo/full-disclosure
A compiler (development kit) is essential to securing the Solaris operating system because most software is distributed in source code form.  Many of the recommended procedures will require a compiler, and it is highly recommended that either the precompiled GCC binaries are installed, or that the vendor’s development kit is purchased for this task.  

Compiler files and installation instructions are available for all versions from: ftp://sunsite.unc.edu/pub/solaris.  GCC compilers are available from: http://gcc.gnu.org/ .
	1.1. Common Advisory Services

	Description
	Action
	Required

	Security advisory services provide information on newly identified vulnerabilities and provide operating system patches to counteract them.


	Monitor CERT and other advisory services.   Take recommended actions after thorough testing on a non-production server and use configuration management processes prior to any implementation of changes. 
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	1.2. Operating System Security Patches

	Description
	Action
	Required

	The Solaris Patch Manager Tool is bundled with Solaris 9, and is available free of charge for Solaris 2.6, 7 and 8.  Among several other features, it delivers digitally signed patches and resolves dependencies during the patch install process.

Patches may still be reviewed and installed manually via the traditional method.
	Obtain and install the Solaris Patch Manager Base for Solaris 2.6, 7, and 8.  Configure and utilize the Solaris Patch Manager Tool for Solaris 9.

More information can be found at http://www.sun.com/service/support/sw_only/patchmanager.html
Obtain the applicable patches from:  http://sunsolve.sun.com/sunsolve/pubpatches/patches.html 
Installation instructions are included with patch sets.
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	1.3. Warning Banners

	Description
	Action
	Required

	Assign a pre-login warning banner. This will provide criminal trespass warnings for those that may try to unlawfully enter your system.


	To add a warning banner to Solaris for telnet, use the /etc/default/telnetd file, for ftpd use the /etc/default/ftpd file. In both cases insert the text with the “banner=” option.

Set this banner to read similar to:

“WARNING: THIS IS A U.S. DEPARTMENT OF TRANSPORTATION COMPUTER SYSTEM:”
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2.0 User Account Policies

By far the most exploited vulnerability seen in any operating system is passwords that are easily guessed or vulnerable to brute force dictionary attacks.  In many cases, privileged accounts are found with weak or no passwords.  Account names, exposed through services such as finger, ftpd or the vrfy and expn features of Sendmail, coupled with weak passwords, can enable a hacker to compromise a system in minutes.  Therefore, it is imperative that the Operating System have some means of enforcing several aspects of the password.

Most UNIX operating systems do not employ the full suite of password controls that are typically found in the Windows NT family or in mainframes.  Recent improvements in Solaris 9’s PAM implementation allows an administrator to specify password policies including length, aging, variation, and complexity.  For previous versions of Solaris, third-party programs exist that implement many of the same features found natively in Solaris 9.  There are several software packages available to assist in configuring these features.  Three of these programs are:

· Epasswd - Written by the Security Team at the Numerical Aerospace Simulation (NAS) Facility.  No configuration file is necessary.  It is configured before being compiled, but can be reconfigured from the source code and recompiled. Warning – epasswd is still considered to be BETA software, even though it was released many years ago. Available from: http://www.nas.nasa.gov/Groups/Security/epasswd/
· Npasswd - Written by Clyde Hoover who continues to maintain and support it.  It is configured through a configuration file that is read at run time and must be protected from unauthorized access.  Available from: http://www.utexas.edu/cc/unix/software/npasswd/
It is possible to prevent brute force login tools from working by technically enforcing a strong password policy.  

	2.1. Password Strength

	Description
	Action
	Required

	Securing your environment requires strong passwords.  Solaris requires the use of at least two numbers and two letters for unprivileged user accounts.  Solaris imposes no restrictions on password strength for the root account.
	Require users to use a minimum of eight characters (or greater if require by local policy) and to use a mixture of alpha, numeric, and special characters.  The password must never be blank or match the user ID, the system name, or the user ID or system name modified by simply adding a character at the beginning or end.
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	2.2. Drop-In Password Programs

	Description
	Action
	Required

	To enforce strong passwords on, a drop-in password program is recommended.
	Install one of the following drop-in password programs:   

    Epasswd

    Npasswd
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	2.3. Password Utilities

	Description
	Action
	Required

	Crack is a password strength-testing program that will run a dictionary attack on system account to guess passwords.


	Regularly run Crack on your systems’ passwords and alert users whose passwords are cracked.  You may need to run a special utility with crack that pulls shadowed passwords from the /etc/shadow file.  See Crack’s documentation for details.
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	2.4. Password Policies

	Description
	Action
	Required

	Solaris places password expiration and aging data in the /etc/shadow file.  Eight fields are available; only two are used by default.  The third field from the username is the expiration field, identifying the number of hours until the password must be changed.

Consult local policies for the proper minimum password length setting.
	Default values can be set for the following flags in /etc/default/passwd:

MAXWEEKS – Maximum time period that password is valid.

MINWEEKS – Minimum time period before the password can be changed.

PASSLENGTH – Minimum length of password, in characters.

WARNWEEKS – Time period until warning of password's ensuing expiration.

The /etc/default/passwd file looks like this:

   #ident  "@(#)passwd.dfl 1.3   92/07/14 SMI"

   MAXWEEKS=

   MINWEEKS=

   PASSLENGTH=7

A particular name can be viewed with:

   hostname# grep username /etc/shadow

The result will be:

   username:encryptedPassword:10100:1:::::

The fourth field is the aging field.  This “remembers” one password back, preventing a user from using the same password more that once. 
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	2.5. Eradicate Clear-Text Passwords 

	Description
	Action
	Optional

	Users, and especially administrators, should not use clear-text protocols to interact with the system.  Both telnet and ftp use clear-text transmission making passwords and data vulnerable to interception.  Open SSH is an encrypted replacement for telnet, ftp, and the Berkley “R” services.

OpenSSH now ships by default with Solaris 9.


	For Solaris 9, install and configure OpenSSH.

For previous versions of Solaris, download and install a commercial or publicly available version of SSH.  

OpenSSH is available at: http://www.openssh.net
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3.0 Services

Any service (daemon) or application is a potential point of attack.  Unneeded services should be disabled or removed from the system.  It is important to remember that systems should be role-secured based on their risk factor to the network.  This means that a web server’s security posture will be totally different than a desktop or mail server, and that its services will be different.  An accurate role determination must take place to determine the services that are running and accessible.  In general, all systems should be limited to running only those services and applications that are necessary to perform their assigned functions.

Services may be either standalone daemons, or provided for by the Internet Super Server Daemon, commonly known as Inetd.  It is important to first determine which services are running, and then whether they are standalone daemons or Inetd daemons.  Only once this is determined can the System Administrator know how to shut down a service.  The most common method of determining the listening services is by running a port scanner, such as Nmap
Once a listing of running services has been attained, the system administrator can attempt to determine the startup method.  Nmap should be used carefully, and only by system owners/administrators.  Nmap has been known to crash older systems and improperly written services.

The System Administrator can determine which daemons are controlled by Inetd by looking in it’s configuration file.  A default installation of Solaris provides a startling number of available services – many of which are typically not needed.  

To determine the standalone daemons that are started when entering the default run level (run level 3), the System Administrator can look in the run level directories.  Detailed instructions on how to do this are below.

Examples of known vulnerabilities in default inetd services include:

· Echo and chargen can be used in denial of service attacks.

· Finger can be used to discover valid user IDs to enable brute force password attacks.

· The Berkley “R” services (rlogin, rsh, and rexec) allow access between hosts that rely on trust relationships instead of passwords or other authentication mechanisms.  These can be spoofed to compromise the system.

Examples of  known vulnerabilities in standalone services include:

· Several vulnerabilities in the RPC portmapper (rpcbind)

· Remotely exploitable vulnerability in the snmpx service

· Several vulnerabilities in Sendmail

	3.1. Managing INETD Services

	Description
	Action
	Required

	Many of the services in the /etc/inetd.conf configuration are unnecessary, and contain vulnerabilities that can lead to the loss of availability of the system or a breach of system security.  

Ensure that any proposed changes are tested on non-production systems before being implemented on production systems.
	Use the "#" character to “comment out” services that aren’t needed in the /etc/inetd.conf file.  The services to be disabled will be based on the role of the system.  Any changes will take effect when either Inetd or the machine is restarted.  

Inetd can be stopped and started with the following commands:

/etc/init.d/inetsvc stop

/etc/init.d/inetsvc start
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	3.2. Managing Standalone Services

	Description
	Action
	Required

	As with the majority of Inetd managed services, many of the standalone daemons are also are unnecessary and vulnerable to a wide range of problems that can lead to the loss of availability of the system or a breach of system security.  
	Based on the role of the server, determine which standalone daemons should be started and accessible.  This is not always an easy task, and it does require a solid working knowledge of the system, but understanding the initialization process and how to manage services is extremely important to the overall security of the system.  

A listing of services to be started can be attained by executing the following commands:

ls /etc/rc2.d/S*

ls /etc/rc3.d/S*

Sample output for the second command follows:

# ls /etc/rc3.d/S*

/etc/rc3.d/S13kdc.master   /etc/rc3.d/S76snmpdx

/etc/rc3.d/S14kdc          /etc/rc3.d/S77dmi

/etc/rc3.d/S15nfs.server   /etc/rc3.d/S80mipagent

/etc/rc3.d/S16boot.server  /etc/rc3.d/S81volmgt

/etc/rc3.d/S34dhcp         /etc/rc3.d/S89sshd

/etc/rc3.d/S50apache       /etc/rc3.d/S90samba

Following the preceding example, if it is determined that only the Apache web server and OpenSSH are needed, the remaining scripts can be stored elsewhere.  One method of doing this is to create a directory named “norun” under /etc/rc3.d.

Then move all scripts except S50apache and S89sshd into the newly created directory.

Note: the number, in this case “3”, refers to the run level of the server. All run levels should be checked for service initialization.
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	3.3. Access Controls/TCP Wrappers

	Description
	Action
	Required

	Versions of Solaris prior to Solaris 9 had no method of implementing host-based restrictions for services.  System Administrators commonly installed a third-party tool named TCP Wrappers.  This tool adds the capability of implementing host-based restrictions on all Inetd controlled services and several standalone daemons, and implements additional logging.

Solaris 9 OE ships with TCP Wrappers.  Ensure the package SFWtcpd is installed and configured.

Some standalone daemons can also be protected using TCP Wrappers.  Specifically, OpenSSH on Solaris 9 is compiled with libwrap, which enables TCP Wrappers.


	For Solaris 9, install the package SFWtcpd.  For prior versions, install tcpd (TCP_Wrappers), available as a package at http://www.sunfreeware.com.  Add allowed hosts and/or networks into the /etc/hosts.allow file, while including the line  "ALL: ALL" in the /etc/hosts.deny file, denying all other traffic. 

Note:  tcpd will only work if the 6th field of each non-commented entry of inetd has tcpd's absolute path (usually /usr/sbin/tcpd).

The original entry appears as:

  telnet  stream  tcp  nowait  root          

   /usr/sbin/in.telnetd   in.telnetd

The modified entry will be:

  telnet  stream  tcp     nowait  root      

   /usr/sbin/tcpd      in.telnetd

In the example, tcpd checks the access control list (ACL) in /etc/hosts.allow and /etc/hosts.deny and launches /usr/sbin/in.telnetd if all ACL conditions are met.

The following is a sample /etc/hosts.allow file:

  telnetd: LOCAL

  ftpd: LOCAL

The following is a sample /etc/hosts.deny file:

  ALL: ALL
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4.0 Commonly Exploited Services

The following services are commonly exploited due to either configuration errors or bugs in the software.  These services represent enough risk as to warrant their own section in this document. These services must be disabled unless absolutely necessary. If it is necessary to run one of the services, take the following steps to harden them. In general, all systems should be limited to running only those services and applications that are necessary to perform their assigned functions.

	4.1. Sendmail Vendor Patches

	Description
	Action
	Required

	DO NOT to rely on vendor patches for Sendmail.  Most, if not all, vendors lag far behind in responding to Sendmail vulnerability announcements and developments.  


	If Sendmail is required, install and configure a third-party version.  The current version of Sendmail is available from www.sendmail.org, and should be periodically upgraded.  

For all servers running existing Sendmail, remove all Solaris Sendmail configuration files before the new Sendmail is installed.  
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	4.2. Sendmail Configuration

	Description
	Action
	Required

	If the system is not used specifically as a mail hub/ distribution system, secure the configuration.
	To prevent the system from receiving mail from outside hosts or being attacked, remove the -bd flags on startup in /etc/rcN.d (where N is the run level).  The system will still be able to send e-mail.

Edit the line in /etc/rc2.d/S88sendmail that looks like:

/usr/lib/sendmail -bd -q1h

Change it to:

    /usr/lib/sendmail –q1h

Remove the version string from the banner by removing “$v” from the line in /etc/mail/sendmail.cf that reads:

“O SmtpGreetingMessage=$j Sendmail $v; $b” 

The ESMTP commands vrfy and expn expose user account information and may enable an intruder to plan a password attack.  Disable the commands vrfy and expn by editing /etc/mail/sendmail.cf and adding the line: 

O PrivacyOptions=novrfy,noexpn

This option will take affect upon either reboot of the system or restarting the daemon.
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	4.3. SNMP Configuration

	Description
	Action
	Required

	SNMP is enabled by default in Solaris.  If you are not using SNMP to remotely monitor your system, it is recommended it is disabled. 
	If SNMP is being used to monitor the system, ensure that the community string complies with your password policy.  The community string should be very strong, as it is trivial for an attacker to conduct brute-force guessing attacks.  The community string is set in the file /etc/snmp/conf/snmpd.conf.

If SNMP is not needed, stop the service by executing /etc/rc3.d/S76snmpdx stop

To ensure the service is not started at the next system boot, move the startup script to a different location.  I.e. 

mkdir /etc/rc3.d/norun

mv /etc/rc3.d/S76snmpdx /etc/rc3.d/norun

Also disable the snmpXdmid service as it contains a remotely exploitable vulnerability that leads to full compromise of the system.  The following steps will stop the service and ensure it doesn’t start upon reboot.

/etc/rc3.d/S77dmi stop

mv /etc/rc3.d/S77dmi /etc/rc3.d/norun
	L
	M
	H

	
	
	[image: image42.png]



	[image: image43.png]



	[image: image44.png]





	4.4. RPC Services

	Description
	Action
	Required

	Avoid using RPC services if at all possible.  In general, all RPC services can be disabled without affecting system performance.  If the system is an NFS client, it is necessary to run RPC services in order to lock files across the network.
	If it is necessary to use RPC services, protect rpcbind (RPC daemon) from access by unauthorized clients.  One method of doing this is to compile rpcbind from source and linking it to the libwrap library.  It is then possible to use TCP wrappers to restrict access to TCP port 111 – rpcbind.

The following commands will disable RPC services and prevent them from being started upon reboot.

/etc/rc2.d/S71rpc stop

mv /etc/rc2.d/S71rpc /etc/rc2.d/norun

Several RPC-based applications are also started via Inetd.  Be sure to “comment out” all applicable Inetd-based RPC services.
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NIS relies solely on the NIS (YP) domain name to control which servers receive the shared password file.  A rogue system masquerading as part of the domain can compromise an entire NIS domain.  NIS can expose critical system information or lead to a network-wide security breach.

	4.5. Network Information Service (NIS)

	Description
	Action
	Required

	NIS v1 is widely known for several weaknesses that can lead to the compromise of user accounts and several other serious problems.

If centralized management of user accounts is necessary, use NIS+.  

If non-NIS solutions are an option, one suitable replacement is LDAP over SSL.   


	If NIS is used, ensure that the YP domain name is extremely complex, and is not guessable.  Upgrade NIS to NIS+ with encryption immediately.  NIS "domain names" are different than Internet (BIND) "domain names", this means that the disclosure of a NIS domain name would allow at least read access to your system configuration files (hosts table, passwd file, shadow file, and other accounting information).  In other words, like an SNMP community name, your NIS domain name should comply with your password policy.
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	4.6. NIS Access Control

	Description
	Action
	Required

	DO NOT use NIS across multiple networks. NIS+ still has many vulnerabilities and can not be relied upon to stand up to sophisticated attackers.


	Filter RPC (tcp/udp ports 111) at the nearest router possible without affecting authorized local users. See your router manual for configuration guidelines.

Wrap any NIS daemons with tcpd (and uncomment them from /etc/inetd.conf).
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	4.7. Network File System (NFS)

	Description
	Action
	Required

	Do NOT use NFS if possible.  
	Alternatives, such as Samba, use authentication schemes to authenticate the identity of the user attempting to mount the exported directories.
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	4.8. NFS Configuration 

	Description
	Action
	Required

	NFS relies solely on source IP address or machine name to control access.  Users need not specify a user ID and password to mount directories that have been shared with NFS.


	If NFS is absolutely necessary:

· Never export the root, etc, user home, or any other directory included in the normal path of executables.  This is to prevent the use of trojan programs to gain access.

· Mount file systems with the “no-suid” option to prevent the compromise of root on one system from automatically compromising root on the other.

· DO NOT under ANY circumstances export file systems to “everybody” by leaving the second field in the /etc/exports file empty.  Always export with only the most restrictive set of IP addresses possible.

· If IP addresses or system names are directly placed in the second field of the /etc/exports file, potential attackers can view them with the showmount command.  Use netgroups in defining export permissions to avoid disclosing system names and/or IP addresses. 
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	4.9. NFS Network Access Control 

	Description
	Action
	Required

	DO NOT use NFS across multiple networks.  Even with export controls in place, NFS can be circumvented by spoofing attacks.  


	Filter RPC (tcp/udp ports 111) at the nearest router possible without affecting authorized local users See your router manual for configuration guidelines.
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5.0 Auditing

Solaris, by default, does not log successful and failed logins.  In order to facilitate auditing, follow the procedures for enabling Sun’s Basic Security Module (BSM).  Enabling BSM provides a greater level of auditing.  It allows for extensive logging to a binary data file of almost every event that occurs on the system.

	5.1. User Login Auditing 

	Description
	Action
	Required

	Enable Solaris to log.
	To log all successful and failed logins, create the file: /var/adm/loginlog.
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	5.2. Centralized Audit Logs

	Description
	Action
	Required

	Send a copy of all important log files to a secondary location on a secure machine.  Once a system has been compromised an attacker usually attempts to cover his tracks by modifying system log files.  

Additionally, programs such as LogSurfer can be installed to continuously monitor logfiles for strange activity. Logsurfer is free and publicly available  (See Section 5 for source).  

When logging to a remote syslog server, ensure that the syslog server’s hostname is included in the /etc/hosts file along with its IP address.
	A sample /etc/syslog.conf is included below.  Note: All spacing should be TABS (required for delineation).

# My /etc/syslog.conf

*.err;kern.notice;auth.notice;user.none         /dev/console

*.err;auth.notice;kern.debug;mail.crit;user.none  /var/adm/messages

*.alert;kern.err;daemon.err;user.none           operator

*.alert;user.none                               root

*.emerg;user.none                               *

mail.debug                                      /var/log/syslog

# Remote

# Insert your logservers hostname here.

Mail.debug;auth.notice                         @logserver.mydomain.com

#

# non-loghost machines will use the following lines to cause “user”

# log messages to be logged locally.

#

ifdef(`LOGHOST’, ,

user.err                                        /dev/console

user.err                                        /var/adm/messages

user.alert                                      `root, operator’

user.emerg                                      *

)
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	5.3. Basic Security Module (BSM) 

	Description
	Action
	Required

	Because the logs are sent to a binary file, the only way to review them is with the praudit command.  The file that controls what is logged by BSM, named audit_control, is located in the /etc/security directory.  The default file is sufficient for logging all successful and failed logins, which is all that Securicon recommends to avoid filling up unnecessary disk space.  


	BSM allows actions to be logged only for specific users, such as root.  Examine the audit_user file and man pages for details.

To enable BSM, issue the following commands as root:

# cd /etc/security

# ./bsmconv

A reboot will be necessary to begin logging.  BSM documentation should be reviewed and understood.
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6.0 Additional Tools to Enhance UNIX Security

The following is a list of tools that can be used to provide additional security capabilities.  Most of these tools require development tools.  

Jass – the Solaris Security Toolkit http://wwws.sun.com/software/security/jass/
Tripwire - used to detect changes in system configurations and binary files. 
" 

http://www.tripwire.com/


Cops - automated security checker for most versions of UNIX. http://dan.drydog.com/cops/ 

Titan – tool similar to Bastille-Linux, focuses mainly on Solaris security. Titan configures a Solaris system to meet security standards. http://www.fish.com/titan/TITAN_documentation.html
Nmap – a very popular port scanner.  Useful for verifying services are disabled.
Crack, detects unsecure passwords in most UNIX systems. ftp://ftp.cerias.purdue.edu/pub/tools/unix/pwdutils/crack/
GCC - for compiling applications.  (Files are available for all versions, replace “2.6” with your version number)  Instructions for installing this file are in the same directory.
ftp://sunsite.unc.edu/pub/solaris/sparc/GNUgcc.2.95.2.SPARC.Solaris.2.6.pkg.tgz
TCP_wrappers - used to control which machines are allowed to connect to your host.

ftp://ftp.cerias.purdue.edu/pub/tools/unix/netutils/tcp_wrappers/

Sendmail - replacement for the often older and more insecure versions of Sendmail shipped with SunOS.

http://www.sendmail.org     

OpenSSH - replacement for Telnet and FTP

http://www.openssh.com

LogSurfer - peruses your log files to detect strange activity.  Can be configured to provide instant notification.

ftp://ftp.cert.dfn.de/pub/tools/audit/logsurfer/
Other sources for tools are listed on the CERT website:

http://www.cert.org/other_sources/tool_sources.html 
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