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SRR Results Report

Unclassified Until Filled IN

CIRCLE ONE

FOR OFFICIAL USE ONLY (mark each page)

CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:

Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist

A copy of this checklist will be provided to the site prior to the start of the SRR process.  It will be provided in sufficient time to allow for collection of the data by the site and submission to Field Security Operations prior to the start of the review.

.
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Preliminary Data Collection Checklist - Part 1 of 2
A copy of this checklist will be provided to the site prior to the start of the SRR process.  It will be provided in sufficient time to allow for collection of the data by the site and submission to Field Security Operations prior to the start of the review.

___
1.
Completed Documentation Worksheet.  The worksheet accompanies this document.


Reference:
VM STIG
1.15

___
2.
Completed Access Control Product (ACP) Worksheet.  The worksheet accompanies this document.

Reference:
VM STIG
1.15
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Documentation Worksheet

Site:______________________________________
Date:_______________________________

Completed By:_________________________________________________________________

(Systems Security Administrator)

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the file where it is stored.  The Field Security Operations SRR team will need read access to this data set.

___
1.
All documents and procedures that apply to system startup, shutdown, hardware configuration/reconfiguration, backup, recovery

___
2.
All procedural documentation regarding the physical security protection of the hardware configuration

___
3.
All procedural documentation regarding the security protection of the software used in the VM development/production environments

___
4.
Documents and procedures that describe restricting access to the hardware components

___
5.
Documents and procedures that describe restricting access to the functions of the master console from the local and/or remote operator consoles (e.g., physical access, password control, keylock switch of modems, etc.)
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Access Control Product (ACP) Worksheettc  \l 2 "RACF Access Control Product (ACP) Worksheet"
Site:______________________________________
VM/SMF ID:_________________________

Completed By:_________________________________________________________________

(Systems Security Administrator)

Phone Number:_____________________________
Fax Number:_________________________


Please provide the requested information in hard copy or soft copy format and return it to the Field Security Operations SRR team prior to the review.  If provided in soft copy format, indicate the data set name (DSN) where it is stored.  The Field Security Operations SRR team will need read access to this data set.

___
Identify the Access Control Product used.  Please provide this information on the Access Control Product (ACP) Worksheet.
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Guest Machine Names
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File Names
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Vendor Products Listtc  \l 2 "Vendor Products List"
Please provide the requested information specific to the VM-based software products installed.  This sheet may be copied.  Include associated product version/release levels if known, and check the security interface item that applies to the product as appropriate.  You may substitute your own product list for this information provided the requested information is included.

VERSION
SECURITY INTERFACE
PRODUCT









RELEASE
ACP  PRODUCT  OTHER
OPERATING SYSTEM:
________________
_________

(I.e. VM/ESA)

ACCESS CONTROL Product:   ________________
_________

(i.e., ACF2, RACF,

TOP SECRET, VM SECURE)

Conversational Monitor System (CMS):



_________
____
____

____

REXX/VM (Restructured Extended Executor/VM):
_________
____
____

____

Group Control System (GCS):





_________
____
____

____

Transparent Services Access Facility (TSAF):
_________
____
____

____

Advanced Program-to-Program Communication/

VM (APPC/VM) VTAM Support:
_________
____
____

____
Virtual Machine Serviceability Enhancements

Staged/Extended (VMSES/E):
_________
____
____

____

Dump Viewing Facility (DVF):
_________
____
____

____

Vendor Products List

VERSION
SECURITY INTERFACE
PRODUCT









RELEASE
ACP  PRODUCT  OTHER
OTHER Software:


________________
_________
____
____

____

________________
_________
____
____

____

________________
_________
____
____

____

________________
_________
____
____

____

Preliminary Data Collection Checklist - Part 2 of 2tc  \l 1 "Preliminary Data Collection Checklist - Part 2 of 2"
A copy of this checklist will be provided to the site in sufficient time to allow for collection of the data by the site and analysis by the review team prior to the start of the Resolution Meeting.  The site will make the following items available for review by the resolution team upon arrival.

___
1.
All documents and procedures that apply to the following sections and/or units:

a.
Operations:Includes system IPL procedures and shutdown and recovery procedures

b.
Security Management and Tracking:
Includes logs and procedures

c.
Change Management:
Includes Hardware Configuration Definition change procedures

Reference:
VM STIG
1.15
___
2.
Hard copy sample documentation that demonstrates the use of the SOPs as required by the VM STIG (e.g., review of User Directory)

Reference:
VM STIG
1.14
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SRR Data Availability Report

Site:______________________________________
SMF ID:____________________________

Date Reviewed:_____________________________

The following are the names of the files that may be produced as a result of the SRR Data Collection:
VM Data Collection related file(s) –

____________________________________________________________________

____________________________________________________________________

ACP Data Collection related file(s) –

____________________________________________________________________

____________________________________________________________________

Please ensure that these DASD-resident files remain available as named for the next three (3) weeks to allow the Field Security Operations SRR team to complete its data analysis.  Thereafter, retain these data sets on DASD or tape for future SRR follow-up activities.
Reviewer:_____________________________________________________________________

Confirmation of Receipt:_________________________________________________________
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VM Data Analysis Checklists

Administrative Data Analysis Checklisttc  \l 2 "Administrative Data Analysis Checklist"
___
PDI Sort Order:  VMIM0010



Default Severity: Category II 
I.
ISSO Responsibilities

a)
Conduct an interview with the ISSO to determine the following:

___
Does the ISSO maintain access based on approved personnel security investigations/security clearances, need-to-know, and written authorization?

___
Does the ISSO maintain a log of all dial-out to vendors for maintenance?

b)
If both of the above are true, there is NO FINDING.

c) If either of the above is untrue, this is a FINDING.  The finding should read:

The ISSO roles and responsibilities, as outlined in DISAI 630-230-19, are not being performed.
Reference:
DISAI 630-230-19, Chapter 1, Section 8.b

DISA Computing Services Security Handbook – 2.3.2 and 11.6
Administrative Data Analysis Checklist
___
PDI Sort Order:  VMIM0020



Default Severity: Category II


I.
Classified Procedures

a)
Conduct an interview with the ISSO to determine the following:

___
Do written procedures exist for handling the introduction of classified information into the system?

b)
If the above is true, there is NO FINDING.

c)
If the above is untrue, this is a FINDING.  The finding should read:

A procedure for handling classified information processed on the system does not exist.
Reference:
DISAI 630-230-19, Chapter 2, Item 9.h (2)
DISA Computing Services Security Handbook – 3.4.1

Administrative Data Analysis Checklist
___
PDI Sort Order:  VMIM0030


Default Severity: Category II
I.
Contingency Plan

a)
Conduct an interview with the ISSO to determine the following:

___
Does the site have a contingency plan in place?

b)
If the above is true, there is NO FINDING.

c)
If the above is untrue, this is a FINDING.  The finding should read:

A contingency processing plan does not exist.
Reference:
DISAI 630-230-19, Chapter 2, Item 7

DISA Computing Services Security Handbook – 3.7.1
Administrative Data Analysis Checklist
___
PDI Sort Order:  VMIM0040



Default Severity: Category II
I.
Contingency Testing

a)
Conduct an interview with the ISSM to determine the following:

___
Does the ISSM have documentation on file demonstrating the performance of annual contingency testing?

b)
If the above is true, there is NO FINDING.

c)
If the above is untrue, this is a FINDING.  The finding should read:

Annual testing of the contingency plan is not being performed.
Reference:
DISAI 630-230-19, Chapter 2, Item 7

DISA Computing Services Security Handbook – 3.7.1
Procedures Data Analysis Checklist

___
PDI Sort Order:  VMPR0010



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(a) – Operations

b)
If documentation for IPL exists, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

IPL procedures do not exist.

Reference:
VM STIG
1.15

Procedures Data Analysis Checklist

___
PDI Sort Order:  VMPR0020



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(a) – Operations
b)
If documentation for shutdowns exists, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

Shutdown procedures do not exist.

Reference:
VM STIG
1.15

Procedures Data Analysis Checklist

___
PDI Sort Order:  VMPR0030



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(a) – Operations
b)
If documentation for recovery exists, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

Recovery procedures do not exist.

Reference:
VM STIG
1.15

Procedures Data Analysis Checklist 

___
PDI Sort Order:  VMPR0040



Default Severity: Category IV
a)
Refer to the following item gathered from the Preliminary Data Collection Checklist (Part 2 of 2):

-
Item 1(c) – Change Management
b)
If documentation exists for Hardware Configuration Definition procedures, there is NO FINDING.

c)
If no documentation exists, this is a FINDING.  The finding should read:

Change management procedures do not exist.

Reference:
VM STIG
1.15
ACP Data Analysis Checklist

___
PDI Sort Order:  VMAP0010



Default Severity: Category I
a)
Refer to the Guest Machine Names table in the ACP Worksheet.

b)
If the ACPs listed in the Guest Machine Names table are in use, there is NO FINDING.

c)
If no ACP is listed or found to be in use, this is a FINDING.  The finding should read:

An authorized software security product is not in use.

Reference:
VM STIG
1.15
This page is intentionally left blank.

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order:  VMCP0010



Default Severity: Category I
a)
Refer to the User Directory.
b)
If the mini disk containing the User Directory is password protected, there is NO FINDING.

c) If the mini disk is not password protected and can be linked to, this is a FINDING.  The finding should read:

The mini disk containing the User Directory is not protected from unauthorized access.

Reference:
VM STIG
3.1.2.2

Control Program (CP) Data Analysis Checklist

___ PDI Sort Order: VMCP0020



Default Severity: Category II
a)
Refer to the User Directory.

b)
If a password is associated with the MAINT userid, there is NO FINDING.

c)
If a password is not associated with the MAINT userid, this is a FINDING.  The finding should read:

The MAINT userid is not protected against unauthorized use.
Reference:
VM STIG
4.1.2.4

Control Program (CP) Data Analysis Checklist

___    PDI Sort Order:  VMCP0030


Default Severity: Category II
a)
Refer to the User Directory.

b)
If a password is associated with the OPER userid, there is NO FINDING.

c)
If no password is associated with the OPER userid, this is a FINDING.  The finding should read:

The OPER userid is not protected against unauthorized use.
Reference:
VM STIG
4.1.2.5

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0040



Default Severity: Category III
a)
Refer to the User Directory.

b)
If all userids have associated passwords, there is NO FINDING.

c)
If any userid does not have an associated password, this is a FINDING.  The finding should read:

No password(s) is (are) assigned to userid(s).

Reference:
VM STIG
4.1.3
Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0050



Default Severity: Category II
a)
Refer to the User Directory.

b)
If the mini disks associated with the MAINT userid do not allow inappropriate access, there is NO FINDING.

c)
If the mini disks associated with the MAINT userid allow inappropriate access, this is a FINDING.  The finding should read:

The mini disks associated with the MAINT userid allow unauthorized access.
Reference:
VM STIG
4.1.3

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0060



Default Severity: Category II
a)
Refer to the User Directory.

b)
If the mini disks associated with the OPER userid do not allow inappropriate access, there is NO FINDING.

c)
If the mini disks associated with the OPER userid allow inappropriate access, this is a FINDING.  The finding should read:

The mini disks associated with the OPER userid allow inappropriate access.
Reference:
VM STIG
4.1.2.5

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0070



Default Severity: Category II
a)
Refer to the User Directory.

b)
If all mini disks have associated passwords or cannot be linked to, there is NO FINDING.

c)
If any mini disk does not have an associated password and can be linked to, this is a FINDING.  The finding should read:

Mini disks are not protected in accordance with DISA standards.

Reference:
VM STIG
4.1.3

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0080



Default Severity: Category II
a)
Refer to the User Directory.

b)
If the nucleus mini disk is located under the MAINT userid and is write/multi-write protected, there is NO FINDING.

c)
If the nucleus mini disk is not located under the MAINT userid or is not write/multi‑write protected, this is a FINDING.  The finding should read:

The nucleus mini disk allows unauthorized updates.

Reference:
VM STIG
4.1.3

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0090



Default Severity: Category II
a)
Refer to the User Directory.

b)
If the System Configuration file is read and write protected, there is NO FINDING.

c)
If the System Configuration file is not read and write protected, this is a FINDING.  The finding should read:

The System Configuration file is not protected against unauthorized updates.

Reference:
VM STIG
3.3.1

Control Program (CP) Data Analysis Checklist

__
PDI Sort Order: VMCP0100



Default Severity: Category II

a)
Refer to the User Directory.

b)
If the alternate System Configuration file is used and is read and write protected, there is NO FINDING.

c)
If no alternate System Configuration file is used or it is not read and write protected, this is a FINDING.  The finding should read:

The alternate System Configuration file is not protected against unauthorized updates.

Reference:
VM STIG
3.3.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0110



Default Severity: Category II
a)
Refer to the User Directory.

b)
If the VMSES mini disk is located under the MAINT userid and is protected, there is NO FINDING.

c)
If the VMSES mini disk is not located under the MAINT userid and is not protected, this is a FINDING.  The finding should read:

The VMSES mini disk is not protected from unauthorized updates.

Reference:
VM STIG
4.1.2.4

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order:  VMCP0120



Default Severity: Category II


a)
Refer to the System Configuration file.

b)
If privilege command classes are in use, there is NO FINDING.

c)
If privilege command classes are not in use, this is a FINDING.  The finding should read:

Privilege command classes allow unauthorized and unrestricted access.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0130



Default Severity: Category II


a) Refer to the alternate System Configuration file.

b) If the privilege command classes are in use, there is NO FINDING.

c) If the privilege command classes are not in use, this is a FINDING.  The finding should read:

Privilege command classes allow unauthorized and unrestricted access.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0140



Default Severity: Category III
a) Refer to the System Configuration file.

b) If the JOURNALING statement is coded, there is NO FINDING.

c) If the JOURNALING statement is not coded, this is a FINDING.  The finding should read:

The Journaling facility is not in use.

Reference:
VM STIG
3.1.2.4

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0150



Default Severity: Category II
a) Refer to the User Directory.

b) If the DIAG98 operand is not coded on the OPTION statement for any userid, there is NO FINDING.

c) If the DIAG98 operand is coded on the OPTION statement for any userid, this is a FINDING.  The finding should read:

The locking and unlocking of virtual pages in storage is not restricted to authorized users.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

__
PDI Sort Order: VMCP0160



Default Severity: Category II
a) Refer to the User Directory.

b) If the DIAGNOSE code X’08’ is restricted, there is no FINDING.

c) If the DIAGNOSE code X’08’ is not restricted, and the D8ONECMD directory statement is not coded for the server virtual machines, this is a FINDING.

The issuing of CP commands is not restricted to authorized programs.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0170



Default Severity: Category II
a) Verify that the OVERRIDE utility is restricted to authorized userids.

b) If the OVERRIDE utility is restricted to authorized userids and is audited, there is no FINDING.

c) If the OVERRIDE utility is not restricted to authorized userids or is not audited, this is a FINDING.  The finding should read:

The following utility authorization(s) is (are) inappropriate:
1) The restructuring of privilege classes is not restricted to authorized users.

2) The restructuring of privilege classes is not audited.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0180



Default Severity: Category II
a) Refer to the System Configuration file.

b) If the FEATURES statement has the SET PRIV class option enabled, and privileged class C is restricted to authorized personnel, there is no FINDING.

c) If the FEATURES statement has the SET PRIV class option enabled or is not audited, this is a FINDING.  The finding should read:

The following utility authorization(s) is (are) inappropriate:
1) The dynamic restructuring of privilege classes is not restricted to authorized users.

2) The dynamic restructuring of privilege classes is not audited.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0190



Default Severity: Category II
a) Verify that the HCPDCON, HCPDSYS, and HCPRDEVS utilities are loaded on the system.  If they are not loaded on the system, there is no FINDING.

b) Verify that the HCPDCON, HCPDSYS, and HCPRDEVS utilities are restricted to authorized userids.

c) If the HCPDCON, HCPDSYS, and HCPRDEVS utilities are restricted to authorized userids and are audited, there is no FINDING.

d) If the HCPDCON, HCPDSYS, and HCPRDEVS utilities are not restricted to authorized userids or are not audited, this is a FINDING.  The finding should read:

The following utility authorization(s) is (are) inappropriate:
1)
The automatic generation of system definition files is not restricted to authorized users.

2)
The automatic generation of system definition files is not audited.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0200



Default Severity: Category II
a) Refer to the System Configuration file.

b) If the FEATURES statement contains CLEAR_Tdisk enabled, there is no FINDING.

NOTE:
If DIRMAINT is in use, this feature is automatic and thus there is NO FINDING.
c) If the FEATURES statement contains CLEAR_Tdisk disabled, this is a FINDING.  The finding should read:

Temporary disk space is not cleared before reuse.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0210



Default Severity: Category II
a) Refer to the System Configuration file.

b) If the FEATURES statement has PASSWORDS_ON_CMDs for Autolog, Link and Logon coded “No” or omitted (“No is the default value), then there is no FINDING.

c) If the FEATURES statement has PASSWORDS_ON_CMDs for Autolog, Link, or Logon coded “Yes”, then this is a FINDING.  The finding should read:

The LOGON, AUTOLOG, and LINK are not restricted in accordance with DISA requirements.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0220



Default Severity: Category II
a) Refer to the System Configuration file.

b) If no CPXLoad statement is coded or the file specified is authorized, there is no FINDING.

c) If the CPXLoad statement is coded and the file specified is unauthorized, this is a FINDING.  The finding should read:

Unauthorized CP routines are loaded onto the system.

Reference:
VM STIG
3.1.2.1

Control Program (CP) Data Analysis Checklist

___
PDI Sort Order: VMCP0230



Default Severity: Category III
a) Verify that the spool file is backed up.

b) If the spool file is backed up, there is NO FINDING.

c) If the spool file is not backed up, this is a FINDING.  The finding should read:

The spool file is not backed up.

Reference:
VM STIG
3.3.3

Top Secret Analysis Checklist

___  PDI Sort Order:  VMTS0010



Default Severity: Category I
a) Refer to the Global System Options

b) If CPFRCVUND is set to NO, there is no FINDING.

c) If CPFRCVUND is set to YES, this is a FINDING.

  The finding should read:

Local node can receive commands transmitted from remote nodes that have not been defined to the CPFNODES list.

Reference:
VM STIG
4.2.1

Top Secret Analysis Checklist

___ PDI Sort Order: VMTS0020



Default Severity: Category I
a) Refer to the Global System Options

b) If INACTIVE is set to 35, there is no FINDING.

c) If INACTIVE is not set to 35, this is a FINDING.

  The finding should read:

Inactive users not deleted from the machine.

Reference:
VM STIG
4.2.1

Top Secret Analysis Checklist

___ PDI Sort Order: VMTS0030



Default Severity: Category II
a) Refer to the Global System Options

b) If PWVIEW is set to NO, there is no FINDING.

c) If PWVIEW is not set to NO, this is a FINDING.

  The finding should read:

Passwords are able to be displayed.

Reference:
VM STIG
4.2.1

Top Secret Analysis Checklist

___ PDI Sort Order: VMTS0040



Default Severity: Category III
a) Refer to the Global System Options

b) If TIMER is set to 30, there is no FINDING.

c) If TIMER is not set to 30, this is a FINDING.

  The finding should read:

Data is not being written from TSS XE "TOP SECRET:TSS"  buffers to AUDIT/TRACKING file in accordance with DISA requirements.

Reference:
VM STIG
4.2.1

Top Secret Analysis Checklist

___ PDI Sort Order: VMTS0050



Default Severity: Category II
a) Refer to the Global System Options

b) If PWEXP is set to 90, there is no FINDING.

c) If PWEXP is not set to 90, this is a FINDING.

  The finding should read:

Password XE "Passwords"  expiration interval not set in accordance with DISA requirements.

Reference:
VM STIG
4.2.1

Top Secret Analysis Checklist
___ PDI Sort Order: VMTS0060



Default Severity: Category II
a) Refer to the Global System Options

b) If PTHRESH is set to 3, there is no FINDING.

c) If PTHRESH is greater than 3, this is a FINDING.

  The finding should read:

Password XE "Passwords"  violation threshold not set in accordance with DISA requirements.

Reference:
VM STIG
4.2.1

VMSecure Analysis Checklist

___
PDI Sort Order: VMVS0010



Default Severity: Category I
a)
Verify that the AUTHORIZ CONFIG file is protected in accordance with DISA requirements.
b)
If the AUTHORIZ CONFIG file is protected in accordance with DISA requirements, there is NO FINDING.

c)
If the AUTHORIZ CONFIG file is not protected in accordance with DISA requirements, this is a FINDING.  The finding should read:

The AUTHORIZ CONFIG file is not protected in accordance with DISA requirements.
Reference:
VM STIG      4.4.1.3

VMSecure Analysis Checklist
___   PDI Sort Order:  VMVS0020



Default Severity: Category II
a)
Verify that the DASD CONFIG file is protected in accordance with DISA requirements.
b)
If the DASD CONFIG file is protected in accordance with DISA requirements, there is NO FINDING.

c)
If the DASD CONFIG file is not protected in accordance with DISA requirements, this is a FINDING.  The finding should read:

The DASD CONFIG file is not protected in accordance with DISA requirements.
Reference:
VM STIG
4.4.1.4

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0030



Default Severity: Category I
a)
Verify that the PRODUCT CONFIG file is protected in accordance with DISA requirements.
b)
If the PRODUCT CONFIG file is protected in accordance with DISA requirements, there is NO FINDING.

c)
If the PRODUCT CONFIG file is not protected in accordance with DISA requirements, this is a FINDING.  The finding should read:

The PRODUCT CONFIG file is not protected in accordance with DISA requirements.
Reference:
VM STIG
4.4.1.1

 VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0040



Default Severity: Category I
a)
Verify that the SECURITY CONFIG file is protected in accordance with DISA requirements.
b)
If the SECURITY CONFIG file is protected in accordance with DISA requirements, there is NO FINDING.

c)
If the SECURITY CONFIG file is not protected in accordance with DISA requirements, this is a FINDING.  The finding should read:

The SECURITY CONFIG file is not protected in accordance with DISA requirements.
Reference:
VM STIG
4.4.1.2

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0050



Default Severity: Category I


a)
Verify that the VMXRPI CONFIG file is protected in accordance with DISA requirements.
b)
If the VMXRPI CONFIG file is protected in accordance with DISA requirements, there is NO FINDING.

c)
If the VMXRPI CONFIG file is not protected in accordance with DISA requirements, this is a FINDING.  The finding should read:

The VMXRPI CONFIG file is not protected in accordance with DISA requirements.
Reference:
VM STIG
4.4.1

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0060



Default Severity: Category II
a)
Verify that the VM:Secure AUDIT file is protected in accordance with DISA requirements.
b)
If the VM:Secure AUDIT file is protected in accordance with DISA requirements, there is NO FINDING.

c)
If the VM:Secure AUDIT file is not protected in accordance with DISA requirements, this is a FINDING.  The finding should read:

The VM:Secure AUDIT file is not protected in accordance with DISA requirements.
Reference:
VM STIG
4.4.1

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0070



Default Severity: Category II
a)
Verify that the SFS configuration file is protected in accordance with DISA requirements.
b)
If the SFS configuration file is protected in accordance with DISA requirements, there is NO FINDING.

c)
If the SFS configuration file is not protected in accordance with DISA requirements, this is a FINDING.  The finding should read:

The SFS configuration file is not protected in accordance with DISA requirements.  
Reference:
VM STIG
4.4.1.5

VMSecure Analysis Checklist
___   PDI Sort Order:  VMVS0080



Default Severity: Category II
a)
Verify that automatic password expiration is in use.

b)
If an AUTOEXP record exists in the SECURITY CONFIG file, there is NO FINDING.

c)
If an AUTOEXP record does not exist in the SECURITY CONFIG file, this is a FINDING.  The finding should read:

Automatic password expiration is not in use.  
Reference:
VM STIG
4.4.1.2

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0090



Default Severity: Category I
a)
Verify that VM:Secure Rules Facility is restricted to authorized personnel.

b)
If the VM:Secure Rules Facility is restricted to authorized personnel, there is NO FINDING.

c)
If the VM:Secure Rules Facility is restricted to authorized personnel, this is a FINDING.  The finding should read:

The VM:Secure Rules Facility is not restricted to authorized personnel. 

Reference:
VM STIG
4.4.2

VMSecure Analysis Checklist

___   PDI Sort Order:  VMVS0100



Default Severity: Category II
a)
Verify that LOGONBY Facility is not in use.

b)
If the LOGONBY Facility is not in use, there is NO FINDING.

c)
If the LOGONBY Facility is in use, this is a FINDING.  The finding should read:

The LOGONBY Facility is in use.  
Reference:
VM STIG
4.4.2.3

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0110



Default Severity: Category III
a) Verify that invalid password conditions are monitored.

b) If the JOURNAL record exists in the CONFIG file, there is NO FINDING.

c) If the JOURNAL record does not exist in the CONFIG file, this is a FINDING. The finding should read:

Invalid password conditions are not monitored.    
Reference:
VM STIG
4.4.1.2

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0120



Default Severity: Category II
a) Verify that security administration is restricted to authorized personnel.

b) If security administration is restricted to authorized personnel, there is NO FINDING.

c) If security administration is not restricted to authorized personnel, this is a FINDING. The finding should read:

Security administration is not restricted to authorized personnel.    
Reference:
VM STIG
4.4.2.1

VMSecure Analysis Checklist
___   PDI Sort Order:  VMVS0130



Default Severity: Category II
a) Verify that security group administration is restricted to authorized personnel.

b) If security group administration is restricted to authorized personnel, there is NO FINDING.

c) If security group administration is not restricted to authorized personnel, this is a FINDING. The finding should read:

Security group administration is not restricted to authorized personnel.    
Reference:
VM STIG
4.4.2.1

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0140



Default Severity: Category II
a) Verify that directory administration is restricted to authorized personnel.

b) If directory administration is restricted to authorized personnel, there is NO FINDING.

c) If directory administration is not restricted to authorized personnel, this is a FINDING. The finding should read:

Directory administration is not restricted to authorized personnel.    
Reference:
VM STIG
4.4.2.1

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0150



Default Severity: Category III
a)
Verify that Rule mini disk is backed up on a regular schedule.

b)
If the Rule mini disk is backed up on a regular schedule, there is NO FINDING.

c)
If the Rule mini disk is not backed up on a regular schedule, this is a FINDING.  The finding should read:

The Rule mini disk is not backed up on a regular schedule. 

Reference:
VM STIG
4.4.2.2

VMSecure Analysis Checklist
___ PDI Sort Order: VMVS0160



Default Severity: Category II
a)
Verify that Rule mini disk is restricted to authorized personnel.

b)
If the Rule mini disk is restricted to authorized personnel, there is NO FINDING.

c)
If the Rule mini disk is not restricted to authorized personnel, this is a FINDING.  The finding should read:

The VM:Secure Rules Facility is not restricted to authorized personnel. 

Reference:
VM STIG
4.4.2.2

VMSecure Analysis Checklist
___   PDI Sort Order:  VMVS0170



Default Severity: Category II
a)
Verify that User Rules Files are restricted to authorized personnel.

b)
If the User Rules Files are restricted to authorized personnel, there is NO FINDING.

c)
If the User Rules Files are not restricted to authorized personnel, this is a FINDING.  The finding should read:

The User Rules Files are not restricted to authorized personnel. 

Reference:
VM STIG
4.4.2.2.3

VMSecure Analysis Checklist
__ PDI Sort Order: VMVS0180



Default Severity: Category II
a)
Verify that ADMIN GLOBALS command is restricted to authorized personnel and is logged.

b)
If the ADMIN GLOBALS command is restricted to authorized personnel and is logged, there is NO FINDING.

c)
If the that ADMIN GLOBALS command is not restricted to authorized personnel or is not logged, this is a FINDING.  The finding should read:

The ADMIN GLOBALS command is not restricted according to DISA requirements. 

The ADMIN GLOBALS command authorization(s) is (are) inappropriate:
1)  The ADMIN GLOBALS command is not restricted to systems programming personnel.

2)  The ADMIN GLOBALS command is not logged.

3)  Justification for ADMIN GLOBALS command usage was not provided.
Reference:
VM STIG
4.4.1.6

VMSecure Analysis Checklist
___   PDI Sort Order:  VMVS0190



Default Severity: Category II
a)
Verify that the VMXBKPxx utilities are restricted to authorized personnel and are logged.

b)
If the VMXBKPxx utilities are restricted to authorized personnel and are logged, there is NO FINDING.

c)
If the the VMXBKPxx utilities are not restricted to authorized personnel or is not logged, this is a FINDING.  The finding should read:

The VMXBKPxx utilities are not restricted according to DISA requirements. 

The VMXBKPxx utilities authorization(s) are inappropriate:
1) The VMXBKPxx utilities are not restricted to systems programming personnel.

2) The VMXBKPxx utilities is not logged.

3) Justification for the VMXBKPxx utilities usage was not provided.
Reference:
VM STIG
4.4.2.2

RACF VM Data Analysis Checklist

___   PDI Sort Order:  VMRF0010



Default Severity: Category II
a)
Verify that the GLOBAL OPTIONS are set in accordance with DISA requirements.

Note:  See VM STIG for values.

b)
If the GLOBAL OPTIONS are set in accordance with DISA requirements or a written justification exists for a value change, there is NO FINDING.

c)
If the GLOBAL OPTIONS are not set in accordance with DISA requirements or a written justification does not exists for a value change, this is a  FINDING.

The finding will read: 

The RACF VM Global Options not set in accordance with DISA requirements.
Reference:
VM STIG
4.3.1

RACF VM Data Analysis Checklist

___   PDI Sort Order:  VMRF0020



Default Severity: Category II
a)
Verify that the CP commands are restricted to authorized personnel.

Note:  See VM STIG for values.

b)
If the CP commands are restricted in accordance with DISA requirements or a written justification exists, there is NO FINDING.

c)
If the CP commands are not restricted to authorized personnel or a written justification does not exists, this is a  FINDING.

The finding will read: 

The CP commands not restricted in accordance with DISA requirements.
Reference:
VM STIG
4.3.1

​

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0030



Default Severity: Category II
a)
Verify that the DIAGNOSE codes are restricted to authorized personnel.

Note:  See VM STIG for values.

b)
If the DIAGNOSE codes are restricted in accordance with DISA requirements or a written justification exists, there is NO FINDING.

c)
If the DIAGNOSE codes are not restricted to authorized personnel or a written justification does not exists, this is a  FINDING.

The finding will read: 

DIAGNOSE codes are not restricted in accordance with DISA requirements.
Reference:
VM STIG
4.3.1

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0040



Default Severity: Category II
a)
Verify that the dumping of spool files using SPXTAPE is restricted to authorized personnel.
b)
If the dumping of spool files using SPXTAPE is restricted in accordance with DISA requirements or a written justification exists, there is NO FINDING.

c)
If the dumping of spool files using SPXTAPE is not restricted to authorized personnel or a written justification does not exists, this is a  FINDING.

The finding will read: 

The dumping of spool files using SPXTAPE is not restricted in accordance with DISA requirements.
Reference:
VM STIG
4.3.1

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0050



Default Severity: Category III
a)
Verify that the dumping of spool files using SPTAPE is restricted to authorized personnel.
b)
If the dumping of spool files using SPTAPE is restricted in accordance with DISA requirements or a written justification exists, there is NO FINDING.

c)
If the dumping of spool files using SPTAPE is not restricted to authorized personnel or a written justification does not exists, this is a  FINDING.

The finding will read: 

The dumping of spool files using SPTAPE is not restricted in accordance with DISA requirements.
Reference:
VM STIG
4.3.1

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0050



Default Severity: Category III
a)
Verify that the UCV CONNECT and SERVER options are restricted.
b)
If the UCV CONNECT and SERVER options are restricted in accordance with DISA requirements or a written justification exists, there is NO FINDING.

c)
If the UCV CONNECT and SERVER options are not restricted to authorized personnel or a written justification does not exists, this is a  FINDING.

The finding will read: 

The UCV CONNECT and SERVER options are not restricted in accordance with DISA requirements.
Reference:
VM STIG
4.3.1

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0060



Default Severity: Category III
a)
Verify that the APPC/VM CONNECT and SERVER options are restricted.
b)
If the APPC/VM CONNECT and SERVER options are restricted in accordance with DISA requirements or a written justification exists, there is NO FINDING.

c)
If the APPC/VM CONNECT and SERVER options are not restricted to authorized personnel or a written justification does not exists, this is a  FINDING.

The finding will read: 

The APPC/VM CONNECT and SERVER options are not restricted in accordance with DISA requirements.
Reference:
VM STIG
4.3.1

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0070



Default Severity: Category III
a)
Verify that every user on the system has a unique RACF profile.
b)
If every user on the system has a unique RACF profile, there is NO FINDING.

c)
If every user on the system does not have a unique RACF profile or a written justification does not exists, this is a  FINDING.

The finding will read: 

Unauthorized users accessing the system.
Reference:
VM STIG
4.3.2

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0080



Default Severity: Category II
a)
Verify that RACF rules exist on the data base restricting surrogate processing.

b)
If RACF rules exist on the data base restricting surrogate processing, there is NO FINDING.

c)
If RACF rules do not exist on the data base restricting surrogate processing or written justification does not exists, this is a  FINDING.

The finding will read: 

Unauthorized surrogate processing performed.

Reference:
VM STIG
4.3.2.2

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0090



Default Severity: Category II
a)
Verify that RACF rules exist on the data base restricting operator command usage.

b)
If RACF rules exist on the data base restricting base restricting unauthorized operator command usage, there is NO FINDING.

c)
If RACF rules do not exist on the data base restricting operator command usage or written justification does not exists, this is a  FINDING.

The finding will read: 

Unauthorized Operator command usage.

Reference:
VM STIG
4.3.2.5

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0100



Default Severity: Category II
a)
Verify that RACF rules exist enforcing password usage.

b)
If RACF rules exist on the data base enforcing password usage, there is NO FINDING.

c)
If RACF rules do not exist on the data base enforcing password usage or written justification does not exists, this is a  FINDING.

The finding will read: 

Password usage not enforced.

Reference:
VM STIG
4.3.3.1

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0110



Default Severity: Category II
a)
Verify that RACF rules exist enforcing file contols.

b)
If RACF rules exist on the data base enforcing file controls, there is NO FINDING.

c)
If RACF rules do not exist on the data base enforcing file controls or written justification does not exists, this is a  FINDING.

The finding will read: 

File control restrictions not enforced.

Reference:
VM STIG
4.3.5.1

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0120



Default Severity: Category II
a)
Verify that RACF rules exist enforcing minidisk contols.

b)
If RACF rules exist on the data base enforcing minidisk controls, there is NO FINDING.

c)
If RACF rules do not exist on the data base enforcing minidisk controls or written justification does not exists, this is a  FINDING.

The finding will read: 

Minidisk control restrictions not enforced.

Reference:
VM STIG
4.3.5.2

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0130



Default Severity: Category II
a)
Verify that RACF rules exist restricting sensitive utility usage.

b)
If RACF rules exist on the data base restricting sensitive utility usage, there is NO FINDING.

c)
If RACF rules do not exist on the data base restricting sensitive utility usage or written justification does not exists, this is a  FINDING.

The finding will read: 

RACF rules do not exist restricting sensitive utility usage.

Reference:
VM STIG
4.3.5.3 

RACF VM Data Analysis Checklist
___   PDI Sort Order:  VMRF0140



Default Severity: Category II
a)
Verify that RACF rules exist restricting sensitive command usage.

b)
If RACF rules exist on the data base restricting sensitive command usage, there is NO FINDING.

c)
If RACF rules do not exist on the data base restricting sensitive command usage or written justification does not exists, this is a  FINDING.

The finding will read: 

RACF rules do not exist restricting sensitive command usage.

Reference:
VM STIG
4.3.5.3
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