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“Personal Identity Verification for Federal Employees and Contractors”

Background

The  “Personal Identity Verification for Federal Employees and Contractors” briefing was developed in response to the Homeland Security Presidential Directive (HSPD-12).  The directive sets a policy for a common identification standard for Federal employees and contractors.  It also establishes the high level requirements to be satisfied in the Personal Identity Verification standard.


The following information is intended to convey current thinking regarding the NIST response to the HSPD.  The concept and design decisions contained herein are tentative and subject to change in the course of consultations with affected Federal government departments and agencies.

A general threat facing government agencies is the unauthorized access to physical facilities or logical assets under the protection umbrella of the PIV system and in which a PIV card is employed in access control processes.  Specific examples of threats to government resources include the following:

· Cardholder makes improper use of a valid card

· Counterfeit cards are used to intercept or gain access to stored information

· Stolen or borrowed cards are used to gain unauthorized access

· PIN information is captured / intercepted through passive surveillance

· Lower sensitivity rated cards are used to gain access to more sensitive and critical assets.

HSPD-12 mandates a government-wide standard for secure and reliable forms of identification.    The policy further defines the following criteria for a secure and reliable form of identification.  The identification standard (PIV FIPS 201) will be:

· Based on sound criteria to verify an individual employee’s identity

· Strongly resistant to fraud, tampering, counterfeiting, and terrorist exploitation

· Rapidly verifiable electronically

· Issued by providers whose reliability has been established by an official accreditation process

· Applicable to all government organizations and contractors

· Used to grant access to Federally controlled facilities and information systems

· Flexible enough for agencies to select the appropriate security level for each application by providing graduated criteria from least secure to most secure

· Not applicable to identification associated with national security systems

· Implemented in a manner that protects citizens’ privacy

The directive also mandates that departments and agencies  have a program in place to ensure conformance within four months of issuance of the FIPS.  Moreover, Federal departments and agencies should identify applications important to security that would benefit from conformance to the standard within six months of issuance of the FIPS.  The policy requires that the identified application be in compliance to the FIPS within eight months of its issuance.  

Countermeasures Under Consideration

NIST will address the requirements set forth in the HSPD-12 by developing a Personal Identity Verification (FIPS 201) standard that incorporates countermeasures to the threats identified earlier.  At the onset, the departments and agencies should realize that there is no single mechanism adequate with respect to postulated threats.  Departments and agencies should also recognize that there is no completely foolproof solution to security challenges.  However, FIPS 201 will improve the current situation.  The following countermeasures are among those under consideration by NIST:

	Threat
	Countermeasure

	Cardholder makes improper use of a valid card
	· Review the use and acceptance of the source documents

· Application for identification card made only by the accredited sponsor

· Formal review and approval of the application

· Inclusion of source document copies with application

· Display of source documentation to issuer by “holder” at time of issuance

	Counterfeiting
	· Holographic organizational seal of issuer and / or other issuer ID hologram integrated into card

· ID or Serial number digitally signed by manufacturer and burned into chip
· Digital signature by issuer of all stored identifying information
· Encryption of stored identifying information
· Mechanism for checking holder ID and card ID or serial number with issuer records
· Integration of PIN (not recorded on card) with cryptographic authentication process

	Stolen or borrowed cards are used to gain access
	· Card accountability procedures (e.g., reporting / publication of lost card lists)
· Use of PIN(s) not recorded on card (e.g., in challenge/ response to counter use of lost cards)
· Use of biometric input from cardholder and verification at time of access request
· Visual inspection of cardholder image with image of person claiming to have been issued the PIV card.

	Lower sensitivity cards are used to gain access to more sensitive and critical assets
	· Different certificates / digital signatures for each level authorized
· Color coding or pattern changes on physical card representing level(s) authorized

· Local access authorization procedures


Phase I – Standard Development

In response to the HSPD-12, which calls for the promulgation of a Federal Information Processing Standard by February 28, 2005, NIST is developing the FIPS 201 specification in Phase I of the approach.  Under Phase II, NIST will provide additional specifications for the issuer software and implementation guidance for interoperability among government agencies.  Phase III will entail maintenance support activities such as implementation guidance, reference implementation, and conformance testing.  

The FIPS 201 standard will establish requirements for the following processes and the supporting infrastructure:
· Identity Token (ID card) Application by Person — this establishes the requirements for an application for the standardized identification. 
· Identity Source Document Request by Organization — every Federal organization is different but their security needs can be grouped into one of four assurance levels.  Depending on which assurance level is needed, a given agency will require specific forms of documentation in order to verify the identity of the potential grantee of the ID Card. 
· Identity Registration and ID Card Issuance by Issuer — after a person’s legal identity has been authenticated, that person needs to be registered with the PIV system and their card needs to be issued.  The PIV standard provides specifications for this process.

· Access Control (Determined by resource owner) —this refers to how users are granted access to federal resources.  The government agencies (resource owner) will determine if the person is granted access based on the security level of the card and the sensitivity level of the resource that is being accessed.

· Life Cycle Management —the information associated with a user’s identity is subject to change:  the user may change employers, gain new security clearances, leave an agency, or any one of a host of possibilities.  This framework will recommend guidelines for managing these changes through the life cycle of both the card and the associated cardholder.

The scope of this new standard is to provide a framework for the PIV system.  Some of implementation details are required to enable interagency interoperability and cross-agency acceptance of identity tokens. The requirements set forth in the standard will be the minimum necessary to ensure the necessary levels of security, robustness, and interoperability of the federal PIV.  Specifically, the standard will provide a basis for:

· Issuer accreditation and host system validation requirements

· Specification of ID card, database infrastructure, protocols, and interfaces to card

· Card/token issuance based on I-9 identity source documents, request by  the government organization, background checks appropriate to the level to which access is being granted, and approval by authorized federal official

Technology Selection

At this early stage of the standard development effort, certain technologies have been identified as essential.  The technology selection is adopted from the early work performed by the Federal Identity Credentialing Committee (FICC) and guidance from Office of Management and Budget (OMB).

The identity token will be based on a card with an onboard Integrated Circuit Chip (ICC).  ICC-based cards allow system designers to enhance security since the card has ability to perform complex computations.  The token will have both contact interface capabilities as specified in ISO/IEC 7816 and contactless capability as specified in ISO/IEC 14443.  The contactless capability is useful in maintaining efficient, yet secure traversal of checkpoints at sites with high human traffic.  Contactless ICs have been adopted by the International Civil Aviation Organization (ICAO) as the traveler authentication technology of choice in their next generation passports
.  
The card is also expected to incorporate biometric mechanisms and use of a PIN.  NIST will consider current implementation mechanisms available to determine which Biometric mechanisms significantly improve the security of a given system.  Some experts believe that using a card in conjunction with biometric technology provides equivalent protection to using a card in conjunction with a PIN, while lacking the dangers of a PIN.  PINs are plagued by problems that biometrics lack such as the propensity of users to give away, lose, forget, and choose inadequate PINs.  

Lastly, the card will incorporate cryptographic mechanisms to support higher levels of security.  At a minimum, the card will host certificate(s) and private key(s) necessary for the user authentication.  Specific requirements for the data printed on the card, visible security features, and data stored on electronic medium will be revisited after few slides.

Concept of Operations

The operational concept of the PIV is overviewed in Figure 1.  PIV issuance is thought of as having 9 steps, described below.  

Figure 1: Concept of Operations
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Step 1: Apply — the applicant’s Federal government sponsor fills out an official application for the identity token.  The applicant will need to provide requisite documentation in order to commence identity proofing.  The documentation needed will vary depending on the level of identity proofing required by the agency.  In general, the prospective recipient will need to submit some subset of the documentation listed in the Office of Personnel Management’s I-9 publication.  The recipient may need to provide biometric information at this stage so it can be included in the background check process.  Issues associated with identity proofing for foreign nationals employed in US facilities abroad will be addressed in conjunction with the Departments of Defense and State.  Agency policies will be developed regarding application of FIPS 201 to affiliates (excluding employees and contractors) visiting their facilities and accessing their networks.

Step 2: Request Through Channels — the applicant’s sponsoring organization copies the I-9 documents and forwards copies of I-9 documents, the application, and the request for a PIV card to its management for approval.  The management authorizing official approves and forwards copies of I-9 documents and the requests to an issuing organization such as the organization’s security office.  The appropriate organizational entity establishes the validity of request through the background check process required for the level of access being requested.  

Step 3: Appear — the sponsoring organization requesting the identity token will ask the recipient to appear at the issuing organization, again with necessary I-9 documentation.  The issuing organization examines the I-9 documents presented by the recipient, copies provided by the parent organization, and physical appearance of the recipient.  

Step 4: Process — at this stage, the issuing organization confirms the validity of the request and compares the recipient’s documents as well as the physical appearance of the recipient to the data submitted by the parent organization.   If the documents are proven authentic to the applicable assurance level and the identity request is deemed valid, the office begins the process of issuance.

Step 5: Issue — the issuing organization photographs and fingerprints the applicant.  The applicant may also be asked to provide a PIN and a cryptographic certificate may be requested for the applicant.
  The identity token is initialized for the applicant and issued.  Actual issuance may occur during the initial visit to the issuer or may occur at a later date.
Step 6: Record — simultaneously during the issuing stage, the recipient’s name, the issuer identity, the card number, and possibly PKI certificate identification information  are enrolled and registered with the backend database that supports the PIV system.  Depending on the infrastructure design, this backend may be centralized or decentralized.

Step 7: Attempt Access — the recipient tries to use his or her newly issued identity token to access a protected resource.  The resource owner establishes access control procedures and makes the  access control determination.

Step 8: Verify — the issuing organization will make the registration information accessible on an individual request basis as requested by Authorized entities controlling access to the resources.  The resource owner may or may not choose to access the registration database to validate the recipient’s identity token.  

Step 9: Access — assuming that the process has proceeded correctly to this point and the resource owner has granted access rights to the recipient, he or she is able to successfully access the resource.  Generally, the resource owner will determine the access control process and will also be authorized some form of access to the registration databases maintained by the ID issuing offices.  The identity token is expected to be replaced and re-issued periodically and the system will support revocation notifications for exceptional circumstances, such as revocation with prejudice.
Card Specification

The standard will define mandatory and optional requirements for the identity token.  Specifically, the card topography, data printed and stored on the card, and security features will be identified in the standard. 

Mandatory Topography

The card shall have the following mandatory characteristics.  At a minimum, the card must host contact and contactless technologies, photograph, and printed text according to the following specification.  The card physical characteristics shall comply with the ISO/IEC 7810 standard.

Photograph 

The photograph shall be placed in the upper left corner on the front of the card.  Alternatively, the photograph shall be placed in the center (in a way not interfering with the contact chip location) on the front of the card.  The photograph shall be a full frontal pose from top of the head to shoulder and shall be 1.08 inch wide and 1.45 inch in length.  The background color shall be blue and a minimum of 300 dpi resolution.

Name

The names shall be printed under the photograph in all capital letters.  The font shall be ?? of ?? size.  

Circuit Chip

The contact chip shall be placed on the card in compliance with ISO/IEC 7816.  Moreover, the electronic access and communication protocol shall comply with ISO/IEC 7816.  The card shall also support a contactless interface in accordance with ISO/IEC 14443 (parts 1-4 draft).  The chip(s) shall comply with the ISO/IEC 24727 interoperability specifications.  Other mandatory features required for data processing include cryptographic algorithm support (for example, 2048 bit RSA, 256 bit AES, 256 bit SHA).  The chip shall also support fingerprint and photographic image storage, retrieval, and possibly processing.

Contractor or Other Employment Identifier

The bottom front part of the card shall print the letters “CONTRACTOR” or “EMPLOYEE”.

United States Government

The “UNITED STATES GOVERNMENT” text shall be printed on the top front portion of the card. 

Department Name

Department name and the agency logo shall be printed below the “UNITED STATES GOVERNMENT” text.  The Department name shall not exceed the more than one line.  Alternatively, the Department name shall be to the right of the photograph and below the “UNITED STATES GOVERNMENT”.  In this case, the Department name may occupy more than one line of space.

Agency Seal

Agency seal must be printed below the Department name and above the photograph.  Alternatively, the Agency seal shall be right of the photograph and below the Department name.  

Expiration Date

Expiration date shall be printed on the front bottom half of the card.  The date format shall adhere to month and two digit year.

Card Serial Number

The first line on the back of the card shall print the card serial number.  The format for card serial number will be based on the protocol defined in the FIPS 201.

Issuer Identification

The second line on the back of the card shall print the issuer identification number.    The issuer identifier shall comprise six characters of Department code, four characters of agency code, and five character of applicant unique number.

Standard Section 499, Title 18 Language

The standard Section 499, Title 18 language warning against counterfeiting, altering, or misusing the card shall be printed below the issuer identification.  

Instructions for Return of Lost Token

The card shall print the return address and instructions in case the card is lost.  The bottom back of the card is designated for these purposes.

Mandatory Card Content

The card shall carry the following information electronically.  In addition, the card must support processing of this information.

· Digital Photograph (1 or 2)

· Digital Fingerprint Images (Left and right index)

· PKI Certificates (one per access level)

· User Identity (card number?)

· Issuer Identity

The card shall perform following functions in accordance with FIPS 201.

· Cryptographic Digital Signature 

· Cryptographic Challenge Response

· Encryption / Decryption

· Key Variable Processing (possibly PIN-based notarization)

· Biometric Data Processing 

Optional Card Content

Signature

The agency may print the cardholder signature below the photograph and card holder name.  The space for the signature should not interfere with the chip location.

Emergency Response Official Identification

The agency may print “Federal Emergency Response Official” above the chip. 

Issue Date

The date of card issuance may be printed above the expiration date in the month and two digit year format.  

Magnetic Stripe 

The card may optionally have a magnetic stripe.  The magnetic stripe should be placed on the card in accordance with ISO 7811.

Physical Characteristics

The cardholder’s physical characteristics such as height, eye color, and hair color may be printed on the back of the card.  Moreover, these physical characteristics may be digitally stored on the storage medium. 

Standard Language for Emergency Responder

The standard language for emergency responder may be printed on the back of the card.  The printed statement should read “The bearer of this card is a designated Emergency Responder.  After credential verification, bearer should be given access to controlled areas.”

Bar Code 39 Dimension Bar Code

The left corner (from top to bottom) on the back of the card may be used to print bar code.  The data encoding should be done using Bar Code 39 scheme.  However, the data stored will not be standardized by FIPS 201.

Form Number

The bottom back of the card may print form number in one line.

Electronic Content Digitally Signed By Issuer
The issuer may digitally sign the data stored on the storage medium.  The data elements that may be signed include the following:

· Employee/Contractor Status

· Second Digital Photograph

· Ten Finger Digital Fingerprint Image 

· Card Holder’s Signature (Ties card to holder)

· Emergency Responder Designation

· Date of Issue

· Height

· Hair Color

· Eye Color

Schedule

The timetable for implementing the PIV standard is relatively short, necessitating great diligence and adherence to the schedule.  The consequences of not accomplishing this task set forth by the President or missing the February 28, 2005, deadline are continued lack of interoperability and mutual acceptance among Federal government badge-based facilities access systems and information system access control systems.  Moreover, vulnerability of exposure to penetration of Federal facilities by terrorists and other criminals will continue to remain.  Note that FIPS 201 is being developed to meet a Homeland Security Presidential Directive, and should be treated with extremely high priority.

Below are important milestones in the proposed Phase I schedule.  T
September 8, 2004 - Distribute concept to FICC IAB / TIWG Members 

September 14, 2004 – Concept comments to NIST
September 15, 2004 – First TIWG meeting

September 21, 2004 – Initial FIPS 201 draft submission to the TIWG

September 22, 2004 – Collection of comments through selected representatives

October 6, 2004 – Government only workshop

October 7, 2004 – Public workshop

October 12, 2004 – Collection of comments on the government workshop material

October 21, 2004 – Collection of comments on public workshop material

November 8, 2004 – Public draft of FIPS 201 standard

December 23, 2004 – Collection of comments on public draft

January 14, 2004 – Completion of revision of draft FIPS 201 standard

February 4, 2004 – Delivery of FIPS 201 submission package by NIST to DoC

February 25, 2004 – DoC approval
Phase II – Implementation Guidance and Critical Support

Upon completion of the FIPS 201 standard, NIST will provide implementation guidelines and recommendations to Federal government agencies.  Specific technical support activities will include the following:

· Specification of Issuer Software

· Management of Software Development and Acquisition (Product by Agency)
· Issuer and Component Certification Management (Responsibility/Procedure) 
· Assignment and Set-up of Inter-agency System Oversight/Management 
· Coordination of Procurement Specifications (Conformance to Standard) 
· Set-up and Management/Oversight of Certification Facilities 
· Logical Access Security Configuration Recommendations/Guidelines (Including Applications) 
· Establishment of Training Policies/Procedures/Responsibilities/Materials
The software specifications for card issuance software are expected to  include definitions and details of the following:

· Biometric capture

· Capture, storage, and maintenance of textual information

· Certificate acquisition and management

· Digital Signature

· Certificate and cardholder revocation
· PIN capture and use
· Challenge/response programming
· Card data access control
· Issuer data access control

· External interfaces
The consequences of not accomplishing activities of Phase II will result in lack of early operational interoperability due to varying implementations of the Standard.  Also, the proper authorities will be unable to validate initial implementations due to the absence of conformance criteria and tests.  For some agencies, lack of Phase II support may result in delayed implementation of the FIPS 201 standard.  

Phase III – Maintenance Support

Upon completion of Phase II activities, NIST will provide the necessary maintenance support to ensure agencies are implementing interoperable and secure PIV systems.  Additional support that may be necessary during this phase include the following:

· Validation of Requirements and Refinement of Implementation Specification
· Implementation Standards, Guidelines, Reference Implementations, and Conformance Tests 

· Security Specifications 

· Procurement Guidelines 

· Multi-technology Implementation Guidance (to include component placement and physical topology) 

· Identity Credential Card Creation and Lifecycle Management 

· International Technical Specification Standards 

· Secure Communications Protocol Standards 
Failure to accomplish activities of Phase III may result in breakdown of interoperability among federal government identity verification systems.  Also, the proper authorities will be unable to validate implementations and upgrades due to the absence of conformance criteria and tests.  Agencies may potentially fail to maintain security of their systems due to lack of the standard at other agencies.  Some incompatibilities will also arise in Federal implementation of additional applications if the base system is not strong.  

� http://www.icao.int/mrtd/download/documents/Annex%20I%20-%20Contactless%20ICs.pdf


� Note that the issuing agency is responsible for the necessary PKI certificate management.
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