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NIST announces the release of draft SP 800-160, Systems Security Engineering: Considerations for
a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems.

The United States has developed incredibly powerful and complex systems—systems that are
inexorably linked to the economic and national security interests of the Nation. The complete
dependence on those systems for mission and business success in both the public and private
sectors, including the critical infrastructure, has left the Nation extremely vulnerable to hostile
cyber-attacks and other serious threats. With the continuing frequency, intensity, and adverse
consequences of cyber-attacks, disruptions, hazards, and threats to federal, state, and local
governments, the military, businesses, industry, and the critical infrastructure, the need for
trustworthy secure systems has never been more important.

Engineering-based approaches to solutions are essential to managing the growing complexity,
dynamicity, and interconnectedness of today’s systems—as exemplified by cyber-physical systems
and systems-of-systems, including the Internet of Things. Managing the complexity of today’s
systems and being able to claim that those systems are trustworthy and secure means that first and
foremost, there must be a level of confidence in the feasibility and correctness-in-concept,
philosophy, and design, regarding the ability of a system to function securely as intended. Failure to
address the complexity issue in this manner will continue to leave the Nation susceptible to the
consequences of an increasingly pervasive set of disruptions, hazards, and threats with potential for
causing serious, severe, or even catastrophic consequences.

NIST Special Publication 800-160 attempts to bring greater clarity to the difficult and challenging
problems associated with a systems-oriented viewpoint on realizing trustworthy secure systems—
and does so through the considerations set forth in a set of standards-based systems engineering
processes applied throughout the life cycle. The public comment period for this publication is May
4 through July 1, 2016. Comments can be sent to: sec-cert <at> nist.gov.
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Authority

This publication has been developed by NIST to further its statutory responsibilities under the
Federal Information Security Modernization Act (FISMA) of 2014, 44 U.S.C. §8 3541 et seq.,
Public Law (P.L.) 113-283. NIST is responsible for developing information security standards
and guidelines, including minimum requirements for federal information systems, but such
standards and guidelines shall not apply to national security systems without the express approval
of appropriate federal officials exercising policy authority over such systems. This guideline is
consistent with the requirements of the Office of Management and Budget (OMB) Circular A-
130.

Nothing in this publication should be taken to contradict the standards and guidelines made
mandatory and binding on federal agencies by the Secretary of Commerce under statutory
authority. Nor should these guidelines be interpreted as altering or superseding the existing
authorities of the Secretary of Commerce, Director of the OMB, or any other federal official. This
publication may be used by nongovernmental organizations on a voluntary basis and is not
subject to copyright in the United States. Attribution would, however, be appreciated by NIST.

National Institute of Standards and Technology Special Publication 800-160
Natl. Inst. Stand. Technol. Spec. Publ. 800-160, 307 pages (May 2016)

CODEN: NSPUE2

Certain commercial entities, equipment, or materials may be identified in this document in order
to describe an experimental procedure or concept adequately. Such identification is not intended
to imply recommendation or endorsement by NIST, nor is it intended to imply that the entities,
materials, or equipment are necessarily the best available for the purpose.

There may be references in this publication to other publications currently under development by
NIST in accordance with its assigned statutory responsibilities. The information in this publication,
including concepts, practices, and methodologies, may be used by federal agencies even before
the completion of such companion publications. Thus, until each publication is completed, current
requirements, guidelines, and procedures, where they exist, remain operative. For planning and
transition purposes, federal agencies may wish to closely follow the development of these new
publications by NIST.

Organizations are encouraged to review draft publications during the designated public comment
periods and provide feedback to NIST. Many NIST cybersecurity publications, other than the ones
noted above, are available at http://csrc.nist.gov/publications.

Public comment period: May 4 through July 1, 2016
All comments are subject to release under the Freedom of Information Act (FOIA).

National Institute of Standards and Technology
Attn: Computer Security Division, Information Technology Laboratory
100 Bureau Drive (Mail Stop 8930) Gaithersburg, MD 20899-8930
Electronic Mail: sec-cert@nist.gov
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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test
methods, reference data, proof of concept implementations, and technical analyses to advance the
development and productive use of information technology (IT). ITL’s responsibilities include
the development of management, administrative, technical, and physical standards and guidelines
for the cost-effective security and privacy of other than national security-related information in
federal information systems. The Special Publication 800-series reports on ITL’s research,
guidelines, and outreach efforts in information systems security and its collaborative activities
with industry, government, and academic organizations.

Abstract

This publication addresses the engineering-driven actions necessary to develop more defensible
and survivable systems—including the components that compose and the services that depend on
those systems. It starts with and builds upon a set of well-established International Standards for
systems and software engineering published by the International Organization for Standardization
(1S0O), the International Electrotechnical Commission (IEC), and the Institute of Electrical and
Electronics Engineers (IEEE) and infuses systems security engineering technigques, methods, and
practices into those systems and software engineering processes. The ultimate objective is to
address security issues from a stakeholder requirements and protection needs perspective and to
use established engineering processes to ensure that such requirements and needs are addressed
with appropriate fidelity and rigor, early and in a sustainable manner throughout the life cycle of
the system.

Keywords

Assurance; developmental engineering; disposal; engineering trades; field engineering;
implementation; information security; information security policy; inspection; integration;
penetration testing; protection needs; requirements analysis; resiliency; review; risk assessment;
risk management; risk treatment; security architecture; security authorization; security design;
security requirements; specifications; stakeholder; system-of-systems; system component; system
element; system life cycle; systems; systems engineering; systems security engineering;
trustworthiness; validation; verification.

PAGE iii



Special Publication 800-160 Systems Security Engineering
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems

Acknowledgements

The authors gratefully acknowledge and appreciate the significant contributions from individuals
and organizations in the public and private sectors, whose thoughtful and constructive comments
improved the overall quality, thoroughness, and usefulness of this publication. In particular, we
wish to thank Beth Abramowitz, Max Allway, Kristen Baldwin, Dawn Beyer, Deb Bodeau, Paul
Clark, Keesha Crosby, Judith Dahmann, Kelley Dempsey, Jennifer Fabius, Daniel Faigin, Jeanne
Firey, Jim Foti, Robin Gandhi, Rich Graubart, Daryl Hild, Peggy Himes, Danny Holtzman,
Cynthia Irvine, Ken Kepchar, Stephen Khou, Thuy Nguyen, Elizabeth Lennon, Alvi Lim, Logan
Mailloux, Dennis Mangsen, Rosalie McQuaid, Joseph Merkling, John Miller, Lisa Nordman,
Paul Popick, Thom Schoeffling, Matt Scholl, Gary Stoneburner, Glenda Turner, Mark Winstead,
and William Young for their individual contributions to this publication.

We would also like to extend our sincere appreciation to the National Security Agency; Naval
Postgraduate School; Department of Defense Office of Acquisition, Technology, and Logistics;
United States Air Force; Department of Homeland Security Science and Technology Office,
Cyber Security Division; Air Force Institute of Technology; International Council on Systems
Engineering, and The MITRE Corporation, for their ongoing support for the systems security
engineering project.

Finally, the authors also respectfully acknowledge the seminal work in computer security that
dates back to the 1960s. The vision, insights, and dedicated efforts of those early pioneers in
computer security serve as the philosophical and technical foundation for the security principles,
concepts, and practices employed in this publication to address the critically important problem of
engineering trustworthy and secure systems.

PAGE iv



Special Publication 800-160 Systems Security Engineering
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems

Notes to Reviewers

With the continuing frequency, intensity, and adverse consequences of cyber-attacks, disruptions,
hazards, and threats to federal, state, and local governments, the military, businesses, industry,
and the critical infrastructure, the need for trustworthy secure systems has never been more
important to the economic and national security interests of the United States. Engineering-based
approaches to solutions are essential to managing the growing complexity, dynamicity, and
interconnectedness of today’s systems—as exemplified by cyber-physical systems and systems-
of-systems. Even the notion of the Internet of Things, at its core, is a term that characterizes a
type of system.

Managing the complexity of today’s systems and being able to claim that those systems are
trustworthy and secure means that first and foremost, there must be a level of confidence in the
feasibility and correctness-in-concept, philosophy, and design, regarding the ability of a system to
function securely as intended. That basis provides the foundation to address the additional
security concerns that provide confidence for the expectation that the system functions only as
intended across the spectrum of disruptions, hazards, and threats, and to realistically bound those
expectations with respect to constraints, limitations, and uncertainty. The level of trustworthiness
that can be achieved in today’s complex systems is a function of our ability to think about system
security across every aspect of every activity, and in our ability to execute with commensurate
fidelity and rigor to produce results that provide the confidence in the basis for those claims of
trustworthiness. Failure to address the complexity issue in this manner will continue to leave the
Nation susceptible to the consequences of an increasingly pervasive set of disruptions, hazards,
and threats with potential for causing serious, severe, or even catastrophic consequences.

NIST Special Publication 800-160 attempts to bring greater clarity to the difficult and challenging
problems associated with a systems-oriented viewpoint on realizing trustworthy secure systems—
and does so through the considerations set forth in a set of standards-based systems engineering
processes applied throughout the life cycle. Complex systems present problems that require
solutions achieved through the application of the types of holistic processes represented by
ISO/IEC/IEEE 15288, a systems engineering standard that provides the foundation and basis for
the discipline of systems security engineering.

The second public draft of NIST Special Publication 800-160 represents a comprehensive update
to the initial public draft published in May 2014 and provides significant new content in a variety
of areas. In particular, this update includes:

e Systems security engineering outcomes, activities, and tasks for the thirty technical and
nontechnical systems engineering processes in the 2015 update of ISO/IEC/IEEE 15288;

e A systems security engineering framework that establishes distinct problem, solution, and
trustworthiness (or fit-for-purpose) contexts for systems security engineering application;

o A references and related publications section for each systems security engineering activity
to provide additional information for more effective execution of the engineering processes;

e An elaboration section for each systems security engineering task to explain aspects, intent,
and to offer relationships with other engineering processes;

e A comprehensive set of foundational security design principles and concepts that support the
process considerations to develop trustworthy secure systems;
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e A targeted set of engineering and security fundamentals that supports the understanding of
the systems engineering processes and security considerations offered;

o A system resiliency framework that includes resiliency goals, objectives, techniques, and
approaches that can be applied to achieve system resilience objectives;

e Anexemplar set of cross-references from the NIST Risk Management Framework (RMF)
process steps to relevant systems security engineering activities;

e Updated references and definitions that are consistent with international standards;

e Adjudicated comments and feedback received from public and private sector contributors
during the initial public review process; and

o Placeholders for new and still-under-construction appendices to be completed prior to final
publication.

Your feedback on our draft publications is important to us. We greatly appreciate each and every
contribution from our reviewers. The very insightful comments from both the public and private
sectors, nationally and internationally, continue to help shape the final publications to ensure that
they are meeting the needs and expectations of our customers. The feedback obtained from this
public review will be incorporated into a final draft of the publication targeted for the Fall with an
expected final publication by the end of 2016.

-- RON ROSS
JOINT TASK FORCE LEADER
FISMA IMPLEMENTATION PROJECT LEADER
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Prologue

“Among the forces that threaten the United States and its interests are those that blend the
lethality and high-tech capabilities of modern weaponry with the power and opportunity of
asymmetric tactics such as terrorism and cyber warfare. We are challenged not only by novel
employment of conventional weaponry, but also by the hybrid nature of these threats. We have
seen their effects on the American homeland. Moreover, we must remember that we face a
determined and constantly adapting adversary.”

Quadrennial Homeland Security Review Report
February 2010
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Foreword

The United States has developed incredibly powerful and complex systems—systems that are
inexorably linked to the economic and national security interests of the Nation. The complete
dependence on those systems for mission and business success in both the public and private
sectors, including the critical infrastructure, has left the Nation extremely vulnerable to hostile
cyber-attacks and other serious threats, including natural disasters, structural/component failures,
and errors of omission and commission. The susceptibility to such threats was described in the
January 2013 Defense Science Board Task Force Report entitled Resilient Military Systems and
the Advanced Cyber Threat. The reported concluded that—

“...the cyber threat is serious and that the United States cannot be confident that our critical
Information Technology systems will work under attack from a sophisticated and well-resourced
opponent utilizing cyber capabilities in combination with all of their military and intelligence
capabilities (a full spectrum adversary)...”

The Task Force stated that the susceptibility to the advanced cyber threat by the Department of
Defense is also a concern for public and private networks, in general, and recommended that
steps be taken immediately to build an effective response to measurably increase confidence in
the systems we depend on (in the public and private sectors) and at the same time, decrease a
would-be attacker's confidence in the effectiveness of their capabilities to compromise those
systems. This conclusion was based on the following facts:

e The success adversaries have had in penetrating our networks;

e The relative ease that our Red Teams have in disrupting, or completely defeating, our forces
in exercises using exploits available on the Internet; and

e The weak security posture of our networks and systems.

The Task Force also described several tiers of vulnerabilities within organizations including
known vulnerabilities, unknown vulnerabilities, and adversary-created vulnerabilities. The
important and sobering message conveyed by the Defense Science Board is that the top two tiers
of vulnerabilities (i.e., the unknown vulnerabilities and adversary-created vulnerabilities) are, for
the most part, totally invisible to most organizations. These vulnerabilities can be effectively
addressed by sound systems security engineering techniques, methodologies, processes, and
practices—in essence, providing the necessary trustworthiness to withstand and survive well-
resourced, sophisticated cyber-attacks on the systems supporting critical missions and business
operations.

To begin to address the challenges of the 21% century, we must:

e Understand the modern threat space (i.e., adversary capabilities and intentions revealed by the
targeting actions of those adversaries);

¢ Identify organizational assets and provide protection commensurate with the criticality of
those assets within systems and enterprises;

o Increase the understanding of the growing complexity of systems—to more effectively reason
about, manage, and address the uncertainty associated with that complexity;

e Integrate security requirements, functions, and services into the mainstream management and
technical processes within enterprises; and

o Build more trustworthy secure systems.
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System Security as a Design Problem

“Providing satisfactory security controls in a computer system is in itself a system design problem.
A combination of hardware, software, communications, physical, personnel and administrative-
procedural safeguards is required for comprehensive security. In particular, software safeguards
alone are not sufficient.”

-- The Ware Report
Defense Science Board Task Force on Computer Security, 1970.

This publication addresses the engineering-driven actions necessary to develop more defensible
and survivable systems—including the components that compose and the services that depend on
those systems. It starts with and builds upon a set of well-established International Standards for
systems and software engineering published by the International Organization for Standardization
(1S0O), the International Electrotechnical Commission (IEC), and the Institute of Electrical and
Electronics Engineers (IEEE), and infuses systems security engineering techniques, methods, and
practices into those systems and software engineering processes. The ultimate objective is to
address security issues from a stakeholder requirements and protection needs perspective and to
use established engineering processes to ensure that such requirements and needs are addressed
with the appropriate fidelity and rigor across the entire life cycle of the system.

Increasing the trustworthiness of systems is a significant undertaking that requires a substantial
investment in the requirements, architecture, design, and development of systems, components,
applications, and networks—and a fundamental cultural change to the current “business as usual”
approach. Introducing a disciplined, structured, and standards-based set of systems security
engineering activities and tasks provides an important starting point and forcing function to
initiate needed change. The ultimate objective is to obtain trustworthy secure systems that are
fully capable of supporting critical missions and business operations while protecting stakeholder
assets, and to do so with a level of assurance that is consistent with the risk tolerance of those
stakeholders.

-- Ron Ross
National Institute of Standards and Technology
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Disclaimer

This publication is designed to be used in conjunction with and as a supplement to International
Standard ISO/IEC/IEEE 15288, Systems and software engineering — System life cycle processes. It
is strongly recommended that organizations using this publication to either craft or implement a
systems security engineering process that is part of an overarching systems engineering process
obtain copies of the standard in order to fully understand the context of the security-related
activities and tasks in each of the systems engineering life cycle processes. Specific content from
the international standard that is referenced in this publication is reprinted with permission from
the Institute of Electrical and Electronics Engineers and is noted as follows:

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

PAGE xii



Special Publication 800-160 Systems Security Engineering
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems

How to Use This Publication

This publication is designed to be extremely flexible in its application to meet the diverse needs of
organizations. It is not intended to provide a specific recipe for execution—rather, it is a catalog or
handbook for achieving the identified security outcomes of each systems engineering process,
leaving it to the experience and expertise of the engineering organization to determine what is
correct for their purpose. Organizations choosing to use this guidance for their systems security
engineering efforts can select and employ some or all of the thirty ISO/IEC/IEEE 15288 processes
and some or all of the security-related activities and tasks defined for each process. Note that
there are process dependencies, and the successful completion of some activities and tasks
necessarily invokes other processes or leverages the results of other processes.

The systems engineering processes can be used for new systems, system upgrades, or systems
that are being repurposed; can be employed at any stage of the system life cycle; and can take
advantage of any system or software development methodology including, for example, waterfall,
spiral, or agile. The engineering processes can also be applied recursively, iteratively, concurrently,
sequentially, or in parallel and to any system regardless of its size, complexity, purpose, scope,
special nature, or environment of operation.

The full extent of the application of the content in this publication is informed by stakeholder
capability and protection needs with special attention to considerations of cost, schedule, and
performance. The customizable nature of the engineering processes will help to ensure that the
systems resulting from the application of the security design principles and concepts have the
necessary and sufficient level of trustworthiness to protect the assets of stakeholders. Such
trustworthiness is made possible by the rigorous application of those security design principles and
concepts within a disciplined and structured set of processes that provides the necessary evidence
and transparency to support risk-informed decision making and trades.
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Context-Sensitive Security — Getting the Maximum Benefit from This Publication

This publication is not intended to formally define Systems Security Engineering (SSE); make a
definitive or authoritative statement of what SSE is and what it is not; define or prescribe a specific
process; or prescribe a mandatory set of activities for compliance purposes. The purpose of this
publication as outlined in the purpose section in Chapter One, is to address the activities and tasks,
the concepts and principles, and most importantly, what needs to be “considered” from a security
perspective when executing within the context of Systems Engineering (hence the alignment to
the international standard ISO/IEC/IEEE 15288). The title of the publication, Systems Security
Engineering — Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy
Secure Systems, was chosen to appropriately convey how the content can be used to achieve the
maximum benefit.

e The use of the term “considerations” is intended to emphasize that this document is not
claiming to be “the” answer for the formal statement of SSE. It does not define SSE, but rather
offers considerations towards what can and should be done now and from which there can be
continued evolution and maturation towards more effective and context—sensitive application
of the considerations to address the breadth and depth of system security problems. In that
regard, the document is not “a process” but a collection of related processes, where each
process addresses an aspect of the system security problem space and offers a cohesive set of
activities, tasks, and outcomes that combine to achieve the end goal. The application of any
process must be properly calibrated to the objectives and constraints in the context to which
the process is applied.

e The use of the term “in the engineering of” is intended to emphasize that the focus is on
engineering (vice building). The core objective of the publication is to be engineering-based,
not operations-based or technology-based. The considerations are grounded in the systems
engineering processes. Organizations using the publication will certainly tailor the processes
for effectiveness, feasibility, and practicality, but in doing so they have the responsibility to
achieve the stated outcomes nonetheless. There can be legitimate variances with the specific
activities and tasks and how they are or are not accomplished, or whether they do or do not
have value in the particular context of their application. These variances occur when differing
and sometimes conflicting views must be addressed and traded among to help achieve the
combined objectives of stakeholders in a cost-effective manner.

Context-sensitive security means that stakeholders establish the value of their assets and the
context to subsequently apply the SSE activities and tasks that provide a level of asset protection
and trustworthiness that falls within their risk tolerance—including, whenever necessary, the
procurement of commercial products and services to achieve that required level of protection and
trustworthiness. Context-sensitive application of the SSE activities and tasks in this publication is
precisely what systems engineering expects. With sufficient understanding of SSE, the context-
sensitive application happens as a natural by-product of systems engineering. Thus, it is essential
that the processes be adaptable and tailorable to address the complexity and the dynamicity of all
factors that define the system and its environmental context, to include the system-of-systems
environment—where such systems may not have a single owner, be under a single authority, or
operate within a single set of priorities. The system-of-systems context potentially requires the
execution of systems engineering processes along a different line of reasoning. The fundamentals
and concepts of SSE are still applicable, but may have to be applied differently. This is one of the
primary design objectives for the Systems Security Engineering Framework and the SSE activities
and tasks provided in this publication.
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The Power of Science and Engineering

When we drive across a bridge, we generally have a reasonable expectation that the bridge we are
crossing will not collapse and will get us to our destination without incident. For bridge builders,
it's all about the physics—equilibrium, static and dynamic loads, vibrations, and resonance. The
science of physics combines with sound civil engineering principles and concepts to produce a final
product that we deem adequately trustworthy, giving us a level of confidence that the bridge is fit-
for-purpose.

For system developers, there are very similar fundamental principles in mathematics, computer
science, and systems/software engineering, that when properly employed, provide the necessary
and sufficient trustworthiness to give us that same level of confidence. Systems with an adequate
level of trustworthiness cannot be achieved by applying best practices in cyber/security hygiene
alone. Rather, it will take a significant and substantial investment in strengthening the underlying
systems and system components by initiating multidisciplinary systems engineering efforts driven
by well-defined security requirements, secure architectures and designs—efforts that have been
proven to produce sound engineering-based solutions to complex and challenging systems security
problems. Only under those circumstances, will we build and deploy systems that are adequately
secure and exhibit a level of trustworthiness that is sufficient for the underlying purpose that the
system was built.
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The Security View of the System and the Engineering Process

This publication provides a security view of a system and the systems engineering processes in
ISO/IEC/IEEE 15288. There are frequently situations where individuals representing a particular
engineering interest such as security, need a set of process activities and tasks that directly and
succinctly address their concerns. For such interests, a security process view has been developed
to organize the outcomes, activities, and tasks selected from ISO/IEC/IEEE 15288 to provide a
focus to those security concerns for application throughout all stages in the system life cycle.
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CHAPTER ONE

INTRODUCTION

THE NEED FOR SYSTEMS ENGINEERING-BASED TRUSTWORTHY SECURE SYSTEMS

he need for trustworthy secure systems stems from a variety of characteristics of today’s

systems.! These characteristics include the ever-evolving growth in the geographic size

and the number and types of components and technologies? that compose the system; the
complexity and dynamicity in the interactions, behavior, and outcomes of system elements; and
the increased dependence that results in consequences of major inconvenience to catastrophic loss
due to disruptions, hazards, and threats within the global operating environment. The fundamental
problem can be simply stated—today’s systems have dimensions and an inherent complexity that
require a disciplined and structured engineering approach in order to achieve any expectation that
the inherent complexity can be effectively managed within the practical and feasible limits of
human capability and certainty.

Managing the complexity of today’s systems and being able to claim that those systems are
trustworthy and secure means that first and foremost, there must be a level of confidence in the
feasibility and correctness-in-concept, philosophy, and design, regarding the ability of a system to
function securely as intended. That basis provides the foundation to address the additional
security concerns that provide confidence for the expectation that the system functions only as
intended across the spectrum of disruptions, hazards, and threats, and to realistically bound those
expectations with respect to constraints, limitations, and uncertainty. The level of trustworthiness
that can be achieved in today’s complex systems is a function of our ability to think about system
security across every aspect of every activity, and in our ability to execute with commensurate
fidelity and rigor to produce results that provide the confidence in the basis for those claims of
trustworthiness. Failure to address the complexity issue in this manner will continue to leave the
Nation susceptible to the consequences of an increasingly pervasive set of disruptions, hazards,
and threats with potential for causing serious, severe, or even catastrophic consequences.

Systems engineering provides the basic foundation for a disciplined approach to engineering
today’s trustworthy systems. Trustworthiness, in this context, means simply worthy of being
trusted to fulfill whatever critical requirements may be needed for a particular component,
subsystem, system, network, application, mission, enterprise, or other entity [Neumann04].
Trustworthiness requirements can include, for example, attributes of safety, security, reliability,
dependability, performance, resilience, and survivability under a wide range of potential adversity
in the form of disruptions, hazards, and threats. Effective measures of trustworthiness are
meaningful only to the extent that the requirements are sufficiently complete and well-defined,
and can be accurately assessed.

1 The term system includes, for example: general-purpose information systems; industrial and process control systems;
weapons systems; vehicular systems; environmental control systems; small form-factor devices; command, control, and
communications systems, and cyber-physical systems. These systems can be found in a variety of critical infrastructure
sectors such as national defense, financial, transportation, manufacturing, healthcare, energy, and law enforcement.

2 The term technology is used in the broadest context in this publication to include computing, communications, and
information technologies as well as any mechanical, hydraulic, pneumatic, or structural components in systems that
contain or are enabled by such technologies. This view of technology provides an increased recognition of the digital,
computational, and electronic foundation of modern complex systems and the importance of the trustworthiness of that
foundation in providing the system’s core functional capability.
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From a security perspective, a trustworthy system is a system that meets specific security
requirements in addition to meeting other critical requirements. Systems security engineering,
when properly integrated into systems engineering, provides the needed complementary
engineering capability that extends the notion of trustworthiness to deliver trustworthy secure
systems. Trustworthy secure systems are less susceptible, but not impervious to, the effects of
modern adversity that includes attacks orchestrated by an intelligent adversary.

While it is impossible to know all potential forms of adversity or to stop all anticipated
disruptions, hazards, and threats, the basic architecture and design of systems can make those
systems inherently less vulnerable, provide an increased level of penetration resistance, and offer
engineered-in resilience that can be leveraged by system owners and operators—allowing
missions and business functions to exercise resilience techniques even when the systems are
operating in degraded or debilitated states. Moreover, the effects of disruptions, hazards, and
threats to include sophisticated and well-orchestrated cyber-attacks can be reduced or controlled
by the application of well-defined security design principles, concepts, and techniques upon
which systems security engineering activities and tasks are based. And finally, having a greater
level of trustworthiness in a system means it is possible to put procedures in place to help
individuals (i.e., human system element) respond more effectively to attacks and other
disruptions, in concert with or independent of, the machine/technology system elements.

This publication defines security as the freedom from those conditions that can cause loss of
assets® with unacceptable consequences, with recognition that it is imperative that the specific
scope of security must be clearly defined by stakeholders in terms of the assets to which security
applies and the consequences against which security is assessed.* This publication defines systems
security engineering as a specialty discipline of systems engineering. It provides considerations
for the security-oriented activities and tasks that produce security-oriented outcomes as part of
every systems engineering process activity with focus given to the appropriate level of fidelity
and rigor in analyses to achieve assurance and trustworthiness objectives.

Systems security engineering contributes to a broad-based and holistic security perspective and
focus within the systems engineering effort. This ensures that stakeholder protection needs and
security concerns associated with the system are properly identified and addressed in all systems
engineering tasks throughout the system life cycle. This includes the protection of intellectual
property in the form of data, information, methods, techniques, and technology that are used to
create the system or that are incorporated into the system. Systems security engineering activities
draw upon the combination of well-established systems engineering and security principles,
concepts, and techniques to leverage, adapt, and supplement the relevant principles and practices
of systems engineering. Such engineering activities are performed systematically and consistently
to achieve a set of outcomes within every stage of the system life cycle, including concept,
development, production, utilization, support, and retirement.

3 The term asset refers to an item of value to stakeholders driven by life cycle concerns that include, but are not limited
to, those concerns of business or mission. An asset may be tangible (e.g., a physical item such as hardware, firmware,
computing platform, network device, or other technology component) or intangible (e.g., data, information, software,
trademark, copyright, patent, intellectual property, image, or reputation). Assets have associated consequences of loss
that determine their value, criticality, irreplaceability, and the degree to which they are relied upon to achieve mission,
business, or stakeholder goals and objectives. From these characteristics, the appropriate protections are engineered to
provide for system security performance and effectiveness against asset loss and the associated consequences.

4 Adapted from [NASA11].
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The effectiveness of any engineering discipline first requires a thorough understanding of the
problem to be solved and consideration of all feasible solution options before taking action to
solve the identified problem. To maximize the effectiveness of systems security engineering,
security requirements for the protection of all relevant assets and driven by business, mission, and
all other stakeholder asset loss concerns, must be defined and managed as first-order engineering
requirements and cannot be addressed independently or after the fact. Rather, the protection®
capability must be engineered in and tightly integrated into the system as part of the system life
cycle process. Understanding stakeholder asset protection needs (including assets that they own
and assets that they do not own but must protect) and expressing those needs through well-
defined security requirements becomes an important investment in mission/business success in
the modern age of global commerce, powerful computing systems, and network connectivity.

1.1 PURPOSE AND APPLICABILITY
The purpose of this publication is fivefold:

e To provide a basis to formalize a discipline for systems security engineering in terms of its
principles, concepts, and activities;

e To foster a common mindset to deliver security for any system, regardless of its scope, size,
complexity, or stage of the system life cycle;

e To provide considerations and to demonstrate how systems security engineering principles,
concepts, and activities can be effectively applied to systems engineering processes;

e To advance the field of systems security engineering by promulgating it as a discipline that
can be applied and studied; and

e To serve as a basis for the development of educational and training programs, including the
development of individual certifications and other professional assessment criteria.

The systems security engineering discipline is applicable at each stage of the system life cycle
and provides security considerations for the following types of systems:

o New systems: The engineering effort includes such activities as concept exploration, analysis
of alternatives, and preliminary or applied research to refine the concepts and/or feasibility of
technologies employed in a new system. This effort is initiated during the concept and
development stages of the system life cycle.

e Reactive modifications to fielded systems: The engineering effort occurs in response to
adversity in the form of disruptions, hazards, and threats such as cyber-attacks, incidents,
errors, accidents, faults, component failures, and natural disasters that diminish or prevent the
system from achieving its design intent. This effort occurs during the production, utilization,
and/or support stages of the system life cycle and may be performed concurrently with or
independent of day-to-day operations.

e Planned upgrades to fielded systems while continuing to sustain day-to-day operations:
The planned system upgrades may enhance an existing system capability, provide a new

5 The term protection, in the context of systems security engineering, has a very broad scope and is primarily oriented
on the concept of assets and asset loss. Thus, the protection capability provided by a system goes beyond prevention
and is intended to control the consequences of asset loss including, for example: forecasting or predicting asset loss;
avoiding asset loss; detecting asset loss; limiting, containing, or restricting asset loss; responding to asset loss; and
recovering from and reconstituting after asset loss.
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capability, or constitute a technology refresh of an existing capability. This effort occurs
during the production/utilization/support stages of the system life cycle.

e Planned upgrades to fielded systems that result in new systems: The engineering effort is
carried out as if developing a new system with a system life cycle that is distinct from the life
cycle of a fielded system. The upgrades are performed in a development environment that is
independent of the fielded system.

e Agile systems: The engineering effort involves migrating or adapting a system or system
implementation from one operational environment or set of operating conditions to another
operational environment or other set of operating conditions.®

e System-of-systems (SoS): The engineering effort occurs across a set of constituent systems,
each with its own stakeholders, primary purpose, and planned evolution. The composition of
the constituent systems into a system-of-systems [Maier98] produces a capability that would
otherwise be difficult or impractical to achieve. This effort can occur across a continuum of
SoS types—from a relatively informal, unplanned system-of-systems concept and evolution
that emerges over time via voluntary participation, to degrees of more formal execution with
the most formal being a system-of-systems concept that is directed, planned, structured, and
achieved via a centrally managed engineering effort.

e Retirement of all or portions of fielded systems: The engineering effort removes system
functions or services and associated system elements from operation, to include removal of
the entire system, and may also include the transition of system functions and services to
some other system. The effort occurs during the retirement stage of the system life cycle and
may be carried out while sustaining day-to-day operations.

The considerations set forth in this publication are applicable to all federal systems other than
those systems designated as national security systems as defined in 44 U.S.C., Section 3542.
These considerations have been broadly developed from a technical and technical management
perspective to complement similar considerations for national security systems and may be used
for such systems with the approval of federal officials exercising policy authority over such
systems. State, local, and tribal governments as well as private sector entities are encouraged to
consider using the material in this publication, as appropriate. The applicability statement above
is not meant to limit the technical and technical management application of these considerations
therein. That is, the security design principles, concepts, techniques, and best practices described
in this publication can be broadly applied to any system to achieve system-oriented security and
the trustworthiness objectives.

1.2 TARGET AUDIENCE

This publication is intended for security engineering and other engineering professionals who are
responsible for the activities and tasks that are defined by the systems engineering processes
described in Chapter Three. The term systems security engineer is used specifically to include

6 Increasingly, there is a need to reuse or leverage system implementation successes within operational environments
that are different from which they were originally designed and developed. This type of reuse or reimplementation of
systems within other operational environments is more efficient and represents potential advantages in maximizing
interoperability between various system implementations. The engineering of agile systems offers unique challenges to
the system security engineer based on the similarities and differences between the systems. The similarities offer the
potential for reuse of development, assessment, and related approaches, whereas the differences increase the likelihood
of invalidly applying assumptions from one operating environment to another with potentially severe or catastrophic
effects.
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those security professionals who perform any or all of the activities and tasks identified by the
systems engineering processes. It may apply to an individual or a team of individuals from the
same organization or different organizations.” This publication can also be used by professionals
who perform other system life cycle activities or activities related to the education and/or training
of systems engineers and systems security engineers. These include, but are not limited to:

¢ Individuals with systems engineering, architecture, design, development, and integration
responsibilities;

o Individuals with software engineering, architecture, design, development, integration, and
software maintenance responsibilities;

¢ Individuals with security governance, risk management, and oversight responsibilities;

¢ Individuals with independent security verification, validation, testing, evaluation, auditing,
assessment, inspection, and monitoring responsibilities;

¢ Individuals with system security administration, operations, maintenance, sustainment,
logistics, and support responsibilities;

e Individuals with acquisition, budgeting, and project management responsibilities;
e Providers of technology products, systems, or services; and

e Academic institutions offering systems security engineering and related programs.

“This whole economic boom in cybersecurity seems largely to be a consequence of poor engineering.”
-- Carl Landwehr, Communications of the ACM, February 2015

1.3 ORGANIZATION OF THIS SPECIAL PUBLICATION
The remainder of this special publication is organized as follows:

e Chapter Two describes the specialty discipline of system security engineering; defines the
foundational systems engineering constructs of system, system elements, system-of-interest,
system environment, enabling systems, and other systems in the operational environment;
describes the security perspective of a system including the concepts of protection needs,
security relevance, security architecture, trustworthiness, and assurance; and introduces a
notional systems security engineering framework.

o Chapter Three describes systems security engineering considerations, contributions, and
extensions to the systems engineering processes defined in the international systems and
software engineering standard ISO/IEC/IEEE 15288. Each of the thirty systems engineering
processes contains a specific set of security enhancements that augment or extend the process
outcomes, activities, and tasks defined by standard. The enhanced engineering processes
address system security as they are applied throughout the system life cycle.

7 Systems security engineering activities, tasks, concepts, and principles can be applied to a mechanism, component,
system element, system, or system-of-systems. While a mechanism can be routinely addressed by a small team, the
engineering of a system-of-systems may require an organizational structure with multiple coordinating and interacting
teams, each reporting to a lead systems engineer. The processes are intended to be tailored accordingly to facilitate their
effectiveness.
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e Supporting appendices provide additional information for the effective application of the
systems security engineering activities and tasks in this publication including: references
(Appendix A); definitions and terms (Appendix B); acronyms (Appendix C); a summary of
the security-related engineering activities and tasks (Appendix D); roles and responsibilities
associated with the engineering team (Appendix E); security design principles and concepts
(Appendix F); engineering and security fundamentals (Appendix G); system resiliency
concepts, methods, and techniques (Appendix H); security requirements considerations
(Appendix 1); software security and assurance methods and techniques (Appendix J);
hardware security and assurance methods and techniques (Appendix K); system security
analysis methods (Appendix L); and cross-references to the Risk Management Framework
(Appendix M).8

Engineering for Success

Don’t focus on what is likely to happen—focus on what can happen. And be prepared. In essence,
that is what systems security engineering means by adopting a proactive and reactive strategy in
the form of a philosophy of protection. That is—proactively planning to prevent the loss of an
asset that you are not willing to accept; being in a position to proactively minimize the
consequences of such a loss; and reactively responding to the loss when it does happen.

8 There are appendices included in this publication that describe specialty areas (e.g., software assurance) that support
the systems engineering processes. The material in these appendices represents a specialty perspective of its concepts,
methods, and techniques. Three considerations are associated with specialty perspectives and their interpretation: they
may not contain the system perspective; they may be provided in the absence of specific preconditions, assumptions,
and constraints that would typically be levied on a specialty area when applied in the context of a specific systems
engineering objective and bound by associated constraints; or they may be provided with implicit assumptions and
preconditions that might conflict with the proper interpretation and/or application in contexts that do not have those
assumptions and preconditions. Notwithstanding, an objective of systems engineering is to work across all specialty
views with a common and appropriate systems perspective that includes all relevant preconditions and assumptions.
For this to occur, it is the primary responsibility of the contributing specialty disciplines to translate their terminology,
knowledge, methods, approaches, findings, results, and recommendations into a systems perspective and view that
systems engineers understand, can apply, and can effectively trade across. Specialty areas provide maximum value
added when they are implemented in a systems engineering-based life cycle process and operate seamlessly in that
environment.
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Systems Security Engineering — A Specialty Discipline

Security, like safety and other system quality properties, is an emergent property of a system.
System security is the application of engineering and management principles, concepts, criteria,
and techniques to optimize security within the constraints of operational effectiveness, time, and
cost throughout all stages of the system life cycle. When performing appropriate analysis, the
evaluation is performed holistically by tying into systems security engineering concepts and best
practices and ensuring that system security has an integrated, system-level perspective.

Systems security engineering focuses on the protection of stakeholder and system assets so as to
exercise control over asset loss and the associated consequences. Such protection is achieved by
carrying out the specific activities and tasks in the system engineering processes with the objective
of eliminating or reducing vulnerabilities and minimizing or constraining the impact of exploiting or
triggering those vulnerabilities. This approach helps to reduce the susceptibility of systems to a
variety of simple, complex, and hybrid threats including physical and cyber-attacks; structural
failures; natural disasters; and errors of omission and commission. This reduction is accomplished
by fundamentally understanding stakeholder protection needs and subsequently employing sound
security design principles and concepts throughout the systems engineering processes. These
processes, if properly carried out (to include the identified systems security engineering activities
and tasks), result in systems that are adequately secure relative to the asset loss consequences
and associated risk based on measurable assurance and trustworthiness in the systems security
performance and effectiveness.

To accomplish the security objectives described above, systems security engineering, as a specialty
discipline of systems engineering, provides several distinct perspectives and focus areas which set
it apart from other engineering disciplines. These include the engineering of security functions;
addressing the security aspects associated with the engineering of non-security functions; and
protecting the intellectual property and otherwise sensitive data, information, technologies, and
methods utilized as part of the systems engineering effort.
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CHAPTER TWO

THE FUNDAMENTALS

THE PRINCIPLES AND CONCEPTS ASSOCIATED WITH SYSTEMS SECURITY ENGINEERING

ystems engineering is a collection of system life cycle technical and nontechnical processes

with associated activities and tasks. The technical processes apply engineering analysis and

design principles to deliver a system with the capability to satisfy stakeholder requirements
and critical quality properties.® The nontechnical processes provide for engineering management
of all aspects of the engineering project, agreements between parties involved in the engineering
project, and project-enabling support to facilitate execution of the engineering project.

Systems engineering is intentionally system-holistic in nature, whereby the contributions across
multiple engineering disciplines and specialty disciplines are evaluated and balanced to produce a
coherent capability that is in fact, the system. Systems engineering applies critical thinking to
solve problems and balances the often-conflicting design constraints of operational and technical
performance, cost, schedule, and effectiveness to optimize the solution, and to do so with an
acceptable level of risk. Systems engineering is outcome-oriented and leverages a flexible set of
engineering processes to effectively manage complexity and that serve as the principal integrating
mechanism for the technical, management, and support activities related to the engineering effort.

Systems engineering efforts are a very complex undertaking that requires the close coordination
between the engineering team and stakeholders throughout the various stages of the system life
cycle.® While systems engineering is typically considered in terms of its developmental role as
part of the acquisition of a capability, systems engineering efforts and responsibilities do not end
once a system completes development and is transitioned to the environment of operation for day-
to-day operational use. Stakeholders responsible for utilization, support, and retirement of the
system provide data to the systems engineering team on an ongoing basis. This data captures their
experiences, problems, and issues associated with the utilization and sustainment of the system.
They also advise on enhancements and improvements made or that they wish to see incorporated
into system revisions. In addition, field engineering (also known as sustainment engineering)
efforts provide on-site, full life cycle engineering support for operations, maintenance, and
sustainment organizations. Field engineering teams coexist with or are dispatched to operational
sites and maintenance depots to provide continuous systems engineering support.

An important objective of systems engineering is to deliver systems that are deemed trustworthy
in general. Specifically, for security, this objective translates to providing adequate security to
address stakeholder’s concerns related to the consequences associated with the loss of assets
throughout the system life cycle with respect to all forms of adversity. Security is one of several
emergent properties of a system and it shares the same foundational issues and challenges in its
realization as does every other emergent property of the system.'* Achieving security objectives

9 Quality properties are emergent properties of systems that include, for example: safety, security, maintainability,
resilience, reliability, availability, agility, and survivability. The engineering of some systems quality properties is
recognized as specialty engineering by the International Council on Systems Engineering (INCOSE).

10 Nomenclature for stages of the system life cycle varies, but includes, for example: concept analysis; solution
analysis; technology maturation; system design and development; engineering and manufacturing development;
production and deployment; training, operations and support; and retirement and disposal.

11 Emergent properties are typically qualitative in nature, are subjective in their nature and assessment, and require
consensus agreement based on evidentiary analysis and reasoning.
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therefore requires system security activities and considerations to be tightly integrated into the
technical and nontechnical processes of an engineering effort—that is, institutionalizing and
operationalizing systems security engineering as a proactive contributor and informing aspect to
the engineering effort. This means full integration of systems security engineering into systems
engineering and its specialties—not execution of system security as a separate set of activities
disconnected from systems engineering and other specialty engineering activities.

2.1 SYSTEMS SECURITY ENGINEERING

Systems security engineering is a specialty engineering discipline of systems engineering. The
specialty discipline applies scientific, mathematical, engineering, and measurement principles,
concepts, and methods to coordinate, orchestrate, and direct the activities of various security
engineering and other contributing engineering specialties—thus providing a fully integrated,
system-level perspective of system security. Systems security engineering, as an integral part of
systems engineering, helps to ensure that the appropriate security principles, concepts, methods,
and practices are applied during the system life cycle to achieve stakeholder objectives for the
protection of assets across all forms of adversity characterized as disruptions, hazards, and
threats; to reduce security vulnerability and therefore, reduce susceptibility to adversity; and to
provide a sufficient base of evidence that supports claims that the desired level of trustworthiness
has been achieved—that is, a level of trustworthiness that the agreed-upon asset protection needs
of stakeholders can be adequately satisfied on a continuous basis despite such adversity.

Systems security engineering, as part of a multidisciplinary systems engineering effort:

o Defines stakeholder security objectives, protection needs and concerns, security
requirements, and associated validation methods;

o Defines system security requirements and associated verification methods;
o Develops security views and viewpoints of the system architecture and design;

o Identifies and assesses vulnerabilities and susceptibility to life cycle disruptions, hazards, and
threats;

o Designs proactive and reactive protective measures encompassed within a balanced strategy
to control asset loss and associated loss consequences;

e Provides security considerations to inform systems engineering efforts with the objective to
reduce errors, flaws, and weakness that may constitute security vulnerability leading to
unacceptable asset loss and consequences;

¢ Identifies, quantifies, and evaluates the costs and benefits of protective measures and
considerations to inform analysis of alternatives, engineering trade-offs, and risk treatment'?
decisions;

o Performs system security analyses in support of decision making, risk management, and
engineering trades;

e Develops the assurance case to demonstrate that security claims for the system have been
satisfied;

e Provides evidence to support the assurance case and to substantiate the trustworthiness of the
system; and

12 In the systems engineering context of risk management, the term risk treatment is analogous to the term risk response
and consists of a variety of potential actions including mitigation, acceptance, rejection, sharing, and transference.
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o Leverages multiple security and other specialties to address all feasible solutions so as to
deliver an adequately secure and trustworthy system.

Systems security engineering leverages many security specialties and focus areas that contribute
to systems security engineering activities and tasks. These security specialties and focus areas
include, for example: computer security; communications security; transmission security; anti-
tamper protection; electronic emissions security; physical security; information, software, and
hardware assurance; and technology specialties such as biometrics and cryptography. In addition,
system security engineering leverages across contributions from other enabling engineering
disciplines, specialties, and focus areas.’® Figure 1 illustrates the relationship among systems
engineering, systems security engineering, and the contributing security and other specialty
engineering and focus areas.

SYSTEMS SECURITY ENGINEERING SECURITY AND OTHER SPECIALTIES

- A specialty engineering discipline - Contributes to systems security
of systems engineering. SYSTEMS engineering activities and tasks.

- Applies scientific, mathematical, \ ENGINEERING - Contributions from other enabling
engineering, and measurement engineering disciplines, security
principles, concepts, and methods specialties, and other focus areas
to coordinate, orchestrate, and coordinated by systems security
direct the activities of various engineering team to help ensure
security engineering and other seamless integration.
contributing engineering specialties. - Demonstrates the importance of

- Provides a fully integrated, system- " SYSTEMS SECURITY multidisciplinary approach to
level perspective of system security. ( ENGINEERING systems engineering.

Security \ - \‘\A Security \\
Specialty ~Y Speualty
Other \ Other
Specialty Securlty Specialty
Specialty

Source: Adapted from Bringing Systems Engineering and Security Together, INCOSE SSE Working Group, February 2014.

FIGURE 1: SYSTEMS ENGINEERING AND OTHER SPECIALITY ENGINEERING DISCIPLINES AND SPECIALITIES

The systems security engineering discipline provides the security perspective to the systems
engineering processes, activities, tasks, products, and artifacts. These processes, activities, and
tasks are conducted in consideration of the technical, physical, and procedural elements of the
system; the processes employed to acquire system elements and to develop, deliver, and sustain
the system; the behavior of the system in all modes of operation; and the various forms of threat
events and conditions that constitute risk with respect to the intentional or unintentional loss of
assets and associated consequences.

13 Enabling engineering disciplines and specialties include, for example, human factors engineering (ergonomics),
reliability, availability, maintainability (RAM) engineering, software engineering, and resilience engineering.
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2.2 SYSTEM AND SYSTEM ELEMENTS

The term system is used to define a set of interacting elements organized to achieve one or more
stated purposes [ISO/IEC/IEEE 15288]. Each system element is implemented to fulfill specified
requirements. System elements are technology/machine, human, and physical/environmental
elements. System elements may therefore be implemented via hardware, software, or firmware;
physical structures or devices; or people, processes, and procedures. Individual system elements
or combinations of system elements may satisfy system requirements. Interconnections between
system elements allow the elements to interact as necessary to produce capability as specified by
the requirements. Finally, every system operates within an environment that has influence on the
system and its operation.

A system element is recursively defined such that it may also be regarded as a system. The
recursive nature of the term system element allows the term system to apply equally when
referring to a discrete component or a complex, geographically distributed system-of-systems.
Because the term system may apply across a continuum from composed elements to a discrete
element, the context within which the term system is being used must be communicated and
understood. Distinguishing context is important because one observer’s system may be another
observer’s system element. Building on those two terms, the term system-of-interest is used to
define the set of system elements, system element interconnections, and the environment that is
the particular focus of the engineering effort.

The system-of-interest is supported by one or more enabling systems that provide support to the
life cycle activities associate with the system-of-interest. Enabling systems are not necessarily
delivered with the system-of-interest and do not necessarily exist in the operational environment
of the system of interest. Finally, there are other systems that the system-of-interest interacts with
in the operational environment. These systems may provide services to the system-of-interest
(i.e., the system-of-interest is dependent on the other systems) or be the beneficiaries of services
provided by the system-of-interest (i.e., other systems are dependent on the system-of-interest).
Table 1 lists the system-related constructs that are foundational to systems security engineering.

TABLE 1: FOUNDATIONAL SYSTEM-RELATED ENGINEERING-BASED CONSTRUCTS

SYSTEM Combination of interacting elements organized to achieve one or more stated
purposes.

Examples include: general and special-purpose information systems; command,
control, and communication systems; crypto modules; central processing units and
graphics processor boards; industrial/process control systems; weapons systems;
medical devices and treatment systems; financial, banking, and merchandising
transaction systems; and social networking systems.

SYSTEM ELEMENT Member of a set of elements that constitute a system.

Examples include: hardware; software; firmware; data; facilities; materials; humans;
processes; and procedures.

SYSTEM-OF-INTEREST | System that is the focus of the systems engineering effort.

ENABLING SYSTEM System that supports a system-of-interest during its life cycle stages but does not
necessarily contribute directly to its function during operation.

Examples include: computer-aided design tool, prototype, test harness, trainer, code
compilers, and code assemblers.

OTHER SYSTEM System that interacts with the system-of-interest in its operational environment.

Examples include: a global positioning system space vehicle being an “other system”
interacting with a GPS receiver as the “system-of-interest.”

Source: ISO/IEC/IEEE 15288: 2015
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The engineering effort focuses on its particular system-of-interest and the systems elements and
enabling systems that compose the system-of-interest. System elements of other systems may
place constraints on the system-of-interest and, therefore, on the engineering of the system-of-
interest. The engineering of the system-of-interest is informed by all constraints imposed by other
systems unless the constraints are formally removed. The engineering effort must therefore be
cognizant of all views of other systems regardless of the primary focus on the view that is the
system-of-interest. Figure 2 illustrates the systems engineering view of the system-of-interest.

ENVIRONMENT OF OPERATION

Enabling
System

Enabling
System

System
Element

Enabling 4_ ——

System

Enabling
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Other - Other Other
System System System

FIGURE 2: SYSTEMS ENGINEERING VIEW OF THE SYSTEM-OF-INTEREST

2.3 SYSTEM SECURITY PERSPECTIVE

Systems security engineering delivers systems deemed adequately secure by stakeholders. As
such, the notion of security, system security, and adequate security must be established so as to
provide the broader perspective of systems security engineering. For purposes of the systems
security engineering considerations in this publication, security is defined as “freedom from those
conditions that can cause loss of assets with unacceptable consequences.” A secure system is a
system that for all identified states, modes, and transitions, is deemed to be secure. It is important
to recognize that the specific scope of security must be clearly defined by stakeholders in terms of
the assets to which security applies and the consequences against which security is assessed.

Security specialties typically speak in terms of threats, with emphasis on the adversarial nature of
the threat. However, the specific causes of asset loss, and for which the consequences of asset
loss are assessed, can arise from a variety of conditions and events related to adversity, typically
referred to as disruptions, hazards, or threats. Regardless of the specific term used, the basis
constitutes all forms of intentional, unintentional, accidental, incidental, misuse, abuse, error,
weakness, defect, fault, and/or failure events and associated conditions. The correlation between
events and conditions and unacceptable asset loss consequences has several forms:
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e Events and conditions for which there is long-standing knowledge of their occurrence and the
specific loss consequences that result;

o Events and conditions that might occur (e.g., anticipated, forecasted, or simply possible) and
which would result in unacceptable consequences and for which there is a reasoned basis to
proactively address;

e Emergent events and conditions that result from the dynamic behaviors, interactions, and
outcomes among system elements, including situations where good things combine to
produce a loss; and

e Specific loss consequences that can occur with uncertainty about the specific or forecast
events and conditions that result in the loss consequences.

It is also the case that general uncertainty—that is, the limits to what we know and what we think
we know, must be recognized, accepted, and applied across all of the forms identified above. This
leads to the perspective about and concept of assurance, or having confidence about the ability of
the system to remain secure and trustworthy across all forms of adversity—driven by malicious
intent, non-malicious intent, certainty, and uncertainty.

Another aspect that system security engineering brings into scope is the technical performance,
reliability, resilience, survivability, and sustainability of protection functions and services, to
include protection function and service failure modes, behaviors, interactions, and outcomes.
When combined together, the notion of protection integrates asset loss and the associated loss
consequences into specific contexts across all system states, modes, and transitions. Therefore,
any deviations from so called “good” or secure states are encompassed in the notion of protection
against loss and loss consequences. That is, asset loss can be explicitly tied to the inability of the
system to function as specified in its normal secure mode (irrespective of why this may be the
case); the ability to operate in a by-design degraded or limited capacity secure mode, and to do so
until such time that a secure recovery (i.e., trusted recovery) is possible (through methods such as
restart, recovery, reconstitution, reconfiguration, adaptation, or failover) that reestablishes the
system in its normal secure mode. These aspects of system security overlap with the concepts of
adaptability, agility, reliability, resilience, safety, survivability, and sustainability, with the key
differentiator that system security focuses on preserving some aspect of secure function.

Systems security is an emergent property of the system. This means that system security results
from many things coming together to produce a state or condition that is free from asset loss and
the resulting loss consequences. In addition, system security is rarely defined in its own context.
Rather, system security is typically defined in the context of stakeholder business or mission
needs or operational and performance objectives. System security may also be defined in the
context of other emergent system properties including, for example, agility, maintainability,
reliability, resilience, safety, scalability, and survivability. Conversely, system security can serve
to constrain mission or business objectives or other emergent properties of the system. It can be
concluded, therefore, that systems security engineering can be realized only through processes
that support multidisciplinary interaction taking into account the predominate, contradicting,
dependent, interacting, and conflicting nature of performance, effectiveness, and emergent system
properties.

2.3.1 Protection Capability and Security

A protection capability represents the “many things that come together” in a planned manner to
produce the emergent system security property. The protections must come together properly so
as to do what the protections are supposed to do and to do nothing else (to include being made to
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do something else). Moreover, they must achieve this property despite the conditions mentioned
previously that result in asset loss and associated consequences. Accordingly, there are two forms
of protection capability:

e Active Protection: Provides the mechanisms of the system that exhibit security protection
behavior and therefore, have functional and performance attributes. These mechanisms
explicitly satisfy security requirements that address the behavior, utilization, and interaction
of and among technology/machine, environment, human, and physical system elements.

e Passive Protection: Provides the environment for the execution and construction of all
mechanisms (both active protection and general system functionality). Passive protection
includes architecture, design, and the rules that govern behavior, interaction, and utilization.

There is no system that can be engineered to be perfectly secure or absolutely trustworthy. That
fact, coupled with the basic uncertainty that exists and the trade-offs that will be made routinely
across contradicting, competing, and conflicting needs and constraints, necessitates that systems
be engineered to achieve adequate security. Adequate security results from the reasoned sum of
all system protections (both active and passive protections) for all system execution modes (e.g.,
initialization, operation, maintenance, training, shutdown); for all system states (e.g., secure,
nonsecure, normal, degraded, recovery); and for all transitions that occur between system states
and between system execution modes. Adequately secure is a determination that is made based on
weighing security protection, performance, and effectiveness against all other performance and
effectiveness objectives and constraints. Adequate security is a trade space decision driven by the
objectives and priorities of stakeholders. The foundation of the reasoning described above is
created by having well-defined security objectives and security requirements against which
evidence about the system can be accumulated and assessed to produce confidence and to justify
conclusions of trustworthiness.

2.3.2 Security and Failure

In general, failure is defined as not meeting a specified requirement, objective, or performance
measure. With respect to complexity, uncertainty, and security being an emergent property of a
system, failure can be defined in terms of the behavior exhibited by the system, the interactions
among the elements that compose the system, and the outcomes produced by the system. In this
context, a system security failure is defined as not meeting the security-relevant requirements,
objectives, and performance measures, to include exhibiting unspecified behavior, exhibiting
unspecified interactions, or producing unspecified outcomes, where there is security-relevance.

The security perspective on failure helps to distinguish among the types of security failures for
the purpose of system security analyses. Specifically, security failures can be forced or unforced,
and regardless of the nature of the failure, the results constitute some manner of asset loss with
associated adverse consequences. Forced security failures result from malicious activities of
individuals with intent to cause harm. This includes attacks by intelligent adversaries and abuse
activities of individuals that are properly part of the system—that is, the human system element.
Unforced security failures result from non-malicious activities and events. This includes
machine/technology errors, faults, and failures; human errors of omission and commission; and
incidents and accidents across machine/technology and human system elements as well as those
associated with physical, environmental, and disaster events.

Three additional considerations are relevant to security and its perspective of failure. First,

security is defined and assessed in terms of asset loss concerns of stakeholders, and therefore
security failure has to be assessed in a context that is broader than security. Second, system
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security must be assessed at the system level across all relevant informing aspects. Therefore,
collaboration with non-security specialties is necessary to properly inform security-oriented
failure analyses. Third, the events associated with security failure have historically been referred
to as threats. The system security perspective of failure recognizes that security failure can result
from any event, condition, or circumstance that produces an adverse consequence. Therefore, in
this document, the terms adversity, disruption, hazard, and threat are considered synonyms for
“bad things that happen” that are of interest to systems security engineering. The security failure
perspective is fundamental to addressing the “and does nothing else” aspect of system security
relative to system behaviors, interactions, and outcomes. A system characteristic that is related to
any discussion of system security failure is system modes and states.

2.3.3 Strategy for System Security

System security is optimized by engineering design based on a balanced proactive and reactive
loss prevention strategy. A proactive loss strategy includes planned measures that are engineered
to address what can happen rather than what might happen—to proactively identify and rid the
system of weaknesses and defects that lead to security vulnerability; to proactively understand the
certainty and uncertainty of threats, both of the adversarial and non-adversarial nature; and to put
in place the means and methods to protect against adverse consequences. Proactive systems
security engineering also includes planning for failure regardless of whether the failure results
from adversarial or non-adversarial events, and to ensure that the system can be securely resilient
to such events, and resilient otherwise.*

A reactive loss strategy assumes that despite the proactive planning and institution of means and
methods to protect against adversarial and non-adversarial events and adverse consequences,
unanticipated and otherwise unforeseen adverse consequences will occur. System security
engineering is able to provide the means for reactive response to such events, but conducting the
response as part of the engineering activities rather than as an ad hoc, fully human response. The
proactive and reactive strategies must be balanced across all assets, stakeholders, concerns, and
objectives. To achieve such balance requires that purposeful security requirements elicitation and
analysis be conducted to unambiguously and clearly ascertain the scope of security in terms of the
assets to which security applies and the associated consequences or losses against which security
is assessed.

2.3.4 Beyond Verification and Validation — Demonstrating System Security

System security is defined as “freedom from those conditions that can cause a loss of assets with
unacceptable consequences.” As such, the specific scope of security must be clearly defined by
stakeholders in terms of the assets to which security applies and the consequences against which
security is assessed. This definition of security brings with it an inherently context-sensitive and
subjective nature to any assertions or expectations about the system security objectives and the
determination that those objectives have been achieved. No single stakeholder speaks unilaterally
for all system stakeholders, and for stakeholder and system assets throughout the life cycle of the
system. Moreover, system security being an emergent property of the system, is an outcome that
results from and is assessed in terms of the composed results of the system element parts—system

14 The term failure in this sense is broadly interpreted as any deviation from specified behavior. The phrase securely
resilient refers to the system’s ability to preserve a secure state despite disruption, to include the system transitions
between normal and degraded modes. Securely resilient is a primary objective of systems security engineering. The
phrase resilient otherwise refers to security considerations applied to enable system operation despite disruption while
not maintaining a secure mode, state, or transition; or only being able to provide for partial security within a given
system mode, state, or transition.
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security is not determined relative to an assessment of any one part.’® Therefore, the requirements
and associated verification and validation methods alone do not suffice as the basis to deem a
system as being secure. Such requirements and methods are necessary but not sufficient. What is
necessary is the means to address the emergent property of security across the subjective and
often contradicting, competing, and conflicting needs and beliefs of stakeholders, and to do so
with a level of confidence that is commensurate with the asset loss consequences that are to be
addressed.

This is achieved through diligent and targeted reasoning. The reasoning takes into account system
capabilities, contributing system quantitative and qualitative factors, and how these capabilities
and factors compose in the context of system security to produce an evidentiary base upon which
analyses are conducted. These analyses, in turn, produce substantiated and reasoned conclusions
that serve as the basis for consensus among stakeholders. The ultimate objective is to be able to
claim with sufficient confidence, that the system is adequately secure relative to all stakeholder’s
objectives, concerns, and associated constraints—and to do so in a manner that is meaningful to
stakeholders and that can be recorded, traced, and evolved as variances occur throughout the life
cycle of the system.

2.3.5 System Characteristics and System Security

The characteristics of systems that impact system security vary and can include, for example, the
system make up in terms of its technology, mechanical, and physical components; the modes and
states within which the system is intended to deliver its functions and services; the criticality or
importance of the system and its constituent functions and services; the sensitivity of data or
information processed, stored, or transmitted; consequence of loss, failure, or degradation relative
to the ability of the system to execute correctly and to provide for its own protection (i.e., self-
protection);*® and monetary or other value. The characteristics of systems range from systems for
which the impact of degradation, loss, or erroneous function are insignificant, to systems where
the impact of degradation, loss, or erroneous function have significant monetary, life-threatening,
reputational, or other unacceptable consequences. Typical systems include, for example, general-
purpose information systems; cyber-physical systems; command, control, and communication
systems; flight and transportation control systems; industrial and process control systems;
cryptographic modules and processor boards; medical devices and treatment systems; weapons,
targeting, and fire control systems; merchandising transaction, financial, and banking systems;
entertainment systems, and social networking systems. Each system type has core differences in
terms of its system characteristics and how those characteristics impact the determination of
adequate security. This means that there is no standardized solution or criteria that can be broadly
applied in the engineering of adequately secure systems.

Another set of system characteristics that impact system security is the nature of the system, the
manner in which capability is delivered, and the assets required to deliver that capability and how
they are utilized throughout the system life cycle. Capability may be delivered as a service,
function, operation, or a combination thereof. The capability can be delivered fully by a single

15 An individual function or mechanism can be verified and validated for correctness and for its specific quality and
performance attributes. Those results inform the determination of system security but do not substitute for them.

16 An often overlooked but critically important aspect of system security, is the ability of the system to be able to
execute correctly (i.e., ensure integrity of execution) in the absence of any form of disruption; and the ability of the
system to protect itself and its assets. Self-protection is a required capability and makes it possible for the system to
deliver the capabilities that stakeholders require—and to do so while protecting their assets against loss and any
consequences of loss. See Appendix F, Security Design Principles for additional information on system self-protection.
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system or delivered only as the emergent combined results of a system-of-systems (SoS). The
services, functions, and operations may directly or indirectly interact with, control, or monitor
physical, mechanical, hydraulic, or pneumatic devices, or other systems or capabilities, or provide
the ability to create, manipulate, access, transmit, store, and/or share data and information. The
common themes that underlie the challenges of system security include complexity, dynamicity,
and interconnectedness; system elements based on automata, computation, and machine reliance
on system-level data and control flows and operations that enable the system to function; and the
susceptibility to adversity associated with hardware, software, and firmware-based technologies
and their development, manufacturing, handling, and distribution throughout the life cycle.

2.3.6 Role of Systems Security Engineering

Systems security engineering ultimately performs security analyses with the appropriate fidelity
and rigor to produce the evidentiary data to substantiate claims that the system is adequately
secure. The evidence spans the entire system life cycle and for all system life cycle concepts in
terms of the following three roles:

e Engineering the active protection capability of the system;

e Engineering and advising on the security aspects and constraints for the entire system in terms
of its passive protection; and

e Engineering and advising for the protection of data, information, technology, methods, and
assets associated with the system throughout its life cycle.'’

The effective execution of these roles requires a systems security engineering presence in all
systems engineering activities in order to bring together a multidisciplinary security and specialty
approach to engineering—resulting in sustainably trustworthy and adequately secure systems
throughout the system life cycle.

Systems security engineering activities are based on foundational security principles, concepts,
methods, and best practices and are intended to provide substantiated evidence-based confidence
that protective measures function only as specified, are able to enforce security policy, produce
the desired outcome, and warrant the trustworthiness that is required by stakeholders. Systems
security engineering activities and tasks may exist as, supplement, or extend the parent systems
engineering processes, activities, and tasks, or provide new security-specific methods, processes,
activities, and tasks that directly address system security considerations and objectives. Chapter
Three provides a detailed description of the systems security engineering contributions to the
systems engineering processes described in ISO/IEC/IEEE 15288.

2.4 SYSTEMS SECURITY ENGINEERING FRAMEWORK

The system security engineering framework [McEvilley15] provides a conceptual view of the key
contexts within which systems security engineering activities are conducted. The framework
defines, bounds, and focuses the systems security engineering activities and tasks, both technical
and nontechnical, towards the achievement of stakeholder security objectives and presents a
coherent, well-formed, evidence-based case that those objectives have been achieved.'® The

7 These assets typically provide some domain-specific advantage (e.g., competitive, combatant). They may constitute

intellectual properly associated with how the system is engineered, how the system is manufactured or developed, how
the system provides its capability, or the performance of the delivered capability. The Department of Defense Program
Protection Planning is an example of this role of systems security engineering.

18 Adapted from [NASA11].
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framework is independent of system type and engineering or acquisition process model and is not
to be interpreted as a sequence of flows or process steps but rather as a set of interacting contexts,
each with its own checks and balances. The systems security engineering framework emphasizes

an integrated, holistic security perspective across all stages of the system life cycle and is applied
to satisfy the milestone objectives of each life cycle stage.

The framework defines three contexts within which the systems security engineering activities are
conducted. These are the problem context, the solution context, and the trustworthiness context.
Establishing the three contexts helps to ensure that the engineering of a system is driven by a
sufficiently complete understanding of the problem articulated in a set of stakeholder security
objectives that reflect protection needs and security concerns—instead of by security solutions
brought forth in the absence of consideration of the entire problem space and its associated
constraints. Moreover, there is explicit focus and a set of activities to demonstrate the worthiness
of the solution in providing adequate security across competing and often conflicting constraints.
The framework is structured to include a closed loop feedback for interactions among and
between the three framework contexts to continuously identify and address variances as they are
introduced into the engineering effort. The feedback loop also serves as a means to achieve
continuous process improvement for the system. Each of the framework contexts is described in
the following sections.

2.4.1 The Problem Context

The problem context defines the basis for an acceptably and adequately secure system given the
stakeholder’s capability and performance needs/concerns; the constraints imposed by stakeholder
concerns related to cost, schedule, risk and loss tolerance; and other constraints associated with
life cycle concepts for the system. The problem context enables the engineering team to focus
attention on acquiring as complete an understanding of the stakeholder problem as practical; to
explore all feasible solution class options; and to select the solution class option or options to be
pursued. The problem context includes:

e Defining security objectives;

e Determining measures of success;

e Determining life cycle security concepts;*® and

e Defining security requirements.

The security objectives are foundational in that they establish and scope what it means to be
adequately secure in terms of protection against asset loss and the consequences of such asset
loss. The security objectives have associated measures of success. The measures of success

constitute specific and measureable criteria relative to operational performance measures and
stakeholder concerns. Measures of success include both strength of protection and the level of

19 The term life cycle security concept refers to all processes and activities associated with the system throughout the
system life cycle, with specific security considerations. The term is an extension of the notion of concept of operation
including, for example: processes and activities related to development; prototyping; analysis of alternatives; training;
logistics; maintenance; sustainment; evolution; modernization; disposal; and refurbishment. Each life cycle concept has
security considerations and constraints that must be fully integrated into the life cycle to ensure that security objectives
for the system can be met. Life cycle security concepts include those applied broadly during acquisition and program
management. The impact of life cycle security concepts can affect such things as RFIs, RFPs, SOWSs, source selections,
development and test environments, operating environments and supporting infrastructures, supply chain, distribution,
logistics, maintenance, training, and clearances/background checks.
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assurance, or confidence, in the protection capability that has been engineered. The two combine
to drive the development of security requirements and the development of assurance claims.

Life cycle security concepts are the processes, methods, and procedures associated with the
system throughout its life cycle and provide distinct contexts for interpretation of system security.
These concepts also serve to scope and bound attention in addressing protection needs and for
broader security-informing considerations and constraints. Protection needs are determined based
on the security objectives, life cycle concepts, and stakeholder concerns. The protection needs are
subsequently transformed into stakeholder security requirements and associated constraints on
system requirements, and the measures needed to validate that all requirements have been met. A
well-defined and stakeholder-validated problem definition and context provides the foundation
for all systems engineering and systems security engineering and supporting activities.

2.4.2 The Solution Context

The solution context transforms the stakeholder security requirements into design requirements
for the system; addresses all security architecture, design, and related aspects necessary to realize
a system that satisfies those requirements; and produces sufficient evidence to demonstrate that
those requirements have been satisfied.? The solution context is based on a balanced proactive
and reactive system security protection strategy?! that exercises control over events, conditions,
asset loss, and the consequence of asset loss to the degree possible, practicable, and acceptable to
stakeholders. The solution context includes:

o Defining the security aspects of the solution;
e Realizing the security aspects of the solution; and

e Producing evidence for the security aspects of the solution.

The security aspects of the solution include development of the system protection strategy; the
system security design requirements; the security architecture views and viewpoints; the security
design; and the associated security performance verification measures. The security aspects of the
solution are realized during the implementation of the system security design in accordance with
the security architecture and in satisfaction of the security requirements. The evidence associated
with the security aspects of the solution is obtained with a level of fidelity and degree of rigor that
is influenced by the level of assurance?®? targeted by the security objectives. Assurance evidence is
obtained from standard systems engineering verification methods (e.g., analysis, demonstration,
inspection, and test) and from complementary validation methods applied against the stakeholder
requirements. System security analyses may serve to support verification and validation activities
so as to provide a sufficient evidence base to support associated decision making and to inform
the determination of trustworthiness.

20 Security constraints are transformed and incorporated into system design requirements with metadata-tagging to
identify security relevance.

21 The system security protection strategy is consistent with the overall philosophy of protection. The philosophy of
protection, defined during the problem context, constitutes a strategy for proactive and reactive protection capability
throughout the system life cycle. The strategy has the objective to provide freedom from concerns associated with asset
loss and asset loss consequences.

22 Assurance is the measure of confidence associated with a given requirement. As the level of assurance increases, so
does the scope, depth, and rigor associated with the methods and analyses conducted.
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2.4.3 The Trustworthiness Context

The trustworthiness context provides an evidence-based demonstration, through reasoning, that
the system-of-interest is deemed trustworthy based upon a set of claims derived from security
objectives. The trustworthiness context consists of:

o Developing and maintaining the assurance case; and

o Demonstrating that the assurance case is satisfied.

Assurance claims are developed from the security objectives and associated measures of success.
The claims address the capability that the system must provide and the emergent properties and
behavior it must possess to be deemed trustworthy. The trustworthiness context is independently
informed by the security objectives, measures of success, security requirements (all forms), and
engineering solution and its supporting verification and validation evidence.

The essence of the trustworthiness context is the assurance case. An assurance case is a well-
defined and structured set of arguments and a body of evidence showing that a system satisfies
specific claims with respect to a given quality attribute.?® Assurance cases also provide reasoned,
auditable artifacts that support the contention that a claim or set of claims is satisfied, including
systematic argumentation and its underlying evidence and explicit assumptions that support the
claims [ISO/IEC 15026-2]. An assurance case is typically used to demonstrate that a system
exhibits some complex emergent property such as safety, security, resiliency, reliability, or
survivability. An effective security assurance case contains foundational security claims that are
derived from stakeholder security objectives, credible and relevant evidence that substantiates the
claims, and valid arguments that relate the various evidence to the supported security claims. The
end result provides a compelling statement that adequate security has been achieved and driven
by stakeholder needs and expectations.

Assurance cases typically include supporting information such as assumptions, constraints, and
any inferences that can affect the reasoning process. Subsequent to assurance case development,
analyses by subject-matter experts determine that all security claims are substantiated by the
evidence produced and the arguments that relate the evidence to the claims. For maximum
effectiveness, the assurance cases must be maintained in response to variances throughout the
engineering effort. The specific form of an assurance case, and the level of rigor and formality in
acquiring the evidence required by the assurance case is a function of the target (desired) level of
assurance, and the nature of the consequences for which assurance is sought.

Systems Security Engineering Framework — Why It Matters

Establishing problem, solution, and trustworthiness contexts as key components of a systems
security engineering framework ensures that the security of a system is based on achieving a
sufficiently complete understanding of the problem as defined by a set of stakeholder security
objectives, security concerns, protection needs, and security requirements. This understanding is
essential in order to develop effective security solutions—that is, a system that is sufficiently
trustworthy and adequately secure to protect stakeholder’s assets in terms of loss and the
associated consequences.

23 Software Engineering Institute, Carnegie Mellon University.
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2.4.4 System Security Analyses

System security analyses are conducted throughout the problem, solution, and trustworthiness
contexts and form an important foundational component of the systems security engineering
framework. Such analyses routinely employ concepts, principles, means, methods, processes,
practices, tools, and techniques. These analyses:

e Provide relevant data and technical interpretations of system issues from the system security
perspective;

o Are differentiated in their application to align with the scope and objectives of where they are
applied within the systems security engineering framework; and

o Are performed with a level of fidelity, rigor, and formality to produce data with a level of
confidence that matches the assurance required by the stakeholders and engineering team.

System security analyses address important topic areas related to systems security engineering
including, for example, architecture; assurance; behavior; cost; criticality; design; effectiveness;
emergence; exposure; fit-for-purpose; life cycle concepts; penetration resistance; performance;
privacy; protection needs; requirements; risk; security objectives; strength of function; security
performance; threat; uncertainty; vulnerability; verification; validation; and trades. Figure 3
provides an overview of the systems security engineering framework and its key components.
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Engineering the Right Solutions for the Right Reasons

NASCAR is the entity that governs competition among race teams that engineer, operate, and
sustain high-performance race cars designed to be extremely fast, able to operate in hostile racing
environments, and able to protect the teams’ most critical asset—the driver. The race cars are
very different than the typical family car that carries your kids to school or makes the trip to the
grocery store. Bigger, more powerful engines, larger tires, and additional safety features such as
the head and neck safety (HANS) device are just a few items that result from the automobile
engineering effort. In this example, the NASCAR team owner (the key stakeholder) wants to win
races and at the same time provide the safest possible vehicle for the driver in accordance with
rules, expectations, and constraints levied by NASCAR. Based on those stakeholder objectives,
NASCAR rules, the specific conditions anticipated on the race track, and the strategy for how the
team decides to compete, a set of requirements that include performance and safety are defined
as part of the engineering process, and appropriate investments are made to produce a race car
that meets those requirements. While the typical NASCAR race car is much more expensive than a
family car, the additional expense is justified by the stakeholder mission and business objectives,
strategy for competing, and willingness to preserve their most critical asset—the driver. Knowing
the value of your assets and engineering to protect against asset loss and the consequences of
such loss, given all types of hazards, threats, and uncertainty, are the focal points of the systems
security engineering discipline.
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CHAPTER THREE

THE PROCESSES

SYSTEM SECURITY IN SYSTEMS ENGINEERING LIFE CYCLE PROCESSES

his chapter describes the specific security considerations and contributions to systems

engineering processes to produce the security-oriented outcomes that are necessary to

achieve trustworthy secure systems. These security considerations and contributions are
provided as systems security engineering activities and tasks, and are aligned with and developed
as security extensions to the systems engineering processes in ISO/IEC/IEEE 15288, Systems and
software engineering — System life cycle processes. The thirty systems engineering processes are
organized into four families including: Agreement Processes; Organization Project-Enabling
Processes; Technical Management Processes; and Technical Processes. Figure 4 lists the systems
engineering processes and illustrates their application across all stages of the system life cycle.

Systems Engineering Life Cycle Processes

Recursive, Iterative, Concurrent, Parallel, Sequenced Execution

Organization Technical . .
Agreement Project-Enabling Management Technical Life CyCIe Stag es
Processes Processes Processes Processes
e Acquisition o Life Cycle e Project e Business or ( \
o Supply MOdel Planning Mission Analysis Concept
anagement e Project o Stakeholder
o Infrastructure Assessment Needs and
Management and Control Requirements e T ——
e Portfolio e Decision Definition Development
Management Management e System
o EUImER o Risk Req.ui.rt.ements >
Resource Management Definition 3 d
Management e Configuration e Architecture g Production
o Quality Management Definition 2
Management NI oTation o Design Definition o
. 2
e Knowledge Management e System Analysis
Management e Measurement e Implementation
e Quality e Integration
Assurance o Verification
e Transition
e Validation S
e Operation Retirement

Maintenance k )
Disposal

Source: ISO/IEC/IEEE 15288: 2015

FIGURE 4: SYSTEMS ENGINEERING PROCESSES AND SYSTEM LIFE CYCLE STAGES
The systems security engineering activities and tasks are grounded in security and trust principles

and concepts, and leverage the principles, concepts, terms, and practices of systems engineering
to facilitate consistency in their application as part of a systems engineering effort. Achieving the

CHAPTER 3 PAGE 23



Special Publication 800-160 Systems Security Engineering
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems

effective integration of systems security engineering into system engineering requires the systems
engineering processes to explicitly contain the system security activities and tasks identified by
this publication. As such, all references to systems engineering processes explicitly include the
systems security engineering activities and tasks. Moreover, any reference to a specific systems
engineering process explicitly includes all of the systems security engineering activities and tasks
defined for that process.

The systems engineering processes are not intended to be prescriptive in execution. Rather, they
are to be applied concurrently, iteratively, or recursively at any level in the structural hierarchy of
a system, with the appropriate fidelity and rigor, and at any stage in the system life cycle, in
accordance with acquisition, systems engineering, or other imposed process models.?* The
systems engineering processes are also intended to be tailored in their application, providing the
needed flexibility and agility for optimized and efficient use across a wide variety of systems
engineering efforts supporting diverse stakeholder communities of interest and sectors, system
types, technologies, and trustworthiness objectives. Tailoring can include: altering the defined
execution sequence of engineering processes for more effective application; supplementing the
process activities in response to unique or specialized requirements or other circumstances; and
completing the systems engineering effort without performing all of the individual processes.?
Tailoring may be motivated by the stage of the system life cycle; the size, scope, and complexity
of the system; specialized requirements; or the need to be able to accommodate specific methods,
techniques, or technologies used to develop the system. Tailoring may also be appropriate in
cases where the activities of different processes might overlap or interact in ways not defined in
this document.?®

Tailoring the systems engineering processes allows the engineering team to:

e Optimize the application of the processes in response to technological, programmatic,
process, procedural, system life cycle stage, or other constraints;

o Allow the concurrent application of the processes by sub-teams focused on different parts of
the same engineering effort;

o Facilitate the application of the processes to conform with a variety of system development
methodologies, processes, and models (e.g., agile, spiral, waterfall), recognizing that multiple
such methodologies, processes, and models could be used on a single engineering effort; and

o Accommodate the need for unanticipated or other event-driven execution of processes to
resolve issues and respond to changes that occur during the engineering effort.

24 Systems engineering processes do not map explicitly to specific stages in the system life cycle. Rather, the processes
may occur in one or more stages of the life cycle depending on the particular process and the conditions associated with
the systems engineering effort. For example, the Maintenance process includes activities that plan the maintenance
strategy such that it is possible to identify constraints on the system design necessitated by how the maintenance will be
performed once the system is operational. This example illustrates that the Maintenance process is conducted prior to
or concurrent with the Design Definition process.

% Tailoring can occur either as part of the project planning process at the start of the systems security engineering
effort or in an ad hoc manner at any time during the engineering effort—when situations and circumstances so dictate.
Understanding the fundamentals of system security engineering (i.e., the science underpinning the discipline) helps to
inform the tailoring process whenever it occurs during the life cycle of the system.

% For example, the engineering team may need to initiate a system modification in a relatively short period to respond
to a serious security incident. In this situation, the team may only informally consider each process rather than formally
executing each process. It is essential that any system modifications continue to support stakeholder protection needs.
Without this system-level perspective, modifications could fix one problem while introducing other problems.
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Each of the systems engineering processes contains a set of system security activities and tasks
that produce a set of security-oriented outcomes.?” These outcomes combine to deliver a system
and a comprehensive body of evidence that is used to substantiate the security trustworthiness of
the system; determine security risk across stakeholder concerns and with respect to the use of the
system in support of mission or business objectives; help stakeholders decide which operational
constraints are necessary to mitigate security risk; provide inputs to other processes associated
with delivering the system; and support the system throughout the stages of its life cycle. Each
systems engineering process description has the following format:

e Purpose: The purpose section identifies the primary goals and objectives of the process and
provides a summary of the security-focused activities conducted during the process.

e Outcomes: The outcomes section describes the security-focused outcomes that are achieved
by the completion of the process and the data generated by the process.?

e Activities and Tasks: The activities and tasks section provides a description of the security-
oriented work performed during the process including the security-focused enhancements to
the activities and tasks.

The activities and tasks may be repeated, in whole or in part, to resolve any problems, gaps, or
issues identified. Likewise, there is not a rigid sequencing in the execution of systems engineering
processes—activities and tasks may be combined across processes to achieve efficiencies as part
of the tailoring effort. Any iteration and sequencing between the processes requires additional
scrutiny to ensure that changes to the outcomes of previously executed processes are properly
incorporated into the activities and tasks of the current process.

While the engineering processes from ISO/IEC/IEEE 15288 are addressed in terms of systems
security engineering, the activities and tasks in this publication are neither a restatement of those
processes nor do they constitute a one-for-one mapping to those processes. This publication
focuses on specific contributions to the process, and the activities and tasks are titled to reflect the
security contributions. In some cases, activities and tasks have been added to address the range of
outcomes appropriate for the achievement of trustworthy secure system objectives.

The descriptions of the systems engineering processes assume that sufficient time, funding,
human, and material resources are available to ensure a complete application of the processes
within a comprehensive systems engineering effort. The engineering processes represent the
“standard of excellence” within which tailoring is accomplished to achieve realistic, optimal, and
cost-effective results within the constraints imposed on the engineering team.

The following naming convention is established for the systems engineering processes. Each
engineering process is identified by a two-character designation (e.g., BA is the designation for
the Business or Mission Analysis process). Table 2 provides a listing of the systems engineering
processes and their associated two-character designators.

27 Outcomes from the systems engineering processes inform other systems engineering processes and can also serve to
inform other processes external to the engineering effort, such as stakeholder organizational life cycle processes and
certification, authorization, or regulatory processes.

2 The information generated during the execution of a process is not necessarily produced in the form of a document.
Such information can be conveyed in the most effective manner as set forth by stakeholders or the engineering team.
Information produced during a particular process may flow into a subsequent process or support other processes that
are associated with the systems security engineering process.

CHAPTER 3 PAGE 25



Special Publication 800-160 Systems Security Engineering
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems

TABLE 2: PROCESS NAMES AND DESIGNATORS

ID PROCESS ID PROCESS
AQ Acquisition MS | Measurement

AR Architecture Definition OP | Operation

BA Business or Mission Analysis PA | Project Assessment and Control
CM Configuration Management PL Project Planning

DE Design Definition PM | Portfolio Management
DM Decision Management QA | Quality Assurance

DS Disposal QM | Quality Management

HR Human Resource Management RM | Risk Management

IF Infrastructure Management SA | System Analysis

IM Information Management SN | Stakeholder Needs and Requirements Definition
IN Integration SP | Supply

IP Implementation SR System Requirements Definition
KM Knowledge Management TR | Transition

LM Life Cycle Model Management VA | Validation

MA Maintenance VE | Verification

The security activities and tasks in each systems engineering process are uniquely identified using
the two-character process designation plus a numerical designation. For example, the first activity
in the Stakeholder Needs and Requirements Definition process is designated SN-1. The first two
tasks within SN-1 are designated SN-1.1 and SN-1.2 respectively. The identification of the
security activities and tasks within each systems engineering process provides for precise
referencing and traceability among the process elements. Each security task description within a
security activity is supported by an elaboration section that provides additional information on
considerations relevant to the successful execution of that task. A references section provides a
list of pertinent publications associated with the elaboration of tasks and is a source of content for
additional information. And finally, a related publications section provides a list of documents
that are related to the topic being addressed but should not necessarily be considered a source for
further elaboration. The following example illustrates the second task in the second activity of the
Stakeholder Needs and Requirements Definition process:

BA-2.2 Define the security aspects and considerations of the mission, business, or operational
problem or opportunity.

Elaboration: Information is elicited from stakeholders to acquire an understanding of the mission,
business, or operational problem or opportunity from a system security perspective. Information
items that can have security implications and that can affect the requirements generation process
are described in Appendix I.

The remaining sections in this chapter describe the security contributions, considerations, and
outcomes for the thirty systems engineering processes defined in ISO/IEC/IEEE 15288.
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Systems Engineering Throughout the Life Cycle

The systems engineering processes of Operation (OP), Maintenance (MA), and Disposal (DS) are
not intended to prescribe the day-to-day operations, maintenance, or disposal activities employed
by organizations. Nor are field engineering teams or personnel responsible for the execution of
operations, maintenance, or disposal activities. Rather, these systems engineering processes
accomplish the engineering component of planning for the operations, maintenance, and disposal
life cycle stages of the system. The processes result in capabilities and constraints to inform the
system requirements, architecture, and design, and to inform the development of best practices,
procedures, and training in support of operational, maintenance, sustainment, and other life cycle
support organizations. Field engineering teams work alongside the operations, maintenance, and
other life cycle support organizations to assist in the collection of data for continued improvement
and to support the investigation and analysis of events and circumstances associated with failures,
incidents, attacks, accidents, and other situations where there is a demonstrated or suspected
nonconformance to the system or its specified behavior. The field engineering teams also help to
identify performance deficiencies, gaps, and opportunities for modernization and enhancement.

Field engineering teams may also assist in the installation of planned modifications, upgrades, or
enhancements to the system. The field engineering team applies all required technical and non-
technical systems engineering processes as necessary, while addressing field engineering issues.
The teams may also consult with and provide feedback to developmental engineering teams. This
helps to ensure that lessons learned in the field are properly communicated to guide and inform
future development engineering efforts and that the relevant improvements and modifications
being made on future systems can be effectively employed to systems in the field.
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3.1 TECHNICAL PROCESSES

This section contains the fourteen ISO/IEC/IEEE 15288 technical processes with extensions for
systems security engineering. The processes include:

Business or Mission Analysis Process (BA);
Stakeholder Needs and Requirements Definition Process (SN);
System Requirements Definition Process (SR);
Architecture Definition Process (AR);

Design Definition Process (DE);

System Analysis Process (SA);
Implementation Process (IP);

Integration Process (IN);

Verification Process (VE);

Transition Process (TR);

Validation Process (VA);

Operation Process (OP);

Maintenance Process (MA); and

Disposal Process (DS).
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3.1.1 Business or Mission Analysis Process

Purpose

“The purpose of the Business or Mission Analysis process is to define the business or mission
problem or opportunity, characterize the solution space, and determine potential solution
class(es) that could address a problem or take advantage of an opportunity.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Business or Mission Analysis process, analyzes
business or mission problems or opportunities in the context and viewpoint of security factors.
This analysis helps the engineering team to understand the scope, basis, and drivers of the
business or mission problems or opportunities and ascertain the asset loss consequences that
present security and protection issues associated with those problems or opportunities. Systems
security engineering ascertains the security objectives, concerns, considerations, limitations, and
constraints that are used in the identification and selection of a preferred solution from a group of
candidate alternative solutions. This process may be invoked at any time during the engineering
effort in response to changes made by stakeholders or to plan future business or mission solutions
and modernizations in response to new problems or opportunities. This process is accomplished
in close coordination with the Stakeholder Needs and Requirements Definition process.

Systems Security Engineering Outcomes
e The security aspects of the problem or opportunity space are defined.
e The security aspects of the solution space are characterized.

e The concerns, constraints, limitations, and other security considerations that can affect
potential solutions are defined.

e Preliminary concepts for the security aspects of system life cycle concepts are defined.

e Alternative solution classes that take into account security objectives, considerations,
concerns, limitations, and constraints are identified.

e Candidate and preferred alternative solution classes are identified, analyzed, and selected to
explicitly account for security objectives, considerations, concerns, limitations, and
constraints.

e Any enabling systems or services needed to achieve the security aspects of business or
mission analysis are available.

e Security-relevant traceability of the business or mission problems and opportunities and the
preferred alternative solution classes is established.

Systems Security Engineering Activities and Tasks

BA-1  PREPARE FOR THE SECURITY ASPECTS OF BUSINESS OR MISSION ANALYSIS

BA-1.1 Review organizational problems and opportunities with respect to desired security
objectives.
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Elaboration: This high-level review examines organizational problems or opportunities and the
security objectives that must be considered to address those problems or opportunities from the
business or mission perspective. The review also includes any gaps in the existing systems or
services related to protection or security capability that would preclude the organization from
achieving the identified security objectives.

BA-1.2 Define the security aspects of the business or mission analysis strategy.

Elaboration: Security aspects of the business or mission strategy analysis are used to inform the
definition of the problem space, characterization of the solution space, and selection of a solution
class.

BA-1.3 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of the business or mission analysis process.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the business or mission analysis process. These enabling systems and services are relied
upon to provide the capability to realize and support the system-of-interest, and therefore impact
the trustworthiness of the system. The business or mission analysis-oriented security concerns for
enabling systems and services used to support the business or mission analysis process must be
determined and captured as security requirements and as security-driven constraints for the
interfaces and interactions with the system-of-interest. The Validation process is used to confirm
that enabling systems and services achieve their intended use and do so with an appropriate level
of trustworthiness.

References: ISO/IEC/IEEE 15288, Section 6.4.1.3 a).
Related Publications: FIPS Publication 199; NIST SP 800-37.

BA-2 DEFINE THE SECURITY ASPECTS OF THE PROBLEM OR OPPORTUNITY SPACE

BA-2.1 Analyze the problems or opportunities in the context of the security objectives and
measures of success to be achieved.

Elaboration: The security objectives that are part of any solution to the mission, business, or
operational problem or opportunity determine what it means to be adequately secure. These
objectives also address the scope of security for the system including the assets requiring
protection and the consequences or impacts against which security is assessed. Measures of
success establish the trustworthiness of the system in terms of the specific and measureable criteria
relative to the operational performance measures and the stated security objectives. These
measures include both strength of protection and the level of assurance, or confidence, in the
protection capability. The results of the analyses inform decisions on the suitability and feasibility
of alternative options to be pursued.

BA-2.2 Define the security aspects and considerations of the mission, business, or operational
problem or opportunity.

Elaboration: Information is elicited from stakeholders to acquire an understanding of the mission,
business, or operational problem or opportunity from a system security perspective. Information
items that can have security implications and that can affect the requirements generation process
are described in Appendix I.

References: ISO/IEC/IEEE 15288, Section 6.4.1.3 b); ISO/IEC 15026.
Related Publications: FIPS Publication 199; NIST SP 800-37.
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BA-3

BA-4

BA-5

CHARACTERIZE THE SECURITY ASPECTS OF THE SOLUTION SPACE

BA-3.1 Define the security aspects of the preliminary operational concepts and other concepts in
life cycle stages.

Elaboration: Security considerations are defined relative to all preliminary life cycle concepts
including, for example: acquisition, development, engineering, manufacturing, production;
deployment and operation; sustainment and support (training, maintenance, logistics, supply, and
distribution); disposal and retirement; and any other life cycle concept for which security aspects
are necessarily a part of or inform secure execution and achievement of security objectives.
Specific security operational concepts include, for example: modes of secure operation; security-
related operational scenarios and use cases; or secure usage within a mission area or line of
business. The security considerations are used to support feasibility analysis and evaluation of
candidate alternative solution classes.

BA-3.2 Identify alternative solution classes that can achieve the security objectives within
limitations, constraints, and other considerations.

Elaboration: Relevant security issues or concerns related to the candidate alternative solution
classes are identified and recorded. In addition, any security-related limitations or constraints on
life cycle concepts or the engineering of each alternative solution class are examined.

References: ISO/IEC/IEEE 15288, Sections 6.4.1.3 ¢); ISO/IEC 42010; ISO/IEC TR 24748-1.
Related Publications: FIPS Publication 199; NIST SP 800-37.

EVALUATE AND SELECT SOLUTION CLASSES

BA-4.1 Assess each alternative solution class taking into account the security objectives,
limitations, constraints, and other relevant security considerations.

Elaboration: Security aspects are one of many decision criteria used to assess each alternative
solution class. Security assessments may be accomplished in combination with or as a separate
informing assessment of the non-security decision criteria. The System Analysis process is used to
perform the security analyses required to inform the alternative solution assessments.

BA-4.2 Select the preferred alternative solution class (or classes) based on the identified security
objectives, trade space factors, and other criteria defined by the organization.

Elaboration: Stakeholder assessments of each solution class are carried out in consideration of all
relevant criteria. Data to inform the selection decision-making process is provided by the Risk
Management and System Analysis processes. The Decision Management process is employed to
evaluate alternatives and to select the preferred alternative solution class or classes.

References: ISO/IEC/IEEE 15288, Sections 6.4.1.3 d).
Related Publications: NIST SP 800-37.

MANAGE THE SECURITY ASPECTS OF BUSINESS OR MISSION ANALYSIS
BA-5.1 Maintain traceability of the security aspects of business or mission analysis.

Elaboration: Bidirectional traceability is maintained between all identified security aspects and
supporting security data associated with the business or mission problems and opportunities; the
proposed solution class or classes; the organizational strategy; stakeholder protection needs and
security requirements; and system analysis results.

BA-5.2 Provide security-relevant information items required for business or mission analysis to
baselines.
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Elaboration: Security aspects are captured in various artifacts that are maintained in an identified
baseline for the life cycle of the system. The security-relevant configuration items from this
process are identified and incorporated into engineering baselines so that they may be produced
and made available as required throughout the system life cycle. The Configuration Management
process manages the baseline and the artifacts identified by this process. The Information
Management process determines the appropriate forms of information and protections for the
information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Sections 6.4.1.3 e).
Related Publications: NIST SP 800-37.
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3.1.2 Stakeholder Needs and Requirements Definition Process

Purpose

“The purpose of the Stakeholder Needs and Requirements Definition process is to define the
stakeholder requirements for a system that can provide the capabilities needed by users and other
stakeholders in a defined environment.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Stakeholder Needs and Requirements Definition
process, defines the stakeholder security requirements that include the protection capability,
security characteristics, and security-driven constraints for the system, so as to securely provide
the capabilities needed by users and other stakeholders.?® Systems security engineering performs
requirements elicitation and analysis activities to identify stakeholder life cycle protection needs
for all assets associated with the system-of-interest, its enabling systems, and for the interactions
with other systems; determines the consequence of asset loss relative to the identified assets; and
assesses the susceptibility of those assets to adversity in the form of disruptions, hazards, and
threats. The stakeholder security requirements are the reference against which the protection
capability is validated, and against which the system is deemed suitable for use. This process is
accomplished in close coordination with the Business or Mission Analysis process.

Systems Security Engineering Outcomes

e The specific security interests of stakeholders of the system are identified.

e Required security characteristics and security context for the secure use of capabilities for all
system life cycle concepts in all system life cycle stages, are defined.

o Stakeholder assets and assets classes are identified.

e Asset susceptibility to adversity and uncertainty is determined.

e Asset protection priorities and protection assurances are determined.

e Stakeholder protection needs are defined and prioritized.

e Security-driven and security-informed constraints on a system are identified.

e Stakeholder protection needs are transformed into stakeholder security requirements.
e Security-oriented performance measures are defined.

o Stakeholder agreement that their protection needs and expectations are adequately reflected in
the security requirements is achieved.

e Any enabling systems or services needed to support the security aspects of stakeholder needs
and requirements definition are available.

29 Security characteristics and constraints may be expressed as security-driven or security-informed performance
requirements or constraints. Metadata tagging is used to support traceability of requirements to their security-driven
and security-informed basis.
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e Asset protection data associated with protection needs and stakeholder security requirements
is recorded as part of the system requirements.

o Traceability of stakeholder security requirements, stakeholders, protection needs, and asset
protection data is established.

Systems Security Engineering Activities and Tasks

SN-1 PREPARE FOR STAKEHOLDER PROTECTION NEEDS AND SECURITY REQUIREMENTS DEFINITION

SN-1.1 Identify the stakeholders who have a security interest in the system throughout its life
cycle.

Elaboration: Stakeholders include persons, groups, and organizations (or a designated delegate
thereof) that impact the system or are impacted by the system, including the protection aspects of
the system. Stakeholders are identified, including their security interest and specific roles and
responsibilities relative to the systems engineering effort. Key stakeholders are those stakeholders
that have decision-making responsibility associated with life cycle concepts; program planning,
control, and execution; acquisition and life cycle milestones; engineering trades; risk management;
system acceptance; and trustworthiness. Key stakeholders and their associated decision-making
authority are correlated to each of the engineering activities performed in each life cycle stage.

SN-1.2 Define the stakeholder protection needs and security requirements definition strategy.

Elaboration: This strategy addresses the elicitation activities, methods, and techniques used to
acquire information from stakeholders and the security analyses conducted to help identify,
disambiguate, and otherwise enable an accurate and complete transformation of protection needs
into verifiable security requirements. The strategy strives to achieve stakeholder consensus on a
common set of security requirements and system assurance objectives.

SN-1.3 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of the stakeholder needs and requirements definition process.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the stakeholder needs and requirements definition process. These enabling systems and
services are relied upon to provide the capability to realize and support the system-of-interest, and
therefore impact the trustworthiness of the system. The stakeholder needs and requirements
definition-oriented security concerns for enabling systems and services used to support the
stakeholder needs and requirements definition process must be determined and captured as
security requirements and as security-driven constraints for the interfaces and interactions with the
system-of-interest. The Validation process is used to confirm that enabling systems and services
achieve their intended use and do so with an appropriate level of trustworthiness.

References: ISO/IEC/IEEE 15288, Section 6.4.2.3 a); ISO/IEC 15026.
Related Publications: ISO/IEC 12207, Section 6.4.1.3.1; FIPS Publication 199, FIPS Publication
200; NIST SP 800-37; NIST SP 800-53.
SN-2 DEFINE STAKEHOLDER PROTECTION NEEDS
SN-2.1 Define the security context of use across all preliminary life cycle concepts.

Elaboration: A context-of-use description provides a security perspective or security view of an
existing, intended, implemented, or deployed system. The description includes security-relevant
information about the users and other stakeholder groups, the characteristics of each group, the
goals of the users, the tasks of the users, and the environment in which the system is used. The
context-of-use description also provides a collection of data for the analysis, specification, design,
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and evaluation of a system from the security perspective of the various user groups and other
stakeholders.

SN-2.2 Identify stakeholder assets and asset classes.

Elaboration: Assets include all tangible and intangible assets. The assets and asset classes are
identified in consideration of all stakeholders and all contexts in which assets are used by the
system-of-interest. This includes the business or mission; the enabling systems of the system-of-
interest; the other systems that interact with the system-of-interest; and stakeholders whose assets
are utilized by the business or mission and/or by the system-of-interest.

Tangible assets are physical in nature and include the physical elements of the environment of
operation (e.g., structures, facilities, utility infrastructures) and hardware elements of components,
mechanisms, systems, networks, and telecommunications infrastructure. Intangible assets, in
contrast, are not physical in nature and include business or mission processes, functions, data,
information, firmware, software, and services. Data and information assets include data and
information required to execute business or mission functions, deliver services, and for system
management and operation; sensitive data and information (e.g., classified information, controlled
unclassified information, proprietary data, trade secrets, privacy information, critical program
information, and intellectual property); and all forms of documentation associated with the system.
Intangible assets also include the image and reputation of an organization.

SN-2.3 Prioritize assets based on the adverse consequence of asset loss.

Elaboration: The meaning of loss has to be defined for each asset to enable a determination of
loss consequence. Loss consequences constitute a continuum that spans partial to total loss relative
to the asset. The consequence of losing an asset is determined relative to the specific concerns of
stakeholders. For example, interpretations of the loss of data or information may include loss of
possession, destruction, or loss of precision or accuracy. The loss of a function or service may be
interpreted as a loss of accessibility, loss of control, loss of the ability to deliver normal function,
performance, or behavior, or a limited loss of ability resulting in a level of degradation of function,
performance, or behavior. The prioritization of assets is based on the stakeholder assessment of
acceptance of the adverse consequence of loss. This may be reflected in terms of asset value,
criticality, importance, cost of replacement, impact on image or reputation, or trust by users or
business/mission partners or collaborating organizations. The priority translates to precedence in
allocating resources, determining strength of mechanisms, and defining levels of assurance.

SN-2.4 Determine asset susceptibility to adversity and uncertainty.

Elaboration: Adversity includes all forms of potential disruptions, threats, and hazards across all
technology/machine, human, physical, and environment forms. Adversity consists of the events
and preexisting or emergent conditions that combine to produce the loss of assets and associated
adverse consequences to stakeholders. Adversity comes in malicious and non-malicious forms and
can emanate from a variety of sources across a broad spectrum including, for example, simple or
sophisticated attacks (cyber, electronic, physical, social); human error (commission or omission);
abuse and misuse; accidents and incidents; component fault and failure; and natural or man-made
disasters.

The identification and assessment of adversity characterizes the events and conditions that are
anticipated throughout the life cycle of the system and correlates them to the asset loss concerns of
stakeholders. The correlation of asset susceptibility to adversity with loss consequence takes into
account what is known, what is possible, what is likely, and what is uncertain. Uncertainty about
the manner in which a particular asset loss consequence might occur is not grounds to dismiss
such a consequence. Uncertainty as it relates to adversity, is addressed by considerations of those
situations where there are known consequences that can be forecast and deemed unacceptable and
for which there is an absence of specific credible knowledge of an adverse event-to-consequence
relationship, or for which there is insufficient basis to forecast such a relationship. There are also
limits on what specific knowledge is obtainable and consequently, adverse consequences can
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occur for reasons unknown until the event manifests itself. Nonetheless, the adverse impact can be
minimized and the uncertainty-to-consequence relationship addressed as part of the determination
of susceptibility to threats. The System Analysis process supports this activity by providing
information used in identifying and correlating adversity to consequence.

SN-2.5 Identify stakeholder protection needs.

Elaboration: Stakeholder protection needs are identified in terms of the loss consequences
realized by stakeholder relative to assets and the events that produce the loss consequences.
Protection needs should be identified in a manner consistent with how stakeholders manage the
assets. The protection needs are identified in dimensions that are consistent with the loss concerns
(e.g., loss of control, loss of ownership, loss as in destruction) so as to account for varying needs
across varying concerns. The Business and Mission Analysis process is leveraged by this activity
to help ensure consistency in statement and interpretation of factors that impact the identification
of protection needs.

SN-2.6 Prioritize and down-select the stakeholder protection needs.

Elaboration: Stakeholders must decide on the prioritization of protection needs and on the down-
select of assets that warrant protection. These stakeholder decisions are informed by the results of
security-focused analyses. The System Analysis and Decision Management processes are used to
support the analysis of the competing protection needs and the decisions required to prioritize
those needs and make the final selection.

SN-2.7 Define the stakeholder protection needs and rationale.

Elaboration: Stakeholder protection needs are an informal expression of the protection capability
required in the system. The protection needs include the security characteristics of the system and
the security behavior of the system in its intended operational environment and across all life cycle
stages and life cycle concepts. The protection needs reflect the relative priorities of stakeholders,
the results of negotiations among stakeholders in response to conflicts, contradictions, opposing
priorities, and objectives, and therefore are inherently subjective. Rationale is captured to provide
the reasoning behind the decisions made and the assumptions and constraints that had an impact
on the decisions, so as to ensure consistent interpretation should the basis of the decisions or the
objectives that drive the decisions, change.

References: ISO/IEC/IEEE 15288, Section 6.4.2.3 b); ISO/IEC 15026; ISO/IEC 25010; ISO TS
18152; 1ISO/IEC 25063.

Related Publications: FIPS Publication 199, FIPS Publication 200; NIST SP 800-37; NIST SP
800-53.

DEVELOP THE SECURITY ASPECTS OF OPERATIONAL AND OTHER LIFE CYCLE CONCEPTS

SN-3.1 Define a representative set of scenarios to identify all required protection capabilities and
security measures that correspond to anticipated operational and other life cycle concepts.

Elaboration: Scenarios are used to analyze the operation of the system in its security context of
use. The scenarios are developed to reflect how the system behaves in the intended environment of
operation to determine if additional protection needs or requirements that have not been explicitly
identified or addressed are necessary. The scenarios bring together the real-world human-machine-
environment behavior and interactions to include the behavior driven or influenced by regulatory
and other mandated expectations. The scenarios facilitate the identification of protection gaps or
deficiencies. Such gaps and deficiencies in protection capability can result in the definition of
additional or modified protection needs or security requirements. Scenarios can also help to
identify security-driven changes to life cycle concepts.

SN-3.2 Identify the security-relevant interaction between users and the system.
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Elaboration: The security-relevant interactions between users (human element) and system
(machine element) informs protection needs and security requirements for all life cycle concepts
and across all normal, abnormal, or otherwise defined system modes and states.

References: ISO/IEC/IEEE 15288, Section 6.4.2.3 ¢); ISO/IEC 15026; ISO 9241; 1ISO TS 18152;
ISO/IEC 25060; ISO/IEC/IEEE 29148.

Related Publications: FIPS Publication 199, FIPS Publication 200; NIST SP 800-37; NIST SP
800-53.

TRANSFORM STAKEHOLDER PROTECTION NEEDS INTO SECURITY REQUIREMENTS
SN-4.1 Identify the security-oriented constraints on a system solution.

Elaboration: The realization of prioritized protection needs may result in security constraints
being levied on the system solution. These constraints include both security-driven constraints,
whereby the constraints are derived directly from the protection capability, and security-informed
constraints which serve to reduce vulnerabilities in the system. Additionally, the level of assurance
associated with an identified protection need may impose constraints that must be adhered to and
thereby constrain the trade space for relevant aspects of the system solution.

SN-4.2 Identify the stakeholder security requirements and security functions.

Elaboration: The stakeholder security requirements and security functions are the formal
expression of the critical quality characteristics of the system for security and assurance.

SN-4.3 Define stakeholder security requirements, consistent with life cycle concepts, scenarios,
interactions, constraints, and critical quality characteristics.

Elaboration: Stakeholder security requirements constitute the formal expression of stakeholder
protection needs across all system life cycle stages, inclusive of enabling systems, services, and
interacting systems, all associated system life cycle processes, and all protections for assets
associated with the system.

References: ISO/IEC/IEEE 15288, Section 6.4.2.3 d); ISO/IEC 15026, ISO/IEC 25030.

Related Publications: ISO/IEC 12207, Section 6.4.1.3.2; FIPS Publication 200; NIST SP 800-37;
NIST SP 800-53; ISO/IEC 15408-2; ISO/IEC 15408-3; ISO/IEC 27034-1, (SDL) Section A.9.2.

ANALYZE STAKEHOLDER SECURITY REQUIREMENTS
SN-5.1 Analyze the complete set of stakeholder security requirements.

Elaboration: Stakeholder security requirements are analyzed for completeness, consistency, and
clarity. Identified issues are resolved with the appropriate stakeholders to ensure consistency and
compatibility among all requirements. Stakeholders must weigh their intent to achieve a specific
operational capability against the cost of the security measures required to protect all assets that
are associated with that operational capability. Cost concerns include: financial; human/material
resource availability and suitability; schedule; development, operations, sustainment, and training;
and assurance and practicality. Stakeholders may decide to remove requirements in response to
issues identified. Such change in requirements must be assessed for impact to related requirements
and to overall objectives. Any change to stakeholder requirements signifies the need to reassess
protection needs and determine if any subsequent changes are required to the stakeholder security
requirements.

SN-5.2 Define critical security-relevant performance and assurance measures that enable the
assessment of technical achievement.
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Elaboration: Each stakeholder security requirement must be satisfied within specified operational
performance measures. Each stakeholder security requirement must have validation and assurance
measures defined.

SN-5.3 Apply metadata tagging to identify stakeholder requirements that contain security
constraints.

Elaboration: Metadata tagging ensures that an accurate security view of all system requirements
can be provided throughout the life cycle of the system as variances occur. Metadata tagging also
supports analysis by enabling security-oriented traceability across varying viewpoints and views
of the system. Every system requirement that is either security-informed or security-driven is not
necessarily a security requirement. For example, the restoration of a system function using backup
data is driven by objectives other than security (i.e., continuity of operations).

SN-5.4 Validate that stakeholder protection needs and expectations have been adequately
captured and expressed by the analyzed security requirements.

Elaboration: Stakeholders must provide consensus agreement that they understand and are
satisfied that the security requirements derived from the stakeholder protection needs are an
accurate and complete representation of their protection needs, expectations, and concerns.

SN-5.5 Resolve stakeholder security requirements issues.

Elaboration: Identified issues are resolved to ensure that all impacted stakeholders are in
agreement that their individual and collective protection needs, expectations, and concerns are
addressed. Any changes to the stakeholder security requirements are subjected to analyses to
ensure that the entire set of security requirements is internally consistent and also consistent with
stakeholder requirements.

References: ISO/IEC/IEEE 15288, Section 6.4.2.3 e); ISO/IEC 15026; ISO/IEC 15939;
ISO/IEC/IEEE 29148; INCOSE TP-2003-020-01.

Related Publications: ISO/IEC 12207, Section 6.4.1.3.3; FIPS Publication 200; NIST SP 800-37;
NIST SP 800-53.

MANAGE STAKEHOLDER PROTECTION NEEDS AND SECURITY REQUIREMENTS DEFINITION
SN-6.1 Obtain explicit agreement on the stakeholder security requirements.

Elaboration: Concurrence on the security requirements is obtained from stakeholders with a
security interest in the system. Issues of nonconcurrence are resolved through the established
decision-making processes based on the type of the nonconcurrence and can include, for example,
cost, schedule, performance, effectiveness, and capability.

SN-6.2 Record asset protection data.

Elaboration: All data associated with the identification of stakeholder protection needs is
recorded along with engineering data produced by requirements elicitation and analysis activities
for the system. For each asset, data collected should reflect the role of the asset, the consequence
of loss of the asset, the importance of the asset (e.g., criticality, sensitivity, or value), the exposure
of the asset, the protections required for the asset, and the priority of the asset. Asset protection
data also provides an asset protection management view that is useful to inform life cycle
protection concepts captured in policies and procedures.

SN-6.3 Maintain traceability between stakeholder protection needs and stakeholder security
requirements.
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Elaboration: Traceability is maintained between the stakeholder requirements, the stakeholder
protection needs, the stakeholders, and the supporting information used in the analyses and
development of stakeholder security requirements.

SN-6.4 Provide security-relevant information items required for stakeholder needs and
requirements definition to baselines.

Elaboration: Security aspects are captured in various artifacts that are maintained in an identified
baseline for the life cycle of the system. The security-relevant configuration items from this
process are identified and incorporated into engineering baselines so that they may be produced
and made available as required throughout the system life cycle. The Configuration Management
process manages the baseline and the artifacts identified by this process. The Information
Management process determines the appropriate forms of information and protections for the
information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.2.3 f).
Related Publications: ISO/IEC 12207, Section 6.4.1.3.4, Section 6.4.1.3.5; NIST SP 800-37.
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3.1.3 System Requirements Definition Process

Purpose

“The purpose of the System Requirements Definition process is to transform the stakeholder, user-
oriented view of desired capabilities into a technical view of a solution that meets the operational
needs of the user.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the System Requirements Definition process, transforms
the stakeholder security requirements into the system requirements that reflect a technical security
view of the system. This security view of the system relates to the security protection capability,
security-driven constraints, security criticality of the system, security quality characteristics, level
of assurance, and risk. Systems security engineering also refines the security aspects of system
life cycle concepts to correspond to the selected solution. In addition, it ensures that the security
aspects of verification activities are clearly specified in order to obtain the required evidence with
the appropriate fidelity and rigor to substantiate assurance claims and to enable a determination of
trustworthiness. The system security requirements, security-driven constraints captured in system
requirements, and the security aspects of life cycle concepts provide the basis for architecture and
design definition, implementation and integration, and all in-process verification activities. The
definition of system requirements from a technical security view is conducted in synchronization
with the Architecture Definition and Design Definition processes.

Systems Security Engineering Outcomes

e The system security description, including the security aspects of system interfaces,
functions, and boundaries for a system solution is defined.

e System security requirements and security-driven design constraints are defined.
e Security performance measures are defined.
e System security requirements and associated security-driven constraints are analyzed.

e Any enabling systems or services needed for the security aspects of system requirements
definition are available.

e System requirements that reflect or satisfy security-driven constraints contain metadata
tagging to provide traceability.

e Traceability of system security requirements and associated constraints to stakeholder
security requirements is developed.

Security Engineering Activities and Tasks

SR-1 PREPARE FOR SYSTEM SECURITY REQUIREMENTS DEFINITION

SR-1.1 Define the security aspects of the functional boundary of the system in terms of the
security behavior and security properties to be provided.
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Elaboration: The system functional boundary provides the basis for the security perspective
relative to all interactions and behavior with enabling systems, other systems, and the physical
environment. The security behavior and security properties to be realized at the functional
boundary consider the characteristics of the capability provided or utilized, the characteristics of
the entity that interacts with the system-of-interest at the function boundary, and the level of
assurance associated with the capability. The security aspects of the functional boundary may be
physical or virtual.

SR-1.2 Define the security domains of the system and their correlation to the functional
boundaries of the system.

Elaboration: The term domain in the context of security has a broad meaning. Security domains
may reflect one or any combination of the following: capability, functional, or service distinctions;
data flow and control flow associated with capability, functional, or service distinctions; data and
information sensitivity; data and information security; or administrative, management, operational,
or jurisdictional authority. Security domains that are defined in the context of one or more of the
above items, reflect a protection-focused partitioning of the system that translates to relationships
driven by trust concerns.

SR-1.3 Define the security aspects of the system requirements definition strategy.

Elaboration: The security aspects of the system requirements definition strategy include
considerations of specific methods or approaches to be used and considerations driven by the
varying levels of assurance associated with development of system requirements.

SR-1.4 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of the system requirements definition process.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the system requirements definition process. These enabling systems and services are
relied upon to provide the capability to realize and support the system-of-interest, and therefore
impact the trustworthiness of the system. The system requirements definition-oriented security
concerns for enabling systems and services used to support the system requirements definition
process must be determined and captured as security requirements and as security-driven
constraints for the interfaces and interactions with the system-of-interest. The Validation process
is used to confirm that enabling systems and services achieve their intended use and do so with an
appropriate level of trustworthiness.

References: ISO/IEC/IEEE 15288, Section 6.4.3.3 a); ISO/IEC 15026.

Related Publications: FIPS Publication 199, FIPS Publication 200; NIST SP 800-37; NIST SP
800-53.

DEFINE SYSTEM SECURITY REQUIREMENTS

SR-2.1 Define each security function that the system is required to perform.

Elaboration: Security functions are defined for all system states, modes, and conditions of system
operation and use, to include the associated transitions between system states and modes. Security
functions include those oriented to delivery of capability and the ability of the system to execute
with preservation of its inherent security characteristics.

SR-2.2 Define system security requirements, security constraints on system requirements, and
rationale.

Elaboration: System security requirements relate to security risks, the security criticality of the
system, security quality characteristics of the system, and assurance. The requirements are defined
with consideration of all constraints levied on the system. System security applies to the entire
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system (to include the security functions) in terms of susceptibility to disruption, hazard, and
threat resulting in adverse consequences. The proper realization of the protection provided by the
security functions of the system depend on adherence to security-driven constraints in all aspects
of system architecture, design, and implementation. Security-driven constraints on the system are
driven by disruption, hazards, threats, uncertainty, and risk, taking into account performance
objectives and level of assurance. These constraints are informed by stakeholder requirements,
architecture definition, and solution limitations across the life cycle.

Rationale for system security requirements and associated constraints is developed to support the
analysis and inclusion of security concerns as part of the system requirements. System security
requirements include security capability and functional requirements, security performance and
effectiveness requirements, and security assurance requirements. The definition of system security
requirements and security constraints on the system requirements interacts with the Architecture
Definition, Design Definition, and Implementation processes. The System Analysis process
provides data to inform trade decisions for the effective definition of security-driven constraints.

SR-2.3 Incorporate system security requirements and associated constraints into system
requirements and define rationale.

Elaboration: The system security requirements are integrated into the system requirements so as
to complement the specified capability, performance, and effectiveness of the system. Security-
driven constraints inform performance and effectiveness aspects of the system requirements. The
rationale for the security requirements and security-driven constraints is incorporated into the
rationale for system requirements. Metadata tagging is used to associate and correlate the various
dimensions in which security concerns are captured both explicitly and implicitly in system
requirements.

References: ISO/IEC/IEEE 15288, Section 6.4.3.3 b); ISO/IEC 15026; ISO/IEC 27036;
ISO/IEC/IEEE 29148; 1SO 25030.

Related Publications: ISO/IEC 12207, Section 6.4.2.3.1; ISO/IEC 15408-2; ISO/IEC 15408-3;
ISO/IEC 27034-1, (SDL) Section A.9.2; FIPS Publication 200; NIST SP 800-37; NIST SP 800-53.

ANALYZE SYSTEM SECURITY IN SYSTEM REQUIREMENTS
SR-3.1 Analyze the complete set of system requirements in consideration of security concerns.

Elaboration: System requirements are analyzed to ensure that individual requirements and any
combination of requirements fully and properly capture security protection and security-constraint
considerations. Rationale is captured to support analysis conclusions and provides a basis to
conclude that the analysis has the proper perspective and is fully aware of assumptions made.

SR-3.2 Define security-driven performance and assurance measures that enable the assessment of
technical achievement.

Elaboration: The assessment of system security may dictate specific types of performance and
assurance measures conducted with a fidelity and rigor that correspond to desired assurance and
trustworthiness objectives. The selection of performance and assurance measures can translate to
cost, schedule, and performance risk, making it imperative that the proper measures are identified,
defined, and used.

SR-3.3  Apply security-driven metadata tagging to system requirements to identify those
requirements that have security relevance.

Elaboration: Security-driven metadata tagging of system requirements enables security views and
viewpoints to be associated with all other views and viewpoints of the system requirements. Such
security-driven metadata tagging also supports traceability and determining the security impacts
that are driven by variances throughout the system life cycle.
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SR-3.4 Provide the analyzed system security requirements and security-driven constraints to
applicable stakeholders for review.

Elaboration: This review includes explaining to stakeholders the definition and context for the
security of the system and life cycle security concepts, how the system security requirements and
associated constraints are necessary to meet the stakeholder security requirements and security
concerns, and the risks associated with the security technical view of the system. A particularly
important stakeholder class is the regulatory, certification, accreditation, and authorization
stakeholders. These stakeholders are engaged to ensure that the security aspects captured in the
system requirements are consistent with the objectives and criteria that inform their decision-
making authority.

SR-3.5 Resolve system security requirements and security-driven constraints issues.

Elaboration: System security requirements and security-driven constraints issues mirror those of
all system requirements. Additional security issues include level of assurance and trustworthiness
objectives that are captured in the requirements. Additionally, any resolution to identified issues
must ensure that assurance and trustworthiness objectives are not violated by the resolution actions
taken.

References: ISO/IEC/IEEE 15288, Section 6.4.3.3 c); ISO/IEC 15026; ISO/IEC 15939;
ISO/IEC/IEEE 29148; INCOSE TP-2003-020-01.

Related Publications: ISO/IEC 12207, Section 6.4.2.3.2; FIPS Publication 200; NIST SP 800-37;
NIST SP 800-53.

SR-4 MANAGE SYSTEM SECURITY REQUIREMENTS

SR-4.1 Obtain explicit agreement on the system security requirements and security-driven
constraints.

Elaboration: Stakeholder concurrence with the system security requirements ensures a common
basis for understanding the security aspects of the technical view of the solution. The Validation
process is used to validate of security aspects of the solution.

SR-4.2 Maintain traceability of system security requirements and security-driven constraints.

Elaboration: Traceability of system security requirements and security-driven constraints is
maintained to protection needs, stakeholder security requirements, architecture elements, interface
definitions, analysis results, verification methods, and all allocated, decomposed, and derived
requirements (in their system, system element, security protection, and security-driven constraint
forms), risk and loss tolerance, and assurance and trustworthiness objectives.

SR-4.3 Provide security-relevant information items required for systems requirements definition
to baselines.

Elaboration: Security aspects are captured in various artifacts that are maintained in an identified
baseline for the life cycle of the system. The security-relevant configuration items from this
process are identified and incorporated into engineering baselines so that they may be produced
and made available as required throughout the system life cycle. The Configuration Management
process manages the baseline and the artifacts identified by this process. The Information
Management process determines the appropriate forms of information and protections for the
information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.3.3 d); ISO/IEC 15026.
Related Publications: NIST SP 800-37.
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3.1.4 Architecture Definition Process

Purpose

“The purpose of the Architecture Definition process is to generate system architecture
alternatives, to select one or more alternative(s) that frame stakeholder concerns and meet
system requirements, and to express this in a set of consistent views.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Architecture Definition process, generates a set of
representative security views of the system architecture alternatives to inform the selection of one
or more alternatives. It also ascertains vulnerability and susceptibility to disruptions, hazards, and
threats across all representative architecture views. System security architecture analyses inform
risk assessments, risk treatment, and engineering decision making and trades. This process is
synchronized with the System Requirements Definition and Design Definition processes. Further,
this process iterates with the Business and Mission Analysis and System Requirements Definition
processes to achieve a negotiated understanding of the particular security concerns and associated
characteristics of the problem to be solved and the proposed solution to the problem. In particular,
the security concerns associated with emergent system security properties and behavior begin to
form as a result of system architecture definition. This process also employs the System Analysis
process to conduct security analyses of the system and security architecture alternatives.

Systems Security Engineering Outcomes

e Stakeholder security concerns are addressed by the system architecture.

e The philosophy of protection for the system at the architecture level is defined.

e Security viewpoints, views, and models of the system architecture are developed.

e Security context, domains, boundaries, and external interfaces of the system are defined.

e Security concepts, properties, characteristics, functions, behavior, or constraints are allocated
to architectural elements.

e Security-relevant system elements and their interfaces are identified.
e The security aspects of candidate system architectures are analyzed and assessed.

o Alignment of the architecture with the system security requirements and security design
characteristics is achieved.

e Any enabling systems or services needed for the security aspects of architecture definition are
available.

o Traceability of architecture elements to stakeholder and system security requirements is
developed.
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Systems Security Engineering Activities and Tasks

AR-1 PREPARE FOR ARCHITECTURE DEFINITION FROM THE SECURITY VIEWPOINT
AR-1.1 Identify the key drivers that impact the security aspects of the system architecture.

Elaboration: Key drivers and security concerns include, for example: stakeholder protection
needs, objectives, and concerns; life cycle security concepts; regulatory, legislative, and policy
constraints; the types and nature of disruptions, hazards, and threats; system design requirements;
cost and schedule; operational and technical performance objectives; system requirements and
security requirements; risk and loss tolerance; level of assurance and trustworthiness, and any
other security-related factors that can affect the suitability, viability, or acceptability of the system.
The requirements elicitation and analysis techniques used in the Business and Mission Analysis
and Stakeholder Needs and Requirements Definition processes identify and capture the data and
information required by this task.

AR-1.2 Identify stakeholder security concerns.

Elaboration: Stakeholder architecture-related concerns represent the expectations and constraints
associated with specific life cycle stages and concepts such as usability, availability, evolvability,
scalability, agility, resilience, survivability, and security. In addition to the stakeholders identified
during the Business and Mission Analysis and the Stakeholder Needs and Requirements Definition
processes, additional stakeholders are identified to fully capture the security concerns related to
architecture.

AR-1.3 Define the security aspects of the architecture definition roadmap, approach, and strategy.

Elaboration: The security aspects of the architecture definition roadmap, approach, and strategy
can constrain or exclude specific methods or approaches that might otherwise be suitable for use.
In particular, the philosophy of protection, associated implementation technologies, and assurance
and trustworthiness objectives may require specific types of reviews, evaluation approaches and
criteria, and measurement methods.

AR-1.4 Define evaluation criteria based on stakeholder security concerns and security-relevant
requirements.

Elaboration: Security-relevant requirements are the system security requirements and the system
requirements with metadata tagging that indicate they contain a security constraint. The evaluation
criteria are intended to produce the evidentiary data necessary to convince stakeholders that their
security concerns are sufficiently addressed and demonstrate that security requirements have been
satisfied.

AR-1.5 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of the architecture definition process.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the architecture definition process. These enabling systems and services are relied upon
to provide the capability to realize and support the system-of-interest, and therefore impact the
trustworthiness of the system. The architecture definition-oriented security concerns for enabling
systems and services used to support the architecture definition process must be determined and
captured as security requirements and as security-driven constraints for the interfaces and
interactions with the system-of-interest. The Validation process is used to confirm that enabling
systems and services achieve their intended use and do so with an appropriate level of
trustworthiness.

References: ISO/IEC/IEEE 15288, Section 6.4.4.3 a); ISO/IEC 15026; 1SO/IEC/IEEE 42010.
Related Publications: FIPS Publication 200; NIST SP 800-37; NIST SP 800-53.
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DEVELOP SECURITY VIEWPOINTS OF THE ARCHITECTURE
AR-2.1 Define the philosophy of protection for the system at the architecture level.

Elaboration: The philosophy of protection is a strategy for system security and is an aspect
captured in or that drives the aspects of a security viewpoint. The strategy must be comprehensive
relative to all identified stakeholder security concerns. The philosophy of protection provides a
conceptual model of how the system is structured and behaves in order to deliver the specified
protection capability and achieve the intended emergent security behavior. The philosophy of
protection encompasses the protection strategies, methods, and techniques employed in the
application of security design principles and concepts to the system architecture. These security
design principles and concepts include, but are not limited to: separation; isolation; encapsulation;
non-bypassability; layering; modularity; hierarchical trust; hierarchical protection; and secure
distributed composition. The principles and concepts must be properly applied with respect to
their inherent capabilities and limitations relative to architectural security concerns. Appendix F
provides a discussion of the fundamental security design and trust principles.

AR-2.2 Select, adapt, or develop the security viewpoints and model kinds based on stakeholder
security concerns.

Elaboration: Architectural viewpoints facilitate a more complete understanding of complex
systems and organize the elements of the problem and solution space so as to better capture and
address separate stakeholder concerns. A security viewpoint addresses security concerns and
requirements so as to describe the security protection capability within the system architecture and
the security constraints that drive all aspects of the system architecture. In particular, a security
viewpoint identifies and prescribes the security principles, concepts, model types, correspondence
rules, methods, and analysis techniques that are provided by the security view. A security view is
specified by one or more security viewpoints. A security viewpoint may be driven by desired
levels of assurance.

AR-2.3 Identify the security architecture frameworks to be used in developing the security
models and security views of the system architecture.

Elaboration: Security architecture frameworks are oriented to addressing security concerns, the
security viewpoints that frame the security concerns, and any correspondence rules associated with
elements in the architecture description (e.g., stakeholders, security concerns, security viewpoints,
security views, security models, and security-related decisions and rationale).

AR-2.4 Record the rationale for the selection of architecture frameworks that address security
concerns, security viewpoints, and security model types.

Elaboration: The rationale serves to frame the subjective aspects of analyses and decisions
conducted relative to the viewpoints. These include viewpoint-driven security analyses and
decisions about architecture capability, suitability, and effectiveness relative to operational and
technical performance objectives in consideration of disruption, hazard, threat, and level of
assurance.

AR-2.5 Select or develop supporting security modeling techniques and tools.

Elaboration: None.

References: ISO/IEC/IEEE 15288, Section 6.4.4.3 b); ISO/IEC 15026; ISO/IEC/IEEE 42010.
Related Publications: FIPS Publication 200; NIST SP 800-37; NIST SP 800-53.
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DEVELOP SECURITY MODELS AND SECURITY VIEWS OF CANDIDATE ARCHITECTURES

AR-3.1 Define the security context and boundaries of the system in terms of interfaces,
interconnections, and interactions with external entities.

Elaboration: The security context includes security domains, protection domains, trust domains,
and the security-driven constraints associated with system boundaries, interfaces, interconnections,
and interactions with external entities. The security context and boundaries may align to the
physical and/or logical boundaries of the system. This means that the security perspective may
produce interpretations of system boundaries that are defined in addition to those defined from a
non-security perspective. The interaction across interconnections between the system-of-interest
and external entities includes data, control, and information flow that cross security, protection, or
trust domains.

AR-3.2 Identify architectural entities and relationships between entities that address key
stakeholder security concerns and system security requirements.

Elaboration: Architectural entities can be physical, logical, or conceptual. These entities, either
singularly or in combination, provide specified security functions that address stakeholder security
concerns and system security requirements.

AR-3.3 Allocate security concepts, properties, characteristics, behavior, functions, or constraints
to architectural entities.

Elaboration: The allocation of security concepts, properties, characteristics, behavior, functions,
or constraints is to be consistent with decisions of whether technical, physical, or procedural
measures, alone or in combination, are most appropriate to satisfy stakeholder security concerns,
system security requirements, and level of assurance, to include consideration of any security,
protection, and trust domains. The allocation takes into account the decision of whether acquiring
an off-the-shelf product, accessing/subscribing/leasing a service, developing custom software, or
fabricating hardware is most appropriate; and whether the decision to select a particular product or
service is best made by the Architectural Definition process or by the Design Definition process.

AR-3.4 Select, adapt, or develop security models of the candidate architectures.

Elaboration: Security models include physical, logical, or information models. Security models
should be selected that are best able to address the security concerns of stakeholders.

AR-3.5 Compose views in accordance with security viewpoints to express how the architecture
addresses stakeholder security concerns and meets stakeholder and system security
requirements.

Elaboration: The composed views include those that express the architecture in terms of security
protection capability and those that express the architecture in terms of security-driven constraints
and concerns on the architecture.

AR-3.6 Harmonize the security models and security views with each other and with the
philosophy of protection.

Elaboration: Harmonization serves to identify any gaps, inconsistencies, and conflicts that if
unresolved, present possible security vulnerabilities in the architecture, or that constitute an
inaccurate representation of the philosophy of protection. Architecture vulnerabilities may also
propagate to vulnerabilities in the system design.

References: ISO/IEC/IEEE 15288, Section 6.4.4.3 ¢); ISO/IEC 15026; ISO/IEC/IEEE 42010.

Related Publications: ISO/IEC 12207, Section 6.4.3.3.1, Section 7.1.3.3.1; FIPS Publication 200;
NIST SP 800-37; NIST SP 800-53.
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AR-4

RELATE SECURITY VIEWS OF THE ARCHITECTURE TO DESIGN

AR-4.1 Identify the security-relevant system elements that relate to architectural entities and the
nature of these relationships.

Elaboration: The security-relevant elements of the system either directly provide or support the
provision of security functions. Security-relevant elements can include, for example: systems,
subsystems, assemblies, infrastructures, components, or devices. The nature of the relationship
between each security-relevant system element and architectural entity provides insight into the
manner in which architectural decisions reflect the philosophy of protection, and serve as security-
driven constraints on design.

AR-4.2 Define the security interfaces, interconnections, and interactions between the system
elements and with external entities.

Elaboration: The concepts used to define the security context and boundaries of the system in
terms of interfaces, interconnections, and interactions with external entities, are also employed in
this task. The specific focus is on system elements and how those elements interact and behave to
provide protection capability, to include security considerations on system elements relative to
their role in support of interaction with external entities (i.e., entities of other systems and enabling
systems). Consideration is given to system internal security contexts, as in security domains,
protection domains, trust domains, and security-driven constraints associated with the internal
boundaries, interfaces, interconnections, and interactions. The security context and boundaries
may align to the physical and/or logical boundaries of the system. This means that the security
perspective may produce interpretations of internal boundaries that are defined in addition to those
defined from a non-security perspective. The interaction across the internal interconnections
includes data, control, and information flow that cross security, protection, or trust domains.

AR-4.3 Allocate system security requirements to architectural entities and system elements.

Elaboration: The allocation of system security requirements determines the specific security-
relevant responsibility assigned to each system element. This assignment takes into account the
philosophy of protection and the partitioning and grouping of functions within the architecture in
the form of subsystems and assemblies, in order to optimize across performance objectives and
associated life cycle and assurance considerations.

AR-4.4 Map security-relevant system elements and architectural entities to security design
characteristics.

Elaboration: Architecture decisions define and frame the security design characteristics and the
security-driven constraints for design. The mapping captures security-driven characteristics and
constraints and may be reflected in design patterns, reference designs, and/or models. Design
characteristics can include, for example: security-driven thresholds and limitations; strength of
function; technology-specific application of foundational security design principles and concepts;
and levels of assurance. Security design principles and concepts are described in Appendix F.
Mapping activities may identify new, derived, or decomposed requirements. Each requirement
must be addressed in terms of security functions and constraints. The identification of new,
derived, and decomposed requirements requires a revisit of stakeholder needs and concerns,
stakeholder and system requirements, architecture viewpoints and views, and design decisions to
ascertain the security impact, its extent, and resolution. This requires that the Business or Mission
Analysis, Stakeholder Requirements Definition, Requirements Analysis, and Design Definition
processes be performed in conjunction with the decisions made during this process.

AR-4.5 Define the security design principles for the system design and evolution that reflect the
philosophy of protection.
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AR-5

AR-6

Elaboration: The philosophy of protection at the architectural level is interpreted and applied to
define the principles for security design and secure evolution of the design. A description of those
security design principles and concepts is provided in Appendix F.

References: ISO/IEC/IEEE 15288, Section 6.4.4.3 d); ISO/IEC 15026; ISO/IEC/IEEE 42010.

Related Publications: ISO/IEC 27034-1, (SDL) Section A.9.3; ISO/IEC 15408-2; ISO/IEC
15408-3; FIPS Publication 200; NIST SP 800-37; NIST SP 800-53.

SELECT CANDIDATE ARCHITECTURE

AR-5.1 Assess each candidate architecture against the security requirements and security-related
constraints.

Elaboration: This assessment is oriented to determining technical suitability of the candidate
architecture in terms of its coverage relative to the system security requirements and associated
security-related constraints. The assessment is conducted using the established evaluation criteria.
The assessment process is supported by the System Analysis and Risk Management processes.

AR-5.2 Assess each candidate architecture against stakeholder security concerns.

Elaboration: This assessment is oriented to determining effectiveness suitability of the candidate
architecture in terms of how well it addresses the stakeholder security concerns. The assessment is
conducted using the established evaluation criteria. The assessment process is supported by the
System Analysis and Risk Management processes.

AR-5.3 Select the preferred architecture(s) and capture key security decisions and rationale for
those decisions.

Elaboration: The selection of preferred architecture(s) may be informed by security-related
assumptions or decisions. The rationale for the architecture selection should capture the basis for
any security assumptions and decisions. The selection of the preferred architecture is supported by
the Decision Management process.

AR-5.4 Establish the security aspects of the architecture baseline of the selected architecture.

Elaboration: The architecture baseline is to include security models, security views, security
viewpoints, and other relevant security architectural data/information items that are part of the
architecture descriptions. The Configuration Management process is used to establish and
maintain the architecture baselines.

References: ISO/IEC/IEEE 15288, Section 6.4.4.3 e); ISO/IEC/IEEE 42010.

Related Publications: ISO/IEC 12207, Section 6.4.3.3.2; FIPS Publication 200; NIST SP 800-37;
NIST SP 800-53.

MANAGE THE SECURITY VIEW OF THE SELECTED ARCHITECTURE

AR-6.1 Formalize the security aspects of the architecture governance approach and specify
security governance-related roles and responsibilities, accountabilities, and authorities.

Elaboration: The architecture may be subject to authorities with specific legal, regulatory, or
other responsibility and accountability expectations such as certification that either includes
security, or for which security is the primary focus of the responsibility and accountability
expectations.

AR-6.2 Obtain explicit acceptance of the security aspects of the architecture by stakeholders.
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Elaboration: Explicit stakeholder acceptance records the achievement of a common informed
understanding of the selected architecture relative to and across all stakeholder expectations,
needs, and constraints with respect to security. The Verification and Validation processes support
the generation of evidence needed to obtain such stakeholder acceptance.

AR-6.3 Maintain concordance and completeness of the security architectural entities and their
security-related architectural characteristics.

Elaboration: The architecture reflects a cross section of competing, conflicting, and coordinated
decisions from the technical, organizational, operational, function, sustainment, evolvability, and
other concerns. The security aspects appear throughout but are not always explicitly visible. It is
necessary to ensure the concordance and completeness of the architecture, its description, and that
the security views and viewpoints are maintained as the architecture matures and evolves.

AR-6.4 Organize, assess, and control the evolution of the security models and security views of
the architecture.

Elaboration: The security aspects appear throughout but are not always explicitly visible. The
evolution of the security models and security views is paramount to ensuring that stakeholder
security concerns are continuously addressed as the system architecture evolves. This includes
ensuring that regulatory and related certification views are accurately maintained to be reflected in
and consistent with the system architecture as it evolves.

AR-6.5 Maintain the security aspects of the architecture definition and evaluation strategy.

Elaboration: The security aspects of the architecture definition and the evaluation strategy may
change over time. This occurs as the architecture matures and evolves based on changes to the
technology and implementation; based on experiences in utilization and support; and in response
to new variances in operational needs. Another consideration for maintaining the security aspects
is the variances in the level of assurance which drives architecture definition and the evaluation
strategy.

AR-6.6 Maintain traceability of the security aspects of the architecture.

Elaboration: The Architecture Definition process outlines the broad scope of the architecture
description and the data that is obtained to properly capture the security views, viewpoints, and
constraints. Traceability across all relationships is necessary to ensure that the architecture is
properly informing and informed by the results of all related technical processes, and the Risk
Management and Decision Management processes.

AR-6.7 Provide security-relevant information items required for architecture definition to
baselines.

Elaboration: Security aspects are captured in various artifacts that are maintained in an identified
baseline for the life cycle of the system. The security-relevant configuration items from this
process are identified and incorporated into engineering baselines so that they may be produced
and made available as required throughout the system life cycle. The Configuration Management
process manages the baseline and the artifacts identified by this process. The Information
Management process determines the appropriate forms of information and protections for the
information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.4.3 f); ISO/IEC 15026; ISO/IEC/IEEE 42010.
Related Publications: NIST SP 800-37.
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3.1.5 Design Definition Process

Purpose

“The purpose of the Design Definition process is to provide sufficient detailed data and
information about the system and its elements to enable the implementation consistent with
architectural entities as defined in models and views of the system architecture.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Design Definition process, provides the necessary
and sufficient security-related data and information about the system and its elements to enable
implementation consistent with security architectural entities and constraints as defined in models
and views of the system architecture. In addition, the data and information constitute constraints
on system design so as to eliminate, minimize, or contain design vulnerability and susceptibility
to disruption, hazards, and threats. The process is driven by the requirements and concerns that
have been thoroughly analyzed and vetted across varying viewpoints during the Architecture
Definition process. To the extent possible, the system architecture is design-agnostic, allowing for
maximum flexibility in the design trade space—recognizing, however, that there are potential
architecture-level concerns that dictate constraints to be imposed on the design so as to realize the
emergent properties of the system, which includes but is not limited to security. The process also
provides security design-related constraints and feedback to the Architecture Definition process to
confirm the allocation, partitioning, and alignment of architectural entities to system elements that
compose the system.

Security design definition provides an implementation level of security detail for the system. It
considers any applicable general and security technologies, and their contribution to the security
aspects of the system solution. This process is fully synchronized with the System Requirements
Definition and Architecture Definition processes. It employs the System Analysis process to
provide data required by engineering trades and risk-informed decision making. The Design
Definition process is also informed by several other processes, including the Implementation,
Integration, Transition, Operation, Maintenance, and Disposal processes.

Systems Security Engineering Outcomes

e Security design characteristics of each system element are defined.

e  System security requirements are allocated to system elements.

o Design enablers necessary for the security aspects of design definition are selected or defined.

e Security interfaces and security aspects of interfaces between system elements composing the
system are defined or refined.

e  Security-driven design alternatives for system elements are assessed.
e Design artifacts that include security considerations and constraints are developed.

e Any enabling systems or services needed for the security aspects of design definition are
available.
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o Traceability of security design characteristics to the architectural entities of the system
architecture is established.

Systems Security Engineering Activities and Tasks

DE-1

PREPARE FOR SECURITY DESIGN DEFINITION
DE-1.1 Apply the philosophy of protection for the system at the design level.

Elaboration: The philosophy of protection at the architectural level establishes the context for its
natural decomposition to guide the security design of architectural entities. The philosophy of
protection is refined to reflect how it is applied to the design of the entire system and to each
architectural entity. The design-level philosophy of protection encompasses security design
principles and concepts that include, for example: separation; isolation; encapsulation; least
privilege; modularity; non-bypassability; layering; hierarchical trust; hierarchical protection; and
secure distributed composition. The principles apply to subsystems, assemblies, components, or
other design-oriented constructs. Appendix F provides a complete listing of security design
principles and concepts.

DE-1.2 Determine the security technologies required for each system element composing the
system.

Elaboration: Security technologies include, for example: cryptography; secure operating systems,
virtual machines, and hypervisors; identity and strong authentication; domain perimeter, domain
separation, and cross-domain technologies; security instrumentation and monitoring; physical and
electronic tamper protection; and protection against reverse engineering.

DE-1.3 Determine the types of security design characteristics.

Elaboration: The security technologies employed may have design characteristics and constraints
associated with their proper use that apply to all aspects of system design. These characteristics
and constraints may be reflected in design patterns, reference designs, or models. The design
characteristics and constraints are associated with strength of function; technology-specific
application of foundational security design principles and concepts; and target levels of assurance.
Security design principles and concepts are described in Appendix F.

DE-1.4 Define the principles for secure evolution of the system design.

Elaboration: The principles for secure evolution of the system design address changes driven by
the natural evolution of the system as planned; by changes in stakeholder objectives and concerns;
by technology obsolescence; or by changes in the nature of disruptions, hazards, and threats and
the effectiveness of system protection. These types of changes require periodic assessment of the
philosophy of protection; architecture, viewpoints, and the validity of the prevailing viewpoints;
and the assumptions, forecasts, inferences, correspondence, and constraints associated with all of
the above.

DE-1.5 Define the security aspects of the design definition strategy.

Elaboration: The security aspects of the design definition strategy are a design-oriented parallel to
the architecture definition strategy. These security aspects can either constrain or exclude specific
methods or approaches that might otherwise be suitable for use. In particular, the philosophy of
protection, associated implementation technologies, and assurance and trustworthiness objectives
may require specific types of reviews, evaluation approaches/criteria, and measurement methods.
The security aspects of the design definition strategy serve to eliminate, minimize, or contain
design weaknesses, flaws, and errors that may lead to vulnerability.
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DE-1.6 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of the design definition process.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the design definition process. These enabling systems and services are relied upon to
provide the capability to realize and support the system-of-interest, and therefore impact the
trustworthiness of the system. The design definition-oriented security concerns for enabling
systems and services used to support the design definition process must be determined and
captured as security requirements and as security-driven constraints for the interfaces and
interactions with the system-of-interest. The Validation process is used to confirm that enabling
systems and services achieve their intended use and do so with an appropriate level of
trustworthiness.

References: ISO/IEC/IEEE 15288, Section 6.4.5.3 a); ISO/IEC 15026.
Related Publications: FIPS Publication 200; NIST SP 800-37; NIST SP 800-53.

DE-2 ESTABLISH SECURITY DESIGN CHARACTERISTICS AND ENABLERS FOR EACH SYSTEM ELEMENT
DE-2.1 Allocate system security requirements to system elements.

Elaboration: System security requirements are allocated to those system elements that provide or
support the provision of a specified protection capability and to all system elements in the form of
security-driven constraints. The allocation of system security requirements defines what, if any,
security-relevant responsibility and constraints are assigned to or levied on each system element.

DE-2.2 Transform security architectural characteristics into security design characteristics.

Elaboration: The transformation applies the architectural, trust, and security design principles in
successively finer-grained contexts to express the security design characteristics for the constituent
components of architectural entities. Security design characteristics apply to security functional
capability and to the avoidance and minimization of vulnerability in all aspects of system design.

DE-2.3 Define the necessary security design enablers.

Elaboration: Security design enablers include, for example: security policy models; security
protocol models; strength of mechanism models; security algorithms; and formal expressions of
security functional behavior and interaction.

DE-2.4 Examine security design alternatives.

Elaboration: The objective is to determine the feasibility of each alternative design in achieving
the specified security design characteristics and effectiveness within the constraints of cost,
schedule, life cycle concepts, and level of assurance. Trades are made in the architecture or
requirements space for those security design characteristics that cannot be implemented. The
System Analysis process conducts the necessary security-oriented analyses to provide the data
necessary to support the assessments of the security design alternatives. Security design trade
decisions may result in new, changed, deleted, or derived requirements/constraints. These changes
require that the Architecture Definition process be revisited in conjunction with the Stakeholder
Needs and Requirements Definition and the System Requirements Definition processes. Cost-
benefit analyses of the security design are also conducted. The benefit derived from the security
design is determined by several factors: the effectiveness of a security function in providing the
protection allocated to it; the trustworthiness that can be placed on the security function; the
impact of security design on system capability performance and on performance relative to other
system emergent properties; and the risk associated with the use of the security function.

DE-2.5 Refine or define the security interfaces between the system elements and with external
entities.
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DE-3

DE-4

Elaboration: The security interfaces and security aspects interfaces defined by the Architecture
Definition process reflect the level of detail needed to make architecture decisions. The details of
the defined interfaces are refined to capture additional details provided by the security design. In
addition, security interfaces, interconnections, behavior, and interactions for components within
the system of interest are identified, as are the security-driven design constraints applied on all
interfaces, interactions, and behavior between components of the system-of-interest.

DE-2.6 Develop the security design artifacts.

Elaboration: Security design artifacts include, for example: specifications, data sheets, databases,
and documents. These artifacts are developed specific to the nature of the system design element

implementation strategy (e.g., machine, technology, method of implementation, human, physical,
or combination thereof).

References: ISO/IEC/IEEE 15288, Section 6.4.5.3 b); ISO/IEC 15026.

Related Publications: ISO/IEC 12207, Section 6.4.3.3.1, Section 7.1.4.3.1; ISO/IEC 27034-1,
(SDL) Section A.9.3; ISO/IEC 15408-2; ISO/IEC 15408-3; FIPS Publication 200; NIST SP 800-
37; NIST SP 800-53.

ASSESS THE ALTERNATIVES FOR OBTAINING SECURITY-RELEVANT SYSTEM ELEMENTS
DE-3.1 Identify security-relevant nondevelopmental items (NDI) that may be considered for use.

Elaboration: Security-relevant NDI are those items that provide or directly support a security
protection capability.

DE-3.2 Assess each candidate NDI and new design alternative against the criteria developed
from expected security design characteristics or system element security requirements to
determine suitability for the intended application.

Elaboration: Security considerations for NDI include, for example: the level of assurance that can
be obtained relative to assurance objectives; the functionality contained beyond that required to
satisfy allocated requirements; the interoperability with other system elements; and the pedigree of
the NDI and all associated development, fabrication, storage, handling, and distribution concerns
associated with component logistics and supply chain. The security considerations for design
alternatives include, for example: security performance, effectiveness, and strength of mechanism,
and the capabilities and limitations of the design relative to the security design characteristics and
system element security requirements. The System Analysis process is used to provide data in
support of the NDI security-informed assessments and alternative design assessments.

DE-3.3 Determine the preferred alternative among candidate NDI solutions and new design
alternatives for a system element.

Elaboration: The preferred candidate is identified with explicit consideration of key security
considerations of assurance, trustworthiness, effectiveness, and risk. The Decision Management
process, informed by the System Analysis process, is used to perform the selection.

References: ISO/IEC/IEEE 15288, Section 6.4.5.3 ¢); ISO/IEC 15026.

Related Publications: ISO/IEC 12207, Section 6.4.3.3.2; NIST SP 800-37 (RMF Step 3).

MANAGE THE SECURITY DESIGN
DE-4.1 Map the security design characteristics to the system elements.

Elaboration: The security design characteristics are allocated as they apply to individual or
combinations of machine/technical, physical, and human system elements. The relationships and
dependencies between the design characteristics and the type of system elements to which they are
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mapped are determined and captured as part of the mapping. The mapping ensures that all security
design characteristics are mapped to system elements and traced to architecture entities.

DE-4.2 Capture the security design and rationale.

Elaboration: The security design and rationale is captured in a form most effective for its life
cycle. In many cases, the security design is reflected in constraints and considerations offered as
notes, cautions, or warnings, relative to the overarching system design.

DE-4.3 Maintain traceability of the security aspects of the system design.

Elaboration: Traceability is maintained between the security design characteristics and the
security architectural entities, system element requirements, interface definitions, analysis results,
and verification/validation methods or techniques. A traceability analysis of the security design to
the system architecture ensures that all system security requirements, concerns, and constraints are
allocated to and/or reflected in the design of security elements.

DE-4.4 Provide security-relevant information items required for the system design definition to
baselines.

Elaboration: Security aspects are captured in various artifacts that are maintained in an identified
baseline for the life cycle of the system. The security-relevant configuration items from this
process are identified and incorporated into engineering baselines so that they may be produced
and made available as required throughout the system life cycle. The Configuration Management
process manages the baseline and the artifacts identified by this process. The Information
Management process determines the appropriate forms of information and protections for the
information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.5.3 d).
Related Publications: ISO/IEC 15408-2; ISO/IEC 15408-3; NIST SP 800-37.
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3.1.6 System Analysis Process

Purpose

“The purpose of the System Analysis process is to provide a rigorous basis of data and information
for technical understanding to aid decision making across the life cycle.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the System Analysis process, provides a security view to
system analyses and contributes specific system security analyses to provide essential data and
information for the technical understanding of the security aspects of decision making. System
security analyses support both the technical assessments and decision making that occur during
the execution of the systems engineering processes. System security analyses leverage a common
foundation of methods, processes, and techniques that are differentiated and applied within the
context of the need for security-oriented engineering data. The analyses are conducted with a
level of analytical fidelity and rigor that is commensurate with the level of assurance required by
the decision to be made. Appendix L provides additional information on system security analyses.

Systems Security Engineering Outcomes

e The security aspects of system analysis needs are identified.

e Assumptions and results related to the security aspects of system analysis are identified and
validated.

e  System security analysis results are provided for decisions.

e Any enabling systems or services needed for the security aspects of system analysis are
available.

e Traceability of system security analysis results is established.
Systems Security Engineering Activities and Tasks

SA-1 PREPARE FOR THE SECURITY ASPECTS OF SYSTEM ANALYSIS
SA-1.1 Identify the security aspects of the problem or question that requires system analysis.

Elaboration: The problem or question that drives the need for system analysis may or may not
have obvious security considerations and aspects. The relevant security aspects may impact the
definition of the analysis objectives and the expectations and utility of the analysis results. The
objectives of system analysis may be problems or questions oriented to technical, functional, and
nonfunctional objectives.

SA-1.2 Identify the stakeholders of the security aspects of system analysis.

Elaboration: The stakeholders of the system analysis serve to properly frame and confirm the
security aspects of the problem or question to be answered and to set the expectations for the
sufficiency of results.
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SA-2

SA-1.3 Define the objectives, scope, level of fidelity, and level of assurance of the security
aspects of system analysis.

Elaboration: The expectations and utility of the security aspects of the system analysis may
dictate specific minimum levels of fidelity in terms of accuracy, precision, and rigor, and driven
by the desired level of assurance. These are defined in terms of the objectives and scope of the
problem or question, and are to be compatible with the non-security aspects of the analysis.

SA-1.4 Select the methods associated with the security aspects of system analysis.

Elaboration: The analysis methods selected and employed are the methods that best enable the
achievement of expectations for the utility of the data and information produced by the analysis.
The methods selected to address the security aspects are to be compatible with the methods
selected for other aspects of the analysis.

SA-1.5 Define the security aspects of the system analysis strategy.

Elaboration: The security aspects of system analysis strategy include, for example, security-
driven dependencies on methods; the sequencing and timing of the analysis techniques, methods,
and processes; and the quality and validity checks and verification to ensure that the results meet
expectations and provide the necessary utility.

SA-1.6 ldentify, plan for, and obtain access to enabling systems or services to support the
security aspects of the system analysis process.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the system analysis process. These enabling systems and services are relied upon to
provide the capability to realize and support the system-of-interest, and therefore impact the
trustworthiness of the system. The system analysis-oriented security concerns for enabling
systems and services used to support the system analysis process must be determined and captured
as security requirements and as security-driven constraints for the interfaces and interactions with
the system-of-interest. The Validation process is used to confirm that enabling systems and
services achieve their intended use and do so with an appropriate level of trustworthiness.

SA-1.7 Collect the data and inputs needed for the security aspects of system analysis.

Elaboration: Any data and inputs collected to inform and support the security aspects of system
analysis inputs are validated within the scope, fidelity, and level of assurance dictated by the
objectives of the system analysis.

References: ISO/IEC/IEEE 15288, Section 6.4.6.3 a); ISO/IEC 15026.

Related Publications: None.

PERFORM THE SECURITY ASPECTS OF SYSTEM ANALYSIS

SA-2.1 Identify and validate the assumptions associated with the security aspects of system
analysis.

Elaboration: Assumptions associated with the security aspects of system analysis cannot be
implicit; they must be explicit and validated. Each analysis assumption is validated to capture the
relevance of the assumption to aspects of the analysis and the analysis results. Assumptions that
cannot be validated are identified and correlated to the analysis results that are dependent on that
assumption. Assumptions that cannot be validated are revisited and reconsidered for validation to
remove all uncertainty about the analysis results and the utility of those results.

SA-2.2 Apply the selected security analysis methods to perform the security aspects of required
system analysis.
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SA-3

Elaboration: The security analysis methods are performed in accordance with the system analysis
strategy so as to remain within the capabilities and limitations of the selected method. Security
analysis may use data produced by other analyses, for example, a security analysis for protection
needs might be based on data produced by varying forms of criticality analysis.

SA-2.3 Review the security aspects of the system analysis results for quality and validity.

Elaboration: The security aspects of system analysis results are reviewed to address quality and
validity as outlined in the system analysis strategy.

SA-2.4 Establish conclusions, recommendations, and rationale based on the results of the
security aspects of system analysis.

Elaboration: The conclusions and recommendations are established to be defensible based on
relevant data and information and validated assumptions. Conclusions and recommendations that
are impacted by non-validated assumptions are identified as such. In all cases, the conclusions and
recommendations capture the limitations and constraints on the interpretation of results, to include
supporting rationale. Stakeholders and other individuals with appropriate subject-matter expertise
are consulted and participate in the formulation of conclusions and recommendations.

SA-2.5 Record the results of the security aspects of system analysis.

Elaboration: The results of security analysis for aspects of the system analysis are captured in a
form suitable for communication and utilization of the results.

References: ISO/IEC/IEEE 15288, Section 6.4.6.3 b).

Related Publications: ISO/IEC 12207, Section 7.1.2.3.1; ISO/IEC 27034-1, (SDL) Section A.9.3;
ISO/IEC 15408-3.

MANAGE THE SECURITY ASPECTS OF SYSTEM ANALYSIS

SA-3.1 Maintain traceability of the security aspects of the system analysis results.

Elaboration: Bidirectional traceability captures the relationship between the security aspects of
the system analysis results, the security methods employed, the other analysis methods, and the
context that defines the problem or question that the system analysis addresses.

SA-3.2 Provide security-relevant system analysis information items that have been selected for
baselines.

Elaboration: Security-relevant system analysis results are captured in various artifacts that are
maintained in an identified baseline for the life cycle of the system. The security-relevant
configuration items from this process are identified and incorporated into engineering baselines so
that they may be produced and made available as required throughout the system life cycle. The
Configuration Management process manages the baseline and the artifacts identified by this
process. The Information Management process determines the appropriate forms of information
and protections for the information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.6.3 ).
Related Publications: 1SO/IEC 15408-3.
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3.1.7 Implementation Process

Purpose
“The purpose of the Implementation process is to realize a specified system element.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Implementation process, realizes the security aspects
of all system elements. The process transforms the security aspects of requirements, architecture,
design, interfaces, interconnections, and specified behavior into actions that create a system
element according to the security practices of the selected implementation technology. Security
aspects include the active protection capability of a system element (e.qg., security functions or
mechanisms that provide a security capability, service, or that serve as a control, safeguard, or
countermeasure) and as the passive protection capability realized through the implementation
methods, processes, and tools associated with development and fabrication. This process results
in a system element that satisfies specified system security requirements, architecture, and design.

Systems Security Engineering Outcomes
e The security aspects of the implementation strategy are developed.

e The security aspects of implementation that constrain the requirements, architecture, or
design are identified.

e A security-relevant or security-informed system element is realized.
e System elements are securely packaged and stored.

e Any enabling systems or services needed for the security aspects of implementation are
available.

e Traceability of the security aspects of the implemented system elements is established.
Systems Security Engineering Activities and Tasks

IP-1 PREPARE FOR THE SECURITY ASPECTS OF IMPLEMENTATION
IP-1.1  Develop the security aspects of the implementation strategy.

Elaboration: The security aspects of the implementation strategy apply to all system elements
regardless of their role in the system. They serve to guide and inform the implementation activities
to realize the specified protection capability of security-relevant system elements, while informing
the implementation activities of all system elements with the intent of avoiding the introduction of
weaknesses and flaws that lead to vulnerability. The security aspects are oriented to the choice of
the implementation technology; the manner in which the system element is to be realized (e.g.,
development, fabrication, adaptation, reuse, repurpose, purchase, subscription or lease); the
targeted level of assurance; and security verification uncertainties. The strategy also applies to
enabling systems and services that enable or support implementation; specialized needs for
personnel performing high-assurance or trusted development; and security concerns associated
with implementation-related logistics, supply, and distribution of components. The Agreement and
Infrastructure Management processes are leveraged to support this process.
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IP-1.2  Identify constraints from the security aspects of the implementation strategy and
technology on the system requirements, architecture, design, or implementation
techniques.

Elaboration: Security aspects, considerations, and characteristics associated with implementation
(including choice of implementation technology, implementation method, enabling systems, and
target level of assurance) may translate to explicit needs, constraints, and limitations captured in
the system requirements, architecture, and design. Such considerations, aspects, and characteristics
are identified and provided as input to needs analyses, requirements analyses, and architecture and
design definition processes.

IP-1.3  Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of implementation.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the implementation process. These enabling systems and services are relied upon to
provide the capability to realize and support the system-of-interest, and therefore impact the
trustworthiness of the system. The implementation-oriented security concerns for enabling
systems and services used to support the implementation process must be determined and captured
as security requirements and as security-driven constraints for the interfaces and interactions with
the system-of-interest. The Validation process is used to confirm that enabling systems and
services achieve their intended use and do so with an appropriate level of trustworthiness.

References: ISO/IEC/IEEE 15288, Section 6.4.7.3 a): ISO/IEC 15026.
Related Publications: NIST SP 800-37.

IP-2 PERFORM THE SECURITY ASPECTS OF IMPLEMENTATION

IP-2.1  Realize or adapt system elements in accordance with the security aspects of the
implementation strategy, defined implementation procedures, and security-driven
constraints.

Elaboration: Implementation is accomplished by hardware fabrication; software development;
adaptation and reuse of existing capabilities; the acquisition or leasing of components and
services; and the development of life cycle concept policies and procedures to govern the actions
of individuals in their use of and interaction with the technology/machine and physical elements of
the system.

Hardware:

Hardware elements are either acquired or fabricated. The key security consideration is the trade
space of cost, capability, and assurance. Custom hardware fabrication provides the opportunity to
acquire insight into the details of design and implementation to include all associated processes,
methods, and tools utilized. These insights translate to increased assurance (positive and negative).
Having this insight offers the opportunity to influence decisions to avoid the introduction of
vulnerabilities; to identify and remove vulnerabilities that are introduced; and to manage or
contain those vulnerabilities that must remain.

Acquired hardware elements may not provide the opportunity to achieve the same insight into the
details of design and implementation as is the case for hardware fabrication. In addition, acquired
hardware elements may offer more functionality and capability than required. The limits of what
can be known about the internals of the hardware elements translate to a level of uncertainty about
vulnerability and to the maximum assurance that can be achieved. Appendix J provides additional
information on hardware security considerations for implementation.

Software:

Software elements are either acquired or developed. The key security consideration is the trade
space of cost, capability, and assurance. Custom software development provides the opportunity to
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acquire insight into the details of design and implementation to include all associated processes,
methods, and tools utilized. These insights translate to increased assurance (positive and negative).
Having this insight offers the opportunity to influence decisions to avoid the introduction of
vulnerabilities; to identify and remove vulnerabilities that are introduced; and to manage or
contain those vulnerabilities that must remain.

Acquired software elements may not provide the opportunity to achieve the same insight into the
details of design and implementation as is the case for hardware fabrication. In addition, acquired
software elements may offer more functionality and capability than required. The limits of what
can be known about the internals of the software elements translate to a level of uncertainty about
vulnerability and to the maximum assurance that can be achieved. Appendix | provides additional
information on software security considerations for implementation design and developmental
assurance.

Firmware:

Firmware exhibits properties of hardware and software. Firmware elements are either acquired, or
developed to realize the software aspects of the element and then fabricated to realize the physical
form of the hardware aspects of the element. Firmware elements therefore adhere to the security
implementation considerations of both hardware and software elements.

Services:

System elements implemented by obtaining or leasing services include machine/technology,
human, and physical system element considerations. These elements are subject to the same
criteria used to acquire hardware, firmware, and software, but must also address security
considerations associated with utilization and support resources.

Utilization and Support Resources:

The security considerations of services acquired or leased must account for the specific roles and
responsibilities of individuals of the service/lease provider and their ability to account for all of the
security requirements and constraints associated with delivery, utilization, and sustainment of the
service or capability being leased.

IP-2.2  Securely package and store system elements.

Elaboration: The secure packaging and storing of system elements preserves the security
characteristics of those elements until such time that they are needed. Security considerations
include protection from unauthorized knowledge of existence of the system element and its
storage location; details about the handling and movement of the element; protection from
unauthorized access, use, or removal (e.g., theft); protection to detect an attempt to modify the
system element or to detect actual modification of the system element; and protection from
damage or destruction.

IP-2.3  Record evidence that system elements meet the system security requirements.

Elaboration: The evidence recorded is used to substantiate claims that the security requirements
have been satisfied in accordance with the security architecture, security design, and all associated
security concerns. Evidence is provided in accordance with the verification methods identified by
the requirements allocated to the individual system element, and in accordance with the response
to nonconformances found during the Verification and Validation processes.

References: ISO/IEC/IEEE 15288, Section 6.4.7.3 b); ISO/IEC 15026.

Related Publications: ISO/IEC 12207, Section 7.1.5.3.1; ISO/IEC 27034-1, (SDL) Section A.9.4;
NIST SP 800-37.
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IP-3

MANAGE RESULTS OF THE SECURITY ASPECTS OF IMPLEMENTATION

IP-3.1 Record the security aspects of implementation results and any security-related anomalies
encountered.

Elaboration: The recorded implementation results include security-related nonconformance
issues, anomalies, or problems. These results inform analyses to determine required corrective
actions. Corrective actions can affect the security aspects of the architecture definition, design
definition, system security requirements and associated constraints, level of assurance that can be
obtained, and/or the implementation strategy to include its security aspects. The System Analysis,
Decision Management, Risk Management, and Project Assessment and Control processes all
interact to address the identified nonconformance issues, anomalies, and problems.

IP-3.2  Maintain traceability of the security aspects of implemented system elements.

Elaboration: Bidirectional traceability of the security aspects of the implemented system elements
to the system security requirements, the security views of the architecture, the security design, and
the security interface requirements is maintained throughout the stages of the system life cycle.
Traceability demonstrates completeness of the implementation process activities and provides
evidence that supports assurance and trustworthiness claims.

IP-3.3  Provide security-relevant information items required for implementation to baselines.

Elaboration: Security aspects are captured in various artifacts that are maintained in an identified
baseline for the life cycle of the system. The security-relevant configuration items are identified
and incorporated into engineering baselines so that they may be produced and made available as
required throughout the system life cycle. The Configuration Management process manages the
baseline and the associated artifacts identified by this process. The Information Management
process determines the appropriate forms of information and protections for the information that is
provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.7.3 c); ISO/IEC 15026.
Related Publications: NIST SP 800-37.
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3.1.8 Integration Process

Purpose

“The purpose of the Integration process is to synthesize a set of system elements into a realized
system (product or service) that satisfies system requirements, architecture, and design.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Integration process, addresses the security aspects in
the assembly of a set of system elements such that the realized system achieves the protection
capability in a trustworthy manner, as specified by the system security requirements, and in
accordance with the system architecture and system design. The process iteratively combines the
implemented system elements to form a complete or partially secure system configuration, which
in turn is combined to build the secure product or service. Achieving a trustworthy secure system
requires the iterative application of this process to identify the security-driven constraints for
interfaces, interconnections, and interactions to achieve the desired emergent security behavior.
This process requires close coordination with the Architecture Definition and Design Definition
processes to make sure the interface definitions take into account security-driven constraints as
part of the integration needs.

Systems Security Engineering Outcomes

e The security aspects of the integration strategy are developed.

e The security-driven integration constraints that influence requirements, architecture, design,
or interfaces and interactions are identified.

e Anapproach and checkpoints for the correct secure operation of the assembled interfaces,
interactions, behavior, and system functions are developed.

e Any enabling systems or services needed to achieve the security aspects of integration are
available.

o A trustworthy system composed of implemented system elements is integrated.

e The security behavior and interactions between interfaces of implemented system elements
are checked.

e The security behavior and interactions between the system and the external environment are
checked.

e The security aspects of integration results and security anomalies are identified.

o Traceability of the security aspects of the integrated system elements is established.
Systems Security Engineering Activities and Tasks

IN-1 PREPARE FOR THE SECURITY ASPECTS OF INTEGRATION

IN-1.1 Identify and define checkpoints for the trustworthy secure operation of the assembled
interfaces and selected system functions.
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Elaboration: Checkpoints for trustworthy secure operation at the system level support progressive
in-process determination that the intended security characteristics at and between interfaces of
interacting system elements (i.e., the interconnection or channel that allows for element interaction
or communication) are achieved. The checkpoints also make it possible to identify any unspecified
emergent behavior that occurs, regardless if that behavior is desirable or undesirable. Attention is
also given to the trustworthy secure operation of the system-of-interest at its interfaces to enabling
and other systems. The detailed verification of the security characteristics associated with those
interfaces is performed by the Verification Process. The identification of checkpoints for
trustworthy secure operation is accomplished in combination with the Architecture Definition
process.

IN-1.2 Develop the security aspects of the integration strategy.

Elaboration: The security aspects of the integration strategy address the approach to bring
together increasingly larger system elements of the system-of-interest hierarchy (e.g., component,
assemblies, subsystem, systems) until the entire system is realized. The strategy encompasses
secure assembly sequences and checkpoints for the system elements based on the system security
requirements, security architecture, security design, and security interfaces. The strategy has
objectives to optimize secure integration activities so as to minimize integration time, cost, and
risk, while maximizing assurance and trustworthiness. The strategy also addresses integration
issues for those interactions between the system-of-interest and other systems where the other
systems are not likely to be available during integration, and therefore such interactions require
simulation or other equivalent methods to successfully conduct security integration. The security
aspects of the integration strategy are comprehensive in scope and address the role of the human as
a contributing element to system integration and realization of trustworthy secure operation. The
security aspects of the integration strategy also include the secure transport and acceptance of
system elements from their storage or supply source to the location where integration activities are
performed. These security aspects may be captured in agreements.

IN-1.3 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of integration.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the integration process. Enabling systems and services are relied upon to provide the
capability to realize and support the system-of-interest, and therefore impact the trustworthiness of
the system. The integration-oriented security concerns for enabling systems and services used to
support the integration process must be determined and captured as security requirements and as
security-driven constraints for the interfaces and interactions with the system-of-interest. The
Validation process is used to confirm that enabling systems and services achieve their intended
use and do so with an appropriate level of trustworthiness.

IN-1.4 Identify the constraints resulting from the security aspects of integration to be
incorporated into the system requirements, architecture, or design.

Elaboration: Security-driven constraints are necessary to achieve trusted end-to-end security
protections in terms of the behavior of the system at its interfaces and across the interconnection
with other system elements, enabling systems, and other systems in the intended operational
environment. These constraints serve to ensure correct secure operation and eliminate, minimize,
or contain vulnerabilities so as to minimize, if not eliminate, unspecified emergent behavior and
erroneous behavior due to adversity and uncertainty. Constraints resulting from the security
aspects of integration take into account the system-of-interest, its enabling systems, and other
systems. These constraints inform the system requirements, architecture, design, and all associated
security viewpoints.

References: ISO/IEC/IEEE 15288, Section 6.4.8.3 a); ISO/IEC 15026.
Related Publications: NIST SP 800-37.
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IN-2

IN-3

PERFORM THE SECURITY ASPECTS OF INTEGRATION

IN-2.1  Obtain implemented system elements in accordance with security criteria and
requirements established in agreements and schedules.

Elaboration: Security criteria address the handling, distribution, delivery, and acceptance of all
forms of system elements as they are obtained from suppliers or withdrawn from storage. The
criteria attempt to prevent and/or detect unauthorized knowledge of/about, access to/control over,
use of, and modification to system elements as they are delivered to the integration location.

IN-2.2  Assemble the implemented systems elements to achieve secure configurations.

Elaboration: The assembly is performed as outlined by the security aspects of the integration
strategy to bring together increasingly larger system elements of the system-of-interest hierarchy
(e.g., component, assemblies, subsystem, systems) until the entire system-of-interest is realized.

IN-2.3  Perform checks of the security characteristics of interfaces, functional behavior, and
behavior across interconnections.

Elaboration: Security integration checks verify the correct security operation in terms of behavior,
interaction, performance, and effectiveness between system elements; between the system-of-
interest and its enabling systems; and between the system-of-interest and other systems. These
checks include specified behavior, strength of function, unspecified emergent behavior, forced
behavior (i.e., type of behavior resulting from intentional malicious activity), and uncertainty. The
security integration checks are conducted to address all system normal and degraded modes of
operation and configurations. Security interfaces and functions are checked using the Verification
process.

References: ISO/IEC/IEEE 15288, Section 6.4.8.3 b).

Related Publications: ISO/IEC 12207, Section 6.4.5.3.2, Section 7.1.6.3.1; ISO/IEC 27034-1,
(SDL) Section A.9.4; NIST SP 800-37.

MANAGE RESULTS OF THE SECURITY ASPECTS OF INTEGRATION
IN-3.1 Record the security aspects of integration results and any security anomalies encountered.

Elaboration: The recorded integration results include security-related nonconformance issues,
anomalies, or problems. These results inform analyses to determine corrective actions. Corrective
actions can affect the security aspects of architecture definition, design definition, the system
security requirements and associated constraints, the level of assurance that can be obtained,
and/or the integration strategy to include its security aspects. The System Analysis, Decision
Management, Risk Management, and Project Assessment and Control processes all interact to
address the identified nonconformance issues, anomalies, and problems.

IN-3.2 Maintain traceability of the security aspects of integrated system elements.

Elaboration: Bidirectional traceability of the security aspects of the integrated system elements to
the system security requirements, security views of the architecture, security design, and security
interface requirements is maintained throughout the stages of the system life cycle. Traceability
demonstrates completeness of the integration process activities and provides evidence that
supports assurance and trustworthiness claims.

IN-3.3  Provide security-relevant information items required for integration to baselines.

Elaboration: Security aspects of integration are captured in various artifacts that are maintained in
an identified baseline for the life cycle of the system. The security-relevant configuration items
from this process are identified and incorporated into engineering baselines so that they may be
produced and made available as required throughout the system life cycle. The Configuration
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Management process manages the baseline and the artifacts identified by this process. The
Information Management process determines the appropriate forms of information and protections
for the information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.8.3 ¢); ISO/IEC 15026.
Related Publications: NIST SP 800-37.
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3.1.9 Verification Process

Purpose

“The purpose of the Verification process is to provide objective evidence that a system or system
element fulfils its specified requirements and characteristics.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Verification process, produces evidence sufficient to
demonstrate that the system satisfies its security requirements and security characteristics with the
level of assurance that applies to the system. A fundamental security characteristic is that the
system exhibits only specified behaviors, interactions, and outcomes. This security characteristic
establishes a burden to demonstrate the absence of specific behaviors, interactions, and outcomes.
Another key characteristic of system assurance is that it applies to all methods, processes, and
techniques, the fidelity and rigor in how they are employed, and the results that are achieved.
Security verification therefore, requires interpretation, analysis, and reasoning about subjective
evidence in addition to the objective evidence that is obtained through demonstration, inspection,
evaluation, and testing. Security verification also identifies and produces evidence that describes
anomalies (i.e., defects, errors, defects, faults, flaws, or weaknesses) that are assessed by the
System Analysis process. This assessment determines if those anomalies constitute vulnerability
relative to system requirements and characteristics.

Systems Security Engineering Outcomes

e The security aspects of the verification strategy are developed.

e The security aspects of verification that constrain system requirements, architecture, or design
are identified.

e Any enabling systems or services needed to achieve the security aspects of verification are
available.

e The security requirements and security characteristics of the system or system element are
verified.

e Security-driven data providing information for corrective actions is reported.

e Evidence that the realized system satisfies the system security requirements, security views of
the architecture, and security design is provided.

e The security aspects of verification results and security anomalies are identified.

o Traceability of the security aspects of the verified system elements is established.
Systems Security Engineering Activities and Tasks

VE-1 PREPARE FOR THE SECURITY ASPECTS OF VERIFICATION

VE-1.1 Identify the security aspects within the verification scope and corresponding security-
focused verification actions.
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Elaboration: The security aspects and security-focused verification activities are identified for
each scope of verification. The scope includes requirements, architecture, design characteristics, or
other properties to be verified relative to a target system element or artifact (e.g., system, model,
prototype, mock-up, procedure, plan, or document). The security-focused verification actions
include those oriented to strength of function/mechanism, resistance to tamper, misuse or abuse,
penetration resistance, level of assurance, absence of flaws, weaknesses, and the absence of
unspecified emergent behavior and outcomes.

VE-1.2 Identify the constraints that can potentially limit the feasibility of the security-focused
verification actions.

Elaboration: Constraints that can potentially affect security-focused verification include, for
example: level of assurance and the availability of human and material resource enablers; the
availability of relevant and credible vulnerability, hazard, and threat data; access to details about
the system element or artifact to be verified; technology employed; size and complexity of the
system element or artifact and cost and time allotted for the verification.

VE-1.3 Select the appropriate methods or techniques for the security aspects of verification and
the associated security criteria for each security-focused verification action.

Elaboration: The methods and techniques appropriate for security verification are largely driven
by the evidence required to accomplish the verification action so as to achieve the desired level of
assurance. Selection of appropriate methods includes, for example, the depth and breadth of the
scope of verification and the rigor of the methods employed. It may be the case that a method or
technique is unsuitable to produce the necessary evidence with the required level of assurance to
support verification conclusions, or alternatively, to inform system analyses that provide data to
inform verification conclusions.

VE-1.4 Define the security aspects of the verification strategy.

Elaboration: The security aspects of the verification strategy address the approach used to
incorporate security considerations into all verification actions, to include the incorporation of
security-specific verification actions. The security aspects of the verification strategy apply to the
entire system and all associated artifacts. The security aspects of the verification strategy achieve
an acceptable trade-off between the scope, depth, and rigor of verification, given the constraints
and feasibility considerations, to accomplish verification actions at the desired level of assurance
while recognizing the risk in not conducting adequate security-focused verification.

VE-1.5 Identify the system constraints resulting from the security aspects of the verification
strategy to be incorporated into the system requirements, architecture, or design.

Elaboration: The security aspects of the verification strategy will result in system constraints
associated with the clarity, accuracy, and precision in the expression of requirements, architecture
definition, and design definition, in order to achieve the desired level of assurance and to do so
with certainty and repeatability. Additionally, security-driven verification constraints will be
associated with choice of security and other technologies.

VE-1.6 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of verification.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the verification process. Enabling systems and services are relied upon to provide the
capability to realize and support the system-of-interest, and therefore impact the trustworthiness of
the system. The verification-oriented security concerns for enabling systems and services used to
support the verification process must be determined and captured as security requirements and as
security-driven constraints for the interfaces and interactions with the system-of-interest. The
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Validation process is used to confirm that enabling systems and services achieve their intended
use and do so with an appropriate level of trustworthiness.

References: ISO/IEC/IEEE 15288, Section 6.4.9.3 a); ISO/IEC 15026.
Related Publications: ISO/IEC 12207, Section 7.2.4.3.1; NIST SP 800-37; NIST SP 800-53A.

VE-2 PERFORM SECURITY-FOCUSED VERIFICATION

VE-2.1 Define the security aspects of the verification procedures, each supporting one or a set of
security-focused verification actions.

Elaboration: The security-focused verification procedures include the verification methods or
techniques to be employed, the skills and expertise required of individuals conducting the
verification actions, and any specialized equipment that may be needed. These procedures focus
on the security aspects of correctness, vulnerability susceptibility, penetration susceptibility, and
misuse and abuse susceptibility. The procedures also define the security objectives and the criteria
for success. The security aspects of the verification procedures address security considerations in
standard systems engineering verification methods and additional security-focused verification
actions that include search for vulnerabilities; penetration testing; misuse and abuse case testing;
and tamper resistance testing. Each security-focused verification procedure is targeted to the
particular system element undergoing verification and includes the use, sequencing, and ordering
of all enabling systems; methods, tools, and techniques employed; system states, configuration,
and modes of operation; environmental conditions; and personnel resources.

VE-2.2 Perform security verification procedures.

Elaboration: Security verification, in accordance with the verification strategy, occurs at the
appropriate times in the system life cycle for the artifact identified by the verification procedure.

Correctness:

Security correctness procedures address capability, behavior, outcomes, properties, characteristics,
performance, effectiveness, strength of mechanism/function, precision, accuracy, in consideration
of identified constraints.

Vulnerability:

Security vulnerability procedures address flaws, deficiencies, and weaknesses that can be
intentionally or unintentionally leveraged, exploited, triggered, or that may combine in some
manner to produce an adverse consequence.

Penetration:

Security penetration procedures address strategically and/or tactically planned and controlled
methods with intent to defeat, overwhelm, overcome, or bypass the protection capability,
technologies, materials, or methods. Penetration procedures may simulate the actions of a given
class of adversary within the context of specific rules of engagement, using the knowledge,
methods, techniques, and tools the adversary is expected to employ to achieve an objective.

Abuse and misuse:

Security abuse and misuse procedures address the manner in which the system can be utilized to
produce unspecified behavior and outcomes. These procedures may target the security guidance,
policies, procedures, and any other available information directed at users, operators, maintainers,
administrators, and trainers. Abuse and misuse verification is able to identify overly complex,
erroneous, or ambiguous information that leads users, administrators, operators, or maintainers to
inadvertently place the system into a nonsecure state.

References: ISO/IEC/IEEE 15288, Section 6.4.9.3 b).
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VE-3

Related Publications: ISO/IEC 12207, Section 6.4.6.3.1, Section 7.1.7.3.1, Section 7.2.4.3.2;
ISO/IEC 27034-1, (SDL) Section A.9.5; NIST SP 800-37; NIST SP 800-53A.

MANAGE RESULTS OF SECURITY-FOCUSED VERIFICATION

VE-3.1 Record the security aspects of verification results and any security anomalies
encountered.

Elaboration: The recorded verification results include security-related nonconformance issues,
anomalies, or problems. These results inform analyses to determine causes and enable corrective
or improvement actions. Corrective actions can affect the security aspects of the architecture
definition, design definition, system security requirements and associated constraints, the level of
assurance that can be obtained, and the implementation strategy to include its security aspects. The
System Analysis, Decision Management, Risk Management, and Project Assessment and Control
processes all interact to address and respond to nonconformance issues, anomalies, and problems.

VE-3.2 Record the security characteristics of operational incidents and problems and track their
resolution.

Elaboration: Security incidents that occur in the operational environment of the system are
recorded and subsequently correlated to verification activities and results. This is an important
feedback loop for continuous improvement in the engineering of trustworthy, secure systems.
This data is critical in determining the limits of performance, effectiveness, and certainty with
respect to threats, vulnerabilities, and the associated loss consequences. The data provided from
operational incidents is to have comprehensive coverage of all involved technology/machine,
human, and physical system elements. The Quality Assurance and Project Assessment and
Control processes are directly involved in addressing the management and handling of incident
reports from the operational system.

VE-3.3 Obtain stakeholder agreement that the system or system element meets the specified
system security requirements and characteristics.

Elaboration: Stakeholder agreement of the sufficiency of security-focused verification results is
associated with key checkpoints in the engineering process. Stakeholder approval contributes to
the overall determination that the system is justifiably able to proceed to the next phase of the
engineering process with explicit consideration of security capabilities, limitations, assumptions,
and open/unresolved items.

VE-3.4 Maintain traceability of the security aspects of verified system elements.

Elaboration: Bidirectional traceability of the security aspects of verified system elements to the
system security requirements, security views of the architecture, security design, and security
interface requirements is maintained throughout the stages of the system life cycle. Traceability
demonstrates completeness of the verification process and provides evidence that supports the
assurance and trustworthiness claims.

VE-3.5 Provide security-relevant information items required for verification to baselines.

Elaboration: The security aspects of verification are captured in the various artifacts that are
maintained in an identified baseline for the life cycle of the system. The security-relevant
configuration items from this process are identified and incorporated into engineering baselines so
that they may be produced and made available as required throughout the system life cycle. The
Configuration Management process manages the baseline and the artifacts identified by this
process. The Information Management process determines the appropriate forms of information
and protections for the information that is provided to stakeholders.
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References: ISO/IEC/IEEE 15288, Section 6.4.9.3 c); ISO/IEC 15026; ISO/IEC 27034-1, (SDL)
Section A.9.6.

Related Publications: NIST SP 800-37; NIST SP 800-53A.

CHAPTER 3 PAGE 71



Special Publication 800-160 Systems Security Engineering
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems

3.1.10 Transition Process

Purpose

“The purpose of the Transition process is to establish a capability for a system to provide services
specified by stakeholder requirements in the operational environment.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Transition process, establishes a capability to
preserve the system security characteristics during all aspects of an orderly and planned transition
of the system into operational status. Security characteristics of transition apply to the verified
system-of-interest and its relevant enabling systems, and include storage, handling, delivery,
installation, configuration, start-up, and commissioning of the verified system.

Systems Security Engineering Outcomes

e The security aspects of the transition strategy are developed.

e The security aspects of transition that constrain system requirements, architecture, or design
are identified.

e Any enabling systems or services needed to achieve the security aspects of transition are
available.

e The preparation of the operational site includes its security aspects.

e The system and its enabling systems are securely installed in their operational environment
and are capable of delivering the specified security functions and exhibiting secure behavior
and characteristics.

¢ Individuals involved with the operation, sustainment, and support of the system are trained in
the systems security capabilities and limitations.

e Security-relevant results and anomalies are identified.

e The installed system is activated and ready for operation in consideration of security-relevant
capability, constraints, limitations, and identified anomalies.

o Traceability of the security aspects of the transitioned elements is established.
Systems Security Engineering Activities and Tasks

TR-1 PREPARE FOR THE SECURITY ASPECTS OF TRANSITION
TR-1.1 Develop the security aspects of the transition strategy.

Elaboration: The security aspects of the transition strategy address the approach used to preserve
the system security characteristics to maintain the target level of assurance and trustworthiness
throughout all transition activities. The security aspects of transition focus on the confidentiality,
integrity, and availability concerns of system elements and all associated data and information
from their transition points of origin to site delivery, installation and assembly, checkout, and
commissioning of the system. The confidentiality concerns include knowledge of and about the
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activities, methods, means, materiel, and personnel involved in all aspects of system transition.
The security aspects account for interim secure storage, accountability of system elements
throughout the transition process, and the security qualifications and authorizations of individuals
associated with the transition of the system. The security aspects address system integrity to
ensure that the delivered system corresponds precisely to the system verified; any actual and
attempted tampering of the system elements; substitution or replacement of system elements; and
attempts to masquerade as authorized personnel associated with the system transition process. The
security aspects also address system availability in terms of timely movement and accountability
of system elements and account for enabling systems and all interconnections of the system-of-
interest with other systems in the operational environment so as to achieve protection and security
objectives in consideration of constraints imposed by the other systems.

TR-1.2 Identify the facility or site changes needed for security purposes.

Elaboration: Facility or site changes may be driven by assumptions and constraints associated
with the specified security capability so as to achieve specified assurance and trustworthiness
objectives. These assumptions must be realized by the facility or site so as to properly match the
security aspects of the transition strategy. Changes to the site or facility potentially affecting the
secure operation of the system include, for example, physical access and movement control
mechanisms; surveillance mechanisms; security policies, procedures, and plans; ingress or egress
points including access roads; fire protection and suppression systems; emergency power and
lighting capability; and electromagnetic signals emanation protection mechanisms.

TR-1.3 Identify the constraints resulting from the security aspects of transition to be incorporated
into the system requirements, architecture, and design.

Elaboration: Security aspects, considerations, and characteristics associated with system
transition may translate to explicit needs, constraints, and limitations captured in the system
requirements, architecture, and design. Such considerations, aspects, and characteristics are
identified and provided as input to needs analyses, requirements analyses, and architecture and
design definition processes.

TR-1.4 ldentify and arrange the training necessary for secure system utilization, sustainment, and
support.

Elaboration: Security considerations are necessarily part of all human element behavior and
interactions. The development and provision of security training for all recipients of the system
undergoing transition is necessary to successfully complete the transition with assurance that the
system can be utilized and sustained as intended within its specified capabilities and limitations.
The training should include general security awareness training and specific role-based, function-
based, and objective-based security training.

TR-1.5 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of transition.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the transition process. Enabling systems and services are relied upon to provide the
capability to realize and support the system-of-interest, and therefore impact the trustworthiness of
the system. The transition-oriented security concerns for enabling systems and services used to
support the transition process must be determined and captured as security requirements and as
security-driven constraints for the interfaces and interactions with the system-of-interest. The
Validation process is used to confirm that enabling systems and services achieve their intended
use and do so with an appropriate level of trustworthiness.

References: ISO/IEC/IEEE 15288, Section 6.4.10.3 a); ISO/IEC 15026.
Related Publications: NIST SP 800-37; NIST SP 800-53A.

CHAPTER 3 PAGE 73



Special Publication 800-160 Systems Security Engineering

Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems

TR-2

PERFORM THE SECURITY ASPECTS OF TRANSITION
TR-2.1 Prepare the facility or site in accordance with the secure installation requirements.

Elaboration: Preparation is carried out in accordance with agreements, requirements, directives,
policies, procedures, regulations, and ordinances.

TR-2.2 Securely deliver the system for installation.

Elaboration: The secure delivery of the system to the correct location is a necessary step in
establishing the intended security posture of the system in its operational environment. Secure
delivery takes into account the various forms, means, and methods that accomplish end-to-end
transport of system elements. This includes all intermediate stops, storage, and transitions from
carrier-to-carrier or system-to-system (for electronic delivery forms). Ensuring delivery to the
correct location is particularly important where a specific system element is preconfigured for site-
specific capability, function, and use.

TR-2.3 Install the system at its specified location and establish secure interconnections to its
environment.

Elaboration: Procedures that conform to the transition strategy are used to guide the installation,
generation, data and information population, secure configuration, and start-up of the system so as
to achieve the intended secure configuration and proper integration with enabling systems and
other systems. These procedures also account for the interconnection of the system with its
physical environment, other systems, and any enabling systems to which it interacts so as to
achieve specified trust relationships. These procedures are to be properly verified so as to provide
confidence that the intended system configuration across all system modes and states is achieved.

TR-2.4 Demonstrate proper achievement of the security aspects of system installation.

Elaboration: Security acceptance tests defined in agreements serve as the basis to determine
proper installation of the system. The demonstration includes security aspects associated with
physical connections between the system and the environment.

TR-2.5 Provide security training for stakeholders that interact with the system.

Elaboration: Stakeholder security training accounts for the security behavior, characteristics, and
concerns, including risk, for life cycle utilization, sustainment, and support. Security training is
oriented to the details of the system as it is installed in its operational environment. These criteria
may vary across instances of the system as it is employed for use.

TR-2.6 Perform activation and checkout of the security aspects of the system.

Elaboration: Security activation checkout demonstrates that the system is able to initialize to its
initial secure operational state for all defined modes of operation and takes into account all of the
interconnections to other systems across physical, virtual, and wireless interfaces, where such
interfaces impact the demonstration of secure checkout. The activation checkout also takes into
account all operational procedures, policies, and regulations. The Validation process is used to
confirm that the system, as installed and configured, fulfills the stakeholder security requirements.

TR-2.7 Demonstrate that the installed system is capable of delivering the required protection
capability.

Elaboration: Acceptance tests and associated acceptance criteria as specified in agreements,
establish the basis to determine the operational readiness of the system. The ability to deliver the
required protection capability is determined by the use of trained staff. The acceptance criteria
may include acceptance based on demonstration of security behavior and interactions using
simulated or other means should aspects of the physical environment or other systems not be
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TR-3

available at the time of demonstration. The capability to deliver the required protections is
demonstrated across all defined system modes and states, and includes penetration testing based
on vulnerability and threat assessments. The Validation process is used to demonstrate the
effectiveness of the system when used as intended to achieve stakeholder business or mission
objectives.

TR-2.8 Demonstrate that the security functions provided by the system are sustainable by the
enabling systems.

Elaboration: Acceptance tests and associated acceptance criteria as specified in agreements,
establish the basis to determine the operational readiness of any enabling systems. The ability to
deliver the required protection capability is determined by the use of trained staff. The capability
to deliver the required protections is demonstrated across all defined system modes and states, and
includes penetration testing based on vulnerability and threat assessments. The Validation process
is used to demonstrate the effectiveness of the enabling systems that provide services upon which
the system-of-interest depends.

TR-2.9 Review the security aspects of the system for operational readiness.

Elaboration: The results of installation, operational, and enabling system checkouts are reviewed
to determine if the security performance and effectiveness are sufficient to justify operational use.
This determination includes the results of penetration tests, threat and vulnerability assessments,
and the determination of residual risk in terms of risk tolerance and loss tolerance. The Decision
Management and Risk Management processes support decision making for operational readiness.

TR-2.10 Commission the system for secure operation.

Elaboration: The commissioning of the system completes the transition of the system from the
development/production engineering context to the operations and sustainment context. Security
support to system stakeholders starts at the time of the commissioning of the system.

References: ISO/IEC/IEEE 15288, Section 6.4.10.3 b).

Related Publications: ISO/IEC 12207, Section 6.4.7.3.1, Section 6.4.8.3.1, Section 6.4.9.3.2;
NIST SP 800-37; NIST SP 800-53A.

MANAGE RESULTS OF THE SECURITY APECTS OF TRANSITION
TR-3.1 Record the security aspects of transition results and any security anomalies encountered.

Elaboration: The security aspects and anomalies are recorded based on the scope of the transition
strategy, the system, the enabling systems, the checkout methods and findings, and the findings of
susceptibility to threat. Security findings that involve interactions with other systems require that
those findings be provided to the appropriate stakeholders of those systems. The results of these
findings are utilized by the System Analysis and Decision Management processes to establish root
and contributing causes so as to decide on corrective actions. The Project Assessment and Control
process is used to support these efforts.

TR-3.2 Record the security aspects of operational incidents and problems and track their
resolution.

Elaboration: The Operation process is used to collect security incident data. Tracking the
resolution of security incidents is important to ensuring the continued secure operation of the
system.

TR-3.3 Maintain traceability of the security aspects of transitioned system elements.
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Elaboration: Bidirectional traceability is maintained between all identified security aspects and
supporting data associated with the transition strategy and the system requirements, system
architecture, and system design. Traceability demonstrates completeness of the verification
process and provides evidence that supports assurance and trustworthiness claims.

TR-3.4 Provide security-relevant information items required for transition to baselines.

Elaboration: The security aspects of system transition are captured in various artifacts that are
maintained in an identified baseline for the life cycle of the system. The security-relevant
configuration items from this process are identified and incorporated into engineering baselines so
that they may be produced and made available as required throughout the system life cycle. The
Configuration Management process manages the baseline and the artifacts identified by this
process. The Information Management process determines the appropriate forms of information
and protections for the information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.10.3 c); ISO/IEC 15026.
Related Publications: NIST SP 800-37; NIST SP 800-53A.
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3.1.11 Validation Process

Purpose

“The purpose of the Validation process is to provide objective evidence that the system, when in
use, fulfills its business or mission objectives and stakeholder requirements, achieving its intended
use in its intended operational environment.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Validation process, provides evidence sufficient to
demonstrate that the system, while in use, fulfills its business or mission objectives while being
able to provide adequate protection of stakeholder and business or mission assets; minimize or
contain asset loss and associated consequences; and achieve its intended use in its intended
operational environment with the desired level of trustworthiness. A key trustworthiness
characteristic is that the system exhibits only specified behaviors, interactions, and outcomes.
This establishes the burden to demonstrate the absence of specific behaviors, interactions, and
outcomes, to include those that can be forced or manipulated by an adversary. Security validation
is, therefore, able to demonstrate the trustworthy and risk-informed capability of the system to
achieve established security objectives relative to disruptions, hazards, and threats anticipated in
the operational environment.

Systems Security Engineering Outcomes

e The security aspects of the validation strategy are developed.

o Validation criteria for stakeholder security requirements are defined.

e The availability of security services required by stakeholders is confirmed.

e The security aspects of validation that constrain requirements, architecture, or design are
identified.

e The security aspects of the system or system element are validated.

e Any enabling systems or services needed to achieve the security aspects of validation are
available.

e Security-focused validation results and security anomalies are identified.

e Evidence that the realized system or system element satisfies stakeholder protection needs is
provided.

o Traceability of the validated security-relevant system elements is established.
Systems Security Engineering Activities and Tasks

VA-1 PREPARE FOR THE SECURITY ASPECTS OF VALIDATION

VA-1.1 Identify the security aspects of the validation scope and corresponding security-focused
validation actions.
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Elaboration: The security aspects of validation focus on stakeholder’s protection needs, concerns,
and associated stakeholder security requirements. Security-focused validation can occur at any
stage in the system life cycle or during any of the engineering process activities. The scope of
security validation includes system elements, the entire system, or any artifact that impacts the
stakeholder’s confidence in the system and the decision to accept the system as being trustworthy
for its intended use.

VA-1.2 Identify the constraints that can potentially limit the feasibility of the security-focused
validation actions.

Elaboration: Constraints that can potentially affect security-focused validation actions include, for
example: the level of assurance and the availability of business or mission stakeholders to support
validation activities; the availability of relevant and credible vulnerability, hazard, and threat data;
the limits on conducting validation activities in actual operational conditions across all business
and mission modes and all associated system states and modes; technology employed; size and
complexity of the system element or artifact; and the cost and time allotted for validation
activities.

VA-1.3 Select the appropriate methods or techniques for the security aspects of validation and the
associated security criteria for each security-focused validation action.

Elaboration: The methods and techniques appropriate for security validation are largely driven by
the evidence required to accomplish the validation action so as to achieve the desired level of
trustworthiness. Selection of appropriate methods includes the depth and breadth of the scope of
validation and the rigor of methods employed. It may be the case that a method or technique is
unsuitable to produce evidence with the required level of trustworthiness to support validation
conclusions.

VA-1.4 Develop the security aspects of the validation strategy.

Elaboration: The security aspects of the validation strategy address the approach to incorporate
security considerations into all validation actions, to include the incorporation of security-specific
validation actions. The security aspects of the validation strategy apply to the entire system and all
associated artifacts. The security aspects of the validation strategy achieve an acceptable trade-off
between the scope, depth, and rigor of validation, given constraints and feasibility considerations,
to accomplish validation actions at the desired level of assurance while recognizing the risk in not
conducting adequate security-focused validation. The security-specific validation actions in the
strategy include adequacy of protections, strength of protection functions/mechanisms, compliance
with security concepts of operation, performance, interoperability, and identification of residual
vulnerability and the resultant susceptibility to disruption, hazards, and threats. The validation
strategy may include business or mission use case-directed vulnerability assessment which scopes
penetration and misuse testing to identify means and methods used to exploit vulnerabilities via
intentional attacks or to trigger vulnerabilities via incidental and accidental actions.

VA-1.5 ldentify system constraints resulting from the security aspects of validation to be
incorporated into the stakeholder security requirements.

Elaboration: The security aspects of the validation strategy will result in constraints associated
with the clarity, accuracy, and precision in the expression of stakeholder security requirements, so
as to ascertain the targeted level of assurance and to do so with certainty and repeatability.

VA-1.6 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of validation.

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the validation process. Enabling systems and services are relied upon to provide the
capability to realize and support the system-of-interest, and therefore impact the trustworthiness of
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the system. The validation-oriented security concerns for enabling systems and services used to
support the transition process must be determined and captured as security requirements and as
security-driven constraints for the interfaces and interactions with the system-of-interest.

References: ISO/IEC/IEEE 15288, Section 6.4.11.3 a); ISO/IEC 15026.
Related Publications: ISO/IEC 12207, Section 7.2.5.3.1; NIST SP 800-37; NIST SP 800-53A.

VA-2  PERFORM SECURITY-FOCUSED VALIDATION

VA-2.1 Define the security aspects of the validation procedures, each supporting one or a set of
security-focused validation actions.

Elaboration: Security-focused validation procedures include the validation methods or techniques
to be employed, the skills and expertise required of individuals conducing the validation, and any
specialized equipment that may be needed. These procedures focus on the security aspects of
correctness, vulnerability susceptibility, penetration susceptibility, and misuse and abuse
susceptibility. The procedures also define the security objectives and the criteria for success. The
security aspects of the validation procedures address security considerations in generalized
validation methods and additional security-focused validation actions that include search for
vulnerabilities; penetration testing; misuse and abuse case testing; and tamper resistance testing.
Each security-focused validation procedure is targeted to the particular system element undergoing
validation and includes the use, sequencing, and ordering of all enabling systems; methods, tools,
and techniques employed; system states, mode, and configuration; environmental conditions; and
personnel resources.

VA-2.2 Perform security validation procedures in the defined environment.

Elaboration: Security-focused validation procedures demonstrate that the right system was built;
that the system is sufficiently trustworthy; and that the system satisfies the defined stakeholder
security objectives, protection needs, and security requirements. Security validation, in accordance
with the validation strategy, occurs at the appropriate time in the system life cycle for the artifact
identified by the validation procedure.

Correctness:

Security correctness procedures address capability, behavior, outcomes, properties, characteristics,
performance, effectiveness, strength of mechanism/function, precision, and accuracy, in
consideration of identified constraints.

Vulnerability:

Security vulnerability procedures address flaws, deficiencies, and weaknesses that can be
intentionally or unintentionally leveraged, exploited, triggered, or that may combine in some
manner to produce an adverse consequence.

Penetration:

Security penetration procedures addresses strategically and/or tactically planned and controlled
methods with intent to defeat, overwhelm, overcome, or bypass the protection capability,
technologies, material, or methods. Penetration procedures may simulate the actions of a given
class of adversary within the context of specific rules of engagement, using the knowledge,
methods, techniques, and tools that the adversary is expected to employ to achieve an objective.

Abuse and misuse:

Security abuse and misuse procedures address the manner in which the system can be utilized to
produce unspecified behavior and outcomes. These procedures may target the security guidance,
policies, procedures, and any other available information directed at users, operators, maintainers,
administrators, and trainers. Abuse and misuse verification is able to identify overly complex,
erroneous, or ambiguous information that leads users, administrators, operators, or maintainers to
inadvertently place the system in a nonsecure state.
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VA-3

VA-2.3 Review security-focused validation results to confirm that the protection services of the
system that are required by stakeholders are available.

Elaboration: The confirmation of the availability of security protection services is ascertained in
the same manner as the confirmation of all other system services.

References: ISO/IEC/IEEE 15288, Section 6.4.11.3 b).

Related Publications: 1SO/IEC 12207, Section 6.4.8.3.1, Section 7.2.5.3.2; NIST SP 800-37;
NIST SP 800-53A.

MANAGE RESULTS OF SECURITY-FOCUSED VALIDATION
VA-3.1 Record the security aspects of validation results and any security anomalies encountered.

Elaboration: The recorded validation results include security-related nonconformance issues,
anomalies, or problems. These results inform analyses to determine causes and enable corrective
or improvement actions. Corrective actions can affect the security aspects of the architecture
definition, design definition, system security requirements and associated constraints, the level of
assurance that can be obtained, and/or the implementation strategy to include its security aspects.
The System Analysis, Decision Management, Risk Management, and Project Assessment and
Control processes all interact to address the identified and respond to nonconformance issues,
anomalies, and problems.

VA-3.2 Record the security characteristics of operational incidents and problems and track their
resolution.

Elaboration: Security incidents that occur in the operational environment of the system are
recorded and subsequently correlated to validation activities and results. This is an important
feedback loop for continuous improvement in the engineering of trustworthy, secure systems.
This data is critical in determining the limits of performance, effectiveness, and certainty with
respect to threats, vulnerabilities, and the associated loss consequences. The data provided from
operational incidents is to have comprehensive coverage of all involved technology/machine,
human, and physical system elements. The Quality Assurance and Project Assessment and
Control processes are directly involved in addressing the management and handling of incident
reports from the operational system.

VA-3.3 Obtain stakeholder agreement that the system or system element meets the stakeholder
protection needs.

Elaboration: Stakeholder agreement of the sufficiency of security-focused validation results is
associated with key checkpoints in the engineering process. Stakeholder approval contributes to
the overall determination that the system is justifiably able to proceed to the next phase of the
engineering process with explicit consideration of security capabilities, limitations, assumptions,
and open/unresolved items. Ultimately, stakeholder agreement confirms that the system is
sufficiently trustworthy and fit for purpose.

VA-3.4 Maintain traceability of the security aspects of validated system elements.

Elaboration: Bidirectional traceability of the security aspects of validated system elements to
stakeholder protection needs and security concerns, and to stakeholder security requirements is
maintained throughout the stages of the system life cycle. Traceability demonstrates completeness
of the validation process and provides evidence that supports assurance and trustworthiness
claims.

VA-3.5 Provide security-relevant information items required for validation to baselines.

CHAPTER 3 PAGE 80



Special Publication 800-160 Systems Security Engineering
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems

Elaboration: The security aspects of validation are captured in various artifacts that are
maintained in an identified baseline for the life cycle of the system. The security-relevant
configuration items from this process are identified and incorporated into engineering baselines so
that they may be produced and made available as required throughout the system life cycle. The
Configuration Management process manages the baseline and the artifacts identified by this
process. The Information Management process determines the appropriate forms of information
and protections for the information that is provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.11.3 c); ISO/IEC 15026.
Related Publications: NIST SP 800-37; NIST SP 800-53A.
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3.1.12 Operation Process

Purpose
“The purpose of the Operation process is to use the system to deliver its services.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Operation process, establishes the requirements and
constraints to enable the secure operation of the system in a manner consistent with its intended
uses, in its intended operational environment, and for all system modes of operation. This process
identifies the security-relevant capabilities, knowledge, and skills for those individuals assigned
responsibility to operate and to interact with the system; identifies and analyzes the operational
anomalies to determine the security-relevant issues associated with those anomalies; and provides
security-related support to operations elements.

Systems Security Engineering Outcomes

e The security aspects of the operation strategy are developed.

e The security aspects of operation that constrain system requirements, architecture, or design
are identified.

e Any enabling systems or services needed to support the secure operation of the system are
available.

e Trained and qualified personnel capable of securely operating the system are available.
e System services that meet stakeholder security requirements are delivered.

e The security aspects of system performance during operation are monitored.

o Traceability of the security aspects of operations elements is established.

e Security support to the customer is provided.
Systems Security Engineering Activities and Tasks

OP-1 PREPARE FOR SECURE OPERATION
OP-1.1 Develop the security aspects of the operation strategy.

Elaboration: The security aspects of the operation strategy address the approach to enable the
continuous secure operation and use of the system and its security services in a manner that
conforms to the design intent and intended use of the system, and the provision of support to
operations elements to address anomalies identified during operation and use of the system. The
strategy considers approaches, schedules, resources, and specific considerations of continuous
secure operation.

Service availability:

The security aspects of service availability include the incorporation of new or modified services,
the removal or termination of services, and all coordination to ensure continuity in the security
posture of the system while addressing service availability issues. The security aspects apply to all
services and are not limited to security protection-oriented services of the system.
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Staffing strategy for operators:

The security aspects of staffing include the number, qualifications, and scheduling of operators,
contingency operations, and all associated training, competency, regulatory, and compliance
needs.

Release and reacceptance criteria:

The security aspects of release and reacceptance criteria preserve the security posture of the
system and address the timing and methods to securely incorporate services, revisions, patches,
and enhancements in accordance with strategic plans and in response to on-demand needs.

Operational and contingency, degraded, alternative, and other modes of operation:

The security posture of the system is inclusive of security configuration and behavior for all
defined modes of operation, to include the shutdown/halted, standby, normal, degraded, reduced
capacity, training, test, simulation, and other operations or sustainment modes specific to the
system and its intended uses. The security aspects include all defined transitions between modes,
to include security-driven constraints and risks associated with operations actions in response to
disruptions, hazards, and threats that may be warranted, but that may obviate the defined system
security capabilities, limitations, constraints, and assumptions.

Measures for operation that provide insight into performance levels:

System operators need to be made aware of the security aspects of performance and be trained to
detect and determine when security performance levels are not being met or when other system
performance issues impact security performance.

Safety considerations:

Security and safety share the common characteristic of addressing what the system is not to do in
terms of how the system is not to behave, the interactions that are not to occur, and the outcomes
that the system should not produce. The system aspects of secure operation may intersect,
complement, or be in direct conflict or contradiction with those of safe operation of the system.
System operators and other personnel that interact with the system in its operational modes are to
be made aware of these issues and be trained accordingly.

Monitoring for changes in hazards and threats and the results of operational monitoring
activities:

The security aspects of the operations strategy include data and information collection for security
situational awareness assessment. The data collection provides insight into variances in the
knowledge of disruption, hazard, and threat events in the environment and how they combine with
operations to provide vulnerability with potential security-relevant consequences. The security
aspects also include determination of the limits of certainty about the data and information
collected; the inherent uncertainty of conclusions and decisions made as a result of the monitoring
activities; and the effectiveness, limitations, and constraints of monitoring activities.

OP-1.2 Identify the constraints resulting from the security aspects of operation to be incorporated
into the system requirements, architecture, and design.

Elaboration: The security aspects, considerations, and characteristics associated with achieving
continuous secure operation across all system modes, the training of individuals to be able to
operate the system in a secure manner, and the provision of security support to operations
elements, may translate to explicit needs, constraints, and limitations captured in the system
requirements, architecture, and design. Such considerations, aspects, and characteristics are
identified and provided as input to needs analyses, requirements analyses, and architecture and
design definition processes.

OP-1.3 Identify, plan for, and obtain access to enabling systems or services to support the
security aspects of operation.
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OP-2

Elaboration: Specific enabling systems and services may be required to support the security
aspects of the operation process. Enabling systems and services are relied upon to provide the
capability to realize and support the system-of-interest, and therefore impact the trustworthiness of
the system. The operation-oriented security concerns for enabling systems and services used to
support the operation process must be determined and captured as security requirements and as
security-driven constraints for the interfaces and interactions with the system-of-interest. The
Validation process is used to confirm that enabling systems and services achieve their intended
use and do so with an appropriate level of trustworthiness.

OP-1.4 Identify or define security training and qualification requirements; train, and assign
personnel needed for system operation.

Elaboration: Secure system operation requires properly qualified and trained personnel. Security
qualification and training is based on identified requirements, and may include, for example,
competency, proficiency, certification, and other criteria (perhaps recurring) to ensure that
personnel are reasonably able to operate and use the system in all of its defined modes or states
relative to operational element needs and constraints. The training and qualification address
specialized role- and function-oriented objectives and also include generalized security awareness
training.

References: ISO/IEC/IEEE 15288, Section 6.4.12.3 a).

Related Publications: ISO/IEC 12207, Section 6.4.9.3.1; NIST SP 800-37; NIST SP 800-53A;
NIST SP 800-137.

PERFORM SECURE OPERATION
OP-2.1 Securely use the system in its intended operational environment.

Elaboration: The operation strategy contains the security aspects of operation and is used to guide
all aspects of secure use of the system within the capabilities and limitations of its intended use; in
its intended operational environments; and in all specified system modes and contingency modes.

OP-2.2 Apply materials and other resources, as required, to operate the system in a secure
manner and sustain its security services.

Elaboration: Sustained secure operation of the system may require specific materials and
resources. These include security-oriented human infrastructure and material resources needs.

OP-2.3 Monitor the security aspects of system operation.

Elaboration: The security aspects of the operation strategy and security concept of operations
serve to guide the monitoring of the system. Monitoring the security aspects of system operations
focuses on adherence to the operation strategy; assurance that the system is operated in a secure
manner and compliant with governing legislated and operations guidelines; and confirming that
expected performance and effectiveness objectives are being met.

Adherence to the operation strategy:

The operation strategy drives all security-relevant behavior and outcomes. Security concerns
related to the operation strategy include nonconformance in execution and insufficiency of the
operation strategy. A nonconformance in execution of the operation strategy may invalidate the
assumptions and expectations for intended use within stated capabilities and limitations, and with
resultant security-relevant consequences. Nonconformance includes activities of misuse, abuse,
and actions of adversaries, as they may achieve their objectives by intentionally violating the
operation strategy. Insufficiency of the operation strategy includes weaknesses, flaws, and errors
whereby the strategy lacks coverage, completeness, or effectiveness in addressing the security
consequences of disruption, hazards, and threats.
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OP-3

Assurance the system is operated in a secure manner and compliant with governing legislative
and operations policies, directives, and regulations:

System security analysis leads to an assurance and trustworthiness determination, and residual risk
acceptance that is predicated on operating the system only as specified within its stated capabilities
and limitations, and for its intended use. Security concerns associated with operations monitoring
focuses on capturing data that demonstrates that all governing legislative and operations policies,
directives, Executive Orders, regulations, instructions, and procedures are followed and satisfy
compliance requirements.

Confirmation that service performance is within acceptable parameters:

The secure operation of the system is achieved based on an expectation that the system is capable
of performing as specified (i.e., correctness and effectiveness in its ability to provide for its self-
protection and the protection of all stakeholder assets), and that it is able to continuously do so
despite failure (forced or unforced) associated with disruptions, hazards, and threats. Security
concerns associated with performance monitoring involve the collection of data that supports the
analysis and determination that the required protection capability is effective and continues to be
effective despite disruptions, hazards, and threats. Security operations monitoring has two forms:
it is designed into the system and is part of the inherent system security capability; and it serves to
confirm realization of “as specified” behavior and performance.

OP-2.4 Identify and record when system security performance is not within acceptable
parameters.

Elaboration: Focus for system security performance is placed on the results of system behavior
and the outcomes associated with the entire system: machine/technology (e.g., hardware, software,
and firmware); personnel (e.g., policies, procedures, and practices); and physical/environment
(e.g., facilities, structures). These results may be identified and recorded by a combination of
manual, automated, and autonomous means. Unacceptable system performance may have clear
security relevance (e.g., a security incident tied to nonconformance with operational concepts,
policies, or procedures; protection-related failures associated with disruption, hazards, or threats),
while other incidents might require forensics, operations, and other types of analyses to identify
and substantiate security relevance.

OP-2.5 Perform system security contingency operations, if necessary.

Elaboration: The system must be able to continue to operate in a secure manner, as necessary, in
accordance with defined system capabilities and limitations across all identified contingency
situations. Contingency operations may include degraded, diminished capacity, and other modes
and states with the goal to provide for security operation throughout the contingency mode of
operation. Contingency operations also include those operations that securely recover the system
to a fully functional operational mode. There may be certain modes of operation for which security
functions and services are reduced or eliminated to achieve higher-criticality system functions and
services. The balance between security performance and other system performance objectives
during contingency operations is captured in operational concepts and procedures.

References: ISO/IEC/IEEE 15288, Section 6.4.12.3 b); ISO/IEC 15026.

Related Publications: ISO/IEC 12207, Section 6.4.9.3.3; NIST SP 800-37; NIST SP 800-53A,;
NIST SP 800-137.

MANAGE RESULTS OF SECURE OPERATION

OP-3.1 Record results of secure operation and any security anomalies encountered.

Elaboration: Focus is placed on the correctness, effectiveness, and practicality of the operation
strategy; the operation of enabling systems; the execution of the operation; and system definition.
The Project Assessment and Control process is used to analyze the data to identify causes; to
enable corrective or improvement actions; and to record lessons learned.
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oP-4

OP-3.2 Record the security aspects of operational incidents and problems and track their
resolution.

Elaboration: Focus for the security-related operational incidents and problem is placed on results
of system behavior and the outcomes associated with the entire system: machine/technology (e.g.,
hardware, software, and firmware); personnel (e.g., policies, procedures, and practices); and
physical/environment (e.g., facilities, structures). These results may be recorded by a combination
of manual, automated, and autonomous means. Resolution may require forensics, operations, and
other analyses to identity and substantiate security relevance. Tracking the resolution ensures that
any perceived or actual security relevance is explicitly addressed. The System Analysis, Quality
Assurance, and Project Assessment and Control processes are used to support the recording and
tracking of security-related incidents and problems. The other technical processes are used in
coordination with the Risk Management and Decision Management processes to address changes
to the requirements, architecture, design, or system elements.

OP-3.3 Maintain traceability of the security aspects of the operations elements.

Elaboration: Traceability of operational system elements to the system security requirements,
security architecture, and security design is maintained throughout the stages of the system life
cycle. Traceability demonstrates that the system is capable of being operated and used in a secure
manner and provides the evidence that supports assurance and trustworthiness claims.

OP-3.4 Provide security-relevant information items required for operation to baselines.

Elaboration: The security aspects of operation are captured in various artifacts that are maintained
in an identified baseline for the life cycle of the system. The security-relevant configuration items
are identified and incorporated into engineering baselines so that they may be produced and made
available as required throughout the system life cycle. The Configuration Management process
manages the baseline and the artifacts identified by this process. The Information Management
process determines the appropriate forms of information and protections for the information that is
provided to stakeholders.

References: ISO/IEC/IEEE 15288, Section 6.4.12.3 c); ISO/IEC 15026.
Related Publications: NIST SP 800-37; NIST SP 800-53A; NIST SP 800-137.

SUPPORT SECURITY NEEDS OF CUSTOMERS
OP-4.1 Provide security assistance and consultation to customers as requested.

Elaboration: Security assistance and consultation is provided as specified in agreements and may
include direct-support services or the identification of recommended sources for security support
assistance and services.

OP-4.2 Record and monitor requests and subsequent actions for security support.

Elaboration: Requests for support may not explicitly identify a security-related support need and
the resultant action may fail to address a legitimate security concern or may cause a security-
related issue. Monitoring requests and subsequent actions may identify trends or enable the
correlation of specific security issues across varying types of requests for support.

OP-4.3 Determine the degree to which the delivered system security services satisfy the needs of
the customers.

Elaboration: The ongoing results of provided system security support services are analyzed and
required action is identified to provide continued customer satisfaction. Customer security support
service satisfaction data is input to the Quality Management process to support continuous quality
improvement objectives.
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References: ISO/IEC/IEEE 15288, Section 6.4.12.3 d).

Related Publications: ISO/IEC 12207, Section 6.4.9.3.4, Section 6.4.9.3.5; NIST SP 800-37;
NIST SP 800-137.
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3.1.13 Maintenance Process

Purpose

“The purpose of the Maintenance process is to sustain the capability of the system to provide a
service.”

ISO/IEC/IEEE 15288-2015. Reprinted with permission from IEEE, Copyright IEEE 2015, All rights reserved.

Systems Security Engineering Purpose

Systems security engineering, as part of the Maintenance process, establishes the requirements
and constraints to enable maintenance elements to sustain delivery of the specified system
security services and provides engineering support to maintenance elements. This process
identifies the security-relevant capabilities, knowledge, and skills for those individuals assigned
responsibility to maintain the system-of-interest; monitors the system’s capability to deliver
security functions and services; records incidents for security analysis; takes corrective, adaptive,
perfective, and preventive actions; and confirms restored system security posture and associated
capability to deliver security functions and services. This process also addresses the requirements
and constraints to securely sustain logistics support and capacity and to ensure asset protection
capability is properly extended to system element parts, components, and supplies, and to the
logistics methods, enabling systems, supply chains, and tools utilized by maintenance elements.

Systems Security Engineering Outcomes

e The security aspects of the maintenance strategy are developed.

e The security aspects of maintenance and logistics that constrain system requirements,
architecture, or design are identified.

e Any enabling systems or services needed to support the security aspects of system
maintenance and logistics are available.

e Replacement, repaired, or modified system elements are available in consideration of their
security aspects.

e The need for changes to address security-relevant corrective, perfective, or adaptive
maintenance is reported.

e Security-relevant aspects, failure, and lifetime data, including associated costs, are
determined.

o Traceability of the security aspects of the maintained elements is established.
Systems Security Engineering Activities and Tasks

MA-1  PREPARE FOR THE SECURITY ASPECTS OF MAINTENANCE
MA-1.1 Define the security aspects of the maintenance strategy.

Elaboration: The security aspects of the maintenance strategy or maintenance concept, address
the approaches, schedules, resources, and specific security considerations required to perform
maintenance of the system and systems elements in conformance with operational availability
requirements. The strategy spans corrective and preventive maintenance, scheduled preventive
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actions, the logistics strategy, number and types of replacements, counterfeit protection, personnel
levels and skills, and maintenance performance measures. The maintenance strategy applies
regardless of the security-relevant role of the system element. It provides assurance for all
maintenance actions; the individuals that perform those actions; how the actions are performed;
the resources used to perform the actions; and the criteria for acceptance of the results of the
maintenance actions.

Corrective and preventive maintenance:

These security aspects include the secure transition of the system or system element from an
operational mode or state into a suitable maintenance mode or state (and back again), to include
the need to perform corrective or preventive maintenance actions while the system or system
element remains in operational mode or state. Additional security aspects include performance of
corrective and preventive maintenance actions in conformance with all applicable laws, directives,
regulations, policies, or instructions; in conformance with approved maintenance-enabling systems
and tools; and to accomplish the maintenance actions securely regardless of the physical location
or maintenance element that performs the actions.

Scheduled preventive actions:

The security aspects reduce the likelihood of security incidents; unaccounted for exposure and
therefore vulnerability; or the degradation or failure of system security function or service
performance or effectiveness. The security aspects contribute to a reduced likelihood of the undue
loss of services or impact on normal operations due to system security concerns. The scheduled
preventive actions may be required by law or regulation.

Logistics strategy:

The security aspects address acquisition and operations logistics. The aspects provide for secure
identification and marking, sourcing, packaging, distribution, handling, storage, provisioning, and
acceptance of necessary material, data, information, and other resources to ensure their availability
in the right quantity and quality, at the right place and time throughout the system life cycle.

Number and type of replacements:

The security aspects address the criteria and means to provide for the security of system element
replacements at their storage locations; their secure storage conditions and needs; and their storage
life and renewal frequency.

Counterfeit and modification prevention:

The security aspects focus on achieving authenticity and integrity of system elements with respect
to unauthorized alteration, adaptation, modification, substitution, or replacement. The objective is
to prevent counterfeit or modified system elements from being introduced into the system by the
application of prevention and detection measures throughout logistics and maintenance activities.
The measures address misuse, abuse, and malicious activities that result in counterfeit or modified
system elements. These security considerations are incorporated into acceptance methods and
procedures, and are also related to maintenance performance measures.

Personnel levels and skills:

The security aspects address security-specific qualifications, skills, and competencies associated
with security technologies used in system elements, and general security awareness understanding,
levels, and skills for all maintenance and logistics personnel.

Maintenance and logistics performance measures:

The security aspects provide data used to acquire security insight into performance levels,
effectiveness, efficiency of, and assurance in maintenance and logistics strategies, methods,
technique, and tools. The security insight gained applies to explicit security maintenance and
logistics activities, and to the security constraints levied on maintenance and logistics activities.

MA-1.2 Identify the system constraints resulting from the security aspects of maintenance and
logistics to be incorporated into the system requirements, architecture, and design.
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Elaboration: Security aspects, considerations, and characteristics associated with maintaining the
system and with system logistics may translate to explicit needs, constraints, and limitations
captured in the system requirements, architecture, and design. Such considerations, 