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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology
(NIST) promotes the U.S. economy and public welfare by providing technical leadership for the nation’s
measurement and standards infrastructure. 1TL develops tests, test methods, reference data, proof of
concept implementations, and technical analysis to advance the development and productive use of
information technology. ITL’s responsibilities include the development of technical, physical,
administrative, and management standards and guidelines for the cost-effective segurity and privacy of
sensitive unclassified information in Federal computer systems. This Interagepgy*Report discusses ITL’s
research, guidance, and outreach efforts in computer security and its collaboi@tive activities with industry,
government, and academic organizations.
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Introduction to SCAP and the SCAP Validation Program

The Security Content Automation Protocol (SCAP) is a suite of specifications® established by NIST for
expressing and manipulating security data in standardized ways. Adoption of SCAP facilitates an
organization’s automation of continuous monitoring, vulnerability management, and security policy
compliance evaluation reporting.

The component specifications that comprise SCAP 1.2 are as follows:

B Extensible Configuration Checklist Description Format (XCCDF) 1.2, an
Language (XML) specification for structured collections of security con
operating system (OS) and application platforms

Asible Markup
ration rules used by

® Open Vulnerability and Assessment Language (OVAL) 5.10, an
technical details on how to check systems for security-related
and software patches

ation for exchanging
Wfiguration issues,

B Open Checklist Interactive Language (OCIL) 2.0, a | ¢
information from people or from existing data storeg kdata collection efforts [OCIL]

m Common Configuration Enumeration (CCE) 5, a dictionar es for software security
configuration issues (e.g., access control settings, password po ettings)

®m Common Platform Enumeration (CPE) 2. i vare, OS, and application
products

related software flaws

m  Asset Identification (Ak

m Asset Reporting Forma
assets and the relationshi

ystem (CCSS) 1.0, a system for measuring the relative severity of
issues.

the context of SCAP.” However, the SCAP specification does not define the SCAP components
themselves; each component has its own standalone specification or reference. The SCAP components
were created and are maintained by several entities, including NIST, the MITRE Corporation, the
National Security Agency (NSA), and the Forum of Incident Response and Security Teams (FIRST).

! See NIST SP 800-126R2, The Technical Specification for the Security Content Automation Protocol (SCAP): SCAP Version
1.2
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NIST provides SCAP content, such as vulnerability and product enumeration identifiers, through a
repository supplied by the National Vulnerability Database (NVD)® All of the content in NVD, as well
as the high-level SCAP specification, is freely available from NIST. SCAP content is also created and
made available by non-U.S. government organizations through the National Checklist Program (NCP)°.
More information on SCAP can be found at http://scap.nist.gov.

1.1 Purpose and Scope of the Program

The NIST SCAP Validation Program is designed to test the ability of products to use the features and
functionality available through SCAP and its components. An information techp@legy (I1T) product
vendor can obtain one or more validations for a product. These validations agefbasedon the test
requirements defined in this document. Products are validated in the con a particular product
capability*. At this time, validations are not being awarded based on th
specifications through this program.

Under the SCAP Validation Program, independent laboratorie “Reredi _National
Voluntary Laboratory Accreditation Program (NVLAP). € '
at: http://ts.nist.gov/standards/accreditation/index.cfm.

Accreditation requirements are defined in NIST Handbook 1 §RP Procedures and General

Requirements and NIST Handbook 150-17, NVLAP Cryptographi€ and Security Testing. Independent
laboratories conduct the tests contained in thig.d s.ang deliver the results to NIST
Based on the independent laboratory test repo ' idati igrapd then validates the product

under test. The validation certificates awarded » y posted on the NIST SCAP

1.2 Su sede ility Programs

: e draft Security Content Automation Protocol (SCAP) Validation Program
Test Requirements ion 1.0 released in August 2008, the Security Content Automation Protocol
(SCAP) Version 1.0 \a idation Program Test Requirements released in April 2009, the Security Content
Automation Protoco (SCAP) Version 1.0 Validation Program Test Requirements released in September
2010 and the Security Content Automation Protocol (SCAP) Version 1.0 Validation Program Test
Requirements Update released in January 2011.

This publication S

2 http://nvd.nist.gov

3 http://checklists.nist.gov

4 The SCAP Validation Program defines capability as “a specific function or functions of a product”. Further information can
be found in Section 2.4.

®  The SCAP Validation Program does not provide physical certificates to the participating vendors.


http:http://checklists.nist.gov
http:http://nvd.nist.gov
http://ts.nist.gov/standards/accreditation/index.cfm
http:http://scap.nist.gov
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2. Versions and Definitions

2.1 Versions

For all test requirements that reference particular specifications, the versions indicated in the following
section should be used and are derived primarily from the NIST SP 800-126.

Definition: SCAP is a specification for expressing and manipulating security data in standardized ways.
SCAP uses several individual specifications in concert to automate continuous monitoring, vulnerability
management, and security policy compliance evaluation reporting. The 2 version allows the
versions of the SCAP components to be referred to collectively. '

Version: 1.2
Specification: NIST SP 800-126R2

SCAP 1.2 includes:

m XCCDF 1.2 - Extensible Configuration Checklist DescF
authoring security checklists/benchmarks and for reportin

CCDF) 1.2, & language for

of ccklist evaluation

B OVAL 5.10 - a language for representing,
and reporting assessment results

stem configuration Yaf@xmation, assessing machine state,

B Open Checklist Interactive Language (OCIL) )
information from people existing data other data collection efforts

[
[ | , operating systems, and applications

B CVE® - a nomenclature andigigionary of se y-related software flaws

[ | the relative severity of software flaw vulnerabilities

[ | g the relative severity of system security configuration issues
[

[

m TMSAD1.0-a a_ti_on f_or using digital signatures in a common trust model applied to other

security automati

2.1.1 eXtensible Configuration Checklist Document Format (XCCDF)

Definition: XCCDF is an XML-based language for representing security checklists, benchmarks, and
related documents in a machine-readable form. An XCCDF document represents a structured collection
of security configuration rules for one or more applications and/or systems. The XCCDF specification
also defines a data model and format for storing the results of benchmark compliance testing.

® CVE does not have a version number
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Version: 1.2

Specification: http://csrc.nist.gov/publications/nistir/ir7275-rev4/NISTIR-7275r4.pdf
2.1.2 Open Vulnerability and Assessment Language (OVAL)

Definition: OVAL is an XML-based language used for communicating the details of vulnerabilities,
patches, security configuration settings, and other machine states in a machine-readable form.

Version: 5.10

Specification: http://oval.mitre.org/

Schema Location: http://oval.mitre.org/lanquage/download/schema/vg

2.1.3 Open Checklist Interactive Language (OCIL)

gesing a set of
questions to be presented to a user and corresponding pg these questions.
Version: 2.0

Specification: http://csrc.nist.gov/publication

Version: 5

Specificatio

fdized method of describing and identifying classes of applications, operating
systems, and hard es present among an enterprise's computing assets. CPE 2.3 is defined

2.1.5.1 CPE.Naming
Definition: The Naming specification defines the logical structure of Well-formed Names (WFNS).
Version: 2.3

Specification: http://csrc.nist.gov/publications/nistir/ir7695/NISTIR-7695-CPE-Naming.pdf



http://csrc.nist.gov/publications/nistir/ir7695/NISTIR-7695-CPE-Naming.pdf
http://oval.mitre.org/language/download/schema/version5.10/index.html
http:http://oval.mitre.org
http://csrc.nist.gov/publications/nistir/ir7275-rev4/NISTIR-7275r4.pdf
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Schema Location: http://scap.nist.gov/schema/cpe/2.3/cpe-naming_2.3.xsd

2.1.5.2 CPE.Name Matching

Definition: The Name Matching specification defines the procedures for comparing WFNs to each other
S0 as to determine whether they refer to some or all of the same products.

Version: 2.3
Specification: http://csrc.nist.gov/publications/nistir/ir7696/NISTIR-7696-CPE-

2.1.5.3 CPE.Dictionary’

updating existing entries.
Version: 2.3

Specification: http://csrc.nist.gov/publication

http://scap.nist.gov/sche )
http://scap.nist.gov/schema

Schema Locations:

Aies a standardized structure for forming
sions, also known as applicability statements, are
ocuments with information about the product(s) to

5 ge specification

complex logical expréssions ot /I hese

used to tag checklists, polic th
pply.

\/publications/nistir/ir7698/N1STIR-7698-CPE-Language.pdf

t.gov/schema/cpe/2.3/cpe-lanquage 2.3.xsd

2.1.6 Common \ abilities and Exposures (CVE)

Definition: CVE is a/format to describe publicly known information security vulnerabilities and
exposures. Using this format, new CVE IDs will be created, assigned, and referenced in content on an as-
needed basis without a version change.

Version: N/A

Specification: http://cve.mitre.org/

7 http://nvd.nist.gov/cpe.cfm


http://nvd.nist.gov/cpe.cfm
http:http://cve.mitre.org
http://csrc.nist.gov/publications/nistir/ir7696/NISTIR-7696-CPE-Matching.pdf
http://scap.nist.gov/schema/cpe/2.3/cpe-naming_2.3.xsd
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Dictionary: http://nvd.nist.gov/

2.1.7 Common Vulnerability Scoring System (CVSS)

Definition: CVSS is a scoring system that provides an open framework for determining the relative
severity of software flaw vulnerabilities and a standardized format for communicating vulnerability
characteristics.

Version: 2.0

Specification: http://csrc.nist.gov/publications/nistir/ir7435/NISTIR-7435.pd

CVSS Base Scores: http://nvd.nist.gov/

2.1.8 Common Configuration Scoring System (CCSS)

Definition: The Common Configuration Scoring System (

S) is a set of measure severity of
software security configuration issues.

Version: 1.0

Specification: http://csrc.nist.gov/publicatio istir/ir7502/nistir-

2.1.9 Asset Identification (Al)

Definition: This specification provides the nec
known |dent|f|ers and/or known mformatlon abo

_ T nlquely identify assets based on
assets. Th specmcatlon describes the purpose of
, methods for identifying assets, and guidance on

how to use asset identific ifi er of known use cases for asset identification.
Version: 1.1
Specification: [c.nist.qOvpRIblicati SHr/ir7693/NISTIR-7693.pdf

Schema ion: : a . fa/asset-identification/1.1/asset-identification 1.1.0.xsd

_ del to express the transport format of information about assets, and the
and reports. The standardized data model facilitates the reporting,
sset information throughout and between organizations.

Definition:
relationships
correlating, and fu
Version: 1.1

Specification: http://csrc.nist.gov/publications/nistir/ir7694/NISTIR-7694.pdf

Schema Location: http://scap.nist.gov/schema/asset-reporting-format/1.1/asset-reporting-format 1.1.0-
rcl.xsd



http://scap.nist.gov/schema/asset-reporting-format/1.1/asset-reporting-format_1.1.0
http://csrc.nist.gov/publications/nistir/ir7694/NISTIR-7694.pdf
http://csrc.nist.gov/publications/nistir/ir7693/NISTIR-7693.pdf
http:http://nvd.nist.gov
http://csrc.nist.gov/publications/nistir/ir7435/NISTIR-7435.pdf
http:http://nvd.nist.gov
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2.1.11 Trust Model for Security Automation Data (TMSAD)
Definition: TMSAD is a data model for establishing trust for security automation data.
Version: 1.0

Specification: http://csrc.nist.gov/publications/nistir/ir7802/NISTIR-7802.pdf

Schema Location: http://scap.nist.gov/schema/tmsad/1.0/tmsad 1.0.xsd

2.2 Document Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “Sk T”, “SHOULD?”,
“SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONALZ nt are to be

interpreted as described in Request for Comment (RFC) 2119®,
2.3 Common Definitions

The following definitions represent key terms used in tk

Authenticated Scanner: A product that runs with privileges on'a
assessment.

et system to conduct its

' CCE Dictionary and that

CCE ID: An identifier for a specific configura
ee the £CE specification reference in

conforms to the CCE specification. For more in
Section 2.1.

Compliance Mapping: Co ing i rocess of correlating CCE settings defined in a
source data stream with th identifiersidefined in NIST 800-53.

CPE Name: An ident A
type that conforms to the CP ; ‘ information please see the CPE specification
reference in Secti

ble to end-users by which an SCAP source data stream can be loaded into the
vendor product. Durigtg this process, the vendor process may optionally translate this file into a

proprietary format.

Machine-Readable: Tool output that is in a structured format, typically XML, which can be consumed
by another program using consistent processing logic.

& For more information, please refer to Internet Engineering Task Force (IETF) RFC 2119, Key words for use in RFCs to

Indicate Requirement Levels. S. Bradner. March 1997, http://www.ietf.org/rfc/rfc2119.txt?number=2119.



http://www.ietf.org/rfc/rfc2119.txt?number=2119
http://scap.nist.gov/schema/tmsad/1.0/tmsad_1.0.xsd
http://csrc.nist.gov/publications/nistir/ir7802/NISTIR-7802.pdf
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Major Revision: Any increase in the version of an SCAP component’s specification or SCAP related
data set that involves substantive changes that will break backwards compatibility with previous releases.
See also SCAP revision.

Minor Revision: Any increase in version of an SCAP component’s specification or SCAP related data
set that may involve adding additional functionality, but that preserves backwards compatibility with
previous releases. See also SCAP revision.

Misconfiguration: A setting within a computer program that violates a configuration policy or that
permits or causes unintended behavior that impacts the security posture of a sy CCE can be used for
enumerating misconfigurations.

NOTE: NIST generally defines vulnerability as including bot flaws and configuration
issues [misconfigurations]. For the purposes of the validatioafgrogram‘anghdependent
procurement language, the SCAP Validation program is defining vulnerabififipand
misconfiguration as two separate entities, with “vulne rel

flaws.)
National Checklist Program Repository (NCP): A K ' i T1s a publicly
available resource that contains information on a variety of se gon iguration checklists for specific

IT products or categories of IT products.

National Vulnerability Database (NVD): T ‘ of standards based
vulnerability management data represented us Content Adtemation Protocol (SCAP). This
data informs automation of vulnerability manag efent, and compliance. NVD
includes databases of security checklists, security '
names, and impact metrics.

Non-vendor-directed: use indi t any sample chosen for testing is selected by the

d by a product. This includes the product user interface, human-
. dable reports. Unless otherwise indicated by a specific requirement,
there are no cogst mat. When this output is evaluated in a test procedure, either all or

Reference Product:
for testing requiremen

roduct provided to accredited laboratory testers by NIST for use as a baseline
ts. The product exhibits the behavior that is deemed to be correct.

SCAP Capability: A specific function or functions of a product as defined below:

B Authenticated Configuration Scanner: the capability to audit and assess a target system to determine
its compliance with a defined set of configuration requirements using target system logon privileges.



SECURITY CONTENT AUTOMATION PROTOCOL (SCAP) VERSION 1.2 VALIDATION PROGRAM TEST REQUIREMENTS (DRAFT)

m Authenticated Vulnerability and Patch Scanner: the capability to scan a target system to locate and
identify the presence of known vulnerabilities and evaluate the software patch status to determine
compliance with a defined patch policy using target system logon privileges

SCAP Component: One of the eleven specifications that comprise SCAP: Al, ARF, CCSS, CCE, CPE,
CVE, CVSS, OVAL, OCIL, TMSAD, and XCCDF.

SCAP Source Data Stream: A bundle of SCAP components along with the mappings of references
between SCAP components. See also Compliance Mapping.

SCAP Result Data Stream: A bundle of SCAP components along with the
between SCAP components.

of references

SCAP Revision: A version of the SCAP specification designated by afFevision ber in the format
nn.nn.nn, where the first nn is the major revision number, the secoy ; minor revision
number, and the final nn number is the refinement number. A [ i populate all
three fields, even if that means using zeros to show no mino

Software Flaw: See Vulnerability.
Target Platform: Is the target operating system or application on'

evaluated using a platform-specific validatio
specialized SCAP content used to perform th

a vendor product will be
hm-specific test suites consist of

Tier | Checklist: Are checklists in the Nationa
narrative descriptions of how a person can manua

Tier 1l Checklist: Are ch v ) i klist Repository that document the recommended
security settings inam grmat, such as a proprietary format or a
product-specific confi i

Tier 111 Checklist: cKIiSE in th onal’ Checklist Repository that use SCAP to document the
INmachine- readable standardized SCAP formats that meet the definition
P 800-126. SCAP Validated tools should be able to process

sts in the National Checklist Repository that are considered production-
ed by NIST or a NIST-recognized authoritative entity to ensure, to the
nteroperability with SCAP-validated products. Tier IV checklists also
ap low-level security settings (for example, standardized identifiers for
uration issues) to high-level security requirements as represented in various
, SP 800-53 controls for FISMA), and the mappings have been vetted with the

ready and ha
maximum ex
demonstrate the 3
individual security
security frameworks |
appropriate authority.

Vulnerability: An error, flaw, or mistake in computer software that permits or causes an unintended
behavior to occur. CVE is a common means of enumerating vulnerabilities.

XCCDF Content: A file conforming to the XCCDF schema.


http:nn.nn.nn
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3. Validation Process

Under the SCAP Validation Program, independent laboratories are accredited by the National VVoluntary
Laboratory Accreditation Program (NVLAP) at NIST. Accreditation requirements are defined in NIST

Handbook 150 and NIST Handbook 150-17. Independent laboratories conduct the tests contained in the
SCAP Validation Program Derived Test Requirements Document (IR 7511) on information technology

(IT) products and deliver the results to NIST. Based on the independent laboratory test report, the SCAP
Validation Program then validates the product under test based on the independent laboratory test report.
The validations awarded to vendor products will be publicly posted on the NIS AP Validated Tools
web page at http://nvd.nist.gov/scapproducts.

3.1 Demarcation

The SCAP Validation Program recognizes the need for a clear d emar 0 int (a St n the ground or
line in the sand) for end users, product vendors, the standard _ thl abs in order

Component Specifications, standards, and products typieatf | y’a variety of
versioning schemes to identify different releases. :

This document identifies a specific set of SCAP Component Speci ons as described in Section 2.1
and their Derived Test Requirements (DTR) | wproguct validated against the

Minor updates to SCAP Component Specificatio 3t invalidate currently validated
products. Major changes in functionality, includ 6 éw SCAP Technologies, may require the
product to be revalidated. '

3.2 Tools

The SCAP Validation ProgramiitiliZ6s Se\
products. The fc ing tools argavai ST at:

3.24
The OVAL | . OVAL DI) is a freely available reference implementation from MITRE
available on S e o demonstrates the evaluation of OVAL Definitions. Based on a set of

OVAL Definitions the: reter collects system information, evaluates it, and generates a detailed
OVAL Results file.

Developed to demonstrate the usability of OVAL Definitions and to ensure correct syntax and adherence
to the OVAL Schemas by definition writers, it is not a fully functional scanning tool and has a simplistic
user interface but running the Interpreter will provide a list of OVAL Definition 1Ds and their results on
the system.

® http://sourceforge.net/

10
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The OVAL DI also serves as a Reference Implementation for purposes of providing expected results that
can be compared to the actual results of a tool seeking SCAP validation. Any discrepancies and or
exceptions between expected and actual results must be documented.

3.2.2 SCAPVAL

SCAPVAI (SCAP Validation Tool) Provides information about whether an SCAP data stream bundle
(.zip file) conforms to conventions and recommendations outlined in NIST Special Publication 800-126,

The Technical Specification for the Security Content Automation Protocol (SCAP). Valiflates the data stream
according to one of the use cases for an SCAP-validated tool listed in Sectio f the*800-126, namely
Configuration Verification, Vulnerability Assessment, Path Validation, o ntory Collection. Checks
components and data streams against appropriate schemas. Uses Sche 9 perform additional checks
within and across component data streams. scapval produces validati veys all error and
warning conditions detected; results are output in both XML and } . Forta listing of the
SCAP requirements, refer to the SCAP Version 1.0 Requiremeafs Mat
Requirements Matrix, and SCAP Version 1.2 Requirements

11
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4. Derived Test Requirements

This section contains the Derived Test Requirements (DTR) for each of the SCAP components for the
purpose of allowing individual validation of each SCAP component within a product. Version
information and download location, listed in Section 2.1, should be referenced to ensure that the correct
version is being used prior to testing. SCAP-specific requirements are found in Section 5.

Each DTR includes the following information:

The DTR name: comprised of the acronym followed by “.R” to denote s a reirement, and then

the requirement number.

SCAP Capability (summarized in Table 5-1) where
0 ACS = Authenticated Configuration Scanner
0 AVPS = Authenticated Vulnerability and Patch&
0 OCIL = Optional OCIL Support (when corf

Required vendor information: states required information ve must provide to the testing lab for
the test to be conducted.

Required test procedure(s): defines one or' : oratory will conduct to
determine the product’s ability to meet the

12
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4.1 SCAP Assertions

This section addresses the assertions that vendors must make about the products seeking validations
relative to the SCAP and its component specifications as specified in Section 2.1.

SCAP.R.100: The product’s documentation (printed or electronic) must assert that it uses SCAP
and its component specifications and explain relevant details to the users of the product.

SCAP Capability: M ACS M AVPS O OCIL

Required Vendor Information:

SCAP.V.100.1: The vendor shall indicate where in the produc
regarding the use of SCAP and its components can be found
a static electronic document (e.g., a PDF or help file).

tation information
hysical document or

Required Test Procedures:

SCAP.T.100.1: The tester shall visually inspec _ entati ity that
information regarding the product’s use of SCAP and4ts
the SCAP documentation is in a location accessible to

SCAP.R.200: The vendor must assert that t duct the SCAP and its component
specifications and provide a high-level summ ol tion approach as well as a
statement of backward compatibility with earlier versi CAP and related components.

3t%he product implements the SCAP and its component
s claimed in Table 5-1. This document shall include a high-level
foach, backwards compatibility, and list any special

documentati A @sserts that the product implements the SCAP and its component specifications
and provides& high-level summary of the implementation approach. This test does not judge the
quality or accuracy of the documentation, nor does it test how thoroughly the product implements
SCAP.

SCAP.T.200.2: The tester shall verify that the provided documentation is an English language
document consisting of 150 to 2500 words.

SCAP.R.300: The SCAP capabilities claimed by the vendor for the product under test MUST
match the scope of the product’s asserted capabilities for the target platform.

13
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SCAP Capability: M ACS M AVPS O OCIL
Required Vendor Information:

SCAP.V.300.1: The vendor shall indicate which one or more of the defined SCAP capabilities
their product is being tested for.

Required Test Procedures:

SCAP.T.300.1: The tester shall ensure that all tests associated with the
capabilities of the product are conducted.

ted SCAP

SCAP.T.300.2: The tester shall review product documentation
implemented the SCAP capabilities for which it is being test
Scanner, Authenticated Vulnerability Scanner).

8, that the product has
cated Configuration

14
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4.2 SCAP Source Data Stream Processing

This section addresses the SCAP source data stream processing requirements. The SCAP Data streams
that SCAP Validated Products need to support are enumerated in the following table:

Check System
OVAL
OVAL
OCIL
OCIL
Unsupported
Unsupported
Patches Up To Date
Patches Up To Date
OVAL and Patches Up To Date
OVAL and Patches Up To Date
OVAL and OCIL
OVAL and OCIL
OVAL and OCIL and Patches Up To Date
OVAL and OCIL and Patches Up To Date
OVAL and OCIL and Unsupported
OVAL and OCIL and Unsupported

OVAL and OCIL and Patches Up To Date and Unsupported
OVAL and OCIL and Patches Up To Date and Unsupported

OVAL

OCIL

Unsupported

Patches Up To Date

OVAL and Patches Up To Date

OVAL and OCIL

OVAL and OCIL and Patches Up To Date
OVAL and OCIL and Unsupported

Profile
NONE
One
NONE
One
Multiple
NONE
Multiple
One
NONE
One
Multiple
NONE
Multiple
NONE
One
Multiple
One
Multiple
Multiple
Multiple
One
NONE
Multiple
One
One
NONE

OVAL and OCIL and Patches Up To Date and Unsupported NONE

Benchmark
XCCDF Benchmark
XCCDF Benchmarks
XCCDF Benchmarks
XCCDF Benchmark
XCCDF Benchmark
XCCDF Benchmarks
XCCDF Benchmarks
XCCDF Benchmark
XCCDF Benchmark
XCCDF Benchmarks
XCCDF Benchmark
XCCDF Benchmarks
XCCDF Benchmarks
XCCDF Benchmark
XCCDF Benchmark
XCCDF Benchmarks
XCCDF Benchmarks
XCCDF Benchmark
XCCDF Benchmark
XCCDF Benchmarks
XCCDF Benchmark
XCCDF Benchmark
XCCDF Benchmarks
XCCDF Benchmarks
XCCDF Benchmark
XCCDF Benchmarks
XCCDF Benchmark

Data Stream

SCAP Data Stream
Scap Data Stream Collection
SCAP Data Stream
Scap Data Stream Collection
SCAP Data Stream
Scap Data Stream Collection
Scap Data Stream Collection
SCAP Data Stream
Scap Data Stream Collection
SCAP Data Stream
Scap Data Stream Collection
SCAP Data Stream
SCAP Data Stream
Scap Data Stream Collection
SCAP Data Stream
Scap Data Stream Collection
Scap Data Stream Collection
SCAP Data Stream
Scap Data Stream Collection
SCAP Data Stream

CAP Data Stream
Scap Data Stream Collection
SCAP Data Stream
Scap Data Stream Collection
SCAP Data Stream
SCAP Data Stream
Scap Data Stream Collection

M AVPS O OCIL

M ACS

Required Vendor Information:

SCAP.V.400.1: The vendor shall provide documentation and instruction on how to import an
SCAP source data stream for the target platform.

Required Test Procedures:

15
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SCAP.T.400.1: The tester shall import valid SCAP source data streams for the target platform
into the vendor product and execute them on a target system. Results of the scan shall be visually
compared to the results from the NIST reference implementation to validate that the results
match.

SCAP.R.500: The product shall be able to select a specific SCAP source data stream when
processing a SCAP data stream collection.

SCAP Capability: M ACS M AVPS O OCIL

Required Vendor Information:

SCAP.V.500.1: The vendor shall provide documentation and i
specific data stream (by ID) when running a SCAP data strea

n how to select a

Required Test Procedures:

SCAP.T.500.1: The tester shall validate the vendg
specific valid SCAP data stream.

benchmark within an SCAP
benchmarks are present.

SCAP.R.600: The product shall be able to select a specific X&
source data stream or data stream collectign when multiple X

SCAP Capability: M ACS
Required Vendor Information:

SCAP.V.600.1; The
specific XCCDF b
collection.

SUmentation ‘and instruction on how to select a
"acessing a SCAP data stream or data stream

Required Test Pro

M AVPS O OCIL

Required Information:

SCAP.V.700.1; The vendor shall provide documentation and instruction on how to select a
specific XCCDF profile (by ID) when processing a SCAP data stream or data stream collection.

Required Test Procedures:

SCAP.T.700.1: The tester shall validate the vendor product can selectively choose and apply a
specific valid XCCDF profile (by ID).

16
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SCAP.R.800: The product shall enable the user to import (signed and unsigned) SCAP source data
streams.

SCAP Capability: M ACS M AVPS O OCIL
Required Vendor Information:

SCAP.V.800.1: The vendor shall provide documentation explaining how an SCAP source data
stream can be imported into the product and subsequently executed.

Required Test Procedures:

SCAP.T.800.1: The tester shall verify that the product docume
how the end user can import a signed SCAP source data stre

‘ udes instructions on

SCAP.T.800.2: The tester shall import a valid unsigne g;:i? R source data st
product and ensure that the imported content is avai for execution.

into the vendor

SCAP.T.800.3: The tester shall import a valid si ‘ 0 the vendor

product and ensure that the imported content is avai
signatures.

SCAP Capability: M ACS

Required Vendor Information:

SCAP.V.900.1: T entation explaining how an SCAP source data

ently executed.

| provide d
product and s

SCAP.R.1000: The product shall recognize and reject SCAP source data streams that have
signatures based on invalid certificates.

SCAP Capability: M ACS M AVPS O OCIL
Required Vendor Information:

SCAP.V.1000.1: The vendor shall provide documentation explaining how an SCAP source data
stream can be imported into the product and subsequently executed.

17
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Required Test Procedures:

SCAP.T.1000.1: The tester shall verify that the product documentation includes instructions on
how the end user can import an SCAP source data stream.

SCAP.T.1000.2: The tester shall validate that the vendor product correctly identifies and reports
an error when processing a data stream with a signature based on an invalid certificate.

SCAP.T.1000.3: The tester shall import an invalid SCAP source data stream into the vendor
product and ensure that the imported content is not available for executiofi

SCAP.R.1100: The product shall be able to correctly import all earlie ions of SCAP content.
SCAP Capability: M ACS M AVPS
Required Vendor Information:

SCAP.V.1100.1: The vendor shall provide docu i Yaini ier versions of
SCAP content can be imported into the producté™ < =

Required Test Procedures:
SCAP.T.1100.1: Using the vendor progiet, e valid SCAP source data

SCAP.R.1200: The product shall be able to de theve y of imported SCAP source data
stream by evaluating the associated OVAL defi r Name on an XCCDF

SCAP.T.120071: The tester shall import an SCAP source data stream into the tool that contains a
CPE Name and related OVAL definition not applicable for the target system. The tester shall
verify that the product declines to execute the non-applicable tests.

18
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SCAP.R.1300: The product shall report and optionally reject OVAL content that is part of an
SCAP source data stream that is invalid according to the OVAL XML schemas and schematron
stylesheets™®.

SCAP Capability: M ACS M AVPS O OCIL
Required Vendor Information:
SCAP.V.1300.1: The vendor shall provide instructions on how validation of OVAL content that

is part of a SCAP data stream is performed and where errors from validation will be displayed
within the product output. >

Required Test Procedures:

that the product reports and optionally rejects the
Definition schema and schematron stylesheets.

SCAP.R.1400: The product shall report and reject OCIL C
OCIL XML schema.

SCAP Capability: O ACS

Required Vendor Information:

1% This does not imply that the product being tested MUST use schematron; the product need only produce the same results as the
schematron implementation.
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4.3 SCAP Correctness Requirements

This section addresses those requirements that will assess products ability to correctly process SCAP
content.

SCAP.R.1500: The product shall be able to correctly assess the target systems using the Tier 1V
source data streams as input.

SCAP Capability: M ACS O AVPS O OCIL

Required Vendor Information:

SCAP.V.1500.1: The vendor shall provide instructions on h : e previously
imported valid Tier IV SCAP source data streams. .

Required Test Procedures:

Per vendor instruction in SCAP.V.1500.1, the lg ) 18 Aec i tion changes

The following Tier IV source data str esfollowing tests:
o Windows Family

Wlndows XP

¥'1: The tester shall evaluate the compliant target platforms, in a domain connected
configuration for Windows and standalone configuration for Red Hat, and compare the pass/fail
results from the product to the results produced by the reference implementation to ensure that
they match.

SCAP.R.1600: If the vendor product requires a specific configuration of the target platform that is
not in compliance with the Tier 1V content, the vendor shall provide documentation indicating
which settings must be changed and a rationale for each changed setting. Products should only
require changes to the target platform so that it can function correctly.
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NOTE: Pursuant to OMB Memorandum 07-18:**The provider of information technology shall
certify applications are fully functional and operate correctly as intended on systems using the
Federal Desktop Core Configuration (FDCC).” Products undergoing SCAP validations are also
required by OMB to make this self-assertion and that listing their non-complaint settings in no
way negates the OMB M-07-18 requirement.

SCAP Capability: M ACS O AVPS O OCIL

Required Vendor Information:

SCAP.V.1600.1: The vendor shall provide an English language doc t to*the lab that
indicates which settings must be changed and a rationale for each ed setting. This content
will be used on NIST web pages to explain details about each product and thus must
contain only information that is to be publicly released.

Required Test Procedures:

published at the Tier 111 and the OVAL repository which is asso iat with the platform family for
which validation is being sought.

SCAP Capability: M ACS

Required Vendor Information:

wll evaluate a Tier IV compliant target platform, validate results
AL, and compare results against those produced by the reference

ent states “... representative of content published at the Tier 111 ...” but
test specifies Tier IV. This is correct. The product under test “should” be able
ent at Tier I11 though the scope of testing is limited to Tier IV.

the correspo
to process cay

SCAP.R.1800: The product shall be able to determine the validity of imported SCAP source data
stream by evaluating the associated OVAL definition and/or OCIL questionnaire for the CPE
Name on an XCCDF <Benchmark>, <Group>, or <Rule> and verifying that the associated XCCDF
content applies to the target system.

SCAP Capability: M ACS M AVPS M OCIL

1 http://www.whitehouse.gov/omb/memoranda/fy2007/m07-18.pdf
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Required Vendor Information:

SCAP.V.1800.1: The vendor shall provide instructions on how the product indicates the validity
of the imported SCAP source data stream to a target platform. Instructions should also describe
how the imported data stream is indicated to not be valid for a target platform. This requirement
is testing the use of the OVAL check associated and OCIL questionnaire with a CPE name via the
CPE dictionary to determine applicability of the data stream.

Required Test Procedures:

th&tool that contains a
pplicable for the target
len-applicable tests.

SCAP.T.1800.1: The tester shall import an SCAP source data strea
CPE Name and related OVAL definition and OCIL questionnaire
system. The tester shall verify that the product declines to exe

file for each definition using the OVAL XML e ‘ i [ fithout System
Characteristics, Single Machine With System C ERisti
Results.

SCAP Capability: M ACS M AVPS

Required Vendor Information:

SCAP.V.1900.1: The vendor shall provi v a valid OVAL Definitions file
can be imported into the product for inte ton. The vendor shall also provide instructions on
can be viewed by the tester.

SCAP.T.1900°3: The tester shall validate that the resulting OVAL XML Full Results are available
for viewing by the user.

SCAP.T.1900.4: The tester shall capture the successful results of the import and comparison for
the final validation.

12 The supported OVAL tests are published at http://scap.nist.gov/validation/index.html
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SCAP.T.1900.5: When an OVAL Definition has been evaluated more than once on a single target
system, each time with different values for the variables, the tester shall validate that the OVAL
XML Full Results file includes unique variable instance values for each individual case.

SCAP.R.2000: The product shall be able to correctly evaluate a valid OVAL Definition file that is
part of a SCAP data stream, where the contents of the OVAL definition file are consistent with the
normative guidance™ specified in NIST SP 800-126 Revision 2, against target systems of the target
platform type and produce a result file for each definition using the OVAL XML expressed as
Single Machine Without System Characteristics, Single Machine With System Characteristics, or
Single Machine With Thin Results.

SCAP Capability: M ACS M AVPS O OCI

Required Vendor Information:

SCAP.V.2000.1: The vendor shall provide instructions
be imported into the product for interpretation. The
where the resultant SCAP Results output can be

valid SC . stream file can

For SCAP.T.2000.5, the vendor shall indicate how e vales can be specified for a
variable used by one OVAL Definition. '

Required Test Procedure:

SCAP.T.2000.1: The tester shall run the'f . data stream against the target
systems of the target platform type. The Fesult: ' against results from NIST

SCAP.T.2000. i ng SCAP data stream by importing them into
the SCAPVAL i

SCAP.R.2100: The product shall be able to correctly evaluate a valid OCIL Questionnaire file
against target systems of the target platform type, and produce a valid OCIL Output file (i.e. file
that includes both the original content and the evaluation results) using the format defined by the
OCIL XML schema. If the product does not implement OCIL it MUST produce results that
indicate the test was not checked.

SCAP Capability: O ACS O AVPS M OCIL

13 The supported OVAL tests are published at http://scap.nist.gov/validation/index.html
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Required Vendor Information:

SCAP.V.2100.1: The vendor shall provide instructions on how a valid OCIL Questionnaire file
can be imported into the product for interpretation. The vendor shall also provide instructions on
where the resultant OCIL Output file, can be viewed by the tester.

Required Test Procedure:

SCAP.T.2100.1: The tester shall run the tool using valid OCIL Definitions files against the target
systems of the target platform type. The results shall be compared agai esults from NIST
reference implementation and they must produce the same true/false or each OCIL
definition and criteria contained within the definition.

SCAP.T.2100.2: The tester shall validate the resulting OCIL importing into the
SCAPVAL utility and check for any validation errors. :

SCAP.T.2100.3: The tester shall validate that the re
viewing by the user.

 for

id OCIL Questionnaire file that
target platform type, and

v al content and the

#the product does not
checked.

SCAP.R.2200: The product shall be able to correctly eval
is part of a SCAP source data stream against target systems |
produce a valid OCIL Output file (i.e. file that includes both t
evaluation results) using the format defined B
implement OCIL it MUST produce results t

SCAP Capability: O ACS

Required Vendor |

e the resultant SCAP data stream, can be viewed by

: all run the tool using valid SCAP data stream files against the target
atform type. The results shall be compared against results from NIST

on and they must produce the same true/false result for each OCIL
Fcontained within the definition.

SCAPVAL ut |ty and check for any validation errors.
SCAP.T.2200.3: The tester shall validate that the resulting SCAP data stream is available for
viewing by the user.

SCAP.R.2300: The product shall indicate the correct CCE ID for each configuration issue
referenced within the product that has an associated CCE ID (i.e., the product’s CCE mapping
must be correct).
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SCAP Capability: M ACS O AVPS O OCIL
Required Vendor Information:

SCAP.V.2300.1: None.

Required Test Procedures:

SCAP.T.2300.1: Using the product output from SCAP.R.3600, the tester shall compare the
vendor data against the official CCE description. The tester shall perforadithe comparison using a
non-vendor-directed sample comprised of greater or equal to 10 and hafror equal to 30 of
the total configuration issue items with CCE IDs,. The tester does potineed to rigorously prove
that the vendor’s configuration issue description matches the o FCEE description, but merely
needs to identify that the two appear to be same. This test e oduct correctly maps
to CCE, but does not test for completeness of the mapping

ID to each configuratie

SCAP.R.2400: The product shall associate an existing C
duct’s CCE ma

referenced within the product for which a CCE ID exi
complete). ¢

SCAP Capability: M ACS O AVPS
Required Vendor Information:
SCAP.V.2400.1: None.

Required Test Procedures:

issue items produced in SCAP.R.3600, the tester
shall examine t ~ dictionary for all corresponding CCE IDs.
The tester sh is i - p-directed sample comprised of 10% of the total
to a maximum of 30. The tester does not need to
y that there does not appear to be a match. This test
gomplete mapping to CCE, but does not test the correctness of the

ly contains a product dictionary (as opposed to dynamically
PE names), the product must contain CPE naming data from the

ment does not apply if the product is using the official dynamic CPE

ded on the NVD web site or as part of an SCAP source data stream.

SCAP Capaility: M ACS M AVPS O OCIL

Required Vendor Information:

SCAP.V.2500.1: The vendor shall provide a list of all CPE names included in the product using

the standard CPE Dictionary XML schema as provided in the CPE Specification version cited in
Section 2.1.
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SCAP.V.2500.2: If the vendor product includes CPE names that are not in the official CPE
Dictionary, a listing of exceptions must be provided.

Required Test Procedures:

SCAP.T.2500.1: The tester shall compare the vendor-provided list of CPE Names for
comparison against the official CPE Dictionary™. The tester shall verify that all exceptions found
match the list of exceptions provided by the vendor.

SCAP.R.2600: Products MUST process CPEs referenced in an <xcc

126R2.
SCAP Capability: M ACS M AVPS
Required Vendor Information:

SCAP.V.2600.1: The vendor shall provide instructions @ ow to import an SCAP source
data stream that contains references to CPES in an <xcc€ orm> element directly or by a
<cpe2:fact-ref> contained within a referenced <cpe2:platfog ecification> element and have it
applied against a known platform. THReaendor shall also pro stryctions how to view the
results of the application of the conten st.the platform. :

Required Test Procedures:

SCAP.T.2600.1: The i < nt into the tool and apply it against a

SCAP Capabili O ACS M AVPS O OCIL

SCAP.V.2700.1: None
Required Test Procedures:

SCAP.T.2700.1: Using the product output from SCAP.R.4400 the tester shall compare the
vendor data against the official NVD CVE ID description and references. The tester shall

Y http://static.nvd.nist.gov/feeds/xml/cpe/dictionary/official-cpe-dictionary_v2.2.xml
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perform this test using a non-vendor-directed sample comprised of 10% of the total software
flaws and/or patches with CVE IDs, up to a maximum of 30. The tester does not need to
rigorously prove that the vendor’s software flaw and/or patch description matches the NVD CVE
description, but merely needs to identify that the two descriptions appear to pertain to the same
vulnerability. This test ensures that the product correctly maps to CVE, but does not test for
completeness of the mapping.

SCAP.R.2800: The product shall associate an existing CVE ID to each software flaw and/or patch
referenced within the product for which a CVE ID exists (i.e., the product’s CVE mapping must be
complete).

SCAP Capability: O ACS M AVPS O OcClI
Required Vendor Information:
SCAP.V.2800.1: None.

Required Test Procedures:

definitions produced in

search the NVD for any
hon-vendor-directed sample

E IDs, up to a maximum

ts, only that there does not

plete mapping to CVE, but

SCAP.T.2800.1: Using the list of software flaws and/QF
SCAP.R.4400, the tester shall examine the descriptions af
corresponding CVE IDs. The tester shall perform this using:
comprised of 10% of the total softwa d/or patches wA
of 30. The tester does not need to rigor e that no CVE |
appear to be a match. This test ensures
does not test the correctness of the mapp
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4.4 SCAP Result(s) Data Stream

This section addresses those requirements that assess a products ability to produce validated SCAP
results.

SCAP.R.2900: SCAP result data streams shall be produced by the product in compliance with the
SCAP result data streams as specified in NIST SP800-126R2.

SCAP Capability: M ACS M AVPS O OCIL

Required Vendor Information:

SCAP.V.2900.1: The vendor shall provide instruction on whe fresponding XCCDF and
OVAL results files can be located for inspection.

Required Test Procedures:

SCAP.T.2900.1: The tester shall visually inspect :
according to the associated specification for eag _ ut MUST be processed by the
SCAPVAL utility without any errors. ' ’

SCAP.R.3000: The product shall be able tg process XCCDF com Ipents that are part of an SCAP
source data stream and generate XCCDF cof na P result data stream in
accordance with the XCCDF specification

SCAP Capability: M ACS
Required Vendor |

SCAP.V.3000. : Steuetions on how to import XCCDF component

b source data streami§’for execution and provide instructions on where
or visual inspection. The purpose of this
oduces valid XCCDF Results and a matching pass/fail

ster shall import a known valid XCCDF component content that is part of
the target platform into the vendor tool and execute it according to the
ctions provided by the vendor. The tester will inspect the product output
udes the same checks and uses the same check parameters as that produced
nce implementation.

SCAP.T.300.2: The tester shall validate the resulting XCCDF component results within a SCAP
result data stream output using the SCAPVAL utility. This validation must not produce any
validation errors.

SCAP.T.3000.3: The tester shall compare the product results to those produced by the NIST
reference implementation to ensure that the pass/fail results match for each Rule.

SCAP.R.3100: For all CCE IDs in the SCAP source data stream, the product shall correctly
display the CCE ID with its associated XCCDF Rule in the product output.
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SCAP Capability: M ACS O AVPS O OCIL
Required Vendor Information:

SCAP.V.3100.1: The vendor shall provide instructions on where the XCCDF Rules and their
associated CCE IDs can be visually inspected within the product output.

Required Test Procedures:
SCAP.T.3100.1: The tester shall visually inspect a non-vendor-directed

XCCDF Rules, up to a total of 30, within the product output and repg
IDs for each inspected XCCDF Rule match those found in the XC

nple of 10% of the
/atidate that the CCE
source file.

SCAP.R.3200: The product output shall enable users to view the
consumed by the tool (e.g., within the product user mterface
OCIL questionnaires to a file).

Questionnaires being
dump of the

SCAP Capability: O ACS O AVP

Required Vendor Information:

Questionnaires being consumed by t
Required Test Procedure:

SCAP.T.3200.1: The tester shaII follow th gor instructions to view the XML OCIL
Questionnaires being ae Ny

SCAP.R.3300: The pr
Check Systems.

SCAP.T.3300.1 The tester shall import a known valid SCAP source data streams containing
XCCDF component content for the target platform into the vendor tool and execute it according
to the product operation instructions provided by the vendor. The tester will inspect the product
output to validate that it includes the same checks and uses the same check parameters as that
produced by the NIST reference implementation.

SCAP.T.3300.2: The tester shall validate the SCAP result data streams containing XCCDF

component content output using the SCAPVAL utility and check for any validation errors. This
validation MUST not produce any validation errors.
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SCAP.T.3300.3: The tester shall compare the product results to those produced by the NIST
reference implementation to ensure that the pass/fail results match for each Rule.
SCAP.R.3400: The product output shall enable users to view the XML OVAL Definitions being
consumed by the tool (e.g., within the product user interface or through an XML dump of the
OVAL definitions to a file).

SCAP Capability: M ACS M AVPS O OCIL

Required Vendor Information:

SCAP.V.3400.1: The vendor shall provide instructions on how th r can view the XML
OVAL Definitions being consumed by the product.

Required Test Procedure:

SCAP.T.3400.1: The tester shall follow the provi
OVAL Definitions being consumed by the produ

_ Il indicate the date the data was

last generated and updated. The generated date is when the datawas originally created/officially
SCAP Capability: M ACS
Required Vendor Information:

SCAP.V.3500.1: Th ructions on where the dates for all imported SCAP
source data streams i

Required Tes

spect the product output for the dates of all static or
ith the vendor product.

O AVPS O OCIL

that contains a listing of all security configuration issue items both with and without CCE IDs.
Instructions shall include where the CCE IDs and the associated vendor supplied and/or official
CCE descriptions can be located within the product output.

Required Test Procedures:

SCAP.T.3600.1: The tester shall visually inspect, within the product output, a non-vendor-
directed set of 30 security configuration issue items, to ensure that the CCE IDs are displayed.
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This test is not intended to determine whether the product correctly maps to CCE or whether it
provides a complete mapping.

SCAP.R.3700: The product shall provide a means to view the CCE Description for each displayed
CCE ID within the product output.

SCAP Capability: M ACS O AVPS O OCIL

Required Vendor Information:

°E ID can be located
t environment (if
ated CCE IDs.

SCAP.V.3700.1: The vendor shall provide instructions noting where
within the product output. The vendor shall provide procedures a
necessary) so that the product will output configuration issues

Required Test Procedures:
SCAP.T.3700.1: The tester shall inspect the CCE | Jfy that the
official CCE Description™ is available and corre CCE
descriptions and information and should not bes 26( S0. The testers#hall perform
this using a non-vendor-directed set of 10% of the totaf€ Ds available in the product output,
up to a maximum of 30.

rom the product output'a

SCAP.R.3800: A product’s machine-read b ut must provi

CPE names.
SCAP Capability: M ACS

Required Vendor |

able data for inspection if the provided output is
data, encrypted text).

: H manually inspect the vendor-identified machine-readable output
fhing data is correct according to the CPE specification. The tester will do

SCAP.R.3900: The uct shall display or report configuration issue items using CCE IDs.
SCAP Capability: M ACS O AVPS O OCIL
Required Vendor Information:

SCAP.V.3900.1: The vendor shall provide documentation (printed or electronic) indicating how
security configuration issue items can be located using CCE IDs.

5 The official CCE descriptions are found at http://cce.mitre.org/lists/cce_list.html.
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Required Test Procedures:

SCAP.T.3900.1: The tester shall verify that security configuration issue items can be identified
using CCE IDs. The tester shall perform this using a non-vendor-directed sample comprised of
10% of the total configuration issue items, up to a maximum of 30.

SCAP.R.4000: The product shall be able to correctly produce the Asset Identification Fields as
specified in NIST SP800-126R2 when assessing a target.

SCAP Capability: M ACS M AVPS O OCIL

Required Vendor Information:

SCAP.V.4000.1 The vendor shall provide documentation on SCAP data stream

and how to apply it to a target system.

Required Test Procedures:

SCAP.T.4000.1: The tester shall import the SGAPSBRIC it'to a known
target producing a SCAP result data stream '

MUST not produce any errors

SCAP.T.4000.3: The tester shall visually re that the Asset Identification
Fields are what is expected. A

SCAP.R.4100: The produ rrectly produce an ARF report object for each
XCCDF, OVAL, and O

SCAP Capabf

SCAP.T.410072: The tester shall validate the results produced using SCAPVAL, the validation
MUST not produce any errors.

SCAP.T.4100.3: The tester shall compare the results against those produced by the NIST
reference implementation to ensure they are equivalent.
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SCAP.R.4200: The product shall provide a means to view the CVE Description and CVE
references for each displayed CVE ID'® within the product output.

SCAP Capability: O ACS M AVPS O OCIL
Required Vendor Information:

SCAP.V.4200.1: The vendor shall provide instructions on the where the CVE IDs can be located
within the product output. The vendor shall provide procedures and a test environment (if
necessary) so that the product will output vulnerabilities with associate E IDs. Instructions
shall include where the CVE IDs and the associated vendor-supplied tial CVE
descriptions can be located within the product output. CVE’s in thefferm of a specific link for
each CVE to the NVD is acceptable.

Required Test Procedures:

SCAP.T.4200.1: The tester shall select a non-vend ,om within

enables the user to view, at minimum, the officié on, and references.”” The vendor

may provide additional CVE descriptions and infor id should not be penalized for doing

s0. The tester shall perform this using a non-vendor-directeédhisample comprised of greater or
Jailable in the product output.

shall indicate the date the
ata was originally

SCAP.R.4300: For all static or product bun
data was last generated and updated. The ge
created/officially published. The updated date

SCAP Capability: : 0O ocCIL

ructions on where the dates for all offline CCE

éll visually inspect the product output for the dates of all static or
ed with the vendor product.

hall include the CVE ID(s) associated with each software flaw and/or
patch definition i uct output (i.e., the product displays CVE 1Ds) where appropriate. *®
SCAP Capa 5 ity: O ACS M AVPS O OCIL

Required Vendor Information:

6 This requirement can be met be providing a URL to the NVD CVE or MITRE CVE vulnerability summaries for the CVE
IDs in question.

7" The official CVE description and references are found at http://nvd.nist.qgov/.

18 |n the case where the content being processed only requires results that do not contain CVE references this requirement does

not apply.
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SCAP.V.4400.1: The vendor shall provide instructions, and a test environment (if necessary),
indicating how product output can be generated that contains a listing of all software flaws and
patches both with and without CVE IDs. CVE IDs should be used wherever possible.
Instructions shall include where the CVE IDs and the associated vendor-supplied and/or official
CVE descriptions can be located within the product output.

Required Test Procedures:

SCAP.T.4400.1: The tester shall visually inspect, within the product output, a non-vendor-
selected sample comprised of greater or equal to 10 and less than or eq ) 30 of the total CVE
IDs available in the product output to ensure that the CVE IDs are disg .*This test is not
intended to determine whether the product correctly maps to CVE gk v hether it provides a
complete mapping.

SCAP.R.4500: If the product uses CVE, it shall include NVD nd vector strings

for each CVE ID referenced in the product.
SCAP Capability: O ACS M AVP
Required Vendor Information:

SCAP.V.4500.1: The vendor shall pr
scores and vector strings can be loca
optionally provide the tester informatiog
CVSS base scores and vector strings pri@

nmg where the NVD CVSS base
JD.° The vendor may
pdated with new NVD

Required Test Procedure:

update the preduct’s NVD base scores and vectors (using the
ty if it exists)
CVSS base s€0 or 15 non-ven
The CVEs chosen T, have Davaitmerability summary “last revision” date that is at least

O AVPS O OCIL

mappings caw’be viewed within the product output.
Required Test Procedures:

SCAP.T.4600.1: Using the vendor product, the tester shall execute a valid SCAP source data
stream with CCE compliance mapping information and view the resultant output to ensure that
the CCE compliance mappings are correct.

19 A link to the information on the NVD web site is sufficient for this test.
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Derived Test Requirements for Specific Capabilities

This section contains Derived Test Requirements for each of the defined SCAP capabilities. When a tool
is submitted for validation, the submitting organization will provide a list of capabilities the tool
possesses, as defined in this document. The information regarding capabilities will be provided by the
vendor as part of their submission package. To determine the correct test requirements for that tool, the
tester creates the union of all these capabilities, using the provided chart.

The matrix currently contains a total of three SCAP capabilities. As additional capabilities are available
for validation, this list will be updated. Vendors who wish to seek validation fof@amSCAP capability not
listed should contact NIST at scap@nist.gov.

The following chart summarizes the required SCAP components for ea ability together with
the specific requirements necessary to achieve SCAP validation.

SEAP Capability

Table 5-1 Required SCAP Components for,

Requirement ID

Authenticated
Configuration
Scanner
Authenticated
Vulnerability and
Patch Scanner

X
X
X
X
X X
X X
X X
X X
X X
. X X
SCAP.R.1200 X X
SCAP.R.1300 X X
SCAP.R.1400 X
SCAP.R.1500 X
SCAP.R.1600 X
SCAP.R.1700 X X
SCAP.R.1800 X X X
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Requirement ID

Authenticated
Configuration
Authenticated
Vulnerability and
Patch Scanner

SCAP.R.1900
SCAP.R.2000
SCAP.R.2100
SCAP.R.2200
SCAP.R.2300
SCAP.R.2400
SCAP.R.2500
SCAP.R.2600
SCAP.R.2700
SCAP.R.2800
SCAP.R.2900
SCAP.R.3000
SCAP.R.3100

X

X | X|X|X

X

X

X

X

SCAP.R.4300
SCAP.R.4400
SCAP.R.4500 X
SCAP.R.4600

X

X
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NOTE 1: OCIL is an SCAP Component Specification that is considered optional in SCAP 1.2
product validations. OCIL, therefore, is presented here (Table 5-1) as an optional SCAP
Capability with specific requirements for which a product vendor may seek validation.

NOTE 2: OCIL, if selected, must be combined with either Authenticated Configuration Scanner
(ACS) or Authenticated Vulnerability and Patch Scanner (AVPS). A product may not be
validated based on OCIL alone.

NOTE 3: Authenticated Configuration Scanner (ACS) requirements include Vulnerability and
Patch Scanner (AVPS) requirements, but not vice versa. A product ve seeking either or both
of these two SCAP Capabilities must specifically claim support of e AP Capability.

Authenticated Vulnerability and Patch Scanner (AVPS) is th
Capability supports. Additionally, AVPS does not requi

<Xs:restrictic . '
<xs:enum ' " RATION" />
<xs:enumer » ERABILITY" />

y the value CONFIGURATION, and AVPS
ULNERABILITY. Other use-case values include

Compliance Vulnerability Inventory

Access To est X

Active Diréctory Test X

Audit Policy X

Environment Variable Test X

environmentvariable58 X

Family Test X X X

File X X X
X

File audit Permission
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File Audit Permission 53
File Effective Rights
File Effective Rights 53
File Hash Test

FileMDS5 Test
fileset_test X
fix_test X
Group SID Test
Group Test X
inetd Test X
inetlisteningservers_test
Interface Test X
isainfo_test
LDAP Test X
line_test
Lockout Policy X
Metabase Test X
oslevel_test
package_test
Partition
Password
Password Policy
patch_test
patch53_test
patch54_test
patch56_test

X| X| X[ X[ X

X

X| X| X[ X[ X

RegKey Effective Rights
RegKey Effective Rights 53
RPM Info

RPM Verify

rpminfo_test X X
runlevel

SE Linux Boolean

XX XXX XX XXX | X

X

X
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Service Effective rights
shadow Test

shared Resource

Sid Sid Test

SID Test

smf test

SQL Test

sql57 test

swlist_test

text file content test
textfilecontent54 Test
UAC Test
uname

unknown test
User Sid Test
User Test

User Test
user_sid 55 Test
Variable Test
version_test
Volume Test
WMI Test
wmi57 Test
WUA Updat
xinetd Test’ &
XML File content

XX XXX [ X | XX

XXX XX [ XXX | X
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Appendix A—Acronyms and Abbreviations

This appendix contains selected acronyms and abbreviations used in the publication.

Al Asset Identification

ARF Asset Reporting Format

CCE Common Configuration Enumeration
CCsSs Common Configuration Scoring System
CPE Common Platform Enumeration

CVE Common Vulnerabilities and Exposures
CVSsS Common Vulnerability Scoring System
DTR Derived Test Requirements

FDCC Federal Desktop Core Configuration
FIRST Forum of Incident Response and Securi
ID Identifier

IETF Internet Engineering Task Force

IR Interagency Report

IT Information Technology

Information Technology Labo

RFC

SCAP Secu Content Automation Protocol

SCAPVAL SCAP Validation tool

TMSAD Trust Model for Security Automation Data

u.S. United States

USGCB United States Government Configuration Baseline
XCCDF Extensible Configuration Checklist Document Format
XML Extensible Markup Language
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