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Cmt# Org POC Comment |Page# |Line # Section |[Comment (Include rationale for comment) Proposed change Resolution/Response
Type
3M-1 3M Ella E page 28 |photo Figures |Section 4.1.4.1 Mandatory ltems on the front of the PIV Card |[Remove the word COLOR from the figures on line in Declined. Studies have shown that humans can perform facial
Schiralli -32the |images 4-1 [page 23, line 940] references the photograph with no line out draft version pages 28-32 to simply read comparisons more accurately with color photographs than with black
draft through |requirement that the photograph be color. Black and White |PHOTOGRAPH. and white photographs. Furthermore, in order to maintain
4-5 photographs should be acceptable as many of the highest commonality among PIV Cards issued by different agencies it is
value ID credentials [i.e.USA ePassport cards, Driver's important to limit the degree of variability that is permitted.
Licenses] are moving to more secure laser engraved ID card
construction that use Black and White photographs. This
technology is helpful in increasing physical ID card security
and mitigating impersonation fraud. Photographs should be
either color or black and white and subject to existing
photograph quality standards.
3M-2 3M Ella G page 6 |384 2.3 first | The proliferation of high quality counterfeit documents at the end of line 1, bullet 1 in section 2.3 add the 'bold" |Declined. The first bullet of Section 2.7 states that "The organization
Schiralli in the bullet coupled with the increasing integration of ID document words [...and registration process 'which includes the |shall adopt and use an approved identity proofing and registration
draft security features places an unrealistic burden on individuals |use of document authentication and verification process in accordance with [SP 800-79]." This is not an appropriate
to spot a fake or compromised ID document during the review |solutions' in association with...] place to specify requirements for the identity proofing and registration
of idenity source documents in enroliment. Agencies should process. See also AT-2.
be required to utilize document authentication solutions to
analyze identity source documents for added machine
readable verification of the document's authenticity.
Document authentication analysis is an excellent added tool
for ID Proofing the identity being claimed. The first step in
building a “Chain of Trust” for the PIV is authentication of the
primary source documents.
3M-3 3M Ella G n/a n/a n/a 3M has performed a forensice analysis on counterfeit Attachment supporting recommendation above. Noted.
Schiralli documents and is providing it as an attachment for your
background and consideration: "3M Counterfeit Driver's
Licenses"
AMAG-1 AMAG Adam T 2 260 1.3.1 It is not clear how any change to the standard can be There are no changes to the standard that can be Declined. See AMAG-1 in disposition of comments for the March 2011
Technology |Shane considered backward compatible. A change that would be considered backward compatible across the board. Draft FIPS 201-2.
backward compatible to a relying system, would not be
backward compatible to a PIV Issuance system, and vice
versa.
For example, if an optional element is made mandatory on
the card, this is not backward compatible to the PIV issuance
system that did not implement the optional field.
AMAG-2 |AMAG Adam G 3 282 1.34 While it is understood that re-use of deprecated features If deprecated features remain optional in the standard, |Declined. Since deprecated features will be removed from the next
Technology |Shane seems like good change management, this is a significant there is no reason to remove them on replacement of  |version of FIPS 201, this statement suggests that new product should
challenge for relying party systems. Deprecated features are |the card. Remove statement from standard. not implement deprecated features.
not backward compatible, and this section even indicates that
such features remain in the standard.
AMAG-3 |AMAG Adam T 3 287 1.3.5 Other components that may be affected by version Add to the last sentence of the paragraph, "and Declined. The list provided is an example only and it is not meant to be
Technology |Shane management include components or systems that rely on PIV |components or systems that rely on PIV cards or their |exhaustive
cards or their data. data."
AMAG-4 |AMAG Adam T 3 291 1.35 Identification of optional features through an on-card The last sentence of the paragraph should be Declined. Discovery mechanism(s) is necessary to be on the card but
Technology |Shane discovery mechanism may be extremely time consuming and |enhanced to indicate that on-card discovery there is no requirement for relying systems to use the discovery

is not appropriate for PACS solutions.

mechanisms may have a detrimental impact on the
time needed to read and interoperate with the card by
relying systems.

mechanism.
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AMAG-5 |AMAG Adam T 6 402 24 Fingerprint templates for on-card comparison may be the Modify requirement on line 402 to read, "Two Resolved by changing the sentence to read:
Technology |Shane same as the fingerprint templates that are released from the |fingerprints, for on-card comparison, which shall be
card for off-card comparison. This should be forbidden - if an |from different fingers than the fingerprints collected for |Two fingerprints, for on-card comparison. It is recommended that
attacker manages to obtain the templates, they can be used |off-card comparison." these be different than the fingerprints collected for off-card
to generate a simulated fingerprint image and provided to the comparison.
card for OCC operation to activate the card.
Note: SP 800-76-2 includes a note about the usability versus security
Section 4.2.3.3 specifically states, "The fingerprint templates tradeoff associated with cardholder confusion concerning which finger
for on-card comparison shall not be exportable." If these are to present.
the same templates as used for off-card comparison, they
cannot be exported even if stored in different locations on the
card.
AMAG-6 |AMAG Adam T 7 429 25 The standard allows for use of electronic facial image for Statement at line 429 should be expanded to add, "or |Declined. Comparison of electronic facial images can only be
Technology |Shane authentication in operator-attended PIV issuance, but does other operator-attended authentication operations." performed reliably in environments that are carefully controlled for
not consider use of this authentication mechanism for use in such issues as lighting, and so it is not appropriate for use as a
PACS. general-purpose authentication mechanism, even in operator-attended
environments.
AMAG-7 |AMAG Adam E 12 606 29 "PIV card update" is referred to as PIV card renewal in Section 2.9 should be updated for consistency. Resolved by merging sections on renewal and reissuance. "PIV Card
Technology |Shane following section 2.9.1. update" refers to performing post-issuance updates of the data on the
card.
AMAG-8 |AMAG Adam T 13 628 291 If the original PIV card is lost, stolen between time renewal is |In line 628 "shall" is to be replaced by "should", and the |Resolved by AMAG-11.
Technology |Shane requested and time card is issued, then the card cannot be  |statement to be augmented with direction to revoke
surrendered. However, it would inefficient and expensive to |certificates and other appropriate operations if the card
abandon the renewal process and start a re-issuance process |is not available for surrender.
at that time (HSPD-12 refers to government effeciency).
AMAG-9 |AMAG Adam T 13 635 2.91 The standard states that biometric authentication accuracy Remove the offending statement. It becomes a policy |Declined. See comments such as Cert-30, Cert-37, and DoD-52 in the
Technology |Shane degrades with time elapsed since initial collection. | don't decision, not based on scientific data but on a desire to |disposition of comments for March 2011 Draft FIPS 201-2.
believe this is a generally held belief. If NIST has empirical  |limit risk. Commenters felt that it was very important to note that issuers had the
studies to back up this statement they should be referenced option to recollect biometric data more frequently than required by the
in a footnote. standard. As noted, the decision to collect data more frequently than
required is an agency policy decision.
AMAG-10 | AMAG Adam T 13 639 2.91 If the PIV Authentication Key is designated as a person Section 2.9.1 should be updated to include the Declined. Section 4.2.2 states that the PIV Authentication key shall be
Technology |Shane authentication, then it should not be re-issued when a new revocation of the old keys if new keys are issued. generated on the card and that the PIV Card shall not permit
PIV card is created. The CAK, on the other hand is a card exportation of the private key. Since the private key cannot be moved
authentication key and should be re-issued. from one card to another, a new PIV Authentication key must be
generated on the new card and a new, corresponding PIV
Furthermore, if certificates are re-issued, then the older Authentication certificate must be issued.
certificates should be revoked.
See GSA-18 in disposition of comments for March 2011 Draft FIPS
201-2 for reason that revocation of older certificates is not mandated.
AMAG-11 |AMAG Adam G 14 687 292 Procedures for renewal and re-issuance are very similar and |Procedures for renewal and re-issuance are very Accept.
Technology |Shane should be combined. This also fits with recommendation in  |similar and should be combined. This also fits with
| AMAG-7 above. recommendation in AMAG-7 above.
AMAG-12 | AMAG Adam T 14 689 293 Part of Agency policy should be to notify the individual when | The standard should be updated to require Agencies to |Declined. As noted, this would be a matter for an agency's privacy
Technology |Shane data on their PIV card changes. They should be notified of  modify their privacy policy to notify individuals when policy and covered by the SORN.

what changed, and why.

their PIV card data is modified, and when backend
systems data about them is modified.
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AMAG-13 AMAG Adam G 15 708 29.4 IT best practices indicate PIN reset should be done every 90 |NIST to consider how to bring PIV card into compliance |Declined. While it is common practice to require passwords to be
Technology |Shane days. In case of existing PIN being known, OCC not required with 90-day PIN reset recommendations. changed on a regular basis (e.g., every 90 days), this does not apply to
- 2.9.4 assumes PIN is forgotten, but perhaps generically PINs that are used to authenticate to a smart card.
Card Data Reset should require three-factor authentication.

2.9.4 should require three-factor authentication. Declined. The purpose of the reset operation is to address the case in
which one of the factors is not working (e.g., the cardholder has
forgotten the "something you know" factor). Requiring three-factor
authentication would defeat the purpose of reset.

AMAG-14 | AMAG Adam T 16 749 295 A negative background investigation report received after the |Update 2.9.5 to include additional reasons that may be |The second bullet in Section 2.8 in Revised Draft FIPS 201-2 says
Technology |Shane issuance of the card should be cause for card termination. cause for PIV Card Termination. "The PIV Card shall be revoked if the results of the background
Also, if agency uses Continuous Information Management investigation so justify.” Accept to change "revoked" to "terminated”
Engine (CIME) and it returns negative information, this may and to add this as a reason for termination to Section 2.9.5 (now
also be cause for card termination. Section 2.9.4).
AMAG-15 |AMAG Adam E 16 759 295 It is not clear what it means to "revoke" a PIV card. Does this | This statement should be modified or clarified. Resolved by specifying in Sections 2.9.1 and 2.9.5 (now Section 2.9.4)
Technology |Shane mean the certificates are revoked? Or should this term be that a PIV Card is revoked by performing the steps:
changed to "terminated" as is used on lines 775 and 7767
+ The PIV Card shall be collected and destroyed, if possible.
+ Any databases maintained by the PIV Card issuer that contain
FASC-N or UUID values from the PIV Card must be updated to reflect
the change in status.
+ If the PIV Card cannot be collected and destroyed, the CA shall be
informed and the certificates corresponding to the PIV Authentication
key and asymmetric Card Authentication key shall be revoked. If
present, the certificates corresponding to the digital signature key and
the key management key shall also be revoked.
AMAG-16 | AMAG Adam E 17 788 211 HSPD-12 does not say that the control objectives are the only |NIST should not be changing the meaning of HSPD-12. |Declined. The statement as written does not preclude uses of the PIV
Technology |Shane applicable uses of the PIV card. The statement should be removed or modified to state, |Card for purposes other than those specified in the control objectives,
"No department or agency shall implement a use of the |as long as those uses are not "inconsistent" with the control objectives.
identity credential that is in contradiction to any of these
| control objectives."
AMAG-17 |AMAG Adam T 18 818 211 Employees should not be making the decision to protect their |Modify the statement to read, "Specifically, Agencies Resolved by revising the sentence on line 818 to: "Agencies may
Technology |Shane PIV data through an electromagnetically opaque holder. This |may choose to deploy PIV credentials with choose to deploy PIV Cards with electromagnetically opaque holders
should be a CPO decision that flows into Agency policy. electromagnetically opaque holders..." or other technology to protect against any unauthorized contactless
access to information stored on a PIV Card."
AMAG-18 |AMAG Adam E 20 861 3.11 Card readers are also located at registration and issuance Update the statement. Declined. This is what the card writers are used for in the 3rd
Technology |Shane | stations. paragraph.
AMAG-19 /AMAG Adam T 42 1293 422 Secure messaging should be a requirement of the card Standard should read, "The PIV Card shall include an |Resolved by SIA-7.
Technology |Shane issuance so that relying parties can optionally use this asymmetric private key..."
mechanism to establish a virtual contact interface.
AMAG-20 |AMAG Adam T 43 1352 422 Missing statement regarding appropriatness of the virtual Add support for the virtual contact interface. Declined. See Cert-80 in disposition of comments for March 2011
Technology |Shane contact interface. Draft FIPS 201-2.
AMAG-21 |AMAG Adam T 45 1425 4.2.3.3 |On-Card Comparison (OCC) is also a valid means of Add support for OCC to activate the card. Declined. Biometric data may only be read from the card if the card
Technology |Shane activating the card for biometric data access unless AMAG-26 has been activation using PIN-based authentication. OCC may be

is accepted.

used to activate the PIV Card to perform private key operations, but
not to read the biometric data from the card.
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AMAG-22 | AMAG Adam T 46 1441 424 The standard does not include a mandatory UUID for explicit | The standard should require a UUID based Person Decline to make a UUID based person identifier mandatory. However,
Technology |Shane cardholder identification. If working in an offline scenario Identifier. the initial draft of SP 800-73-4 includes a Cardholder UUID as a data
(First Responders at a disaster site, for instance) one cannot element that may optionally be included in the CHUID.
rely on an association with unknown credential identifier and
the issuer's person identifier. Therefore, the person identifier
should be on the card. While this is true for FASC-N, it is not
true for PIV-l and in order to be consistent in this regard
between PIV and PIV-I (for efficiency's sake) should be
mandatory in PIV.
AMAG-23  AMAG Adam E 50 1561 5.5 Similar to AMAG-15, the phrase, "card is revoked" is used The statement should be modified or clarified. Resolved by AMAG-15 and by changing the sentence in Section 5.5 to
Technology |Shane here and should remain consistent with other terminology. read:
If the card is revoked, the authentication certificates shall be revoked in
cases where the card cannot be collected and destroyed.
AMAG-24 | AMAG Adam T 52 1594 6 The section only outlines authentication mechanisms that Add statement to the effect, "Other authentication Declined. The purpose of Section 6 is to describe authentication
Technology |Shane utilize the PIV Card, but the standard is often interpreted to mechanisms that do not rely on data stored in (logical) |mechanisms that can be implemented using the PIV Card. Reference
represent system-level requirements. Therefore, some or on (physical) the PIV card should be approved by the |to authentication mechanisms that do not make use of the PIV Card
recognition should be included of authentication mechanisms |Agency as having similar levels of confidence as those |would be confusing, especially in light of mandates such as OMB
that are outside the scope of the PIV card. present on the PIV card." M-11-11, which states that "each agency should develop and issue
implementation policy, by March 31, 2011, through which the agency
Alternately, the statement could be, "Other will require the use of the PIV credentials as the common means of
authentication mechanisms that do not rely on data authentication for access to that agency's facilities, networks, and
stored in (logical) or on (physical) the PIV card may be |information systems."
used but are outside the scope of this standard."
AMAG-25 | AMAG Adam T 53 1645 6.2 Card readers are not limited to the contact or contactless Sentence should read, "Card readers, when present, Declined. Even card readers that have integrated biometric capture or
Technology |Shane variety. Card readers may or may not have biometric capture |can be contact readers or contactless readers; and they |PIN entry capabilities are either contact or contactless (or both), so the
or PIN entry capabilities. may or may not have biometric capture and PIN entry |statement is not inaccurate, and there is no need to mention in this
capabilites.” section that card readers may have integrated biometric capture or PIN
| entry capabilities.
AMAG-26  AMAG Adam T 55 1684 6.2.2 On-Card Biometric Comparison (OCC-AUTH) is inappropriate |OCC must be removed from consideration in the PIV Declined. OCC has been requested by many agencies. Section 6.2.2
Technology |Shane for PIV card use. The premise of authentication mechanisms |program until various technical details can be worked |only discusses authentication and in this case the relying system is in
in PIV program are to use trusted information. OCC assumes |out. control of the reader for authentication.
the fingerprint image submitted to the card is a valid capture
of a live fingerprint scan. The data cannot be trusted unless
the card trusts the reader, and there is no mechanism for this.
AMAG-27 | AMAG Adam T 55 1709 6.2.3.1 |ltis interesting that the user submits a PIN to the card before | Best practices indicate to authenticate the card prior to |Declined. While a counterfeit card could collect any PIN data or
Technology |Shane the card is authenticated. If the card were a counterfeit, it providing any private information to the card (PIN or biometric samples provided to it, the user who is being attacked would
could be collecting the PIN information from the user to be biometric data). have to provide both the counterfeit card and the PIN or biometric
used in a later attack. sample to the reader, so the attacker would have to trick the
PKI-AUTH and OCC violate best practices and should |cardholder into using the counterfeit card in order for this attack to
be reconsidered. work, and would then need to obtain both the counterfeit card and the
actual PIV Card in order to be able to make use of the data collected
by the counterfeit card.
While it would be technically possible to authenticate the card using
the PKI-CAK or SYM-CAK authentication mechanism before
submitting the PIN or biometric sample to the card, this would be very
inefficient, and for the reasons described above, unnecessary.
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AMAG-28  AMAG Adam E 59 1819 6.3 Section 6.3 seems to have been moved in relation to the Change the statement to read, "The following Resolved by changing:
Technology |Shane authentication mechanisms of section 6.2. Now the subsections categorize the ..."
statement, "The following subsections specify..." is no longer The following subsections specify the basic PIV authentication
valid - what follows is not a specification as in 6.2. mechanisms that may be used to support the various levels of identity
authentication assurance as defined in Section 6.1.
To:
The following subsections specify which basic PIV authentication
mechanisms may be used to support the various levels of identity
authentication assurance as defined in Section 6.1
AMAG-29 | AMAG Adam E 59 1825 6.3 In addition to the caveat provided regarding proper Section 6.3 should be augmented with a statementto  |Resolved by AMAG-24.
Technology |Shane implementation of relying systems, the standard should also |the effect, "Other authentication mechanisms that do
recognize that those relying systems may take advantage of |not rely on data stored in (logical) or on (physical) the
identity authentication mechanisms outside the scope of FIPS |PIV card should be approved by the Agency as having
201 such as vascular pattern or other biometrics or PIN similar levels of confidence as those present on the PIV
repositories. [If the proper chain of trust can be validated, card."
these authentication mechanisms are just as appropriate as
card based ones. Alternately, the statement could be, "Other
authentication mechanisms that do not rely on data
stored in (logical) or on (physical) the PIV card may be
used but are outside the scope of this standard."
AMAG-30  AMAG Adam E 40,41 |1241,1244 4.2 In 4.2 mention is made of the "asymmetric key pair and Change description to be consistent. Accept.
Technology |Shane cooresponding certificate", but in 4.2.2 this is described as
the "private key and corresponding public key certificate".
The latter is more accurate - only the public key has a
certificate associated - and should be used throughout.
AMAG-31 |AMAG Adam T 54 1660, 1667 |6.2.1, Card authentication must be used prior to using PIN to Section 6.2.1 and subsections should be reconsidered. |Declined. As noted in AMAG-27, there is no requirement (when
Technology |Shane 6.2.1.1 |activate a card, otherwise, PIN does not count as a trusted operating over the contact interface) to authenticate the card prior to
factor of authentication. Therefore, if the assumption that using the PIN to activate the card. As noted in SP 800-116, neither
card authentication is performed in accordance with the PIN nor the card count as trusted factors of authentication in the
SP800-116, this authentication DOES provide protection BIO authentication mechanism. As there is no assumption that card
against use of a revoked or expired card. authentication is performed as part of the BIO authentication
mechanism, Section 6.2.1 correctly notes that the authentication
mechanism does not protect against use of a revoked card.
AMAG-32 |AMAG Adam T 55,56 1706, 1726 |6.2.3.1, |This section states that the reader validates the certificate. In | This section is normative so will be interpreted that it Resolved by revising the bullets to remove reference to who performs
Technology |Shane 6.2.3.2 |the case of a transparent reader, it is not the reader but some |must be implemented in this fashion. The statement the action but specify what action must be performed or by replacing
other component of the system that is performing the should be updated to indicate that the system performs |'reader' with 'relying system' as appropriate. Follow the format used in
validation. the validation, and not any specific component. BIO and BIO-A.
AMAG-33  AMAG Adam G The standard is not at all clear about the intended use of the |It is requested that NIST clearly define the use of these |Declined. FIPS 201-2 specifies the properties of each of these keys,
Technology |Shane PIV Authentication key and Card Authentication Key and their  keys and authentication mechanisms. including the levels of assurance associated with their corresponding

associated public key certificates. When is it appropriate to
use PAK or CAK for authentication? What are the
requirements on a PIV issuance system and theh CA on
revoking these certificates? For example, when does the
CAK get revoked independently of the PAK? Does the PAK
ever get revoked and not the CAK?

authentication mechanisms, PKI-AUTH and PKI-CAK. The
appropriate key to use for authentication in any given situation
depends on the level of assurance required. Table 6-2 and table 6-3
provide guidance in this area. SP 800-116 also provides guidance in
this area.

It is outside the scope of FIPS 201-2 to attempt to provide an
exhaustive list of reasons that a certificate may be revoked.
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Resolution/Response

AT-1

AssureTec

Liz Galvin

G

viii

210

11

There is a large dichotomy between having rigorous, secure
practices and policies for interoperability of the PIV system
and reliance upon the issuer “that the individual in possession
of the credential has been correctly identified.” Specific
comments are made in reference to the individual statements
below. The general comment is that there is very little
emphasis on the ID Proofing process relative to
authentication of “breeder” documents or validation of a
“chain of custody” for the identity being claimed. The first
step in building a “Chain of Trust” for the PIV is authentication
of the primary source documents. The second is biometric
linkage (typically facial match) of the applicant to the source
document(s).

The paper "Stop Issuing Secure Credenetials to Imposters!"”
http://www.fraudfreeid.com/Documents/StoplssuingSecu
reDocumentstolmposters.pdf provides a good background
and references for this subject.

Therefore, Change the sentence/Phrase to read:
assurence provided by the issuer of an identity
credential has conducted an authentication of the
source documents to verify that the individual in
possessionof the PIV Credential has been correctly
identified.

Resolved by OPM-3 and OSE-4.

AT-2

AT-3

AT-4

AssureTec

AssureTec

AssureTec

Liz Galvin

Liz Galvin

Liz Galvin

viii

viii

viii

210

210

210

11

11

11

Without guidelines for what constitutes an acceptable level of
document checking and identity vetting, there can be no
confidence in the identity of the bearer of the PIV. The
claimed identity at issuance may not have a criminal record;
have a confirmed credit history; and will pass a Tier 1
background check; and, yet, not belong to the applicant. Itis
widely recognized that individuals cannot be trained to
recognize as authentic and unaltered the many combinations
of documents accepted as proof of identity. (See the
testimony of Michael Everitt, Unit Chief for FDL before the
Senate Finance Committee August 2, 2006,
http://www.c-spanvideo.org/program/Falsel specifically at
the 00:26:52 mark).

Biometrics can confirm a link between a person and a
physical document, event, or transaction. Once an identity
has been verified and the link(s) to the person has been
established, then biometrics can be used to “seal” the identity
as belonging to that person. All of the subsequent identity
management processes and the related security mechanisms
serve only to protect the established identity and the
rights/privileges associate with it and allow for interoperability
amongst organizations when said identity is presented.
Physical documents and the history of usage of an identity
represent the linkage between the identity and the person
claiming it.

There is no “assurance provided by the issuer of an identity
credential that the individual in possession of the credential
has been correctly identified,” unless this process meets a
minimal set of common requirements amongst issuers. The
total removal of FIPS 201-1 Appendix A removes all
guidelines as to what is should be done to ID proof the
applicant. The current status of SP 800 79-1 provides only
the process requirements that the issuer must meet to qualify.
Nowhere is there a set of measurement standards for the
assessing the ID proofing and registration process.

Specify guidelines for use of machine readable
authentication and a document examination.process. A
certified level of fraudulent document detection training
must be specified..

Continuation of Recommendation 2

Continuation of Recommendation 2

Resolved by adding the following sentence to Footnote 4 in Section
2.7:

It is recommended that departments and agencies perform electronic
verification of identity source documents, where possible.

Noted. Aspects of this are already discussed in SP 800-63. This also
represents the concept of Chain-of-trust.

Noted. The text in Appendix A was informative which will be published
as a separate NIST Interagency Report.
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AT-5

AssureTec

Liz Galvin

G

viii

210

11

All data-only identity vetting fails to take into account the fact
that the data sources being matched against are the very
ones from which identity thieves reconstruct the personal
information needed to go with stolen credit cards or account
information. In this internet age a personal information data
profile that is not readily accessible is mostly in the dreams of
privacy advocates. Even electronic data verification with the
issuer of the “original” ID does not mean that it is the ID that
they issued which has been presented! People who attempt
ID fraud using names that will not appear on a credit history
check or fingerprints that will appear on a criminal
background check are likely just plain incompetent and not a
serious threat!

Continuation of Recommendation 2

Noted.

AT-6

AssureTec

AT-7

AssureTec

Liz Galvin

Liz Galvin

viii

viii

210

210

11

11

Therefore, it comes down to linking the authentication of
documents and the chain of custody for the identity to the
applicant who claims it is theirs. Please remember,
examiners without the aid of machine authentication cannot
be trained to recognize and reliably authenticate all of the
many variations of source documents. There should be at
least requirements for the use of systems such as the
NAPHSIS EEVE for birth certificates, machine document
authenticators, and “trust authority”-based systems which
verify all properties (data, security, photo, and layout) of the
source document against the issuers. Adjudicators should
also be required to have accredited fraudulent document
training to review documents that cannot be readily
authenticated. In the case of foreign or difficult to
authenticate source documents it is recommended that the
document list be expanded to include any document relevant
to the chain of custody for the adjudicator to consider in
determining the probability that the claimed identity has
belonged to the applicant for the last 15 years.

An access methodology should be in place for referral to
forensic experts at the ICE FDL or the FBI in cases where
there are serious questions of document authenticity that
cannot otherwise be resolved.

Continuation of Recommendation 2.

Any question of document authenticity which cannot be
resolved will be referred to document experts within an
apporved government agengy for further investigation.

Resolved by AT-2.

Out of scope.

AT-8

AssureTec

Liz Galvin

239

1.2

Similar comment to Comment 1: unless the PIV “is issued
based on sound criteria for verifying an individual ... identity”
then the overall security of the system is compromised. That
criterion is not defined in FIPS 201-2. Nor is it defined in any
referenced document!

See Recommendations 1 and 2.

Resolved by AT-1 and AT-2.

AT-9

AT-10

AssureTec

AssureTec

Liz Galvin

Liz Galvin

239

351-369

1.2

2.1

Similar comment to Comment 1: unless the PIV “is issued
based on sound criteria for verifying an individual ... identity”
then the overall security of the system is compromised. That
criterion is not defined in FIPS 201-2. Nor is it defined in any
referenced document!

If there exists an “official accreditation process” which
specifies a “ ...sound criteria for verifying an individual
employee's identity; (b)... strongly resistant to identity
fraud, tampering, counterfeiting, and terrorist
exploitation; (c) ... rapidly authenticated electronically;
and (d) ... providers ... reliability has been established...,”
then it should be referenced.

See Recommendations 1 and 2.

Recommendation: Specifically, provide a definition of
how the “two source documents” are to be determined
as “genuine and not altered.” By checking “watch lists”
and other data sources for an identity that does not
belong to the applicant serves no purpose. Hence,
provide normative guidance as to how the control
objective “Fraudulent identity source documents are not
accepted as genuine and unaltered” is to be met.

Resolved by AT-1 and AT-2.

Declined. Section 2.1 specifies the control objections, not the
requirements for satisfying those objectives.
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Cmt# Org POC Comment |Page# |Line # Section |[Comment (Include rationale for comment) Proposed change Resolution/Response
Type
AT-11 AssureTec Liz Galvin |T 9 479 2.7 SP 800-79 does not actually specify “an identity proofing and | Therefore, delete "[SP 800-79]" add the phase: "... Resolved by replacing the bullet with:
registration process.” The closest reference to this isin SP  |accordance with this section..."
800 79-1 Section 3.1 Introducing PCI Controls on Page 22 "The organization shall adopt and use an identity proofing and
where it says “...identity-proof their applicants (i.e., use due registration process that is approved in accordance with [SP 800-79]."
diligence in validating the claimed identity of the applicant,
using all documents provided by the applicant).” The “due
diligence” criteria is not definitive and open for interpretation
by each issuer.
AT-12 AssureTec Liz Galvin |T 9 489-526 2.7 Further clarification of “provide two forms of identity source Recommend that all source documents be presented |Noted. FIPS 201 requires in person appearance to identity proof.
documents in original form” is required. In support of the directly by the applicant and assessed for authenticity
applicant appearance in person further requirements are at that time.
needed. For example, the submission of original documents This level of detail is out of scope for FIPS 201.
that must later be returned to the owner can be a serious High-quality images should be captured as a part of the
logistic problem, as noted in the passport application process. |transaction audit process for later referral if necessary
during adjudication.
This level of detail is out of scope for FIPS 201.
If there is any question of authenticity then the
document should be retained for further forensic
examination.
AT-13 AssureTec Liz Galvin |T 9 489-526 2.7 As noted in Comment 1, “individuals cannot be trained to Add at the end of the section: Agencies will deploy Resolved by AT-2. Requiring that all suspected fraudulent documents
recognize as authentic and unaltered the many combinations |source document authenticators that have the be referred to law enforcement for further investigation is out-of-scope
of documents accepted as proof of identity.” Even visual capability to detect all design characteristic, security for FIPS 201.
aids, such as the M-396 “Guide to U.S. Travel Documents” features of the presented documents and compare
and the “ID Checkers Handbook” do not provide sufficient these features to the source document's issuer, to the
information to properly authenticate identity source greatest extent possible. The agency will refer all
documents. Very high high-quality driver’s license forgeries |suspected fraudulent documents to Law Enforcement
from companies like ID Chief are readily available and require |for further investigation.
specialized analysis for detection. Foreign passports are
virtually impossible to authenticate without a smart document
authenticator.
AT-14 AssureTec Liz Galvin |T 9 489-526 2.7 Given the necessity of “real-time” forensic examination and | Consitent with comment 12 above, recommend this Resolved by AT-2.
document authentication of these source documents, alternative language: Agencies will deploy
additional normative guidance is needed. it is recommended |machine-based automated document authentication of
that machine-based automated document authentication of  |all passports and federal and state government issued
all passports and federal and state government issued driver’s licenses and IDs be made a requirement of the
driver's licenses and IDs be made a requirement of the identity proofing process.
identity proofing process.
AT-15 AssureTec Liz Galvin |G 10 530-537 2.7 The State Department has deployed document authenticators IBID Comments 12 and 13 Noted. The final paragraph of Section 2.7 states that for citizens of

at all embassies and this facility should be a part of the
process for identity proofing overseas workers for the federal
government.

foreign countries who are working for the Federal government
overseas "a process for identity proofing and registration must be
established using a method approved by the U.S. Department of
State’s Bureau of Diplomatic Security, except for employees under the
command of a U.S. area military commander."
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Cmt# Org POC Comment |Page# |Line # Section |[Comment (Include rationale for comment) Proposed change Resolution/Response
Type

AT-16 AssureTec Liz Galvin |T 11 561-564 2.8 During the issuance process there is no PIV card for Recommend add to the end of 564: Agencies will have Declined. The text in lines 555 through 564 is referring to physically
comparison! | believe it was meant to say “...and compare a process which include the extraction of photo images |handing the newly created PIV Card to the applicant. Read in context,
the applicant with the facial images on the source from the source documents and magnification to a size |the final sentence is saying that (in the absence of a 1:1 biometric
documents.” Given that it is very difficult to compare small ID |suitable for easy comparison to the applicant and a match) before handing the PIV Card to the applicant, an attendant
photos. recommendation that 1:1 facial matching between the |shall compare the appearance of the person who has come to retrieve

applicant and the photo on the source document. the card to the image on the card, in addition to checking the identity
source documents that this person is required to present.
Faces printed on paper and plastic are generally of poor quality,
rendered more so by the scanning process. In any case some of the
(secondary) identity source documents in section 2.7 do not contain a
facial image.

AT-17 AssureTec Liz Galvin |G 24-25 |967-984 4.1.2 Inclusion of security features that rely upon human Insert at the end of Line 984 the following: where Declined. While machine-based authentication can be deployed,
authentication is of primary value to the issuer and machine-based authentication is used, agencies will agencies should be deploying devices that can utilize the data stored
high-frequency examiners of the credential who will recognize |train the screeners/examiners to use these devices to  |electronically on the card (and the cryptographic keys on the card)
the security feature and detect tampering. They are also very detect security features, tampering defects and source |rather than machines that attempt to authenticate the security features
valuable any place where machine-based authentication is document consistancy with the source document's that are printed on the card.
used. They can be trained to recognize security features issuer.
from all issuers.

AT-18 AssureTec LizGalvin |T 26 1030 41.4 It is recommended that the PIV card issuer rigorously Add this comment within this section: Agencies will Declined. Federal Agencies and Department are free to use the 2D
maintain version control which is readily visible on the card. |embed a version control indicator within the Magnetic  |barcode, magnetic Strip and 4F to encode a version number. It is not
Changes in material suppliers, security features, printers, and | Stripe or 2D barcode with a corresponding indicator necesarry to make visual versioning a requirement.
layout could change the appearance of the card and printed on the face of the card. (Zone 4F?)
potentially be confused as a forgery or alteration.

It is further recommended, that “alignment marks” be included
in opposing corners on all cards. This would provide more
reliable decryption for any agency seeking to include data Aligned by AT-17.
dependent layout. If specified on all cards then there would
be no indication of possible inclusion of such data.
Additionally it would increase the reliability of OCR or visible
data for comparison against machine-readable data.
AT-19 AssureTec Liz Galvin |T 59 1779- 1816 |6.2.6 Because there will be many variations of security features Recommend: that language be inserted to develop Declined. Verification of PIV cards issued by an agency or other

and layout specifics, it is recommended that one or more
common layout and security feature be specified, These
should be present for any issuer and verifiable by any guard.
Whenever viable, an alternate option for machine-based
document authentication should be available to deal with the
loss of central communication or in the unlikely event that the
data encryption is compromised en masse.

Possession of the PIV does not mean ownership. Therefore,
imaging of the document would provide the ability to magnify
the photo image for easy manual matching to the presenter.
Capture of the data and document image will also provide an
audit trail of the activity of the guard/access point in the event
of any failure to the primary PIV system or as an alternative
for some locations.

verification of PIV Cards from other agencies, expired
PIV Cards, State-issued PIV-I Cards.

agency is addressed through Section 6.2.1-6.2.5 authentication
mechanisms. Verification of PIV-I card is out of scope. Also, see
resolution of AT-17 and resolution to Cert-102 and Cert-115 in the
disposition of comments to March 2011 draft FIPS 201.
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Cmt# Org POC Comment |Page# |Line # Section |[Comment (Include rationale for comment) Proposed change Resolution/Response
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BAH-1 BAH Rhonda G vii 170-176 8 Better to change the bullet style from (=) to some other visual |Bullet form (° -, etc.) Declined in order to keep consistency with previous versions.
Farrell character, as a (+) usually indicates some type of expansion
is necessary - in this case, it is just itemizing items in a
bulleted list
BAH-2 BAH Rhonda G viii 210-215 |11 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-3 BAH Rhonda E Xi, 1 N/A first page | There is no page number, no title page, nor any indicator that remove or add page mumber and intentionally blank Accept. The empty page will be removed.
Farrell after it was intentionally left blank verbiage
TOC
BAH-4 BAH Rhonda E vii, viii, 1 |Line 1.Intro | The line numbers in the range 202-233 have been duplicated. |Line numbers should be unique across the entire Noted. The final version of the document will not include line numbers.
Farrell numbers 1st set of line are on pages vii-viii; and the second set of the  document.
are same line numbers are on page 1.
duplicated
202 - 233
BAH-5 BAH Rhonda E 1 225226 1.1 awkward last part of the sentence (... currently available and Resolved by replacing:
Farrell evolving).
This Standard has been developed within the context and constraints
of Federal law, regulations, and policy based on information
processing technology currently available and evolving.
With:
This Standard has been developed within the context and constraints
of Federal law, regulations, and policy based on currently available
and evolving information processing technology.
BAH-6 BAH Rhonda E viii 228-229 12 The acronym FISMA has already been defined on line 104-5 Noted, however we believe that Federal Information Security
Farrell and can be used on line 228 Management Act of 2002 should be spelled out again here.
BAH-7 BAH Rhonda G 3-4 321-346 1.4 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-8 BAH Rhonda E 5 351-357 2.1 This information is completely redundant with data contained |Perhaps pages 1-2 content can be paired back so that |FIPS 201: Declined. Line 237-242 is the Scope section and the
Farrell on pages 1-2, lines 237-242 (except for the inclusion of the there is not complete redundancy inclusion of the HSPD-12 control objectives are appropriate. Section
HSPD12 para designator (3) 2.1, in turn, specifies how the control objectives can be met. A repeat
of the control objectives, is appropriate.
BAH-9 BAH Rhonda G 5 360-378 2.1 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-10 |BAH Rhonda G 6 387-290, 2.3,2.4 |Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 397-399,
401-403
BAH-11 |BAH Rhonda E 6 394 23 awkward first part of the sentence (fingerprint collection shall |Fingerprint collection shall conform to .... Accept
Farrell be conformant to the ...)
BAH-12 |BAH Rhonda E 6 407 24 awkward first part of the sentence (Biometric data collection |Biometric data collection shall conform to ...) Accept.
Farrell shall be conformant to the ...)
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Cmt# Org POC Comment |Page# |Line # Section |[Comment (Include rationale for comment) Proposed change Resolution/Response
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BAH-13 |BAH Rhonda E 7 418 2.5 may wish to append the acronym OCC-AUTH to the last OCC may be used to support card activation as Resolved by replacing:
Farrell portion of the sentence to make it clearer to the reader what |described in Sectin 4.3.1. OCC-AUTH may be used to
is being referred to support cardholder authentication as described in OCC may be used to support card activation as described in Section
Section 6.2.2. 4.3.1 and cardholder authentication as described in Section 6.2.2.
with
OCC may be used to support card activation as described in Section
4.3.1. OCC may also be used for cardholder authentication
(OCC-AUTH) as described in Section 6.2.2.
BAH-14 |BAH Rhonda E 7 421 2.6 the sentence refers to multimodal authentication, but readers |Agencies may choose to collect iris biometrics as a Declined, the text refers to the use of different types of biometrics,
Farrell may be more familiar with the term multifactor second biometric to support multimodal (multifactor) such as fingerprint and iris recognition, and not multi-factor
authentication to improve... authentication.
BAH-15 |BAH Rhonda G 7 425-430, |2.5,2.6 |Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 437-441
BAH-16 |BAH Rhonda G 8 442-452, 2.6 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 461-475
BAH-17 |BAH Rhonda G 9 479-493 27 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-18 |BAH Rhonda E 9 Footnote 2.7 For some reason the footnote is indented on lines 2-5 by 3 Resolved by removing indentation.
Farrell | spaces
BAH-19 |BAH Rhonda G 10 527-529 27 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-20 |BAH Rhonda G 10-11 543-568 2.8 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-21 |BAH Rhonda E 11 footnote 2.81 For some reason the footnote is indented on line 3 by 3 Resolved by removing indentation.
Farrell spaces
BAH-22 |BAH Rhonda G 14 672-677, |2.9.3 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 697-703
BAH-23 |BAH Rhonda G 15 714-726 294 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-24 |BAH Rhonda G 16 751-755, |2.9.5 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 758-767
BAH-25 |BAH Rhonda G 1718 |790-820  2.11 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-26 |BAH Rhonda E 21 881-882 3.1.1 Awkward sentence - as 'something you have' is repeated Better if the sentence removed the last (redundant) - Resolved by CERT-4.
Farrell twice "something you have", in order to read: ... providing the
card ("something you have") for cryptographic-key
based authentication.
BAH-27 |BAH Rhonda G 22-23 |925-942 3.2 Same as comment #1 Same as comment #1 Resolved by BAH-1.

Farrell
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BAH-28 |BAH Rhonda G 24-26  |970-975, |4.1.2-4.1 |Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 977-980, |.3
987-1028
BAH-29 |BAH Rhonda E 27 1053 4.1.4.1 |It would be useful to have the relevant figure placed BEFORE |Move Figure 4-1 from page 32 to page 27 - before the |Declined since this will be a major change to the layout of the
Farrell the breakout explanatory text for all of the relevant fields field explanatory text is gone into in detail document.
BAH-30 |BAH Rhonda E 29 1087-1089 4.1.4.1 |Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-31 |BAH Rhonda E 29 1100 4.1.4.2 |It would be useful to have the relevant figure placed BEFORE |Move figure 4-6 from page 37 to page 29, before the Resolved by BAH-29.
Farrell the breakout explanatory text for all of the relevant fields field explanatory text is gone into in detail
BAH-32 |BAH Rhonda E 29 1107 4.1.4.3 |lt would be useful to have the relevant figure placed BEFORE |Move figures 4-2, 4-3, 4-4, & 4-5 from pages 33 - 36 to |Resolved by BAH-29.
Farrell the breakout explanatory text for all of the relevant fields page 29, before the field explanatory text is gone into in
detail
BAH-33 |BAH Rhonda E 31 1164 4.1.4.4 |t would be useful to have the relevant figure placed BEFORE |Move figure 4-7 & 4-8 from pages 38 & 39 to page 31, |Resolved by BAH-29.
Farrell the breakout explanatory text for all of the relevant fields before the field explanatory text is gone into in detail
BAH-34 |BAH Rhonda E 38 1209 'fig 4-7 0Odd use of the term "English units". Ambiguous. Better if Limit use of abbreviations. Use US system units (feet |Resolved by replacing:
Farrell stated use US system units (feet and inches) versus metric. |and inches) versus metric measures. Limit use of abbreviations. Use English units.
With:
Limit use of abbreviations. Use U.S. Customary units (e.g., feet and
inches).
BAH-35 |BAH Rhonda G 40 1228-1231 4.1.5 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-36 |BAH Rhonda G 40-41 1239-1244, 4.2 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 1247-1248,
1251-1254,
BAH-37 |BAH Rhonda G 42-44 1311-1323, |4.2.2 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 1334-1390
BAH-38 |BAH Rhonda E 44 footnote For some reason the footnote is indented on line 2 by 3 Resolved by removing indentation.
Farrell 915) spaces
BAH-39 |BAH Rhonda G 45 1394-1387, 4.2.3.1, |Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 1399-1400, 4.2.3.3
1423-1425
BAH-40 |BAH Rhonda E 45 footnote For some reason the footnote (16) is indented on line 2 by 3 Resolved by removing indentation.
Farrell (16) spaces & tfootnote (17) is not aligned correctly
BAH-41 |BAH Rhonda E 45 1408 4.2.3.2 |Need an 'a' added to the sentence content The format for a CBEFF_HEADERis .... Accept.

Farrell
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BAH-42 |BAH Rhonda E 46 1427 4.2.3.3 |The pointer to the section for PIV Card activation is currently |Point to the main PIV Card activation section (4.3) Declined. On-card biometric comparison will not be used to perform
Farrell 4.3.1 - but this is pointing to the Activation by the cardholder |versus 4.3.1. "activation by card management system," so it is appropriate for this
only and not to activation by card management system. The sentence to refer specifically to Section 4.3.1.
sentence does not give the specific CONTEXT of the type of
activation.
BAH-43 |BAH Rhonda G 45 1437-1444 424 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-44 |BAH Rhonda E 49 1526 5.21 The list of PKI service providers is not contained at the Better if the websites exact URL was given as the top  |Declined. The idmangement.gov web site may be reorganized at
Farrell high-level link given (http://www.idmanagement.gov) level URL does not have a linked page labeled PKI some point after FIPS 201-2 is issued, so pointing to the exact URL
Service Providers and it is NOT intuitively obvious at would not be appropriate as the URL may not be stable.
which lower sub-page set the indicated data resides at.
BAH-45 |BAH Rhonda G 49 1530-1540 |5.2.1 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-46 |BAH Rhonda E 49 1534 521 Would be helpful if the reference to where the policies were | ...either the id-fpki-common-hardware or Resolved by changing the sentence to:
Farrell located at were reiterated, as it differs from the Worksheet id-fpki-common-High [COMMON] policy in the
reference indicated in lines 1532-1534. certficicate policies extention. ...either the id-fpki-common-hardware or id-fpki-common-High policy of
[COMMON] in the certificate policies extension.
BAH-47 |BAH Rhonda E 49 1538 footnote |The footnote is missing the reference to where the certificate |..., or id-fpki-common-High policy in the certificate Resolved by changing the sentence to:
Farrell (17) policies are stored. policies extension [COMMON].
...may assert the id-fpki-common-policy, id-fpki-common-hardware, or
id-fpki-common-High policy of [COMMON] in the certificate policies
extension.
BAH-48 |BAH Rhonda E 50 1551-1552 (5.4 Helpful if the referene to the policy locators were given. ...OID and the id-fpki-common-cardAuth OID, Resolved by changing the sentence to:
Farrell respectively [COMMON].
Departments and agencies may assert department or agency-specific
policy object identifiers (OIDs) in PIV Authentication Certificates and
Card Authentication Certificates in addition to the
id-fpki-common-authentication policy OID and the
id-fpki-common-cardAuth policy OID of [COMMON], respectively.
BAH-49 |BAH Rhonda E 52 1601 6.1 The sentence references the fact that there are four After the first two sentences in section 6.1 (1601-1603), |Declined. The levels of assurance are defined on the same page only
Farrell assurance levels. However, those levels are not identified insert data contained on lines 1617 - 1620 (4 assurance |few lines down.
and defined until two paragraphs later - too long of a read levels and their definitions). This way the flow is easier
between introduction and itemization - loses the reader to read.
BAH-50 |BAH Rhonda E 52 1617-1620 6.1 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-51 |BAH Rhonda E 53 footnote For some reason the footnote is indented on lines 2 & 3 by 3 Resolved by removing indentation.
Farrell (22) | spaces
BAH-52 |BAH Rhonda G 54 1655-1662, |6.2.1, Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell 1665-1679 6.2.1.1
BAH-53 |BAH Rhonda E 53 footnote For some reason the footnote is indented on line 2 by 3 Resolved by removing indentation.
Farrell (23) spaces
BAH-54 |BAH Rhonda G 55 1696-1698 6.2.2 Same as comment #1 Same as comment #1 Resolved by BAH-1.
Farrell
BAH-55 |BAH Rhonda E