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Preface

This report aocuments the results of a 1973 study to
identify a set of security entancements for Honeywell®s Multics
operating system. : These enhancements were derlived from the
Department of Oefense Information Securlty Program. The purpose
of these entancements wias to permit users of two different
securlty levels to simultaneousliy access classifled Irfcrmatlon
stored on the Mufttics system at tre Alr Force 0Data Services
Center (AFDSC). This report served as a design document for tre
subsequent lmplementation of the security enhancements for use at
the AFQ0SC. ' '

The Iimplementation of the cesign was based upon the
"non-mallclous™ wuser concept. This concept ls predicated upcn
the assumptlon that none of the wuser poouitation woula 3attemoct
maliclousy concerted efforts tc clircimvent the enhanced securijty
controls. The lIssues of guarantezing the impenetrablilty of the
security enhancements were not comnpletely addressed, and tte
report makes no claim to the system®s [moenetrabiifity. However,
the proposea security controls are thought to be renresentatlve
of those controls which could be provided on a certifiably secure
Systems The issues involved In the development of 3 certifiabty
secure system are the sutlect of a separate effort sponsored by -
the Intormation Systems Technology Appllcations Office of tre Alr
Force®s Electronlc Systems Dlvislon.

During the course of the implementation of the securlity
enhancements proposed in this report, several mlnor Jdeslcn
changes were made. This report has not been updatec to reflect
these changes. This report should be taken nelther as a preclce
description of the enhanced Multlcs system impiemented for AFOSC
notr as 3 description of Honeywell®s Multics product-=-current or
future, .



INTROGUCTIOA

Honeywell participated In a3 jJclnt Security Oeslgn Analysis with
the Alr Force to evaluste the requlrements for providing a
two~level security system on Multicse. The primary aqoal was to
develop a high level design for modifications to the Multics
system to support a two-level securlty environment. This effort
ls a first step on tnhe path to a certified secure svystem,

The anatysls was conducted by s team composed of representatives
from groups actlve In the computer securlty field, Team members
weres '

USAF AFOSC Capt. F. HWakh Leong
Capt. Dave Schafer

USAF ESO Major Roger Schell
Lt, Paul{ Kargar

MITRE Corpe. Steven Llipner
Morrle Gasser
Edmund Burke

Honeywell DSO Jerold WHhitmcre
Paut Green
Douglas Hunt
Jerry Stern

Honeywell! CISL . Andre Bensoussan
’ Andrew Kobziar

The Securlty Design Analysls coverea the perjlod from 40 July 1973
through 8 October 1973. The wmlnutes of the weekly meetings ara
not part of thls repoart. :

This report wWas written by Honeywell cersonnel withk review and
" guidance from the other team memkers. Responsibilty for errors
and omlsslons remalns strictiy with Honeywell.

Suggestions and design dacislons contzgined in this report are not
binding on elther the Alr Force or on Honeywell.



1.2

1.2.1

1. SCOPE OF THE SECURITY OESIGN ANALYSIS

Identitlcation and Authority

The authority for this Security Deslgn Analysis is contalined
in contract number ¥F19628-73-0-03087. The Deslign Aralysis
task has been conducted as a Jolnt effort of Honeywell
Information Systems Inc.s ©Oata Systems Operations; Ajr
Force Data Services Centeri Alr Force Electronlcs Systerns
Division (MCIT); and MITRE Corporation.

Purpose

Task Description

The primary task Is to examine tte probtems and Implicatlions
of operating the Honeywell Multics System 1In 3 restricted
muitl-tevel securlty mode for Secret and Top Secret cleared

users. The primary criterion to be wused Iin evaluating

sofutions +t0 various ¢crroblems [Is that the system should
provlide reasonabte assurance ttat no Top Secret [nformation
can be compromised to a Secret cleared person. Thls means
that on a single Muitics systemy, within design constraints,
there should be no Informatlon paths between users taving
different clearances which do not exist between users of
physically separate dedicatec computer systems.

With these problenms in mindy, ‘the tear looked for
modiflications to the Multics. Operating System which will
correct these problems, Insofar as possliblte, and yet
maintaln the current user Iinterface anc functlcnal
capablitities of Multjcs. Speciftic deslgn cgoals Incluced?

1. Deslign to the requlrements of the Alr Force Data
Services center RFP Not F19628-73-R-0024,

2« Deslgn the baslc securjity ccntrols as an Integral part =

of the Multics system.

3+ Provide a design which may be extended for additionsl
securlty enhancementse.



4o Provide a generatized design that may be adapted for
other 000 and commerclal apptlcations of the securlty
system.

1.2+2 Speclflc Exclusions from the Deslgn Anatysis

Certain probiems of multi~-tevel security ADOP operstlor ard
extenslons of basic ruttl-level cecurlty controls were kncwn
at the start of the Deslgn Analysis and were specifically
excludeds These are described In the followlng paragraphs.

1e2¢2s1 Certification

The task of certlfylng tte correctness of any !mplementation
ot the muiti-tevel secirlty system design proposed in this
report sy of course, beyona the scope of fthe Desic¢n
Anatysis. No hardware modiflcatlions are in fact requirec.
In spite of a conceptually correct desigr, an actusal
Implementatlon c¢ould concelvably contaln programming errors

nwhich cause the system to behave {incorrectiy. Hencey,
absolute security cannot be clalmed wlthout certification.
Consequently, In choosling ameng deslgn slterratives,

consideration has been glven tc facllitating tte future task
of certiticatione.

12242 The TroJan Horse Problem

A computer system whlch ©provides sharing of user wrjltten
procedures ls susceptible to a “Tro}Jan Horse =attack" by a
maliclous user. A Trolan . Horse (s a procedure which
provides a potentlialiy useful furction to attract use by a
person having access privileges not possessed by the author
of the procedure. The Trojan Horse program detacts such use
and performs unauthorjzed or unwznted functions which would
altow the author of the procedure to obtaln Information to
which he did nct otherwlse have access or to perform acts of
sabotage whlch would not otherwlse be possible.

A generat solutlon to the Trojan Horse problem [s excluded
from the scope of the Desigr Anatysis. Howevers, reduclng
the informatior paths between users of different clearance
levels {is within the scope of the Oesign Analysis. The
{ssue of sabotage from a Trojar Horse Is accepted with a low
expectatlon of occurrence since all users of tre system will



be cleared and assumec trustwortty. An act of sabotage at
the AFOSC Instaltatlon wili have consliderabiy less severe
consequences than at certaln other mllitary sltes such as
those having a command and control environment.

1¢2e2+3 High-HWater Mark

The design extension of havirg users start work at a low
fevel with automatic or requested upgrade to 3 higher Jevel
as more sensitlve data [Is needed was speciflcaliy excluded
from the scope of the Design Analyslse. Thls extenslon |Is
commonly descr ibed as a “hlgh-water mark*® capability.

1e2e2e4 Program Trustworthlness

The ability to reduce the system recognized ctearance of a
user who may attempt to access senslitlve material, bzsed on
the  clearance tevel of procecdures executea [n 3 user®s
process,y Is commonly described as the *trustworttlness*
capablitlity. This 1s one means to reduce the potentlal
damage by a Trojan Horse attempting to pecrform sabotagee.
The *“trustworthiness® capabllity 1is speciflcally excluded
from the scope of the Oeslgn Analyslise.

1e2e2.5 Hardware Hodlf[cafloné

Modificatlons to the hardware of the Honeywell Model 6180
system and I[ts peripheral devices were speclflically excluded
from the scope of the Oesign Anatlyslis. No hardware
modlfications are in fact required.

1e2«3 End Product of the Design Anatlysis

This document jis the end proaouct of the Deslign Analysls, It
descrjibes the requirements for operating a Multlics system In
a restricted multi-tevetl security mode for Secret and Top
Secret users working In a closed secure envircnment,

The requlrements are transiated into a functicnal design of.

modificatlons to the Multics system needed to provide thlils .

restricted multi-tevel security operation,

In addition, the user {imitations and potential
operatjionalt/administrastive problems [nternal ard external to
the system are outlined.



This document is expected to be the basls of the proposal
for the lmplementatlon phase of the securlity controls zs
described in CORL Item A04108 of Air Force/Honeywell contract
number F19628-73-0-0087.
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2. APPLICABLE DOCUMENTS

Alr Force/Honeywell ccontract number F19628-73-0-0087

This contract provides tre authorlty for the Security Oeslgn
Analysis. The documentation requlrements for the final
report and the allowed deviztions from ¢the format are
speclfled in thls contract,. The AFOSC Multlics RFP Not
F19628-73-R-0324% ls Included {in the contracte. Annex S5-1 of
that RFP defines the primary requirements for Multlics
securlty controls. '

Do0 5200.1-R Information Securlty Program Regutation

ODescrlbes the mitltary secirity system and the
responsibitlties of personne { who fatl withir 1Its
Jurisdiction.

AFR 205-1 Information Securlty Program (USAF)

Impltements Do 5200.1-R

00D 5206028 Department of QOefense ODirectlve, Securlty
Requirements for Automatic Data Processing (AQP) Systems

Detines the securijity regulrements for processing classifled
data on an AQP systfem (See 2.5)e.

DoD 5200.28-M Manual of Technlques and Procedures for
Implementing, Oeactlvetingy Testing, and Evalusting - Secure
Resource Sharing AOP Systenms.

This Is the manual whilch outiires the detaliils cf the generzl
requirements spacitlied In Do0 5200.28.

DoD 5200.28 and Do0 5200.28=-M were not ldentlfied as
mandatory documents to be follcwed for the Multics system &t.
the time the AFDSC RFP nas Issued. However, tre
requlrements have been met as closely as possible In
designing the Multics Securlty Controls gescribed in
Section 3. )
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2«7

2.8

MIL-STD-483 Appendix VI Para 60, “Computer Program
Contiguration Item Specification"

Afir Force suggjestea documentztion format speclificatlon for
the flnal report of the Design Analyslse.

Thls standard has been followed for content and generazl
order of presentation. OQOeviations from the strict format of
the CPCI specificatlon were zuthorized by the contract
(Paragraph 2e.1). Section 3 of the standard has been
expanded In thls document to provide a form of presentaticn
better suilted to the materlale. '

Honeywell Mul tlcs documentatlior

The following documents are mentloned here as a source cof
background Information concerning the Multics system.

Multics Programmers® Manual

Introduction (AG9Q)

Reference Guice (AGY91)

Commands and Actjive Functlons (AG932)

Subroutines (AG93)

Subsystem Hriter®*s Gulice (AK3I2)
Project Administrator®s Manual (AKS1)
System Administrator‘s Manuszl (AK50)
PL/I Language Manual (AGYY)

Muttics Virtual Memory (AG9I5)
The Multics System (AK27)

The order npumbers glven above (e.g. AGIQ) should be
specifled when ordering these cocuments from Honeywell,

General references

The foilowing documents are mentjioned here as a source of
background Iinformation concerning computer security and, in
particutar, mititary computer security.

Multics Evaluation, J. Pe Andersony, ESD=-TR=-73-27¢,
Eltectronic Systems Olvision (AFSC)y L. G, Hanscom
tieldy Bedford, MA, October 1973.

Design and Certiflcation Approach? Secure

Communications Processorsy Pe Se Tasker ard 0. E. Belti,
MTR-24364 The MITRE Corporatlon, Bedford, MA,

10



Secure Computer Systemst Mathematlcal Foundatlons, O.
€. Bell and L. Je. LaPaduta, ESD-TR-73-278, Vol I,
Electronic Systems O0Olvision (AFSC)y L. 6G. Hansconm
Fietd, Bedford, MA, November 1973.

Combuter Secure Research and Development Requlrements,
S. 8. Lipner, MTP-142, The MITRE Corporatlion, Bedford,
MA, February 1973. :

Pretliminary Notes on ttre Design of Secure Milltary
Computer Systemss Re R. Schelly Ps Je Downey, and G. Je.
Popeky MCI=-73-1, Electronic Systems Division (AFSC), L.
G. Hanscom Fleld, Bedford, MA, January 1973.

Concept of Operation for Handliling I/0 in a Secure
Computer at the Alr Force Data Servlces Center (AFDSC),
E. L. Burke, ESD-TR=-74-113, L. ©G. Hanscom Fleld,
Bedfordy, MA, October 1973. '

11



3. SECURITY REQUIREMENTS FOR AIR FORCE DATA SERVICES CENTER

The Air Force Data Services Center has a requlrement to
provlide AOP resources and services for the processing cf
unciassified through Top Secret data to support Headguarters
USAF and the Offtlce of the Secretary of the {evartment of
PDefense. In providing thls capablliltysy the AF0OSC s
responsible for the security of the classlfied data
processed on thelr computer systemse.

Most contemporary shared computer systems are not secure
~because security was not a mandatory requlrement of the
Initlal hardware and software designe. The mititary heas
achleved reasonably effective physicai, communication, and
personnel securlity, Hence, tte primary comguter securlty
probltem Is that of Information access  controis In tre
operating system and supporting hardware. Essentiatlly, zn
effectlve means for enforcing very simple grotectlion
relatlonshlps (e.ge user clearance level must be greater
than or equal to the <classiflication tevel of accecssed
Informatlon) Is needed$ however, solutions to some of ttre
more compiex protection prcblems such as mutually <susplclous
processes are not required.

In current practlce at AFDSC, computer security [Is achleved
by dedicatlng an entire computer system to users clearec to
'@ particular securlty level. Thlils approach results in coor
utilization of computer resources, and hence, tigh costs for
data processing.

Providing a two-level securlty operating mode o¢n thre
Honeywell 6180 Multlcs System will be the first step toward
fulty wutlilzing the resources of a single computer system
serving a wuJser conmmunity wlithk multiple-level securlity
requirements.

The declislon to deslgn and Implement 3 two-level securlty
system for the Alr Force Data Services Center is opredicated
on our capablllty to provide those securlity controls that
wllt reduce the rlsk of release of Top Secret informatlion to
Secret users to an acceptable levels, No clalm is being mace
as to the abiflty of the securlty system to withstand
penetratjion attempts. The apgroval test that the system
wilt be subjected to prior to its Instaltaticn witll onty
demonstrate the exlstance of securlty controls, It 1Is

12



anticipated that the efforts to augment the security of the
Muttics System combined with tre timitation Imposed on the
operation of the system within the AFDSC  controtled
environment will proviae ar operatftlonally acceptabile
assessment of risk.

13



3.101

3e1.2

3el.3

3.1 System Operating Environment DJeflnition

Hardware/Software Interface

The central processing unit used 1s the Horeywell Model
6180. The operating systen is Multics, wlth such
modi ficatlons and extensjors as result from this Securlty
Deslgn Analysls and the syster programming task that wll]
foliow,

A ftull descriptlon of the Honeyweil 6180 hardware and the
Multics software ls beyond the scope of this cocument. - The
Interested reader s referred to the pubilcatlcens fisted |[n
Section 2.7 for such detalted descriptions.

User Intertace

The user Interface ls the appearance the system presents to
the user. To the greatest degree possibles this appezrance
will remaln the same as current Multlcse

Functions avajilable to the user wlil be identical to current
Multtlics where feasibley, and eculvatent In most other cases.

Detinition ot AFDSC Controlled Environment

The central computer facliltity wllil be a Top Secret
controlled area.

All remote termlnal areas will be physically protectec to
the Top Secret tevel even though they may be used as Secret
controlted arease.

The communicatjons between the central computer faclilty and
all remote terminal areas will be via Top Secret encrypted
data lines.

Top secret clearances will be requlred for all persons
(operators, system programmers, system maintenance
personnel, fleld engineers and others) who preed physlical
access to the central computer faclilty; or any hardware,

16.


http:controll.ed

data llnes or terminal connectiors In the remote terminal
areasy or data and controi fines between the central
computer facillty and the remote termlnal areas.

Ali programmersy, analysts, users or persons who are
reglstered to wuse the Multlcs system at AFOSC wlil have
elther a Secret or a3 Top Secret clearance.

Altt I/0 operations wiil be rerformed by central slte
operating personnel. No user will be permittea to mcunt hls
onn tapes, disks or other mediae.

Jedal. Definlitions
access

The abllity and the means tc¢ approachy, communlicate with
{input to or recelve output from), or otherwise make use ¢f
any materjial or component in an ADP System. :

In the military securlty systemy, 3 person way be granted
access to an oblect only if his ciearance tevel |[s grester
than or equal to the classiflicatlon level of the oblect?
hls clearance category set contalns altl categories in tre
category set of the objJect] and he has the proper *neec to
know*" In reference to the oblect.

ADOP (Automatic Data Processing)

An assembly of computer equliprent, facllilitiess personrel,
software and procedures configured for the purpose of
classifyings sorting, calcutatings, computing, summarlzling,
storingy and retrieving data and Informatlon wlth a mlnlmum
of human intervention.

anonymous user

An anonymous user (s an unregistered user of the Multics
system whose oersonid (see belcw) Is "anonymous*™: In otrer
words, his personld Is unknown to the systeme An anonymous
user may or may not be required to furnish a password in
order to galn access to the system,

branch

A branch i{s a component of a directory which describes an
Immediately Inferjior segment or directory,

15



Interprocess communication (ipc)

Interprocess communication is a facitity which allows one
process to communicate with another In a controlled manner,
Both the sending and recelving processes must adhere to a .
speclfled protocot.

“{fevet"™

This term (s wused frequently as an abbreviation for the
tevel/category combinstion which describes a clearance or a
classitlcatlon. Thus the *“fevet™ of 3 process [Is thre
clearance of the process and tre "“level”™ of a secment [s the
classification of the segment,

Mutti-Level Security Mode (see alsc Two-Level Securlty Mode)

A mode of operating under an operating system (supervisor or
executlive program) which provices a capabllity permitting
varlous levels and categorles cr compartments of materjial to
be concurrently stored and processed In an ADOP System. In 3
remotely 3ccessed resource-sharing system, the materiat can
be selectively accessed anc manipulated from termirails by
personnel having dlfferent securlty clearances and access
approvals. This mode of operation can accommodste tte
concurrent processing and storage of (3) two or more levels
of ctassifled gdatas, or (b) one or more levels of <classified
data wilth wuncliassiflied data cerending upon trhe constraints .
placed on the systems by the Deslignated Approving Autrority.

Operating System (0/S}

An Integrated collectjion of service routines for supervisirg
the sequencing and processing of programs by a3 computer.
Operating systems control the allocation of resources to
users and thelr programs and play a central role In assuring
the secure operatlon of a ccmputer system. Operating
systems may parform debugging, Input-output, acccunting.
resource altlocation, complilation, storage assl¢cnment tasks,
and other system related functlons (Synonymous with Moritor,
Executive,y, Control Program, ano Supervisor).

personid
The registered name cf someone who Is authorized to use tre

system. It |[s wusually constructed from trhe last rame
(surname) of the persone.

18



process

A process {s the actlve agent of the user on Muftics and (in
the security system) has a clearance which ray not exceed
the user®'s clearance. The ljfetime of a process normatly
corresponds to a user®s termlral sesslon anc is descrlbed
Internally by an address space and a point of executijor.
Both the address space and tre execution polnt are dynamic
over the {ife of the processe. ’

projectld
The reglistered name of a project whlch has an account on the
Svstemo

Remotely Accessed Resource-Sharing Computer System
A computer system wbich Includes one or more central
processing units, peripheral aevicesy remote terminals, and
communlcations equipment or interconnection Llinksy which
allocates 1Its resources to one or more usersy, and which can
be entered from termlnals focated outside the centreal
computer facllity.

segment

A segment 1s a loglcal wunit of storage on Multijics. It

roughly corresoonds to a file stored on a dlsk pack and

accessibte to a user, The segrent is the smallest elemenrt
of superv]sor access control In the Multics storage systen.

Two-Level Securlty Mode

A mode of operating a computer system which provides a
capabllity permitting Top Secret and Secret data to be
concurrently stored and processed In an ADP Svstem, Thls
mode is more restricted than tre multi-level security moge
iln that only Top Secret anc Secret cleared users will be
permltted to access the system. NO unsecure terminals will
be connected to the system. Software, hardwarey,
administrativey, and physical controls wlll ©provide tte
safeguards to assure the integrlty of the classlifled cata
processed.

19



user

An Instance of a person logged irto the system on a project,
A user s ldentifled by a userid.

Juserid

A table entry which would describe a user (e.ce an access
control list entryl. A userid consists of
“personideprolectidestags™ where tag ls normally *a"™ for an
interactive wusaer, “m"* for an absentee user, and “z" for
certaln system daemons. The wuserld 1Is also catled the
“princlpat ldentifler®™ or “group_ld'" of the user.



3.2 APPLICATION OF SECURITY CONTROLS TO MULTICS

Each person reglstered on Mulitics Is known to the system by
hls name (personid) and has a password to authentjcate his
ldentity. The authentlcatlor data for a personld must
include the person®s system=-recognized clearance.

Each wuser of Multicse as ldentjifled by hls userid
(person-project combination), is associated wlth a Multics
process. Fach Multics process must have a clearance which
Is equalt to or less than tbe clearance of the person
associated with the process and must remain constant for the
tite ot the processe.

Access control 1Is <generally described as a subject
attempting to access an object through an Intervenirg
reference monjtor. The reference monjtor checksy eack and
every time a sublect attempts to access an objJjecty to see |f
the subject has the proper authorization to perform the

desired operatlon (e.ge. reacs writey executa, append,
modlify, delete)ls. In Multlicsy, a process 1s the only subject
which can make 3 reference to any oblect. The set of

objects are segments, dlrectorles, branches, I/0 chanrels
and interprocess communication messages. Each object must
have a classification level anc category set assoclated wlth
it. ’

In Multicse the reference monitor which validates esch
reference to an object Is the *ring 0"  supervisor I[n
conjunction with processor hardware protection mechanisms.
Hithln the protection ring scheme supported by the Honeywell
6180 processor, ring ¢ 1ls the most:  prjiviteged and most
protected ring of operation. Atl access control decisliors
are made wlthin ring g Each time a process attempts to
galn access to an object, tre clearance of the process l|s
compared with the classification of the oblect and access ls
elther granted or denled In accordance with rules decslgned
to emulate the wmiititary security systems In aadition to
classificatlon, certain aobjects such as seqments and
directories have an assoclated access contro! (lst which
speclfles persons having need to know authorizatlon as In
the mltitary securlty system.
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WHhen the <classificatlon of two objects Is comparedsy four
relationships are possiblet

fess than
equal
grea*er than
isotated

The classification of object 1 is considered "less than® tre
cltassitlcation of object 2 }ft

1« The tevel of object 1 is numerlcally less than or
equal to the level of objlect 23 and

2 The category set of object 1 ls a subset of tre
category set of object 23 and

3. The classjification of otject 1 1Is not equal to thre
classltication of object 2. '

The classlfications of +two objects are considered “equal"
1fs

'1. The levels are numerjicatlly equals and
2« The category sets are identlcal.

The classification of object 1 iIs considered “greater thran"
the classiflcation of object 2 | f$

1e The (tevel of object {1 Is numerlcatlly greater than
or equatl to the level of oblect 25 and

2e The category set of object 2 Is a subset of the
category set of object 15 and

3 The classificatlon of object 1 Is not equatl to tre
classiflcation ot object 2.

The classifications of two objects are conslidered "isctated”
If the category sets are lsolated.

The “minimum™ of several classlflications Is deflned as3
1. The numerical minlmum of the tevels; and
2« The Intersection of the category sets.
In order for a person to access Informatlon, the «aliltary

security system requires that the clearance of the person be
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greater than or equal to the classification of the
information. A sufficlent condltlon for satisfylng this
requlirement within the computer system environment is the
enforcement of the following two rulest

1. A process having clearance p may not *“rezd wps™ l.e.
read an obJect having 3 classiflcatlon greater tran p.

2. A process having clearance n may not "wrlte down,” [.e.
write an object having a classlificatlon less than p.

Hith these two rules enforced, it Ils limposslbtie for any
process to extract Information from an object of hilgher
cltasslficatlon or to transfer information from an oblect of
higher classificatlon to an object of lower classltication.
Hence, no compromise of classified Informatior can occur.
This oprinciple 1s known as the "fixed level property.™ A
further restriction 1Is also deslirable "which forbjids a
process to write |in an object of higher classlflcation
whenever writing can be used to destroy Information. In
order to provide some protection agalnst satotage, “write
up* operations must not be permitted for such oblects as
segments, dilrectorles, and branchrese.

It 1Is Important to recognlze that the rules describeg above
represent a sufficlent, but not a necessary conditlcr for
achjeving security. Althrough the flixed level cg¢roperty

restrictlons wiil be strictiy enforced for att user
processes, they wilty, In certaln circumstances, be apolled
Interpretively for trusted system processes. In no-

clrcumstancesy, howaever, will security be viclated, because
trusted system processes pust operate correctly.

The Individual user must be able to specify which wusers
shoulid thHave "need to know" for a given segment or directory
by use of the Access Control! Llist. The mode of access (e.ce
ready, write) atlowed to a process by the current Multjcs
Access Control List wmust be further restricted to ensure
compllance with the fixed level troperty rules. In other
words, the fixed level! property rules must take precedence
over the Access Control List.

Information transmitted between hardware modules muyst obe
carefulily controlled by the system and no user shoulc be
able to dlrectly affect the action of an actlve modute
(except for the CPU). Furthermore, no user process should
be able to execute any programs which would perform external
I/0 to any device other than hls terminale.

The system can be togically diviced into two envircrmentst
internal and externat. The Internal environment ls totally
controited by the system, This iInctudes? Processors,
memorys disk drilves, I/0 muitiptexersy, bulk store,
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communication processorss and tacre drives usec¢ for system
functions. '

The external environment can be dlrectiy Influenced by the
actions of a process. This envircnment Iinclucges:
terminals, tine oprilnters, card readers, card opunches,
non-system tape drivesy and otrer devices In tte I/0 class
not used for system functions.

To provide a “secure™ plpetline between the Internal and
external environments, a trusted process must perform the
actual Information ftransfer on behalf of tre users This
witl further ensure that faltures or *“software bugs"™ wlil
not be exploited by a user. The terminal must be the oniy
exceptlion to thls rule and this exception is onily made for
the sake of efficlency. :

Whenever possibley new or mocified operator jinterfaces
supplled with the securlty control features wlll be designed
to provide extra aids or simpliclity In structure to help tre
operator avold wmlstakes which coutld become securlty
viofations.

Security and admlnistrative functions should be separsted to
ensure that the System Adwminjistrator wllt not make
securlty-retated declsions and to avolid burdening tre
Security Offlicer with purely acministrative declslions.

The security controls must be deslgned so thzt?! the system
Is easy to use} the wusers are encouraged to croperly
classify data {rather than over=-classlify); the least
possible amount of current Multics functionality is
sacriflcedy and the current user Interface Is mairtalned
wherever possible.

Att high-tevel security-relatead actlons pertormed within the
system shoutld be audlited to ensure user responslbility and
to oprovide earty warning of any subversion attemots, misuse
of the security controls, or actlons whlch could lesgd to
compromise. :

Att{ revisions to the system must be carefully checked to
minimize the possibitllity of "bug fixes"” or new “feztures"”
causing the system to behave incorrectiy, especially Insofar
as securlty ls concerned.
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3.3 PROCESS CLEARANCE ASSIGNMENT

3«3.1 Requlrements

A Multics oprocess Is unlquely zssoclated with a person who
Is reglstered to use the system and a project to which that
person may charge his system expensesSe.

When a process 1Is created for a usery, a clearance wlll be
established for the process. This clearance must not be
changeable by request for tre llfe of the process. It |is
the process ciearance which will be used to determine 23
user's authorization to access classliflied Information [n tre
system.

To provide a degree of fiexlbltity and aaminlistrative
controly, the clearances of several entltles must be stored
on the system.

The data associated with a personid (the system unique
ldentlfication for the person) must contaln the clearance of
the person. Simltar clearance data must be assocliated wlith
each prolectide. In addltlony, the data which describes the
timitations of a person on a glven project must brave
clearance data.

The clearance to be assigned to a process must be determined
as tollows?

1« NoO process wil!l be createc for a glven userid, [.e. 3
given :+ person on a glven projecty with a higher
ctearance than the minimum of the person®’s clearance,
the project®s clearance, and the person's clearance
within the projecte. '

2. No user should be able to create a process with a
higher clearance than the maxlmum clearance of his
terminal.

3. A user must be able to requést a process with a tower
clearance than the rininum of his userla and termlinal-
clearance.

be A user must be able to speclfy a oaqefault togln
cltearance (no higher than hlils personid clearancel.
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Onty the System Securlty Officer (SS0) must be able to
asslgn clearances for a personld or a prolectld. If the SSO
fowers the cliearance of a personid, the user®s process must
be forceably terminated If he has an active process wlth a
clearance greater than the gowngraded c¢learance ot the
personld.

Each wuser must be told hls process clearance at the
beglnning and normal termination of the process. In this
wayy the wuser Is made explicitly aware of his tevel of
operatlon, Hence, mistakes such as oplacing Top Secret
Intformation 1In a Secret file are unlliketly to occur, and if
they do occur, are lilkely to be cetected before any harm ca

result.

By use of a commandy each user stould be able to reqguest
that the clearance of his current process be typed on hls
terminat.

The names assoclated with a “level™ shoutd be set by . the
Instatlatlion.

3.3.2 Design Approach

The system controi{ process uses three tables to verify that
a user should be ltogged In.

1. The Person Name Table (PNY) contalns an ertry for each
personid on the system.

2« The System Admlinistration Table (SAT) contalins an entry
for each projectld on the System.

3e The Project Definition Table for the users project

~ (Prol.pdt) contalns an entry for each personid allowed

to used the projects There ls one project cefinlitlon
table for each projectid.

fach of these tabies wlll be modifled to told clesrance
tevel and category set data for each entry. The system
controi process will check thls clearance datz to deternine
the maxlmum clearance for a userld.

A new tabley calted the Perlpheratl Control Tatte (PCT), will
be used by the system control grocess to check the maxlmum
clearance of the termlnal being used by a person attempting
to log In. Since terminzts will be "hard wired™ to the
system at AFDSC, each terminal can be unjquely ldentlflec by
an assoclated channel number.. In the genersl case, ttere
may be crypto-dlal-up terminaltse. However, In that case, the
crypto unlts witl provlide the unique terminat
identlftication. As an extra checky, the answerback coce
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received from a terminal witi be comparec agalnst |[ts
“reglstered™ answerback code. Thils answWerback test wlll be
useful [n detecting milstakes, as well as mal iclous
tampering, involving communicatlcns tines and terminals,.

At login time, the wuser will be glven 3 process wlith a
clearance no hligher than the minimum of the clearances from
the PNT, SAT, Proje.pdt, anoc the PCT., . The default {icgln
clearance for each wuser wlil (iInitiatly be the (onest
possible clearancesy le.es. unciassifieds A new login option
will be suppllied to permit a user to change thls default,
Also, another new loglin option wlil be providead which aillons
the wuser to specify a particular clearance for a given
{oglin. :

An attempted loaln wmay be -relected ftor the followling
reasons?t

1. ltlegal {o03in word

2« incorrect personid or projectid
3+ lncorrect password

4. lncorrect tevel option

5. unrecognized login option

These rejected 1login attempts will be recorded for audilt
purposes. ‘In addition, if a user attempts to use & terminat-
with a maximum clearance greater than the perscnid clearance
from the PNT, a message will be sent to the operators since
this willt Jjndicate a breacr of physical security. The
clearance of the process will be stored [n fthe process
Initlatization tabte (pilt) and In the ring ( orocess aata
segment (pds) of the process to ensure thnhat it is
unforgeable for the {]1fe of the gprocess.

The Prolect Administrator will be able to speclfy for a user
on hls project a tower maximum clearance than authorlzea In
the PNT ana SAT, [f this abltity Is granted by the SSO.

Person and projact responsibitities ot the System
Administrator wlill remaln the same as on the current Multics
systems. When a new user or project s added to the system,
the maximum ciearance will be set to unctlasslifieds Only the
SSO will have access to the commands to update clearances
In the PNT, SAT ana PCT. :

Anonymous wusers should not normally be permitted on the
system since password authentication Is not always requlred
tor them. HWhere passwords are requlred for anonymous users,
these passwords are controliled by project adminlstrators
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rather than the SA or the SS0. If, at any times anonymous
users are permitted on the systemy, they witl always be glven
unclasslfled processese.

Absentee processes will be. created at the level of the
requesting process unless an optlon Is specified. A user
will not be -able to create an absentee process with a
clearance which is lower than his current process clearance,
since the passing of arguments to the absentee process would
constitute a write-down operatione.

A new_proc optlon wilt be added to alftow a user to
upgrade/downgrade hls level of operation. When no option lIs
speclified, the default level for the new process will be thte
current level. (The same wlll be ftrue for abnormsl
termination of a process). :

The system process_overseer_ procedure will identify the
“tevel™ of a process created for a user by printing the
“fevel"™ name on his terminat. (This cannot ove - cefezted.).
The same message will be printed by termlinate_process_ for
normal process termination. ‘

Instaflation parameters wlii be used to store the character
strlngs used to jdentify each ciassliflcation flevel and
category. The system assumes that the names used for levels
and categorles are unclassifiec,

Each user wiil be able to execute a command whilch will print
the “level"™ of nis process on his terminat based on the cata
In the “plt.” :

3.3.3 Potential Securlty Problems

The follonwlng areas wili become securlty probtems cn\v if
the non-maticlous wuser assumption of Sectlion 3J.1.4 is
viotlated.

The abllilty for a user to enter an absentee request of an
equal or higher *“levei"™ than hls process clearance ls one
way for a Trojan Horse to galn ccntrol of a user's access
permissions without the user notlcing excessive pbrocessor
usage or real ftlme delays within hls current process. If
this happenss a need to kncw violatlon or sabotage can occur
very easily, but the only means for compromise would be
through the quota path on dlrectories which has a very {tow
transmission rate. (See Section 3.7.4)

By oproviding a means for a user to change ris “level®™ of
operation through program control (new_proc with level
option)y, a Tro}an Horse coutg set [tsetf up &s the program
to be called when a user attempts to change to a new “flevel®™
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process. An etaborate Trojan Horse coufd totally simulate
system action for new_proc to tool the user Into thinklng he
Is operating at a higher level. Now lIf the user attempts to
Ilnput classitled datay, the TrojJar Horse could, by simulating
the entire user Interface, cause the user to put the
classifled data Into a segment with a lower <classiflicatlor.
This problem can be soived by only alfloving a user to
“new_proc*™ to the same or lower *“level.”™

In a simifar mannery, a user may write his own “logout -holag*
command to fool the next user of the terminal Into trinkling
he is tatking to the system Instead of the previous user's
process. Thlis could asllow a matlicious user to capture the
password of another user, thus permitting sabotage and need
to know vioflatlons. (See Section Jelele) Alsoy, the wuser
environment simulation described above coulcd be useas here.
The solution to thils problem Is to requlre the termlnal to
be powered off by each user before attempting to login.
(This can be handled several ways. The choice Is up to the
slite manager,) ‘ ’

Solutions exist to all of tre above potentia! orobjems.
However, given the low expectation of occurrence of these
problems, the requlred sacrifices In user corvenlence were
felt to be unwarranted wittin the assumed benlign
environment,
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3.4 PASSWORD CONTROL

3.4.1 Description

The Muttics access controf{ mechanism depends on severazal
Important factors. Flrst and foremost is the notion of an
unforgeable *"user name* which ldentlifies the access rlghts
ot a Multics process;: the entity which performs 3ll tasks on
behalf of the human user. A Multics “user name™ is called a
principal ldentlflery, and conslists of three comrtonents?
Persony Projecty, and Tag. The Person component unjquely
identifies a reglstered user of Multicse. The Project
component ldentifles a reglstered project, and Tag s
presentiy derlived from the type of process (lacs
interactlve, absenteey or consoleless daemon).

In order for Muttics to successfully enforce access
controls, it must be possibte tc¢ uniquely and poslitively
identjfy each user at login. This Is presentiy accorplished
by assigning each reglstered person hls own passwordy anc &t
each fogln, requesting his password for verlflcation
purposes. If the password stored by Multics matctes the
password glven by the wuser, Multlics assumes the user |is
valldy, and creates a process witkh the principat identifier
(userid) of the usere. Ify, after giving the user several
chances (to altow for typing mistakes), a correct pzessword
has not been recelved, Multlcs refuses the loglin.

Clearly, the password ls a vltal part of the &sccess control
mechanism, and 3as such, must be carefuily protectec by both
the user and the system. If a person could quess (by
nhatever means) another user®s password, that operson would
himseif be able to log In as tre other user. It shoulc be
noted, however, that due to physlcal security controfs at
AFDSCy the compromise of a password cannot resuft in ttre
compromilse of classlfled irformation. A person who tearns
another person®s password wilill not be abte to log In with
the same clearance as the owner of the passworc unless he,
himself, has an equal or bklgher clearance which affords him
access to a terminat of equal or higher classlificatior,
Theretore, password compromlse cans at worst, result |n
sabotage or need to kncw violatlons,
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4.2 Requlirements

The present "“work factor"™ needed fto guess a person‘s
password Is not high enough, due to the abliity of a user to
choose hls own password, Therefore, It ls a requirement
that the system assign passworcs. (The passwords could have
been dlstr.lbuted manustity, but that was felt to be too
burdensome for the system administrator.)

To provide the ability to control tha *age™ of 3 password
(how tong 1t has been In use by z user), It lIs a requirerent
that the system be able to force a user tc change his
password at pre-determined intervals.

To be able to recover from a password breachs [t [s a
requirement that the System Securlty Officer be able to
force some or all users to change thelr oasswordse.

3e4e3 Design Consigerations

Since all wusers must go ttrough the login rlitual, every
attempt will be made to "human engineer®™ this area of the
system. The passwords generated by the system wlil be
desligned to be pronounceable and therefore, easy to
remember.

.44 Chosen Approach

After the identity of the user hés been authenticated by tre
togln procedure, the system wil{ warn the user 1f [t s tlre
to change hls password. To force the user to change his
password within an instaliatior-parameter grace times the
user wlll be lockec out If be exceeds the grace time. To
properly handle persons who togir Infreaquently, the grace
“time™ wilt actually be implemented as a grace number of
togins.

The system generated passwords will ‘be basea on English
digraph frequencies since such wcrds are more pronounceable,
and thus more easily rememberedy than rancom strings of
characters,

Slnce passwords must be treated as classlifled information,
the system wWlll preflx the printing of a ner password wlth
the {abel "confidentisi."

To ensure that the user understands the new password ani

vhat {t was printed correctliy, the user will be reqguired to
echo [t at logln time.
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The SSO witl be able to set the Interval at which users must
change their passwordse.

The SSO wlll be able to force z user to change his passworoce.

Incorrect login attempts wlil be audited (see Sectlon 3.16).

.45 Examples

1¥ togin Whitmore =-charge_password

2 Passworat

3‘

4 Confldentlalt New password ls "abcodo.”
5 New Password?

64

7 Passwora changed.

Lines marked with “** are ¢typed In by the wuser. The
terminal does not print passwords typed by the user. :

In the flrst example, Whltrore requests that bls passworc ve
changed. The system requests hils current opassword and
assligns him a3 rew one. The user [s requested to enter his
new password for verifications If both passwords were typed
correctiy, he wilt be logged Iin and his password will be
changed wilithin the system. If el ther password Was
lncorrecty, the entlre logln would be Incorrect ana tre user
would have to try againe.

1+* togin Whitmore

2 Passwords?

3!-

4 You must change your password within 2 loglns

In the second example, Whitmcre 1Is notjfied trat his
password must be changed witrln the next three ltogirs. If
he fails to change his password, he wlil be ftocked out. The
user may l(ogln, even if he has been locked out, by changing
hls password. :
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3.5 INFORMATION CHANNELS BETWEEN PROCESSES

The flxed Llevel oproperty rules deflned In Sectlon 3.2 are
designed to restrict the passing of informatlon between
processes. These restrlictlons must be applled to ati
information channels, leee to all mechanisms withlr the
system which enable processes to exchange jintforration.
Certaln mechanisms such as -stared segments and the
Interprocess communlcation facility are dellberatetly
provided to serve as information channels. Otter mechanisers
such as segment names zng access control llsts are Interded
to serve different purposesy, but could be misused as
informatlon channefs by processes attempting to compromise
Informatione Hencey, 3all Irnfcrmation chanrnels must be
ldentifled and, where necessary, addltlional access ctecking
must be provided 1In order tc enforce the fixed level
property rutes.

3e5.1 Segment Sharing

A shared segment |[s the most natural channel for two
processes to exchange I[nformation. For a process with a
clearance Py the system will systematically remove tre
“wrlte"™ permisslion on any segment whose classificatlon |s
fower than P, and al! permisslons on any segment whose
classification 1Is hlgher than P, It is therefore Imrossible
for a process to "write down” or to “read up.”

More detall can be found in csectlon 3.6 - '"Access to
Segments,.™ »

3.5.2 Directories

Directorjies ara anotter channel through which processes can
exchange Informatlon. Each data [tem contalined In a
directory is asslgned a speciflc ctlassification (as
descrlbed In Sectlon 3.7)s Rirg § primitlves In charge of
manlpulating directories wil! provide additionzl checking by
which they wWill systematically refuse to perform a request.
It It would result In 3 *“wrlte dcwn®™ or a3 *reacd up.”
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Unfortunately, however, a number of directory Jtems such as
quota wuseds date-time modlifledy, and date-time wused are
changed not by explificlt requesty but rather as a slde-~effect
of some actlon performed outside the directory. For
example, the auota usec count stored In a directory can te
Increased by growing the slze of an Inferjor secgment.
Information channels of this type oresent rather unususzl
problemse. Sotutfons to these problems as well 3as other
detalis of directory access ccntrol are discussed [n “3.7
Access to Dlrectories.”™

3¢5.3 Interprocess Communjication

Using the Interprocess Communicatlon (IPC) facility, 2
process can send a 72-blt message to another processe. Thre
IPC facitity witl provide additlcnal checkling by which It
will systematically refuse to send a message that would
result In a “send down."™ *Senc up* wilit be permitted fcr
IPC since this is not a means of sabotage. The enforcement
of the security wlll be done in ring 0.

3.5.4 Message Segments

In the current Multics System, message segments are rirg ore
segments, manlpulated by a rirg one module callied the
Message Segment Faclilty (msf). The [mplementation of the
msf Is such that a process needs the "read™ and the "wr]lte™
capablilties In rlng one on a message segment [n order to be
able to put a message In It or tc extract a messags from jit.
It foltows thaty [f the msf [s used withlr the security
controls, communlicatlon between processes through message
segments wilt be restrlicted to oprocesses of identicial
clearance. Thls restrictlon has been accepted.

As far as securlty ls concernecy message segitents wllil be
treated the same as any other segment by the ring 0
supervisor and-one can repeat whst was sald for segments in
generalit! no read up cr write cown on 3 message segment wiil
be permitted In 3 user CrocesSe However some SsSystem
processesy In some speclzal cases and In a controlled manner,
witl have to bypass the fixed level property restricticns on
message segments., However, In no clrcumstances wll{
security be violated.

In the current Multics system, all wuser processes that
request a service from a system process send thelr request
through a message segment, It fcllows thats, wherever the
current system uses one message segment to aqueue uyser
requests for a system processy It wlll! be necessary to
provide one message segrent tor ezch exlisting
classiticatlon,
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An atternative approach would have allowed securlty rules to
be enforced in ring one rather tran ring 0. In thils scheme,
ring 0 would grant read ana wrilte access for message
segments to processes of ali{ clearances. Ezach indlvicuzl
message stored In a message secment would be “classifled™ by
the msf at the clearance level of the sendlng processe. The
msf would .only permit extraction of a message hy 3 process
having a clearance hlgher or equat to the classificatlon of
the message. However, this would bring the amsf pclus all
other ring one procedures wittin the securlty perlireter,
thereby maklng the task of certl filcatlon more ajfficult.

3+5.5 Summary

It is Important to understand that of the severczi
Information channets described abovey, shared segments are
the ontly channel through wWwhich classifled Information would
"routinely be stored and passed. IPC messages and directory
items such as segment names or 3ccess control lists wcoculd
not normaltly be used to transmit or store classlifled dzetsz.
(ALY segment names are assumed to be unclassified so that
they may appear In unclassified accountability forms for
printed output, See Section 3.10.) Hence, ftrcm a practical
standpoint, the assligning of correct <clascsiflcations to
segments by users and the addition of fixed level croperty
access checking for segments |Is sufflclent to prevent a
singte mallcious user from directly compromisirg classifled
intformation.

The other Informatlon ctannels do not become 3 serlous
probliem untll one considers the possibliity of two (or more)
processes cooperating In an effort to compromise
information. This cooperatlior could take one of two forms,
First, tWwo maticious wusers might directly conspire to
compromlse |[nformaticn. Secondy 3 nonmaticlous user mlght
unknowingty empioy a TrojJan Horse program supplied by a
malicious wuser. (See Section 1.2¢2+2¢) The case of two
users conspiring to compromise irformatlon is actualtly more
of a “peopte” probiem than a computer system problems Even
lf no effort were made to secure those Informgtion cranrels
not normally used to store or transmit classified data,
conspiring users would probably stilit find It easler to pass
Information outslae tre system., Therefore, the Tro}an Herse
attack [s reazliy the only fcrm of attack for which
Information channetls other thar segments are essential.

The deslgn presanted In thls report s dlrected +to
elimlnating alil read-up and write-down information charnels.
The elimlnation of at! known read-up channels oprohlblts a
maliclous user from directiy accessing classitied
Informatlon which he is not legltimately cleared to <cee.
Hencey, a matliclous wuser must resort to "“setting s trap,"
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leee he must create a Trojan Horse bprogram with the hope
that an wunsuspectling user taving a hlgher clearance witl
call ite Although a general sofution to the Trojan Horse
problem 1Is beyond the scope of thls deslgny tre eliminaticn
of wrlte-down channels can considerably reduce the threzt
represented by the Trojan Horse form of attack, A
nrilte-down channel s the only means by which a Trojan Horse
program can actually compromlse [nformation. Therefore, the
elimination of all write-down channels can effectively
prevent compromlse, although sabotage and need to kngw
violatlons woutd stliil be possible., HIth one exception, all
expliclit write-donwn channels witrin the Multics system trave
been ellminated in thls desicn. The quota used charnel |Is
the single exception. Not only does thls chsnnel bPrave a
very tow transfer rate, but 3aliso, any significant use of
this channel can be easily detected through auglting. (See
Section 3.7.3 for detzlis.)
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3.6 ACCESS TO SEGMENTS

3.60.1 Requlirements
Every seament must hsve a classificatlon defjires b
and category set. This classiflicatlon applles to
contalned within the segment.

For each
need t0 know access to tre contaenrnts of the segment.

The sharing of segmants among prccesses must be ¢
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S0 as not to violate tre fixed level property rutese.

J3e6e2 DeSign

The classification, lee, level and category s
segment will be permanently recorded In jts bran
reasons explained in Sectior 3.7, the classifica
segment must equal the classliflcation of Its
dilrectory. This Irpltles trat the classificati
segment wlll always 2qual the clearance of the proc
created ity slnce a process can ¢only append a Sran
directory it its clearance equals tra
classlflcation.

As 1Is already the case In Multicsy an access cont
"(ACL) wWill be associatea with every branch. £Each
contalns a wuserid and gccess modee The acce
describes. the types of zccess (e«ge ready execut
permitted the assoclated user. Hencey the ACL wilt
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to controt neea to know access to 3 segment.

In accordance with the fixed
read up operatlons on secments will be prohliblted.
order to prevent sabotage, write up operations on

witt be prohiolted, With
sharing of sejments among
clearances cannot compromise

The access permitted a glven
be computed as follons, It

lower than the ctassiflcation of the
will be given nultl 3ccess to the segment,

level propertys write down and

Alsoy in
secments
these restrictlors enforcec,
processes having different

irtcrmation,

process to a given segment wlltl
tre clearance of the process is
segment, the process
If the clearance

of the process equals the classitication of the segment, tre
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process will be given whatever mcde of accesss if any, is
specified In the ACL. If tre clearance ot the process is
hlgher than the cltassltlcatlon of the segment, the process
will be given the mode of access speclifled in the ACL mlnus
write permissione

In order to reference a segment, a process must first
“Inltiate" the segment Irto 1ts address sopace. At
Initlation time, the access computation descr]lbed sbove wlil
be performed to determine If the process has any access to
the segment. If soy tre segment wWilt be adced to tre
address space of the process. Thereafter, all references to
the segment wli! be valicated by the orocessor hardware.
gach segment fault taken by ttre process on the segment wilil
force access to be recomputed by the above mettrod.

3.6.3 Impllcaflpns

The rufes governing 3ccess to sejments, while satistylng
securlty requlrements, have certaln curlous implications
worth notinge A probjem arlses over the fact that ftor each
user there typlcally exists a3 number of corresponalng
writeablte data segments (eege majilboxesy corsole mescsage
segments, abbrev proflles, protd fltes). Conceptualiy, |t
makes little sense to segregate the functlcocns of these
segments according to process clearance. Nevertreless,
these segments must be assignes 3 specliflc classlflcation
and hence, wWlt] be writeable by a process at one clezrance
level only. As a result, the user who operates at more ttan
one clearance fevel must sacrlflce 3 certain amcunt of
flexibitlty and convenlence In sendling and recelving mail,
creating abbreviations, updating pmotd flles, etc.
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3.7 ACCESS TO DIRECTORIES

3.7«1 Classitication of Olrectory Informatjion

Every directory has a classiflcatlion defined by a level and
a category set.

The ctlassificatlion of a directory cannot be less trhan the
classiflcatlion of Its parent directory. This restriction is
necessary in order to elirlnate 3 wrlte-down I(nformaticn
channel wusing directory names. Suppose, for example, that
an unclassifiea directory were permitted to exist:  in tre
hlerarchy befow a3 Secret directory. A Secret process could
change the name of the Secret directory, thereby =zlso
changing the pathname of the uncliasslifled dlirectory. This
action couldy of course, be cetected by arn wunclesslfled

process. Therefore, It Is necessary that a dlrectory ana,
for that matter, 3 segment, rave an equal or greater
classliflcatjon than 1lts parent directory. This rule Iis

hereafter referredc to as the “ron-decreasing classlificaticn
rufe." For reasons explalned below, the classificaticr of a
segment s further restricted to be equal to that of [ts
parent directorye.

As wlth segments, a directory will initlally receive the
same classiflcation as Its parent directory. However, a
speclal "upgrade* operation will be available which permits
a wuser to ralse the classlification of a directory. 1I%t Is
required that a directory be empty In order to be upgracece.
Otherwlsey atter upgrading, inferlor segments or directorlies
woultd stand in violaticn of the non-gecreasing
cltassificatlon rule. If the entire subtree of a directory
nere upgraded, a3 potential for unwanted overciassificatlion
would exliste. (Also, Implementation would be clfficuit,.)

Several problems arise Wwith respect to the branch of an
upgraded dilrectory. Sincey as descrlbed so far, such a
branch 1s contained In a sugerlor directory of lower
ctasslflcatlon, a user bPtaving access to an upcraded
directory would not pe permitted to modify iIts branch. This
restriction would be very flrconvenlient in practices.
However, a mora serlous probtem Is posed by the fact that a
user having access to an upgracec directory wouid be able to
implicitliy modify its branch. For example, by Increasirg
the size of an upgraded directory, one could change thre

39



current tength attribute In jts branche. Thls constltutes s
wrlte-down Information channet,

In order to 2fiminate the above problems, an individual
branch wlll have the same classiflcatlon as tre segrent or
directory which 1t descrlbes, rather than that of jts
contalining directory. Only upgraded branches are =zactuzlly
affected by thils new definftlor, since non-upgraded branches
willl stiil have the same classiflcatlon as thelr contairing
directory anyway.

The classification of a branch appiles to all data {tens
within the branch except for the branch names. These nzmes
retain the «classiflcatlon of the contalning directory.
Names are separated from the branch In this way In order to
avold creating still another wrilte-down information channel.
If the name of an upgraded directory could be modifled by 3
process at the *"ievel™ of the branch, then a lower-level
process could detect such moditftications by adding names to
non-upgraded branches In the same directory and observing
whether name dupllcatlons occurred. Hence, brznch names can
only be modifled by a process at the  *level™ of ttre
contalnlng directory.

3e7.2 Expliclt Operations on Directories

WHhenever the supervisor [s expllclitly reauested to perform
an operation on a directory, a check will be made to ensure
that the wuser has the right to perform the operatjon
accordling to the current Muttics access contrcl rules and
the new fixed tevel property rules. In particular, thre
supervisor will refuse any request that would result In a
“read up"™ or a “wrlite down"™; It wlll also refuse all
requests that could result in sabotage by “wrlting up."

Operations that would return to the caller any part of a
directory having the same classification as the directory
itself will be executed only If the clearance of the process
ls equal to or hlgher than the classitication of the
dlrectory. Examples of these operatlons [nclude 1isting a
directory, listing the inltial ACLy and readlng the quoctza.

Operations that would modlfy any part of a dlrectory having
the same cltassification as the directory ltself will be
executed only If the clearance of the process [s egual to
the classlitlication of the dilrectorvye. Examples of trese
operations Include acdling or cetleting entry names, changinrg
the Inltial ACL, and creating a new branch (slrce a branch
is orlginatly created wilth the ctasslflication of [ts
containing directoryl. The deletion of branches, both
upgraded and non-upgraded,y, 1Is also Included In this catecory
slnce [t Invotves the deletiaon of Dbranch names. Note,
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howaver, that thls does not constitute a means of saboctagling
an upgraded directory since it ls required that an upgraded
directory be empty iIn order to delete it Subtrees are
atways deleted ln a becttom=-up fashione Therefore, a user
able to delete an empty upgracded dlrectory wlll not be zble
to delete that same directory when there exist Inferjor
segments or directorjies to which he has no access.

Operatlons that would return to the catfer any part ot a
branchs other than the entry names, will be executed only |[f
the clearance of the process ls equal to or higher than the
classification of the branch [tself, Examples of such
operatlions Include rezding the branch status, reading thre
ACL, reading the rlng brackets, readlng the blt count,
reading the date-time used or moclfied.

Flnatly, operatlons that would mcdify any part of 3 oranch
other than the entry names wnitl be executed only if the
cltearance of tte process Is equal to the <classificaticn of
the branch. Examples of such operatlons lrclude changing
the ACL, changing the bit count, changing the maximum
tengths and changlng the safety switch.

The “movequota™ operation 1Is wunlque In the sense trat 1t
modifies two directories at once, one Immediately inferior

to the other. A probtem arises when quota ls moved to or
from an upgraded directorye. To do this, & process is
required to mod] fy two directorles of different

classifications whlch Is normalily not permitted. Since
wrlting down must be prohibitecy a process at the “level™ of
an upgraded dlrectory cannot be allowed to move quota
between that upgraded directory and [ts parent dlrectorye.
Therefore, the moverent of quota to or from an upgraded
directory will be performed onty by a process at the *“{evel™
of the parent directory. {Modlilfy permission on the ACL of
both directorles will still be reaquireds) The fact that a
tower-level process will be abte to withdraw quota from an
upgradea dlrectory constitutes a mitd form of sabotage which
can only temporarily Impede a hlgher-level! process, but
cannot destroy or compromise infcrmation. This Is not felt
to be a serjous probliem since thls could be auditable and
quota can easlly be restoreaqe. The alternative of not
allowlng quota to be wlthdrawn from an upgraded directory
except by special actlon of the SSO Is considerably less
attractlive.

The new upgrade operation for directorles is also rather
unlque. Since it involves modifylng an element of a branch,
1t can only be performed by a process at the same "level™ 3as
the branches In additjion, the dlrectory to be upgraded must
be empty as mentloned above. Ffurthermore, for reasons to be
explalned shortly, the directory to be upgraded must bave a
terminal quota.
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373 Implicit Operations on Oirectories

As described above, addltloral access checklng can bpe
performed for atl explicitly requested directory operations
so as to comply with the. fixed {(level ©property rutes.
Unfortunately, however, there exlsts a class of implicit
directory operations which present a more difficult groblem.
An impllicit directory operatjor Is baslcally & side-effect
of some actlon performed outside the directory. O0One such
operationy the changing of the ciurrent length stftribute, ras

already been dilscussed, Three other Implliclt dlirectory
operationsy, wWhlch are the changing of quota used, dzte-time
used (dtu), 3and date-~time mocifled (dtm), still czusa

probiems wlthin the directory access scheme dascribec thus
far. These oroblems are discussed below.

3.7.3.4 The Quota Used Problem

Changling the number of pages usec by a segment or directory
causes the *“quota used"” number to be Incremented or
decremented In al{ superjior directories up to and Incluaing
the nearest superior directory taving a terminal quota. If
thils chaln of superlor dlrectorlies Includes one or rwmore
directorles of a f{ower classlfcatlon than the segment or
directory being modifled, then a write-down [nfcrmaticn
channel exlsts. There are trree methods of perforrnirg
write-down operations on this Information channel? 1)
changing the number of pages usec by segments [n an upgraded
directory; 2) Increasing the pages wused by an upgraced
directory ltsetfs; anad 3) Increasing the pages uJusea by the
parent ot an upgraded directory due to an Increasse of the
upgraded branche.

The First Method

Changing the length of segments to reflect the *guota wusec”
up the chaln of superior directories is the most flexlible
method of using this Information channel. However,y, this
tacet of the problem can be blocked by reaulring that a
segment have the same classiflcation as Its parent directory
and that every upgraded directcry have a termlral aucta. In
this ways, the pages of a segment are aitways chargead to tre
quota of a superlor directory having the same ctlasslficatlion
as the segmente Hence, one cannot pass Informatlon down
merely by changing the slize of 3 segment and causing tre
"“quota used"” number to change In some superlor directory.,
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The Seconc Method

Pages of an wupgraded directory Iitself are chargec to a
superlior directory of tower classlification,. This coutd
become & -write-agown Information channel when a grocess of
clearance X adds branches to an upgraded directory with
ctassiflcation X, causing the rumber of directory pages to
grow. The. *"quota used" number In the superlor directory
would reftect this change and could thus be seen by a
process whose clearance was lower than X. However, deleting
branches will not cause the size of a dlrectory to decrezase.
(This Is truey, due to the current Implementation of
directorlies.) It thls facet of the quota problem was not
etiminatedy, its wusefulness as a means of compromlisirg
information for the maliclous wuser Is still very limited
sincet -

- It can only be used by a Trojan Horse or cooperatling
processes (See Section 3e«5¢5).

- A process can only Influence the size of a dlrectory In a
secondary manner, such as by creatlng a new branch and
checking to see [f the directory ls large enough,

- A process can write-down onily 6 blts (1 8C0 character)
per directory (1 to 64 pages.) Using two upcgreded
directories In the same parent wlli not be much belp
slnce it would provide only 7 bits, due to the acdoltive
nature of the “quota used®™.

- TJo use thls information channel for wrltling-down N
characters (6%N bits) In parailet, a maliclous user wWoulc
require N directories of the tower classlficatlon. each
with an upgraded directory, and a starting poot of at
least 66¥N unused pages of his quotae.

- A directory cannot be decreased In length by a crocess.
This can " only be done by a long salvage after s system
shutdown or by deietlng the directory (a process wlth tre
ctearance to add branches to an upgraded directory aqoes
not have the clearance to detete the dlrectory).

- A process must delete alt branches In the wupgraded
directory and synchronize (using another directory) with
a process of f{ower clearance to have the wupgraded
directory deleted and recreatedy before another 6 bits of
Information can be passec.  Otherwlise, 3 record quota
overfionw wlil! be reached rather quickly. b

This information channet could be eliminated by charging all
directory pages to Ifts own quota. However, this Involves 3
redesign of the entire quota mechanism and woutd impact the
activatlon and deactivation of dilrectorles. Tterefore, due
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to the llmited effectiveness of the Information channel and
the high cost of correctlon, ng attempt wlll be made to
close this write-down channef{., However, for added assurance
that [t is not being used as a means for compromising data,
the creation of wupgracec clrectorljes and even tha
“get_quota™ operation can be audited.

The Thlrc¢ Method

This problem s a resulit of the basic design of a
hierarchical storage system which uses varlable tengtn
branch entrles andg contajns data of mcre tran one
cltassiflcatlon. The space usea by the branch of an upgrazded
directory Is contained In a superlior dlrectory of faower
classificatlon. Hence, by addling ACL entrles to an upgraded
branchy one coutd affect tre current .lencth of a lcwer
classliftled directory, which is In turn reflectea 1In ttre
*quota used"™ In the parent of that directory. This facet of
the quota problem also requlres the use of a Trolan Horse
and s even more cumbersome than the otherse. It can only be
eliminated by restrictirg upgraced branches to a fixed
number of ACL entries. The changes described to close the
second facet of the quota problem would not help this one.
The solutlon of restricting ACL entrles does not generallze
properly for Implementatlon ana presents a very strange user
interface. Until a correct 1Icng term solution can ve
deslgnedy no attempt will be mace to ellminate the last two
facets of the quota problem.

3¢743.2 The OTU and DTM Probliem

Every branch contains two [tems known as the date-tlme used
and the date-time modifiea. A cgrocess wWlth clearance X can
reference a segment wlth a classiflcatlon tower thar X
causing Its dtu to be updated. This updated ctu can then be
observed by a process wlth a3 ctltearance tower than X and
hences write-doun channel exlstse. In fact, whenever any
segment |[s referenced, all of [ts superior directories must
flest be activated. Since actlivztlon Is synonymous wlth use
In the present system, tte dtu*s of all superlor directories
are updated whenever 3 segment is referencec. A similar
probliem s oposed by dtme The modlfication of a segrent or
alrectory causes the updating of dtm not oniy for that
segment or directory, but for all superior directories =2as
nwell. (This lIs done to ald the backup system In locating
modl fled segments and dlrectorles wlthout excesslve
searching.) ‘

In order to elliminate the write-down channel causea by the

upwards propagation of dtu and dtm, new Interpretations will
be given these two asttrlbutes with respect to dlrectorlies.
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Currently, dtu and dtm reter to the entlre subfree of a
directory. Insteady, dtu anc dfm wlll be made to refer to
the dlrectory ltself. A new entry Item called ™"date-tlme
subtree modified™ (dtsm) witl be keot to maintain cumging
efficiencys The dtsm, however, wliil be avajtable only to
the dumper process ana not to ordlnary users, {See
Section 3.12)

In order to prevent wrlting dcwn wvia dtu, It will Dbe
necessary to further 3aliter the Interpretation of ctle
Speciticallyy dtu wiil hold the time that a secment was last
referenced by & process of the szme “level™ as the secment.
In other wWords, the reading of a segment with cliasslification
X by a process wWith a clearance hligher than X will te
“transparent”™ as far as dtu [s concerned. The same will
galso be true for directorless Notlce that dtu will retain
its present meaning for any segment which s referencead c¢cniy
by processes of the same "leveil." Thls change in meaning is
acceptable, because dtu is primarlly used In an Interface
where precision Is not required. Otu ls primarity usec to
order the output of the list command and to detlete all flles
not used In some perlod of time. Thus, a preclise dtu is not
essential.,

Impiementation of thls new Intercgretation of dtu will be
refatlively slmple. The global transparent wusage swlitch
(gtus) contained in each AST entry will be manipulated Ir a
new fashlon so as to groperiy contro! the setting of atu.
Whenever a segment s activatec, the gtus will be turned off
If the actlivating process rtas the same level and catecory
set as the segment. Otherwlise,y, the gtus wltll be turned on.
Thereafter, any process which takes a segment fault on that
segment wilill turn off the gtus 1If It has the same levetl and
category set as the segment. The only exceptions to this
rule will be special transparent system processes (e.c. tte

dumper and reloader) which wlll never turn off gtuse.
Whenever the branch of an sctlve segment s updatea, the dtu
for the segment will be reset only 1f the gtus for the

segment s off,
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3.8 ACCESS TO I/0 CHANNELS

3.8.1 Requirements

No user process shoulc¢ be able tc directly attach any 1I/0
device other than 3 terminal ard then only lf it has been
speclitfically allocatec to the process by a system crocesse

Each 170 device must be ldentlffed with a level/category.

Any process performing I/0 on a device must only be able to
perform the operations allowed by the fixed level croperty
rules (l.e. ontly read from a tower "level" devicey cniy
write to a higher "tevel®™ device, and read/write to a3 device
of the same "“lavel*),

The "tevel® of a device must be subject to change by tre
system operator.

The [nitjal "fevel®™ of each device must be conrtrolliec by ttre
System Securlty Offlicer. '

Teletype channels must be jdentifled with a maxleum “level,™
so that a user can only create a process of a "“level™ eaual
to or below the maximum,.

3.8.2 0Oesfgn Considerations

One approach consldered was removing current hcs_ entriles
for device attachment and using a new gate to restrict
attachment of all davices other than "terminals to system
daemons only. This approach would requlre either a rling
four wrlte-around for hcs_ or else the modification of ail
ring four modules that reference hcs_ attachmert primitives,

An additional consiceration was to have the system control
process manage teletype channels entirelye. Thls <concept
went along with the prevlous approachs so that ternlrais
coula be handied In 3 slightty different manner anog stil{ be
attached by user processes. Comglete system control process
management of teletypes was relected because, with full
system control process management of teletype channels,
there are no ring 0. modules jirvolved in tre attachmrent
declislon, onty In the actual attschment operation.,
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Another approach to managing I/0 devices wuas to bPave
separate device {ists, one for system devices and one for
user devicese. The normal wuser attaempting to attach any
device would check only that tist which apptlec to him. The
configuratlion deck was suggested as a cortrol for the
memberships of these tlsts.e Thls ldea was also rejected.

The most promlsing suggestion Invotved adding a new ring 0
tabley, called the Perlpheral Assignment Table (PAT), which
would be referenced on each attachment operation, to provide
a \level/category check of the device that a process ls
attempting to attache. This ldea was adopted as part of the
Oeslign Approache.

‘3¢8.3 Deslgn Approach

The Peripheral Assignment Tabie (PAT) concept will be
Integrated Into existing ring 0 tables. Each devlce which
could be attached to a process will be described In this
tablie. The maximum mode, classlflcatlon level and category
set wlll be Incliuded In the entry for each device. If a
process attempts to attach a devlce, the <clearance of the
process wlill be compared to the cltassiflcatior of the ocevlice
to ensure that the process wl ll not “write down® or *“read
Up«™ The “writae up™ capabltity wiii be allonwea only If the
device Is a “wrlte only™ device (e.ges a printer).

The wuse of the PAT, as described above, provides assurance
that normal 1/0 operations wlil adhere to the fixed level
property rufes. It does not, however, prevent the posslble
exptoltation of flaws In rlng 0 1I/0 procedures. Tre
expltojtatlion of *“bugs™ contalined In I/0 procecures has been
a tradltional means of brezking the security of wmany
computer systems, Therefore, untlt ring 0 1/0 procedures
can be certiftled correcty, only trusted system processes wlll
be perm]ltted to directly attachk any I/0 devices other ttan
terminails. This restriction wiill be enforced by moving
attachment entrles from hcs_ to a new gate accessibie to
system daemons only. An hcs_ wrlte-around wli! be rrovided
S0 that existing daemon sof tuare witt not require
moditicatlions. ‘

Any process requesting a tape drive to be attached must use
the new ring one tape management software (THS), The THMS
will malntain a tape descriptor segment for each tage
reglstered on the system. At attachment time the segrent
for the particular tape will be checked to flnc the

requestor®s "neaed to know*" access and the classlflication of

the tape. A message will be sent to the tape allocator
process to asslgn the requestlng process 3 drive of tre sanme
“level" as the tape. (Notel! at thls pointy, the ring one TMS
is choosing the “level™ of the drlve based on tte
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classificatlon of theé -tape descrlptor segment,) When * the
mcunt - request-  [s ‘sent “to the operator, the drive
classification# will be specifled  (correctiy) and- . the
orerator must verlfy thaf the tape requesteac has the sarme
“ltevel™ as the drive. This can easily be done by cclor
ccding and plalnty: parking the correct classitlicatlon on
bcth reefls and drives. The tape mount must be rejected (and
tte System Securiity 0fficer  notifled) If * there 1Is any
discrepancy. - ‘(see’ Sectlon 3.10 for more detalls on tape
Is0). It must be noted that ‘tte primary “control on tape
securlty ls the system operatbr.‘“The TMS-éan cnly check the
ogerator. If the operator rake's a mistake or is "spoofed®,
tre TMS cannot, In general, detect the error.

Trere must be a way to  maintaln operaticral procedure
censistency and yet allow the system control Frocesss,
running at the unclassified level (see Secticn 3.11), to
read Top Secret backup tapes during reload. Operatlonsal
consistency requires thre Top Secret tapes to be mounted on a
Top Secret tape drive. Theréefore, a means will be croviced
for the system control process to bypass ttre fixed level
property restrictions so it will be able to "read wp” In a
carefully controtlted wanners. ‘
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3.9 SYSTEM PROCESSES AND SYSTEM FUNCTIONS

Many system servjices such as logging In and logging out a
user, printing 3 segment on the printer for a user, savirg
the contents of the dlsks on tape, restoring tte conternts cf
the disks from tapes, restoring the contents of the dlsks
when they have been damaged, retrieving a segment that has
been lost, are performed by speclal processes, kncwn 2as
“system processes.™ Clearly, these processes need wunusuzl
power [n order to be able tc carry out thelr job, and, bty
thelr nature, cannot ocperate at any single clearance f{evel
without viotating the fixed tevel property restricticns;
however, they must pneyer violate the fundamental security
rules.

For exampley, some of these processes need the "read" and
“write" capabillties cn atl segments In the svstem. Sore
need the “status” and “mocdify"™ capablitities on atll
directorlies in the systemj; some need to communicate back
and forth with 3ll processes iIr the system; some need to be
abte to attach any I/0 channel. It Is obvious that ttere
exists no clearance which woulc give a system process the
right to perform |[ts Joby, and still adhere to the flixed
tevel oroperty requlrements. However, for certlficaticn
purposess there is a very strong desire to assign a fevel
and category to all processes In the system wittout
exception., It 1s understoods, of course, that system
processes must not be bouno by the flxed tlevel groperty
restrictlons . In order to perform certaln tasks?! therefore,
the programs In these processes must “interpretively"
enforce the fundamentz! security rules.

Use of interpretation rather tfran fixed level troperty rules
by a system oprocesss as part of normal system operzation,
wili be called an “intergretive operation.” Any
interpretive operatlions should falt intoc one of tre
fotiowing classes?

a. Access to Segments: the refriever process and tre
system control grocess (when reloading) must be able "to
read and wrlte segments of any ctasslfication, but gniy
to copy property classifled {nformatlion to anc from
tape. The 1I/0 coordlnator and also the system control
process must be able to share message segments with
user processes of any clearsnce.
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be Access to Directorlest the system control oprocess and
the retrlever process must be able to perform speclific
operations In any directory.

Ce IPC: the I/0 coordinator as well as the system control
process . must be able to recelve "wakeups”™ from
processes of any cleararce, using the Interprocess
communication facliity. '

de I/70 Channelst the system control process must be zble
to attach an 1I/0 channel of any classificatior (Sce
Section 3.8).

Since It ls deslrable to minimize Interpretive operatlcns,
the strategy for assigning a fevel to 38 system process iIs to
select the one whlch causes the fewest I[nterpretjive
operations.

An [nterpretjive operation atways Involves & process, an
object, and a time [ntervale. For eact [nterpretive
operation which it performs, a system process must obtain an
"exception permission.” An exceptlon permission can be
represented by the triple (Py0,T) =-- a process P s asliowed
to violate the flxed level property with respect to object O
for time Interval T. From the viewpolnt of a given system
processy each exception permlssilon 1Is representea by an
object or set of objects and a time intervai. For example,
It the wunclassifled 1I/0 coorcinator needs to read a Tc¢p
Secret message segmenty, the exceptlon permissicn represented
by ’

(all segments, lifetime of the process)

is sufticient to atiow tre Interpretive operatjion to occur,
4 second permission, '

(all messagje segments, (lfetlme of the process)

is more restejctive but sttt allows tre operatior.
Filnatlyy, a third permission, ’ ’

(atf message segments, whilte the process is [n ring 1)

ils even more restrictive but stitl] sufficient. Each
exception permission has a smaller "exception envelope®”™ thran
the precedlng one. The second permlssion restricts tre

class of objects, whereas the third permission restricts tte
time interval as well. Thls example serves to motivate the
notions of “object granutarlty™ and “tlme granularjity.”™
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The second permlissicn has a finer object granutarity than
the first, while the thlrd peraisslon has a flner tlme
granularity than either of the first two. Grarularity
should be Interpreted to be the scope or envelope of access
granted to a system process for an [nterpretlve operatlon.

For any interpretlve operation, the finest grarularlty which
stitl allows the operatlon Is most desirable from the
standpoint of the principle of teast privilege. For the
above example, the class of objects (which has only one
member) represented by

(the TS message segment for dprint queue 3 to
the printer In roos 405)

may well have the finest sufflclent object granularity.

Two general approaches to wmaraglng the use of exceptlon
permisslons have been consldered during the design aralysise.
These two approaches, called the “prlvileged functlon*
approach and the “priviteged process” approach, are
describved below.

The privileged function approach Is one whlch permits the
tlnest posslble tlme and object granularity to b2 enforcec.
gEssentiatiyy thls approach provides a speclal rlilng )
primitive to perform each different interpretive operation.
Access to these privileged functions 1Is ‘restricted to
speclfic system processes by wuse of ring g gates ftaving
approprlate access control fists. Under thls scheme, object
granularity can be made as subtle as one desires. Also,
time granularity can be tightly contrcited. If an
Interpretive operation Is performed entirely within rirg 13,
then the call into ring 0 &nd the corresponding return
dellmit the time Interval of the exception permilssion,. It
l1s . not only the absolute slze of the time Interval whlct s
signitlcant, but also the fact trat control never exits the
trusted ring § domain during the Intervale. Hopefully, this
wlit reduce the effort needed to certlfy outer ring
procedures which operform Interpretive operations. The
privileged functlon approach alsc provides a very naturczl
and simpte means for audlting Interpretive operatlions.

The priviteged function approach 1Is not wlthout |ts
disadvantages and limjitatlons from the viewpoint of imcact
on current Implementation, The use of restricted gates
tends to tle procedures to processes. Currently In Multics,
system processes use many of the same l[brary rrocedures as
do other processese. If, however, system processes were
requlred to employ speclal gates to perform privileged,y, but
otherwlse common operations (e.ge. deletlng a segment)s then
speclal versions of many {lbrary procedures would be neeced.
The daemon software Itselft nwoutd requlre numerous
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modifticatlions to convert calls to standard (ibrary
procedures and standard rlng 0 gates to <calls to speclal
tlbrary procedures and speclal! ring 0 gates. Ande of
course, the new ring 0 privileged functions would have to be
provided. Therefoire, from an Imrliementajon standooint, the
priviteged functlion approach 1Is wunattractive. Alsoy [t
should be recognlzed that this agproach Is not appropriate
tor atll types ot Interpretive operatlons. For examptle,
asynchronous events, such zs the recelpt of an Ipc wakeup,
cannot be handled in this manmer. In many casesy the time
Interval of an exceptlor perslsslon cannot be tightly
controlled, Consjidery for exampie, the-use-of privileged
functions to Initiate segments or to attach 1I/0 channels,
Although the g¢rantlng of these privileges can be restrlicted
to ring s the subsequent use of these privlileges cannot be
so restricted. Hence, while 1t may not be difficelt to
tocate the Intervals withir a program In whlch an exceptlon
permlission 1Is In wusey, It will be necessary to trace alil
possible side-eftects. System auditors must ensure that a
system oprocess ls mwemoryless with respect to each flxed
level property exception. This witt, [In gereraly requlre
full examination cf every progranm which performs
Interpretive operatlons. Hence, a substantlal certification
effort wiil stlitt be requlred for outer rlng daemon
programs.

The privileged process approach to handtirg interpretlive
operatlions ls one which attempts to minimize implementation
difficulty. In its simplest forme thls approach werely
requlres a par-process switch to Indicate whetter or not a
process has *"system priviteges.™ Thls switch (presumabtly
stored [n the pds) would be [Interpreted by those ring 0
modules responsible for access computation. Essentlally,
fixed level property access checking would be effectively
dlsabled for alit processes having syster prijivileces.
Clearly, thlis scheme requlres comparatively t(ittle effort to
impliement. Att that  {s necessary "Is a mechanissw to
initlatllze the privitege switch and mod] ficatlons to suspend
flxed levet property access checking for processes taving
the switch turned on, Unfortunately,  this approach pays
fittle heed to the principte of least orlvilege. Also, thls
approach has the dlsadvantage that flxed level croperty
exceptions occurring within a program wit! not be expliclt
in the code, but rather Iimpliclt In the fact that the
execut Ing process has system privitegess Thus, the task of
~certlflcatlon seems more dlifficuit as compared to the
priviteged tunction approache.

The basic prlvileged process approach could, of course, be
greatly etaborated. Object granularity could be enhancec by
use of multlple switches, each corresponding to a dlfferent
cltass of objects. Alsoy tlme grenularity could be entanced
by setting and resetting these switches frequently. Taken
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to the limlt, this scheme begins to resemble the oprivifeged
function approach. A sultch, or set of switches, could be
turned on before each standard rlng g catltly and then reset
upon returne. However, the flner the granularlty, the more
difficult the implementation; hence, the princlpal advantage
of the prilvlileged process approach Is lost.

It is expected that some hybrid of the two aprroaches
described above wili{ be adopted In order to obtaln a
practical compromise between ease of valldatlior and ease of
imptementation,. The specific nature of the hybria approach
wlti depend upon design detalts to be consldered during
Impiementations
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310 I/0 DAEMON COANTROL IN A SECURE ENVIRONMENT

J«.10.1 Requlrements

The primary requirement of ftre Alr Force 03ata Services
Center [Is that no user of the Multics system be able to
directly control any external I/0 device (other than hls own
terminat). Theretftore, esch I/0 devlice must be controlleo bty
a system oprocess to provide the needed 1/0 capabitfitiess
The devices that wlli be controlled by system processes will
be the card reader, the card punchy central slte oprinters,
remote printers and tape drives. :

For each (lne printery an operator (other ttan the central
slte operator) will aiways be In attendance., This operator
will be the primary *“controltier” of the line printer. The
detalled requirements for operating focat and remote {ine
printers are as foliouws?

i« Ouring operational hours, It the {ine printer |Is
powered on and the system Is running, the tine printer
should be kept busy as much as possible.

2« It the current gueue be ing processed by 3 line prirter
is exhausted, another queue should get serviced
automatically (within operatlonal constralnts),
Separate queues will{ be kept for each cevice. For 3
glven devicey, the queue 1 requests for any level should
be processed before the queue 2 requests, etc.

3. There must be -an accountabitity form terminal
assoclated with each (lne printer (local or remote).
Nothing wiil be printed or the {lne printer wuntlt the
controtiing process has ‘attached the terminal by
specitlc action on the part of the printer operator.
During printer operations, there witld be ona
accountabillty form producec for each copy of each
segment printed (one per bannerl).

4, It must be possibile tor a printer operator to request a

sample accountabliity form to be printed on the
terminal to ver]lfy proper allgnment of the forms,
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It Is required that bott the accountabliity form
terminal and the ilne printer be abte to getect an “out
of paper"™ conditlon ana signal thls cordltion to tre
process controllling the devicee.

It must be possible for the printer operator to start
and stop overation of the tine printer.

The printer operator must also pe able to restsrt or
reprint requests that are elther [In mlo-executjor or
that have been processed but have not been processed
correctlye.

The amount of communlcatlion necessary between the
printer operator and the central slite operator must be
kept to a minimum. :

The banner for atl printed outout must ldentify the
classitication of the highest levet of data that can be
contained In the printout. -

At the user®s request, page headers anc fcoters must be
supptied on each page of printed output which wiil
Indicate the clsssification tevel of the segment from
which the printec Information was obtainec., The teader
and footer {labels wlll be octlonaly, however the default
will be to oprint 1tabels. If desiredy the user can
replace the segment classification with arn arbjitrary
stringe.

The current *“header® and "destinatlon™ options will be
retalned for distribution pcint information onlye.

The accountabliity form witl! be fltied In wittr all
pertinent Information relative to the regquest that |t
descrlbes.

A new capablliity must be supplied to atlow a system process

perform tape I/0 based on user requests., The basic

reagulrements for handiing tace I1/0 are as follcwus?

1.

Ce

3.

Only system processes will te able to dlrectiy attach
fapes.

Normal users wlll be able tc place a tape read/write
request In & queue for a system process to perform the
actual Information transfere. -

When the tape data Is online, the wuser will have to
reference the data as a segment or multi-segment file.
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4, Commands must be provided to allow users to make tape
requests.

5. Tapes must only be mounted on physlcal drives of the
same *"“level®™ as the tape.

Modlfications must be made to the present card lnput Scheme,
The basic requirements for card Ilnput are as follows?

1« Only system processes wlil be able to directiy attach
the card reader.

2. The operationatl staff must not be burdened with the
tongterm storage and handllirg of a targe volume of card
deckse.

3. The owner of a card deck wltl be responslible for
ldentifylng the ctassification of the deck at the time
It is submitted to the operations staff for lnput.

4o A card deck submitted for Input will be read Into an

ontine seyment having the same ctlassification as thre
decke

The standard Muttics card punching capabliltlies, whtich
allons queued punch requests and user specifled punch code,
must be enhanced to icentify the ctltassificatior of the data
belng punched. The amount of card opunch usage |Iis
anticipated to be tow -enough that system prodeced
accountablillty forms are not requlired. A combinatjion of.
administratlve orocedures and system software should be used
to provide a secure method of cistributing classifiea card
deckse

3.10.2 Design Consldarations

The message sagment management deslign outlired in Sectlon
3.5 forces the design away from the current Mulitics queueing
strategy. For each device type supported we must provlide
separate queues for each classliflicatlon tevel supportec by
the system. However, uncliassified only degenerates +to0 the
current Multics strategye.

The deslign alternative of having one devlce drlver for each
permisslble "fevel"™ for each devlce type was rejected due to
the high overhead requlred In wmalntalning several *“jale"
driver processes and In having tre 1/0 coordinator mutl tiplex
I/0 devices and accountabltity fcrm terminals between driver
processes.
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3.18.3 Design Approach

The approach for provlding externat 1I/0 capabliitles is
essentlally that of the Multics standard product, j.e. an
I/0 coordlnator process and one driver process per device.
For each device type supported by the systemy, there wltl be
one message segment queue per “level™ or, If decsired,
several queues per ™level™ having dlfferent priority
ratings. The I/0 coordinator must have the abllity to
access these queues 3t all "levels™ and to communicate via
IPC with drjlver processes at all *“levels.” The driver
processes will obey the standard flxed fevel property rules
concerning attachment of I1/0 devices and segment references.

I/0 Cooralrator

There is no "level*™ at which tte I/0 coordinator can operate
strictly wnithln the flxed level property rules. Therefore,
it witt operate at the 1lowest possible “level™ with the
speclal privileges neededs Thls cholce offers the advantage
of not requlring special IPC oprivileges for the driver
processes wWith which the I/0 Coordinator communicatese. The
I/0 coordinator will have the following characteristics In
the two-level securlty environment?

i« There wiltl be multipte queues, specifically one per
level per device class per griorlty. '

2. The I/0 coordinator wili 3aitlocate tasks to varlious
driver processes where egch task 1Is deflned as a
request of a single useras

3. The 1/0 coordinator wit! be responsible fcr making the
declsion of where to send an Indivliduat tasky, (fe.e. to
the appropriate device driver process at the correct
"level"). The declision «wil! be based In part on the
minlmum expected device level for a gjiven cilass of
device. This wilily, for exampley, allow the 1I/0
coordinator to allocate all tasks for a remote llne
printer to a driver process at "level™ n, If the remote
printer 1ls never to be classified below “level® n. At
the AFDSC central slte, where printers wlill be operated
at both Secret and Top Secrety the mlnimum expected
“level®™ declslion criterjion will prevent requests fronm
Secret users and below belrg sent to a Top Secret
device, so that there witl be & mini{mum of
over-classificatlon at distribution timé. The operator
witl be able to reconflgure the queues by changling the
minimum expected "tevel™ for a devlce classe.
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The I/0 coordinator will not make decisiors as to whlch
device drivers to create. This witl be cone routirely
by the system operator manuczlly togging In the correct
driver at the correct “level.” The operztor wlll also
be responsible for reclassifying devices -when
necessarye.

The I/0 coordinator will have to perfore Interpretjve
securlty operations to be able to read and delete
requests from each message segment queue at each
“lfevei™ In the systems Also, the I/0 coordinator must
perform Interpgrocess cormunication with driver
processes at varlous levels.

A temporary history file will be recordec on a per
driver basis for restarting requests, which rFrave
abnormally terminated or whlilch were sent to a oprinter
that had no papar.

The I/0 Coordinator wiltl be responslible for deletinrg
segments when requested by a user. This task cannot be
performed by the driver rrocesses since, In order to
allow for restarting, a segrent cannot be deleted urtil
some speclfied length of time after printing. Hencea
the I/0 Coordlnator must bypass the flxed level
property restrictlons In order to delete branches from
directories of all classificationse.

Part of the optional data supplled by a user will be an

event channel! and process I0 whlch can be useda for user . -

notification at tre completlon of his requesty assuring
that the process 1s stltl actlive at the tlme tre
request |s processed.

The devices that will-be controlled through the I1/0
coordlnator and driver processes wlil!l be the card
reader,y, the card punch, central printers, remote
printers, and tape drives. There will be one driver
process for each Incividuzt device.

Line Printers

Both tocal and remote f{ine prirters wlll be handled ¢ty
printer drlver processes. Printer driver processes wiliit be
operated with the following constraints

i.

The tevel of the driver will be equat to the level of
the devicee. The level of the device will be used in
determining the banner classlficatlon name for the
printed output.
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This process wil! not be able to access data In
segments of a higher levelt.

The drlver process will be passed requests gererated
trom varlous “level™ user processes as decldec¢ by ftre
I/0 coordinator.

The drliver wlltl add optilonal header and footer
tabels on each page of output Indicating the level of
the segment being printedes This will be explalned Iin
more detajl later.

The orinter driver process w«lil be resoonslibie for
interpreting the “need to knrow*" access of the requestor
from the access control list of the szgment ttat s
being printed (The I/0 coordinator witl interpret ttre
user*s access for deletincy when requesteds)

The driver process wlll requlre an accountabitity form
terminatl to be attachecde At no time will the driver
process attach [ts printer before the attachment of thre
terminal. If the terminal is Ilnoperative, the orinter
Is atso assumed to be inoperative.

The driver process will be modifled to prepare
accountabitity forms,

There will be a sequence nusber assoclated wlith each
banner sheet to heip cperatlons burst the printer
outpute Since this number will be generated by. -a
driver process at request processing tilme, it will be
unknown to the user. Therefore, It cannot be used zs a
clalm check to plck up printed output.

Orilver processes will accept commands from the
accountabitity form terminal. These commands will bes
start start brlntlng requests
stop stop at next request
abort stop laomedlately
sampie print sample fcrm
Hhen the printer operator types ™samgle™ on the
terminaly, the drlver process wil!l produce one sanpile

accountabllilty form to verlfy allgnment of the paperf.
Howevery, It will not start producling output untll the
operator enters the start ccmmande. .

The drlver process wilil prepare an accounflngxf1|e to
charge eacnh user for the use of the printer.
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Printer output will have a bannery optional page labelsy and
an accountablitity form to help identify the classification
of the printed Information. The banmner witl have an added
fleld of large btock letterlng to Indicate trat the printed
output “may contaln <level>* where <level> is the
classlitlcatlion tevel (without the category set) of the
device on which the informatlon was printede. The mnemcnic
used in the banner wust be no ftonger than trirteen
characters. (The same mnemonjcs will be used throughout the

system.) The classiflcatlon on the banner cannot be
controlled by the user and uwlilt be the same as that
Indicated on the accountabillty form. In addltlon +to
printing the classificatlon f{evel in large block letters,
the full classiflcatlony, Including categorjes, will be

printed In standard-slize letterse.

The header and destination octlons to the dprint command
wilt stlll operate as In tre standard Mulitlcs syster.
However, the informatlon suppfied In thls manrer must not be
used to determine classification of output. Rather, the
Information should be consldered as user delegated "need to
know™ authorization . to be used to help In the distribution
of output.

Header and footer page tabels may be placed on each page of
printed output by use of a new dprint optlon. (The default

witl be no page labels.) The optionatl fabet will contain
the classitication of the segment from which the infcrmation
was obtalned. Alternativelyy, a user may request trat an

arbltrary string (less than 132 characters) be used in place
of the segment classitlication by using another new option to
the dprint command. Header and footer page labels wlll be
centered across the page. It stould be recognlzed that the
use of page f(abels wlll recuce ttre number of text lines per
pagey and hence, may upset the page alligrment of formatted
outpute. - <

Tapes

Tapes wiit be handled as part of the general 1I/0 schenme
mentloned above. The “level™ of a tape drlver process wlll
always equal the *“level” of the requests which 1t handies.
A tape driver process wiil be permitted read/write access to
tapes having the same *level™ and read-only access to tapes
of a3 lower *“levale™ Hrlte-only access to hlgher level tgspes
will not be permitted since there Is no apparent vatue In
such a capablliitye

The user lIlnterface to the tape I/0 mechanism will! permlit tre
user to request that a tape be read into a segment or that a
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segment be written to tape. The user may optlonally request
notification (by means of an IFC wakeup) of the completlon
of a tape read operation. The user need not specify
“standard” or  “non-standara® tape format since thls
information wiil be avalitable In the tape cdescriptor
segment. Tape drlvers will operate as follons?

1. The “tevel™ of the tape drliver process will be the same
as the "level!™ of the requestore. However, only Secret?
and Top Secret processes Wilt be used at AFOSC.

2« The "“level™ of the tape drive that wiil be chosen to
satisfy a glven tape request wlll be the same as the
“level™ of the tape as Indlcated by the tape aescriptor
segment, {The operator, however, 1Is the prirary
control that the *“level®™ of the drlve matctes tre
“tevel™ of the reel.) :

"3s If the tevel of the drlver crocess is greater thran tre
“level™ of the tape drivey the attachment will be read
oniye.

4. VTape driver processes wiltl operate wittin the fixed
tevel property restrictlions. Therefore, any segments
created whitle reading tapes will have the same *tevel™
as the driver processe.

5« The access mode given to tre requestor for a read
request witll be the minlsum of the requested mode of
access and the eftective moce of access for trat wuser
to the tape descrictor segwrent.

6. ONn a read tape request, tte Information will be stored
in a multi-segment flte In a8 tape pool directory of the
correct level using the tape number as the segment rame
{unless another pathname was specifled by the user).

7. Storage management of the tape pool directorles wlti be
a problem. A tape lmage segment or multi-segment file
{which can occupy thousancs of pages of orline storage)
must remain [n jts tape pcol directory long encugh to
be processed by the user. The required retention time
wllly, of course, vary from one tape segment to thre
next. In order to aliow the user to ald iIn storage
management, a "defete* optlon will be provided for the
tape wrlte requests If speclifiedy this option wltl
inform the tape drlver rrocess to delete a segment
after writing it to tapes As a further ald In storage .
managementy, It may also be desirable to glve users
modify vermission In an inner ring to the tape ool
directories. A command could then be provided which
deleted a tape segment at the user®s request whlle
operating In an Inner rings Thls would ensure that a
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user could onity detete his cwn tape segments, and could
properly handfe the case of shared tape segments,
Periodlically, It witlt be necessary to delete from the
tape pool directorles thcse segments which rave
exceeaed a speclifled age lirit,.

8« The “Multics standard tape™ information stored [n ttre
tape descriptor secment will be used to identify whlch
device interface module the driver process will use to
read/write the tape. This provldes 3 means of
automatlicatltly handiing bottr Muttlcs standard format
tapes and non-standard fcrmat taves through the same
user interface. :

9. A tape write raquest wiil write whole tapes only. A
tape read request may read a whole tzpe or else may
speclity a portjon of a3 tape by supplying two
end-of-flla marks at whickt to start and stop rezding.
Individual records will nct be read or replaced on 3
tape.

10« The user wlili be able to specify the pathname to be
used for the read/write operation if he wants to use 3
different segment than woutc be provided In the tace
pooi directorye.

Notet The user must hzve enough quota to hold an entire
tape If he wants to read a tape using a speclflied
pathnamee.

Card Incut

Card Input wltl be handled muct the same as in the present
system, A user will submit his card deck to the operations
staff along with a special contrcl card speclfying 3 useric.
The deck wlil then be read Into a segment created In a card
pool directorys, and the speclfied userid wllil be acoec to
the access control 1ist of the segment. There will actuatly
be one card poot directory per “tlevet."” The owner of a ceck
wilt be responsibte for identifyilng the classification of
hls deck and thus the appropriate card pool dlrectorye.
Untljike the present scheme, no tink to the card Image segment
wilt be created for the usere. This eliminates a
vuinerabllity of the present card Input mechanism whereby a
user could cause a 1{Ink to be placed anywhere In the
hlerarchy. Insteady the wuser wlit be glven a sequence
number by whlch to ldentify the card Image segment created
for his decke When {ogged Iny the user will employ a3 new
command which takes the sequence number as an argument,
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tocates the associated card lrage segment, coples It Into a
new segment named by the usery and then deletes the card
image segment. This new command wlil operate In an lrner
rlng. Users will have no access to card Image segments or
- card pool dlrectories in ring 4. Perlodically, it will be
necessary to delete from the card pool! dlrectories trose
segments which have not been copled and deleted withln 3
reasonable period of time.

Card OQutput

Card output presents a new problem In ldentlfyirg the
classificatlon of the Information punchea on the deck,
Printed output is iInitiatly in one piece and each page can
be f{abeled. Card deckss howevery, are not connected and
cannot be tabeled by the system except for deck header and
trailer cards. Therefore, it Is easy for caro deckg to get
mixed with other cards of clfferent classlficatlions unless a
new procedure Is adoptede.

The obvious solution Is to use cards of different colors for
the dlfferent deck classificationse Thls solution <carrles
with [t some operational problems which must be mentionece.

Firsty, for this system to be effectlve, a glver card ccior
must atways be used to ldentify the same classification,
This is needed to ensure correct handling of the decks by
the distributjon staff and operations personnel. Therefore,
if the supply of cards for a glven color ls exhausted, all
card output for that classification must be suspended.

Secondy 3 card deck of 2a glven color s difficult to
declassify since the meaning of the color must be preservec,
Therefore, the downgrading of a card deck must be done bty
repunching the entire deck on cards of a3 dlifferent color and
destroying the original. This operation mus ¢ be
adminlstratively forbldden except under carefully controlted
conditions and only when approved by the System Securlty
Officere.

Thirdy to avold the problems of over-classlfication, the
punch must be handling requests of only one classification
during any perlod of time. This means that operator
interventlon 1s necessary every time a request queue of 3
different *level®™ s to be servicede. =

The Multlcs punch driver process witl be modified to support

this mode of operatlon by the folioning software
capabltitles and administrative croceduresst
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3.
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S5e

6.

The punch driver process wi il operate within the flixed
fevel property restrictlons for access to segments and
I/0 channels.

To prevent over-classificatlon of punched output, tbhe
drlver process should operate at the "level® of thre
requesting process rather ttan at a hlgher “level.”
Altso the ™tlevel™ of the card punch should be the same
as the "“tevel®™ of the driver processe Thls witt ensure
that the color of the card deck will Indicate ftre
classlflication whlch corresponds to the clearance of

the requestor. The I/0 coordinator wlilt help to
separate the data of different request “levels™ through
the “minlmum expected fevel®”™ declsion mectranlsm

described above. Only [f the operational burden of
downgrading a portlon - of the decks punched |is
acceptable, should the "minimum tevel®™ of the opunch be
set higher than unclassified.

The I/0 coordinator wll! Inform the operator when ttre
queue of requests for tre current device driver |s
emptys to alliow him to reclassify the device for
operation at a new "level."

An operator wlil change the operating "level"™ of a
punch drjivar by

logging out the drlver processs

reclassifying the punch to the new *"level™;
changling the cotlor of the card supply?

loggling in a punch driver of the correct “tevel."”

The driver process wltl inform the I/0 coordinator of
Its clearance whlch will be wused In routing user
requests. However, the securlty of the punched output
s totally dependent upon tte correct card color belng
toaded by the operatore. ’

Accountabjitity forms for the card decks wiili{ have to be
prepared manualtly. The normal termlnatl output ot thre
driver can be used to separate the decks to ensure 3
one to one correspondence between accountablillity fcreas
and card deckse

Users should be discourzgeds administratively, from
requesting a dounch of a segment which has a
classiftication which ls lower than the clearance of his
processe This would result In fmpticitly upgrading the
Informatlons resulting In overctasslticatlion.
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The Informatlon provided by the termlnal output of

tre

driver process wlll be stored In a segment to provide

an onllne audit of compieted punch requests.
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311 SYSTEM CONTROL PROCESS

3.11.1 Oescrlption

The system controfl orocess performs the tasks of system
Inltiallzation, answerlng service and system control.

In 1lts function as the syster inltiatlizaticn process, it
reads a system bootstrap tape and creates the Multics
environment. It necessary, tte system control process is
used to refoad the file hierarchy from backup tapes.,

In 1lts functlon as the answering servijice process, It

“ltistens" to all tetetype ctrannels. When a termlnal
powers-ony Lt sends an Interrupt to the system control
process. The answering service then prints a greetlng, and

validates the logln or diat commande In the case of 3 vsailid
login command, the answering service creates & process In
the name of the user, alliocates the console I/0 channel to
the processsy and sends the process a wakeup. The answering
service aiso handles requests from the user®s process for
new_proc and logouty, and coordinates requests for table
updates from the Systenm Admlnistrator and Prolect
Administrators.

In Its function as the system control processy 1t recorcs
accounting Information, valldates requests for I/0 devices
(tapes, etcCe.)s controls the consoteless daemons, and
provides an operator command interface.

3¢11.2 Requlirements

It lIs a requirement that these functions contlnue to work,
nwlthout substantlal lzplementatlion modiflcatliors.

It Is a requirement that the system control process violate
the fixed level property as littie as possible.
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3.11.3 Chosen Approach

To minimlze the need for special access and the necessity to
rewrlte code, the system control process wlil run at the
unclassifled tevele. 1In thls way, alf System Administration
segments (e.ge. wuser reglstratlon and accounting) will be
unctassiftied. Thus, System Administratlion and Prolect
Administration witl be unclassified tor nearly all functions
and wltl require no violatlons of the flxed tevel property,

IPC (Interprocess communicatior) wlil be modified to provice
the necessary communicatlion paths between the system contrcl
process and user processese. IPC wlll have a oprivileged
entry to set a flag which will allow the system contral
process to recelve messages from any “level™ oprocess,
desplte the fact that It ls unctlassifled. By normal access
rules It wiitl atvways be able to send IPC messages to any
processe. (see Section 3.5)

In communicatlng with other processess the system contrci
process wWwill be able to use specifled message cegmerts of
any “level." (see Sectlion 3.9)

The system control processy In its functiorn as the system
Inltlatlizer, wlll inltlallze the ring 0 tables wused to
validate aftt attachments of I/0 channels. (See Section
3.8.)

As part of.lts function as the system control DrOCesSSy it
wiltl execute operator commands for reclassifying - I/0
channels,y, handilng tapes, etc.

See Section 3.3 for an expianation of absentee and tocgin
valldation procedures.

See Sectlon 3.13 for an explanation of trhe rote of the
System Control Process In reloading.
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3.12 OTHER SYSTEM PROCESSES

30121 The Backup and Dumper GCaemons

Two system daemons, namely “Backup™ and *Dumper,” are
employed to perform flle syster backupe These two cdaemons
scan the hierarchy and copy to tape "ellgible” tiles and
directoriese. The ellgibitity of a flie or directory for
backup dumplng depends upon the dumplng mode. Incremental
dumps, performed by the backup daemon, dump flles and
directories whlich have been mocitied since trey were f{ast
incrementally dumped. Complete dumps, performed (less
frequentliy) by the dumper daemon, dump all files and
directoriese.

In the past, two separate dsemons were needed ln order to
run Incremental and complete dumgs concurrentiy. However, a
multiple login feature Is now aveitlable which permits a user
(or daemon) to be logged [n several tlmes concurrentliy with
the same oprinclpal identifler. Hence, It is feaslble to
have only a single daemon for backup purposese. Therefore,
Dumper.SysDaemon wil!{ be dlscarded In order to minimize the
number of system daemons ard +to slmpilfy the access
requlrements for flte backup.

The backup daemon wll! run with the highest clearance level
so that |t may read all flies and dlrectories. This
Impllesy, of course, that backup tapes and dump maps witl, as
deslired, have . the hlghest cilassiflcatione. The backup
daemon, being a trusted processy, wlll be permltted to
directliy attach tapese.

The backup daemon wmust set the date-time dumped (dtd) for
all segments and directorles. Currently, modify permission
on a dlrectory lIs needed to set dtd for branches contalned
within the directory. This Implies that the backup daemon
would need the abitity to modify dlirectories at all levels.
This problem Is really a manifestation of a more baslc
problem, Intuitively, It makes flttte sense that a user |s
forced to give the backup caemon modify permission to
directorles. The function of backup Is essentially "read
oniy*” 1In nature. Therefore, read access to a segment wlili
be sufticlent to set dtd for that segment. ” )
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The date-time dumped (dtd)y, date-time modiftied (dtm),
date-time used (dtu), ana date-~time entry modifled  (dtem)
segment attrlbutes wlll no 1longer be subject to expliclt
modiflcation by users. Currently, these dzte-tlmes -are
writeable via hcs_ - and hence are not ftrustworthy.
Therefore, hcs_ entrles which set these date-times witl ©be
removede.

Certain changes to the aoumper program (used by the backup
daemon) wlll be requlired. Filrsty, the new level/catecory
informatlon must be backed up and hence must be added to the
dump record format. Second, a new hophcs_ call must be
provided to permit the backup daemon to set dta. And thlrd,
a new branch attribute called the date-time subtree modiflied
(see Section 3.7.5) must be [ntroduced to gulde Incremental
dumping. -

The backup daemon wili not viotate the flxed level crroperty
rules In any manner.

" 3e12.2 The Retrliever Daemon

The retrlever daemon ls used to recover selected flles and
directories from backup tapes at the user®s reauest, In
order to read backup tapesy the retftriever must run witt the
highest clearance. '

The retriever wlil require certaln special privitecges. In
order to restore flles and directorjles to the rierarchy,. the
retrlever must be abte to create branches of atll
classifications and to modlify segments and cirectories of
aft ctassiflicatlons.

Certaln modifications to the refriever program will be
required. New ring 0 calls must be Inserted to groperly
restore the classiflcations of segments  and directorjes.
Alsos a new hohcs_ primitive wili be providec to allow the
retriever to restore the varlous date-times (since trese
will no fonger be writeable via hcs_ as described above),

It Is possibley, although very unllikely, that an attempt
could be made to retrleve a branch iInto a diractory of a
higher <classification In wviolation ot the non-decreasing
ctassliflcatlion rule of the hierarchy. Thls could only occur
it a directory were createdgy deleted, and then recreated at
a higher classificatlion. (Thls sequence could also be
simulated simply by swapping dlrectory names.) Ring g wlill
refuse to set the classification of a branch lower than tre
classification of 1its containing dlrectory. Hencey, an
attempt to retrleve a branch Into a directory of higher
classification will implicitiy reclassify the tranch at the
level of the dilrectory. It a user wlshes to avold such
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rectasslficationy, he can rename or delete the existing
directory, or efise can retrleve the branch Into a different
directory (as described betow).

It Is also possible, but un!likeliy, that an attempt could be
made to retrleve a segment Into a dlrectory of lower
classificatlon. This could only occur if a directory were
created, ' deleted, and then recresated at a tower
classificatlon, Due to the quota oproblem (see Sectlion
Je7elt) segments are required to have the same
classlflcatlon as thelr contalning directory. Therefore,
ring 0 wlit refuse to set the cliassiflication of a segment
branch higher than that of its contalning directory. Since
the retrlever cannot be permitted to declassify a segment, a
request to retrieve a segment Into a dlrectory of lcwer
classification must be rej}ecteds A user can avold this
problem by renamlng or deleting the existing dlrectory or ty
retrleving Into a dlifferent directory.

The SSO must develop s plan to acdminister the submission and
valldation of retrileval requests.e Clearly, users cannot be
perm] tted to directiy inspect dump mansS. This
responsibllity should probably be glven to the SSQ or his
assistant. Retrievat requests can be submittec In person so
that the requastor®s ldentity can be vatldatec. Once the
requestor®s jdentity 1s known, some set of rules must be
applled to determine the fegitimacy of the requeste. Some
atternatives include:?

1« A user can retrleve anything under his home dlirectory.
A Project Administrator can retrieve anytbling under his
project directory. A Systea Adminlstrator can retrjleve
anything.

2« A user must tave write access to the segment |if |t
exists onf{ine. Othernlse, he must have mooify
permisslion for the nearest superlor directory which
exlsts ontine. These checks can be made by the SSC or
hls asslstant., (Note that under thls scheme, c¢cranting
access to a segment impiles granting access to tre
entlre backup hlstory of the segment., Thils should not
be mwmuch of a probliemy however, slnce segments are
rarely “reused™ for different purposes.)

Once a user®s rlght to retrieve a segment or dlrectory has
been establishedys he can then retrieve ttrat segment or
directory Into any exlsting directory In the hlerarchy for
which he has append permlissjion. In most casess a segment or
directory witt be restored to its origlnal position within
the hlerarchy. In some cases, however, a user may request
that a segment or directory be placed {n s new position
within the hierarchy. This Is known as a ™"cross-directory"
retrieval.
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It may also be desirable fto accept retrleval reguests from
remote locationse No formal mectanjism currentily exlsts for
this purpose. In current practlice, retrieval reauests are
sometimes accepted over the telechone. It should be noted
that retrlevals cannot be used In any manner whatsoever to
declassifty information. Hences teleprone-requescted
retrievals can be performed wittout fear of such a securijity
breach. However, sabotage ls possible by simply overwrjitirg

onllne segments witn backup coplese. Alsoy, freed to Kncw
access can be compromised by 3 cross-dlrectcry retrieval.
Therefore,y positive user identification shoulc at lesst be

required for alf§{ cross=dlrectory retrjievals, as weltl as for
all retrievalts outside of >udd. :

3412+3 The Repalr and Ring_1_Repalr Daemons

Two daemons, namnely “Repair® and “Ring_1_Repalr.* are wused
to perform emergency flxes to the systems The Ring_1_Repair
daemon runs In ring one In order to handie speclal rirg one
problemsy €ege the Instaliatior of a ring one gate. Both
daemons require essentlally uniim]jted access to the systenm
via phcs_ and hohcs_. The repalr daemons shoula run at
system highy slnce they have 3ccess to all information In
the system. They may have to “wrlte down* Informatlon on
occaslon,

The passwords for these daemons should be known only to tre
SS0 and shoutd be changed after each l{ogout. At his
dlscretions the SSO wilt make the passworcs available to
system programmers anc other persons needing to use the
repalr daemons. It may be deslrabte for the system to
actually require a password change for these daemons
(performed by the SSO) between each lagout ard next logln.

3e12.4 The Metering Daemon

The Metering daemon [s used to generate system performance
graphs and other system meters. For this purpose, phcs_
access is requlred. The daemon grobably shoutlc run sSystem
high, because the metering lnformation may be &an Infcrmatlicn
channel.

3:12¢5 The Print_Dump Daemon

The Print_Dump daemon (s sometimes emplovea to orint B0S
dumps (see Section 3.13«<1) during normal Multics operatliore.
A B80S dump may reside elther on tape or in a speclat ares of
onfine storage known as the OUMP partition. At system
Initiatization time, the Inltlailzer coples dumps from the
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DUMP partition 1Into the Multics hlerarchy. These EOS dumop
segments, as well as B0S dump tapes, wWltl be <classlfjed
system high  and hence, the Print_Dump daemon must run with
system hlgh clearance. This daemon, belng a trusted system
processy will be permitted ¢to directly attach tapes. In
current practice, the Print_Oump daemon may 3iso dlrectly
attach a oprinter. In the securlity system, rtowever, lt |s
desired that aitl printed output bte ldentifled by a securlty

banner. Therefore, direct printer attachment will rot be
permitted. Instead, formatted dump Ssegments wlill be
dorinted.
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313 CRASH RECOVERY

3.13.1 BOS

B80S (Bootload Operating System) ls a collection of nrograms
used to perform a number of basic functions such as loadlrg
a Multlcs system tapey assisting In Multics shrutdown, and
dumping the Multlcs machlne ‘lnmage (usuaslly following a
system crash). B80S aiso plays a slgnificant role In fiile
system backup and recovery operations. Perloclicalty,
Multlcs 1s shut down so that B80S may perform a “SAVE.™ A
SAVE essentially copies all ot onllne storage onto tape,
thus establishling a checkpolnt for wuse [In file system
recovery. In the event of online storage {osss BOS s
called wupon to perform a “RESTORe™ l.e. the loading of
online storage from SAVE tapes.

BOS witl have no knowtledge of Multics security controls.
Operatlonal control of BOS is sufficlent to ensure securlty.

B80S dumps of the Multics rachine 1Image may contain
Intormation of all classifications and hence wliil be treated
as Top Secret. BOS [tself will oprovide nelther security
banners nor page fabels for printed output, To do so wculd
add unwanted complexity +to BOS, and mwould requlre that
specific classification namesy easge “TOp Secret," be
included directly In BOS programs. Since -such names are
Intended -~ to be Installation parsmeters, a dlfferent verslon
of B80S would be required for every Installation.

BOS dumps may be lmmediatefy dlrected to a printer, or else
may be saved on tape or disk for tater orinting. In the
former casey It IS recommended that speclal paper be used to
Indicate the ctassiflication of the printed outputy e.C.
paper having a *“Top Secret"™ water marke If BOS dumps are
printed durlng normal Multics operation, banners and page
{abels can be added at that time.,

3.13.2 The Satvager

The salvager s a group of grograms designed to detect,
report, and correct wherever possible any Inconsistencies in
the Multics directory hlerarchye The salvager runs within a
special versior of the Multlcs operating system and utilizes
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a separate partition of onllne storagee. The salvager |is
employed folilowlng elther a normat Multlics shutdown or an
emergency shutdouwn instlgated by a system crast,

The salvager will be knowledgeable of securlty controls as
they apply to the flle system. The only klnds of
security-related Inconsistencies which can be detected by
the salvager are viotlations of the non-decreasinrg
classlficatlon rule of the hlerarchye. Unfortunztely,
however, such Inconsistencles cannot be automatically
correctede If an unclasslfled directory ls dlscovered below
a Secret directorys, it does not seem warranted to delete the
unclasslfled directory. It seems more reasonable perbaps to
upgrade the dlrectory and 1lts Inferlors where necessary
since this cannot compromise security. However, thlis
strategy may produce absurd results Lf, for exampley >udd
became erroneously classlifled Secret due to a system crashe.
Therefore, the salvager will mark a branch “out of service"
whenever 11t falls to comply witt securlity regulations. Tre
pathnames of such branches will be reported to the operator.
Expllicit action by the SSO wili be requlred after the system
has been restarted to place these branches back In servlice.

The running of the salvager wilil be enforced by the system.
Currently, when Multics 1is bootloaded without prior
salvaging, a warning message ls printed for the operator.
Instead of Just a warning, system |(nitiatization wlil
actually be aborted.

There exlst four different salvaging modes known as fast,
actlvey, regutar, and tonge A fast salvage merely flushes
the paging device. In current practice, a fast salvage Is
usually performed after a successful emergency shutdown.
WHhen shutdown succeeds In recovering the flle system device
contiguration tabte (FSDCT) from core, but fails to
deactivate alt active segmentsy, an actlve sslvace |Is
sometimes performed. An actlve -salvage examines ali
directories which could not be deactivatede If a shutaown
attempt talls to recover the FSDCT from core, then a regular

salvage ls performed. Only a recgular salvage will examine
atl directories and completely rebuild the FSOCT. Hence,
only a regular salvage {s guaranteed to detect all posslble

reused addressess i.e. pages claimed by more than one
segment. To avoid possible security violatlons, such pages
are zeroed by the salvager. A tonjg salvage is basically tre
same as a regular salvage except that [t rebulfds atl
directorles (not fust Inconsistent dlrectorles) for the
purpose of directory compaction. It Is recommended that
regular or long salvaging always be performed so as to
ensure flle system conslstencye. {(For the present MIT
hlierarchys, a regutar salvage requlres about ter minutes to
run. Therefore, the time saved by use of the fast or active
salvage modes 1s neglliglble. However, It 1ls expected that
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the time to operform a regular salvage will increase
approximately linearly with the number of branches n the
hlerarchye.) o

As with B80S, the salvager wlit provide nelther securlty
banners nor page tabels Ffor printed output. Speclal Top
Secret paper can be used as suggested for B80S output,

3.13.3 Reloadlng

Foitowing a system fallure which causes extensive file
system damagey It Is necessary to recover the former
contents of onllne storage from SAVE tapes and backup tapes.
This recovery operation Is known as a RESTOR/reload. Tre
flrst step In the recovery  procedure [Is to use B0OS to
perform a RESTOR of the ftatest SAVE. Nexts Multics 1is
bootloaded and backup tapes ¢roduced subsequent to tre
latest SAVE are reloaded In chrorologlcal order. Thus, the
hierarchy Is restored to Its state at the time of the tatest
incremental dumoe.

The reloadlng of the flle system from backup tapes Is
presently performed by the Inltlalizer. The reason for
choosing the inltlallzer Is because other dsesons carnot te
fogged In untit the answering service begins operation. The
answering service,y, Iin turn, cannot be started untit all cf
lts data bases have been reloaaqed.

Hhen performing refoading, the Injtlatlizer wiil requlre
certain speciatlt privileges. Filrsty as an «unctlasslfied
processy 1t must be permitted to read Top Secret backup
tapes. Second, [t must be capable of creating branches at
all levels and wWwritlng at all tevels, But as with tre
retrlever, the lInltiatllzer 1is forbldden to violate the
in¢reasing cltassiticatlon rule of the hierarchy.

The reloader and the retrjiever programs share many of ttre
same modules. Hencey tre oprogram modificztions and the
security consideratlons aglscussed In Sectlon 3.12.2 apply to
reloading as well as retrleving. It should be empraslzed
agaln that reloading, flke retrleving, witl never cectassify
Informatione.

There exlsts another type of relcad known as a3 “cold reiocac"”
which Is not generally used as a method of crssh recovery,
but Is sometimes used for speclal purposes such as directory
reformatting,. Yo facliliitate major operations of this type,
a complete dump Is usually performed [mmedliately before a
cold reload. A complete dumg Is wusually dlvided Into
sectlonsy, one of which contains all system files. These
system fliles are relocaded first by the [nitjallizer. Next,
the answering service s started so that other system
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daemons can be logged In to perform the remainder of
reloading. The retriever daemon can be used for this
purpose slnce it wiil have the necessary prilvlieges.
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3.14 OPERATOR INTERFACGE

3.14.1 New Procedures and Responslbifities

Retatlvely few changes to the Mulitics operator [nterface are
antlcipated. The operators witl] be given the new
responsibllity of reassigning cevice ctassiflcations. Alsc,
tape handiing will be somewhat different. Tape drlves and
tape reels wiill be jdentifled by color-coded classiflcatlion
labelses Each reglstered tape reel will have &n associzated
three-letter authenticatjion code to be typed by the operator
at tape mount time for verification purposes.

3e¢14e2 Secur|ity-Related Messages

Securf{ty-related messages directed to the operator willl
explicitly specify violatlonses warnlngs, etce. so that
approprlate operator actlon can be taken. Such messages
will be distingulshed by some convention, e€.g9. precealng
asterlsks, Alsosy the audible atarm on tre operator®s
console wiil be used to alert the operator whenever hls
attentlon is required. " o
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3.15 AOMINISTRATIVE CONTROL

3.15.1 Requirements
The functions of the System Administrator (SA) and System
Security Officer (SS0) must be as distinct as possible. The
SA must not be able to dcungrade segments, nor asslgn
classlftications to new users, nor change the classlflcatlion

of exlsting users. The SSO must not be required to regjister
new users nor perform accounting.

3.15.2 Oeslgn Conslderations
The primary conslderation Is that the authorlty ot the SA
and SSO be clearly deiineatede In thls ways tte SA wWwlil not
be able to perform functlons wWwhlch are the responsibility of
the SSO0y and the SSO will rot be burdened by the routine
tasks of the SA., A seconacary consideration s that.  the
tools for wuse by the SSO shoutc be simple ang easy to use,
and should fotiow normal Multics command conventionse.
3.15.3 Chosen Approach
The SA willi?
1. register altlt users:
2« perform system accounting functions;

3« perform default project administration.

In general, the tasks of the SA wll!l remaln unchanged [n the
new system.

The SSO witts

-1+ 38ssign clearances to persons and projects, and asslign
classiticatlions to terminals and I/0 devices;

2. asSsign the mnemonlcs for lcvels and categceriess
3. perform the downgrade functions on segments and

dlirectorless
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4. be responsibie for the physlcal securlty of alf cn-sjte
and remote equlpmenty, lrcluding the Integrity of
Interconnectling cabless

5« be-able to force a glven user (or all users) to chénge
his password;}

6. receive and review all security audit data}
7. approve retrieval requests (see Sectlon 3.12}3

8. tix securlty-related-Inconsistencles detectea by the
salvager (see Sectlon 3.13)3

9. set the securlty audlt ftags for varlous personid®s and
projectid®s (See Sectjon 3I«16c4).

The speclal commands (e.g. downgrade) used by the SSO witl
contaln calils to auditing procedures to record their usszge,
It 1Is also suggested that the console script of the SSC be
retalned as further audlting Information.

Those priviteged tunctions which must be restricted fto the
SSO0 atone wlll be Implemented via a separate gate secment,
In this wayy the ACL on the gate segment can effectively be
used to glve access to the SSO0 while denyinrg [t to other
users. The user ring functions (commands for Inspecting the
audit data, and setting the clearances of oersons and
projects) whilich are restricted to the SSO wlli simllarly be
protected by thelr ACL. : :

The tables which are shared between the SSO and SA are
updated only by the system control process, and the updating
tools will be modlifled to permit onty the 5SSO0 to set tte
per-person clearances and audlt flags iIn the PNT and the
per-project clearances and auclt flags In the SAT. In this
ways the existing functions of tre SA wlilil not be affected,
and the SSO wiitl assume control of all security-retated
functlions.

Several new tables wlll be the exclusive resegonclbillty of
the SSO0y Including the Peripterat Control Table specifyling
the 1I/0 channel classiflcations and the termlna! answerback
codese.
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3.16 SYSTEM AUDIT

3.16.1 Requirements

The system audit functlons stould provlide a history of
normat and abnormal system usey or operationy, to permit
regular securijity review of system activity (per Do0
5200.28-M). System events to be Incluaed In the audlt aata
aret

1. each access to a classified flle and the nature of the
access {(per D000 520(0.28-M);

2« each logln and togouts$

3. each wunsuccessful (cgin attempt  and reason for
rejection}

4, each rejected access to Information due to securjty
restrictions and each illegal attempted use (fauit) cof
access permissions

S« all system faults whilch could Indlcate attempgts to
subvert the system or to exclolt hardware fallures;

b. all security related actions of the System Security
Officer or the System Administrator;

7. each time a process awnards jitself extra privifeces;

8. all coapleted requests for prlnted or punched output
{not terminat output)}

9« alil tape mount requests for user tapes.

WHhere possible, the recording of audit data must have the
capablllity of belng turned off on a per user or per system
basis. The subverter processy for exampie, must be known to
the audlt programs so that Its known violatlions can, if
desiredy, be omitted from the audlt data. Data reductlion
programs must be provlided to prepare summarles of audlt gata
for inspection.
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3.16.2 Deslgn Conslderations

Audit data segments must be wrifeable by mzny processes,
hence, there must be a 1tocklrg strategy provided wlth
assurance that the process lccking the data wiil unlock |t
before it loses ellgibtity. These segments must either fall
outslde the securlty rules, or there must be a cdata
segment(s) for each level/catecory comblnatlion used on the
system.

RiIng zero audliting must be done only when there is no
.dlrectory locked by the subject process to avoid deadlockinrg
problems.

The teaslibllity of storlng exconentially smcothed data ¢n
the Interval between certain events will be examined (e.g.
average operjod of Jltlegal opcode faults, average perlioc of
initiate rejectlon due to security) after more deslign
detalls are known and an assessment of performance imgpact
can be madee. ' :

3163 Design Approach

Each successful login Is recorded on the system controt
console output, as well as Ir the onllne 1og kept by the
answWwering service. This {og alsc records each unsuccessful
fogin attempt and the reason for relection. The mechanism
vwhich records Information In this log will be modifled to
ensure that the following data will be recordec for each
unsuccessful togzint

logln tine as entered by user
hardware channei{ of the tersinal
answerback code of the terminal
maximum fevel of the terminal

the reason why the user was rejected
date and time

In additiony 1f the person®s <clearance Is less than the
maximum *levet™ of the termiraly 'a *breach of physical
securlty®™ message wltl! be sent to the operator, Also, |f
the number of bad passworos for a glven personid is greater

" than the system maximum, an “attempted breack of securlity”
message wWlil be sent to the operator and recoraed In the
toge This count wil! be reset on the next successful {cgin
of that persone.

All speclal commands oprovided for the System Securlty
Officer to maintain securlty control will provide auait of
thelr use. This dsta wlil be protected by the ring
mechanlsm. However, the data can only be assumed +to be
complete If the securlty refated functlion arc [Its aucit is
pertormed In a lower ring than the System Securlty Officer
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would tog i[Intoe. Othernlise, a person togging In 3s tte
System Securjity Officer could wrlte 3 program which would
perform "the same security reltated functions without using
the the audit (nterface. The detajits of whlch security
functlons must be performed entirely withln the user rinrg
willl be descrlbed when the Inplementation detajils are better
understood.

The granting of specliat access privileges to any process
wlil be audited by ring 0.

Any relected attempt to add a segment to a user®s 3address
spacey due to securlty rules, wiill be audited by ring 0.
(Shared data and locklng problems will occur here).

All access violation ana 1llegal opcode faults will be
audited by ring g« The data recorded for each fault aud]ted
witt Inctudes

pathname and offset of object denled access
type of viofatlon (fault)

*“level™ of object

user®s effective access mode to the object
“level*™ of process anc current ring
pathname of executlng procedure

user ID of process

date and time

(Shared data and tockling problems will occur herel.

The classifled segment audlt data wlil LInclude?

user I of process

pathname of the segment

“level™ of the segment

user®*s effective access mode to the segment
date and time

This capablitity may introduce signiflcant performance
degradation In the system ano wlii! generate & large amcunt
of aud]lt data (shared data and focking problems occur here).

The problems of shared data and locking are primarily a
probiem assoclated wlth rings other than ring 0. The audit
data areas mnmust be writable by alt processes It the
intormatlon s to be complete. Thlis cannot be done [n the
outer rlngs without a3llowing a user process to violzate the
tilxed {evetl property. Even [t thls was allowedy a3 process
can lose jts ellgiblilty to use s processor while executing
in an- outer riIng with a lock set whlch could cause other
processes to walt for the locklng process to be rescreduled.
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Therefore, all aucitlng wiil be randled by ring 0 procedires
since this Is the only ring In which all processes can write
In common: data areas, regardiess of clearance, without
explilclitly violating the fixed flevel property and since
processes executing In rlng § are guaranteed to complete all
operatlions which must be performed whlle a tock |is set.

The mechanism to be used for the ring 0 auditing witll be an
enhanced verslon of . the system error auditing procedure,
This has the advantage of providing a common intecrface for
all system auditing functionse. The audjt data will be
stored In a speclal disk partitlcn and perlodlcatlly copled
Into segments In the the Multics storage system by thae
system controi process. The error type labels on each audit
entry witl be used to separate tte securlity relstec entriles
from other system errorse. :

A ring 0 entry will be provided to aliow admlnlstrative and
securlity related oprocedures to record thelr actiors as
needed. Access to thlis ¢gate should be provlided for all
users, but llmited to rlngs of tigher oprivilege than the
normal user ring tc¢ avold a potentlatl source of sabotage
through flooding the audit data wlth irrelevant entries.

The 1og of printed ancd/or punched output will be the fjile of
accountabllity forms and an ontlre copy of the lInformation
printed on the driver control console. User termlinal output
wit! not be logged.  The systew control console output and
the system log data wlll provioce the needed aucit data for
Important system events not recorded elsewheree.

The altocator process that handles tape drives will provioce
a log of all tape requestss Inctuding denled requests.

341644 Audjit Selectivity

All processes wili be treated the same by the zudlt system,
The ring zero portion of the audit system wll! check tte pcs
of a process to determlne whether a glven event shoulc be
included In the audit data. This witt provide a wlde ranga
of selectivity to the audlit system.

The audit flags In the pds will be establisted at process
creatlon time. Another data fletd will be acded to each
entry In the PNT and SAYT which will descrlbe the events to
be audlted for each personid and projectid. At process
creation time, the system contro! process wll! turn on the
pds audlt flags If the corresponding flag appears for the
personld or projectid of the user,
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Only the SSO will be able to turn off these flags In the PNT
and SAT. The default value witl be “on* for each nex person
or project reglstered by the System Adminjistrator.

The events which wWlil be ldentifled by separate audit flags
witl Include the followlng!

access to classifilied sééhents.

securlty reflated tile system errors,

anarding ot speclial access prilvileges,

i1ttegal opcode faults,

access mode related access viotation faults,
ring related access violation faults,

audlt calis from outer rings,

other events ldentified durlng implementatlion.

It Is recommended that the audlt flags normaliy be turned
off for the AFJSC supplied subverter processy, Since It wiltl
only add noise to the audlt data. However, on occasion, |t
may be desirable to avudit the subverter process as an alc in
testing the audlt system lItself.

3.16.5 Audlt Data Reduction

A silmple data reduction and cutput formatting program wlli!
be provided to prepare audlt dats for Inspection. For each
cltass ot audit data, the procgram wlll recognize keyworcs
correspondling to flelds [In the audlt data, such as “segment
name,*™ “userld,™ “error code,"” etc. The user of the data
reduction program (presumably the SSO) witi sucply a tlst of
keywords and corresponding data litems. For exampley, [f tre
user spaeclfles "error codel no access,™ all entrles In the
indlcated audit data flie wilf be printed for whlch the
error code fleld specifies "no access.” A t{lmited
capablilty for the use of "AND, “OR4"” and "“NOT" Bootean
operations will be supportec to enhance selectivity. The
file_output command can be used to direct output to 13
segment.
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3+17 CONTROL AND AUDIT OF SYSTEM CHANGES

3.17.1 Requirements

Security configuratior control ensures that all changes to
the operating system are accounted for and verlfies that
these changes do not Impare the secur]lty of the system,

Procedures must be estab lished to control ana audlt system
changes. Software tocls must be provided to assist In tre
audlt. All security sensitive modules should be [dentified
In each retease. Source and obJect code have bean crovided
for the inltlat release. Source and object coce must te
provided for all revislons afong with a 1lsting of all
moduies modified and the reason for each modification within
each module.

3J.17.2 New Retease Materlal
For each new releasey will contaln at leést:

A Multics system tape (MST)3

Machine readable source code 'of altl mcdules ctarged
from Multlicss B80S, Salvager, and DATANET 355 systems;

BOS and Salvager object ¢tape 1t the code has been
changed;

DATANET 355 object code it changed;

Object code of alt compllers, assemblersy, and PL/I
operators used to generate the changed mocules}

List of atl mcdules changed wlth the reason for the

change. '
30173 Tools : B }
Procedures wlil be sugpllea to assist In comparisor and
auditing of system changes at source and object level, An

ASCII comparlson procedure wlilil be suppiied to ald In roting
changes made to source code. A procedure wrhlch makes a
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5.0 PREPARATION FOR DELIVERY

This section does not apply to this report.
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640 NOTES

This Secflon Is for Admlnlsfratlve Informatlon Onty - Not
Contractuaily Bindlng., -

6.1 Removable Medlia

During the Oeslign Analysis, tre securlity recuirements for
Integrating removable medla storage Into the virtual memory
was  dlscussed. The term *“demountable segments® has been

-used: In "thls section to. differentliate rerovable medla

contalining portions of the Multlcs storagce system from
removable medla associated with 170 direcfed from a Multics
processSe L

The recommendatlons resulting from fhe -Design Analysis
dlscusslions are included in thils section’ becautse trey are

~not ~ a direct part of the lmo!emenfatlon of securlty

controis. - However, the tollowing - recommendaf;ons witl be

uséd ‘as ~gulidelines by the profject’ whlch is designlng the

. demounfable segment caoablilty for Multlcs.

6.1.1_Rec6mm96datlons

1.

2e

The demountable segment capabillty must allow the basic
Muitics ‘access controls to be extended: to removsble storage
media. Olsk packs are the prirary .type of medla addressed,
as the ‘value of tapes 'Iin this role 15 not operationally
clear at this time. :

Each physical dlsk pack must be ldentifled as part of the
systemy, such that it shouid be lmnosslbie for it to be used

by any process for direct I70. o

3.

There musf be a unique machine kbadab1e. heedeh' on each

. physical unite No disk pack should be usable for

demountable segments untll the header has been Initlallized
by the system. This theader should identlfy the highest
classlification of Informatlion ever stored on the disk pack.
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